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Solution: Dynamic Analysis By Emulation

• We build an emulator that runs real-world TZOSes and TAs

• Emulation enables dynamic analysis
• Allows introspection and monitoring of TZ execution

• We support four widely-used real-world TZOSes:
• Qualcomm’s QSEE
• Trustonic’s Kinibi
• Samsung’s TEEGRIS
• Linaro’s OP-TEE
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Approach: How did we run TZ in an emulator?

Results: What did we learn?
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Problem: Dynamic analysis of TZ is hard!

Approach: How did we run TZ in an emulator?

Results: What did we learn?
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Fuzz Testing TAs Using AFL

16 Firmware 
Images

12 Smartphone / 
IoT vendors

196 Unique TAs
AFL Crashed 

48 TAs

• Found TZ-specific coding anti-patterns that led to crashes
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char *ptr = NULL; // global

…

switch (request) {

case INIT:

init(ptr);

break;

case DO_ACTION:

do_action(ptr);

break;
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break;
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1.

Null-pointer
dereference

TA should properly handle any sequence of requests from CA



Anti-Pattern 2:
Unvalidated Normal-World Pointers

Client App (CA)

Normal World/REE

Trusted App (TA)

Secure World/TEE



Anti-Pattern 2:
Unvalidated Normal-World Pointers

Client App (CA)

Normal World/REE

Trusted App (TA)

Secure World/TEE

Shared 
Memory



Anti-Pattern 2:
Unvalidated Normal-World Pointers

Client App (CA)

Normal World/REE

Trusted App (TA)

Secure World/TEE

shm_ta_base

Shared 
Memory



Anti-Pattern 2:
Unvalidated Normal-World Pointers

Client App (CA)

Normal World/REE

Trusted App (TA)

Secure World/TEE

shm_ta_base

Shared 
Memory



Anti-Pattern 2:
Unvalidated Normal-World Pointers

Client App (CA)

Normal World/REE

Trusted App (TA)

Secure World/TEE

shm_ta_base

Shared 
Memory

ptr = off +

shm_ta_base



Anti-Pattern 2:
Unvalidated Normal-World Pointers

Client App (CA)

Normal World/REE

Trusted App (TA)

Secure World/TEE

shm_ta_base

Shared 
Memory

ptr = off +

shm_ta_base

ptr



Anti-Pattern 2:
Unvalidated Normal-World Pointers

Client App (CA)

Normal World/REE

Trusted App (TA)

Secure World/TEE

shm_ta_base

Shared 
Memory

ptr = off +

shm_ta_base

ptr mal_ptr



Anti-Pattern 2:
Unvalidated Normal-World Pointers

Client App (CA)

Normal World/REE

Trusted App (TA)

Secure World/TEE

shm_ta_base

Shared 
Memory

ptr = off +

shm_ta_base

ptr

TA Memory leak
/ corruption

mal_ptr



Anti-Pattern 2:
Unvalidated Normal-World Pointers

Client App (CA)

Normal World/REE

Trusted App (TA)

Secure World/TEE

shm_ta_base

Shared 
Memory

ptr = off +

shm_ta_base

ptr

TA Memory leak
/ corruption

mal_ptr

TA should check that CA-supplied pointers point to shared memory
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Conclusion

• We showed that it is practically feasible to run real-world TZOSes and 
TAs in an emulator

• Large-scale fuzz testing of TAs using the emulator found several 
previously unknown vulnerabilities in TAs with high reproducibility

• We identified vulnerability patterns unique to TA development
• Pointing to the need for TZ-specific developer education

Thank you!


