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C source code

C/C++ programs are unsafe
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C source code C source code Sanitizer

Sanitizers are designed to detect software bugs/vulnerabilities
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However, sanitizers have high runtime overhead 
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However, sanitizers have high runtime overhead 

C source code C source code Sanitizer

High 
overhead

Sanitizer Runtime overhead 
on SPEC CPU 2006

ASan 73.8%

UBsan 160.1%

Can we reduce it?
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Sanitizer-specific 
static analysis

Remove semantically 
redundant sanitizer checks
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Sanitizer-specific 
static analysis

Remove semantically 
redundant sanitizer checks
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Our novel design

Sanitizer-specific 
static analysis

Remove semantically 
redundant sanitizer checks

Cost-based 
heuristics

Remove costly sanitizer 
checks 
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Design: overall workflow
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Design: overall workflow

.C

Program

Gather coverage statistics 
during profiling

Extract static data 
dependencies

Pinpoint and remove likely 
redundant checks
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Design: check identification

Input 
LLVM 

IR

Identify 
checks

123:                    ; preds = %114
......
%130 = icmp ne i8 %129, 0
br i1 %130, label %131, label %132

131:                     ; preds = %123
call void @__asan_report_load8(i64 %125)
call void asm sideeffect "", ""()
unreachable

132:                     ; preds = %123
%133 = load i32*, i32** %ftab3, align 8
......

Check

Input LLVM IR code
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Design: check identification

Input 
LLVM 

IR

Identify 
checks

Instrument each 
identified check

123:                    ; preds = %114
......
%130 = icmp ne i8 %129, 0
call void @COUNTER_calledSCbzip2(i64 32, i1 %130)
br i1 %130, label %131, label %132

131:                     ; preds = %123
call void @__asan_report_load8(i64 %125)
call void asm sideeffect "", ""()
unreachable

132:                     ; preds = %123
%133 = load i32*, i32** %ftab3, align 8
......Check

 

list

Instrumented LLVM IR code
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Design: dynamic pattern capturing
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Design: static pattern capturing
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Design: static pattern capturing
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Instrument each 
identified check
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Design: sanitizer check reduction
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Design: sanitizer check reduction
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Design: sanitizer check reduction
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Design: sanitizer check reduction
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Output 
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IR

Instrumented 
LLVM IR

Check list Static 
patterns

123:                    ; preds = %114
......
%130 = icmp ne i8 %129, 0
br i1 false, label %131, label %132

131:                     ; preds = %123
call void @__asan_report_load8(i64 %125)
call void asm sideeffect "", ""()
unreachable

132:                     ; preds = %123
%133 = load i32*, i32** %ftab3, align 8
......
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Design and implementation
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A general framework for effectively removing likely redundant sanitizer checks
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Integrated into the LLVM framework SanRazor-clang

Output 
LLVM 

IR



Evaluation: cost study
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74% 28% - 62% 160% 37% - 124% 

Runtime overhead (geo-mean)



Evaluation: cost study
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M1: number of removed sanitizer checks
M2: saved CPU cycles by reducing sanitizer checks

SanRazor eliminates up to 30% ASan checks and save 41% CPU cycles

SanRazor eliminates up to 39% UBSan checks and save 77% CPU cycles



Evaluation: vulnerability detectability study
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SanRazor detects at least 33 out of the 38 CVEs

Select 38 CVEs from 10 commonly-used programs



Application scenario
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• Accelerate sanitization enabled programs in production usage
• Keep the most useful checks in terms of discovering unique problems



Application scenario
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• Accelerate sanitization enabled programs in production usage
• Keep the most useful checks in terms of discovering unique problems

• Combined with complementary approaches to further reduce overhead
• SanRazor are generally orthogonal to other sanitizer tools
• E.g. combining SanRazor with ASAP reduces the runtime cost to only 7% 

with a reasonable tradeoff of security



Summary

Thanks for listening!

Contact: jiangzha@usc.edu

Github repository: https://github.com/SanRazor-repo/SanRazor

• Present SanRazor, a novel and practical tool for sanitizer check reduction

• SanRazor is designed as a hybrid approach to remove likely redundant checks

• Evaluation shows that SanRazor effectively lowers the overhead caused by sanitizer, 
while still retaining high vulnerability detection capability
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