
Cybersecurity and Technology Operations Paradigm-Reference
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Architect’s on both sides have to consider how to operationalize their architectures and how that impact’s both cybersecurity and technology operations (SOC, NOC, Fusion Centers). 
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(not an exhaustive list)

ICT Mechanisms/Service Catalog (not an exhaustive list)

Operationalizing cybersecurity mechanisms and the 
cybersecurity services catalog implies:

The need for Runbooks
The need for Standard Operating Procedures
The need for Playbooks
The need to wrap it all in relevant Business
Processes
Will these cybersecurity mechanisms be operationally
sustainable over time?

Operationalizing ICT mechanisms and the ICT services 
catalog implies:

The need for Runbooks
The need for Standard Operating Procedures
The need for Playbooks
The need to wrap it all in relevant Business 
Processes
Will these ICT mechanisms be operationally 
sustainable over time?

These concepts are not mutually exclusive 
between IT and cybersecurity. People need to 
know what they are doing, why they need to 
do it, and when it needs to be completed by. 

The devil is in the details. Not providing for 
operationalization requirements will create 
chaos and confusion for operational 
personnel. 

Incident Response, Disaster 
Recovery, and Business Continuity 
is a Team Effort. 

It’s not just cybersecurity 
personnel. It’s all ops functions 
that help keep the lights on 24x7. 

If there isn’t enough 
personnel. How will 
alerts and incidents be 
actioned? 
Do you know how many 
FTEs operations need?
1k alerts per Analyst?
Is an MssP/MSP the 
right direction?
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