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Introduction to Platform Security




What Is Platform Security?

Hardware Implementation and Configuration
 Available Security Features
 Correct Configuration of HW Components
» Testing/Demonstration of HW Security Mechanisms

Firmware Implementation and Configuration
« Access Controls on Firmware Interfaces
« Correct Settings of Lock Bits

« Testing/Demonstration of FW Security Mechanisms
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Example: System Management Mode

CanSecWest 2006 “Security Issues Related to Pentium System
Management Mode" - Duflot

Are lock bits set?

“Attacking SMM Memory via Intel CPU Cache Poisoning” - ITL
(Rutkowska, Wojtczuk)

“Getting into the SMRAM: SMM Reloaded” - Duflot, Levillain, Morin,

Grumelard
Are SMRRs configured?



http://www.ssi.gouv.fr/archive/fr/sciences/fichiers/lti/cansecwest2006-duflot.pdf
http://www.ssi.gouv.fr/archive/fr/sciences/fichiers/lti/cansecwest2006-duflot.pdf
http://www.invisiblethingslab.com/resources/misc09/smm_cache_fun.pdf
http://cansecwest.com/csw09/csw09-duflot.pdf

Example: BIOS Write Protection

Black Hat USA 2013 “BIOS Security” - MITRE (Kovah, Butterworth,
Kallenberg)

NoSuchCon 2013 “BIOS Chronomancy: Fixing the Static Root of Trust
for Measurement” - MITRE (Kovah, Butterworth, Kallenberg)

Is BIOS correctly protected?



https://www.blackhat.com/us-13/briefings.html
http://www.nosuchcon.org/talks/D2_01_Butterworth_BIOS_Chronomancy.pdf
http://www.nosuchcon.org/talks/D2_01_Butterworth_BIOS_Chronomancy.pdf
http://www.nosuchcon.org/talks/D2_01_Butterworth_BIOS_Chronomancy.pdf
http://www.nosuchcon.org/talks/D2_01_Butterworth_BIOS_Chronomancy.pdf

Motivating Platform Security Assessment..

«  BIOS/FW Exploits (BH USA 07, PoC 2007, BH USA 0S, DEFCON 16)

«  BIOS/FW Rootkits (BH EU 06, BH DC 07, Phrack66)

«  SMM Exploits (CSW 2006, Phrack65, Phrack66, BH USA 08, bugtrag, CSW 2009)

*  Mebromi malware

«  (U)EFI Bootkits (BH USA 2012 @snare, SaferBytes 2012 Andrea Allievi, HITB 201 3)

* Intel/McAfee - Evil Maid Just Got Angrier (CSW 2013)

* Intel/McAfee - “A Tale of One Software Bypass of Windows 8 Secure Boot" (BlackHat 2013)

«  MITRE - Xeno Kovah, John Butterworth, Corey Kallenberg - “BIOS Security” (NoSuchCon 2013, BlackHat
2013, Hack.lu 2013)

*  MITRE - Xeno Kovah - “Defeating Signed BIOS Enforcement” (PacSec 2013)

e ANSSI - Pierre Chifflier - “UEFI and PCl BootKist" (PacSec 201 3)

» Dragos Ruiu - “Meet 'badBIOS’ the mysterious Mac and PC malware that jumps airgaps (#badBios)

»  Kaspersky Lab / Absolute Software

»  Microsoft Technical Advisory 2871690

« Intel Security/MITRE - All Your Boot Are Belong To Us (CanSecWest 2014)
« Upcoming: MITRE - Setup for Failure (Syscan 2014)
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https://www.blackhat.com/presentations/bh-usa-07/Heasman/Presentation/bh-usa-07-heasman.pdf
http://powerofcommunity.net/poc2007/sunbing.pdf
http://www.blackhat.com/presentations/bh-usa-09/WOJTCZUK/BHUSA09-Wojtczuk-AtkIntelBios-SLIDES.pdf
http://www.slideshare.net/endrazine/defcon-16-bypassing-preboot-authentication-passwords-by-instrumenting-the-bios-keyboard-buffer-practical-low-level-attacks-against-x86-preboot-authentication-software
http://www.blackhat.com/presentations/bh-europe-06/bh-eu-06-Heasman.pdf
http://www.blackhat.com/presentations/bh-dc-07/Heasman/Paper/bh-dc-07-Heasman-WP.pdf
http://www.phrack.com/issues.html?issue=66&id=7
cansecwest.com/slides06/csw06-duflot.ppt
http://www.phrack.com/issues.html?issue=65&id=7
http://www.phrack.com/issues.html?issue=66&id=11
http://www.hakim.ws/BHUSA08/speakers/Embleton_Sparks_SMM_Rookits/BH_US_08_Embleton_Sparks_SMM_Rootkits_Slides.pdf
http://www.securityfocus.com/archive/1/505590
http://www.ssi.gouv.fr/IMG/pdf/Cansec_final.pdf
http://ho.ax/De_Mysteriis_Dom_Jobsivs_Black_Hat_Paper.pdf
http://www.saferbytes.it/2012/09/18/uefi-technology-say-hello-to-the-windows-8-bootkit/
http://www.saferbytes.it/2012/09/18/uefi-technology-say-hello-to-the-windows-8-bootkit/
http://www.saferbytes.it/2012/09/18/uefi-technology-say-hello-to-the-windows-8-bootkit/
http://www.quarkslab.com/dl/13-04-hitb-uefi-dreamboot.pdf
http://cansecwest.com/slides/2013/Evil Maid Just Got Angrier.pdf
https://www.blackhat.com/us-13/briefings.html
https://www.blackhat.com/us-13/briefings.html
https://www.blackhat.com/us-13/briefings.html
http://www.nosuchcon.org/talks/D2_01_Butterworth_BIOS_Chronomancy.pdf
http://www.nosuchcon.org/talks/D2_01_Butterworth_BIOS_Chronomancy.pdf
http://www.nosuchcon.org/talks/D2_01_Butterworth_BIOS_Chronomancy.pdf
https://www.blackhat.com/us-13/briefings.html
https://www.blackhat.com/us-13/briefings.html
https://www.blackhat.com/us-13/briefings.html
archive.hack.lu/2013/BIOS_Chronomancy-Hack.lu_2013_v1.pptx‎
http://pacsec.jp/agenda.html
http://pacsec.jp/agenda.html
http://pacsec.jp/agenda.html
http://pacsec.jp/agenda.html
http://pacsec.jp/agenda.html
http://pacsec.jp/agenda.html
https://twitter.com/dragosr
https://plus.google.com/103470457057356043365
https://plus.google.com/103470457057356043365
http://arstechnica.com/security/2013/10/meet-badbios-the-mysterious-mac-and-pc-malware-that-jumps-airgaps/
http://www.theregister.co.uk/2014/02/17/kaspersky_computrace/
http://www.theregister.co.uk/2014/02/17/kaspersky_computrace/
http://www.theregister.co.uk/2014/02/17/kaspersky_computrace/
http://www.theregister.co.uk/2014/02/17/kaspersky_computrace/
http://technet.microsoft.com/en-us/security/advisory/2871690
http://www.theregister.co.uk/2014/02/17/kaspersky_computrace/

When Is Secure Boot Actually Secure?

When all platform manufacturers...
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When Is Secure Boot Actually Secure?

When all platform manufacturers...

« protect the UEFI BIOS from programmable SPI writes by malware,
 allow only signed UEFI BIOS updates,

« protect authorized update software,

« correctly program and protect SPI Flash descriptor,

« protect Secure Boot persistent configuration variables in NVRAM,
« implement authenticated variable updates,

« protect variable update API,

 disable Compatibility Support Module,

« don't allow unsigned legacy Option ROMs,

« configure secure image verification policies,

« don't reinvent image verification functionality,




When Is Secure Boot Actually Secure?

When all platform manufacturers...

« protect the UEFI BIOS from programmable SPI writes by malware,
« allow only signed UEFI BIOS updates,

« protect authorized update software,

« correctly program and protect SPI Flash descriptor,

« protect Secure Boot persistent configuration variables in NVRAM,
« implement authenticated variable updates,

« protect variable update AP],

« disable Compatibility Support Module,

« don't allow unsigned legacy Option ROMs,

« configure secure image verification policies,

« don't reinvent image verification functionality,

and don't introduce a single bug in all of this, of course.
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Introduction to CHIPSEC




How do we raise the bar?
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Empowering End-Users to Make a Risk Decision




Chipsec Main Chipsec Util

®ele )

HAL — Hardware Abstraction Layer

mmio pci spi cmos smbus  physmem uefi

OSHelper

Linux Helper Windows Helper

EFI Native Code

Linux Driver Windows Driver

UEFI Helper

*0Other names and brands may be claimed as the property of others.




Known [ hreats and CHIPSEC modules

“ CHIPSEC Module Public Details

SMRAM Locking
BIOS Keyboard Buffer Sanitization
SMRR Configuration

BIOS Protection

SPI Controller Locking

BIOS Interface Locking
Access Control for Secure Boot Keys

Access Control for Secure Boot
Variables

common.smm CanSecWest 2006

common.bios_kbrd_buffer DEFCON 16 2008

common.smrr ITL 2009
CanSecWest 2009
common.bios_wp BlackHat USA 2009
CanSecWwest 2013
Black Hat 2013
NoSuchCon 2013
Flashrom
common.spi_lock Flashrom
Copernicus
common.bios_ts PoC 2007
common.secureboot.keys UEFI 2.4 Spec
common.secureboot.variables UEFI 2.4 Spec

intel Security @
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http://www.ssi.gouv.fr/archive/fr/sciences/fichiers/lti/cansecwest2006-duflot.pdf
http://www.ssi.gouv.fr/archive/fr/sciences/fichiers/lti/cansecwest2006-duflot.pdf
http://www.ssi.gouv.fr/archive/fr/sciences/fichiers/lti/cansecwest2006-duflot.pdf
http://www.slideshare.net/endrazine/defcon-16-bypassing-preboot-authentication-passwords-by-instrumenting-the-bios-keyboard-buffer-practical-low-level-attacks-against-x86-preboot-authentication-software
http://www.invisiblethingslab.com/resources/misc09/smm_cache_fun.pdf
http://cansecwest.com/csw09/csw09-duflot.pdf
http://cansecwest.com/csw09/csw09-duflot.pdf
http://cansecwest.com/csw09/csw09-duflot.pdf
http://www.blackhat.com/presentations/bh-usa-09/WOJTCZUK/BHUSA09-Wojtczuk-AtkIntelBios-SLIDES.pdf
http://www.blackhat.com/presentations/bh-usa-09/WOJTCZUK/BHUSA09-Wojtczuk-AtkIntelBios-SLIDES.pdf
http://www.blackhat.com/presentations/bh-usa-09/WOJTCZUK/BHUSA09-Wojtczuk-AtkIntelBios-SLIDES.pdf
https://cansecwest.com/slides/2013/Evil Maid Just Got Angrier.pdf
https://cansecwest.com/slides/2013/Evil Maid Just Got Angrier.pdf
https://cansecwest.com/slides/2013/Evil Maid Just Got Angrier.pdf
https://cansecwest.com/slides/2013/Evil Maid Just Got Angrier.pdf
http://c7zero.info/stuff/Windows8SecureBoot_Bulygin-Furtak-Bazhniuk_BHUSA2013.pdf
https://www.blackhat.com/us-13/briefings.html
http://www.nosuchcon.org/talks/D2_01_Butterworth_BIOS_Chronomancy.pdf
http://www.flashrom.org/
http://www.flashrom.org/
http://www.mitre.org/capabilities/cybersecurity/overview/cybersecurity-blog/copernicus-question-your-assumptions-about
http://powerofcommunity.net/poc2007/sunbing.pdf
http://uefi.org/
http://uefi.org/
http://uefi.org/
http://uefi.org/

cxample: System Management Mode

“Attacking SMM Memory via Intel CPU Cache Poisoning” - ITL
(Rutkowska, Wojtczuk)

“Getting into the SMRAM: SMM Reloaded” - Duflot, Levillain, Morin,
Grumelard

Are SMRRs configured?

P common.smrr

[+] imported chipsec.modules.common.smrr

[X][ e e e e ——————————————————————————————————————————————
[X][ Module: CPU SMM Cache Poisoning / SMM Range Registers (SMRR)

[X][ e e e e —————————————————————————————————————————————

[+] OK. SMRR are supported in IA32_MTRRCAP_MSR
[+] OKnéo far. SMRR Base is programmed
[+] OK so far. SMRR are enabled in SMRR_MASK MSR

[+] OK so far. SMRR MSRs match on all CPUs
[+] PASSED: SMRR protection against cache attack seems properly configured
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http://www.invisiblethingslab.com/resources/misc09/smm_cache_fun.pdf
http://cansecwest.com/csw09/csw09-duflot.pdf

cxample: System Management Mode

CanSecWest 2006 “Security Issues Related to Pentium System
Management Mode" - Duflot

Are lock bits set?

p common . smm

[+] imported chipsec.modules.common.smm

Dq[===:=======::::::::::=========:::::::::::::::::::::::::::::::::::::::::

Dq[===:::=====:::::::============::::============:::::::::::::::::::::::::
[*] SMRAM register = OxTA (D_LCK=1,D_OPEN =0)
[+] PASSED: SMRAM is locked
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http://www.ssi.gouv.fr/archive/fr/sciences/fichiers/lti/cansecwest2006-duflot.pdf
http://www.ssi.gouv.fr/archive/fr/sciences/fichiers/lti/cansecwest2006-duflot.pdf

Example: BIOS Write Protection

Black Hat USA 2013 “BIOS Security” - MITRE (Kovah, Butterworth, Kallenberg)

NoSuchCon 2013 “BIOS Chronomancy: Fixing the Static Root of Trust for Measurement” - MITRE (Kovah,
Butterworth, Kallenberg)

Is BIOS correctly protected?
} common.bios_wp

[+] imported chipsec.modules.common.bios wp
[x] [ Module: BIOS Region Write Protection

BIOS Control (BDF 0:31:0 + 0xDC) = 0x2A

[05] SMM BWP = 1 (SMM BIOS Write Protection)
[04] TSS = 0 (Top Swap Status)

[01] BLE = 1 (BIOS Lock Enable)

[00] BIOSWE = 0 (BIOS Write Enable)

[+] BIOS region write protection is enabled (writes restricted to SMM)

[*] BIOS Region: Base = 0x00500000, Limit = OxOO0FFFFFF
SPI Protected Ranges

PRx (offset) | Value | Base | Limit | WP? | RP?
PRO (74) | 00000000 | 00000000 | 0OOOOOOOO | O | O
PR1 (78) | 8FFFOF40 | OOF40000 | OOFFFO00 | 1 | O
PR2 (7C) | 8EDFOEB1 | OOEB1000 | OOEDFO0OO | 1 | O
PR3 (80) | 8EBOOEBO | OOERBROOOO | OOEBOOOO | 1 | O
PR4 (84) | 8EAFO0CO0O0 | 00C00000 | OOEAFO000 | 1 | O

[!]

SPI protected ranges write-protect parts of BIOS region

modified)

[+]

PASSED:

BIOS is write protected

(other parts of BIOS can be

Security ®
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https://www.blackhat.com/us-13/briefings.html
http://www.nosuchcon.org/talks/D2_01_Butterworth_BIOS_Chronomancy.pdf
http://www.nosuchcon.org/talks/D2_01_Butterworth_BIOS_Chronomancy.pdf
http://www.nosuchcon.org/talks/D2_01_Butterworth_BIOS_Chronomancy.pdf

Manual Analysis and Forensics




Direct HW Access for Manual Testing

Examples:
chipsec_util msr 0x200
chipsec_util mem 0x0 O0x41E 0x20
chipsec_util pci enumerate
chipsec_util pci 0x0 Ox1lF O0x0 OxDC byte
chipsec_util io 0x61 byte
chipsec_util mmcfg 0 Ox1lF 0 0xDC 1 Ox1
chipsec util cmos dump
chipsec _util ucode id
chipsec _util smi 0x01 OxFF
chipsec_util idt O
chipsec util cpuid 1
chipsec_util spi read 0x700000 0x100000 bios.bin

chipsec util decode spi.bin

chipsec util uefi var-list

Security ®




Forensics

Live system firmware analysis
chipsec util spi info
chipsec util spi dump rom.bin
chipsec util spi read 0x700000 0x100000 bios.bin
chipsec util uefi var-1list

chipsec _util uefi var-read db D719B2CB-3D3A-4596-
A3BC-DADOOE67656F db.bin

Offline system firmware analysis
chipsec util uefi keys PK.bin
chipsec util uefi nvram vss bios.bin
chipsec util uefi decode rom.bin

chipsec util decode rom.bin
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Writing New Modules




Directory Structure

chipsec main.py
chipsec util.py
/chipsec
/cfqg
/hal
/helper
/modules

/utilcmd

runs modules (see modules dir below)

runs manual utilities (see utilcmd dir below)

platform specific information/offsets
all the HW stuff you can interact with
support for OS/environments

tests go here

manual utility commands for chipsec_util




An Example.. Defined in HAL

def check spi lock():
logger.start test ( "SPI Flash Conj

er Configuration Lock" )

spli locked = 0

hsfsts reg value = cs.mem.read physical mem dword (
get PCH RCBA SPI base(cs) + SPI HSFSTS OFFSET )

logger.log( '[*] HSFSTS register = 0x308X' % hsfsts reg value )
logger.log( ' FLOCKDN = %u' % ((hsfsts reg value &
SPI HSFSTS FLOCKDN MASK)>>15) )

1f 0 != (hsfsts reg value & SPI HSFSTS FLOCKDN MASK) :
spl locked =1
logger.log passed check( "SPI Flash Controller
configuration is locked\n" )
else:
logger.log failed check( "SPI Flash Controller
configuration is not locked\n" )

return spi locked==

def run( module argv )

return check spi lock () Module Starts Here

Security ®




What's next?

See for yourself
« Run CHIPSEC
 Understand the Risks

Special thank you to all CHIPSEC contributors at Intel and
partners who have provided excellent feedback!

Contribute to Platform Security Research

ﬂ


https://github.com/chipsec/chipsec
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