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• Neither debuggers nor sandboxes were designed for this 

• We face a tradeoff between visibility/flexibility and 

isolation/evasion resistance

• We are not aware of any tool that combines these properties
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ruct _EPROCESS {

_KPROCESS Pcb;

_EX_PUSH_LOCK Proces

_LARGE_INTEGER Creat

_LARGE_INTEGER ExitT

_EX_RUNDOWN_REF Run

DWORD64 UniqueProc

LIST_ENTRY Active
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