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Abstract

Watermarkingis the processthat embedsdata called
a watermark into a multimedia object for its copyright
protection. The digital watermarkscan be visible to a
viewer on careful inspectionor completelyinvisible and
cannotbe easilyrecosered withoutan appropriate decoding
medanism. Digital image watermarkingis a computation-
ally intensivetask and can be speededup sigificantly by
implementingn hardware. In this work, we describea new
VLSl architecture for implementingwo differentvisible wa-
termarkingschemedor images. Theproposechardware can
inserton-the-flyeitheroneor bothwatermarkdgnto animage
dependingon the application requirrment. The proposed
circuit canbeintegratedinto anyexistingdigital still camen
framavork. First, sepaate architecturesare derivedfor the
two watermarkingschemesandthenintegratedinto a unified
architectuie. A prototype CMOS VLSI chip was designed
and verifiedimplementinghe proposedarchitecture andre-
portedin this paper To our knowledg, this is thefirst VLSI
architectuiefor implementingisiblewatermarkingschemes.

1 Introduction

Watermarkings theprocesshatembedsiatacalledawa-
termark,tag or labelinto a multimediaobjectsuchthatwa-
termarkcanbe detectedor extractedlater to make an asser
tion aboutthe object. The objectmay be animage,audio,
video,or text. In generalary watermarkingschemeconsists
of threeparts,suchas, the watermark,the encoderandthe
decoder The markingalgorithmincorporateshewatermark
into the object, whereaghe verification algorithmauthenti-
catesheobjectdeterminingooththe ownerandtheintegrity
of theobject. Thewatermarksanbeappliedeitherin spatial
domainor in frequeny domain. Accordingto humanper
ception thedigital watermarksanbedividedinto four cate-
gories: visible watermarknvisible-rokust,invisible-fragile
anddual[1, 2]. A visible watermarkis a secondarnyranslu-
centoverlaidinto the primaryimageandappearwisibleto a
viewer on carefulinspection.
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Figure 1: System Architecture of a Secure Digital Still
Camera

Several softwarebasedwatermarkingschemeshave been
presentedn the literature; however, only a few hardware
schemesave beenproposed.Strycler, et. al. [4] proposed
theimplementatiorof a real-timespatialdomainwatermark
embeddeanddetectoron a TrimediaTM-1000 VLIW pro-
cessor Mathai, et. al. [5] presenta chip implementatiorof
the samevideowatermarkingalgorithm. A DCT domainin-
visible watermarkingchip is presentedy TsaiandLu [6].
Garimella, et. al. [7] proposeda VLSI architecturefor
invisible-fragilewatermarkingin spatialdomain. Mohanty,
et. al. [8] describeda watermarkingchip that hasspatial
domaininvisible robust and fragile watermarkingfunction-
alities.

In this work, we focus on the VLSI implementationof
two spatialdomainvisible watermarkingschemespne pro-
posedby Braudavay, et. al. [9] andthe otherby Mohanty
et. al. [3]. TheVLSI chip caninserteitheroneor boththe
watermarksdependingon the requiremenbf the user The
proposedvatermarkingchip canbeintegratedwithin any ex-
isting digital still camera We provide the schematiwiew of
astill camerahatincludesawatermarkingnodulein Fig. 1,
andcall sucha cameraasa "securedigital still camera”.

2 Watermarking Algorithms

In this section,we outline the watermarkingalgorithms
in brief with the modificationsneededor hardwareimple-
mentation. The notationslisted in Table 1 are neededfor
describingthe algorithms.



Tablel: List of Variables used in Explanation

I : Original (or host)grayscalemage
w : Watermarkmage(a grayscalémage)
(m,n) : A pixel location

Iw : Watermarkdimage

Nr x Np : Originalimagedimension

Nw x Nw . Watermarkmagedimension

i : k*" block of the originalimagel
: k" block of thewatermarkmageW

Wi

TWn : k' block of thewatermarledimagely
ag : Scalingfactorfor k" block

Br : Embeddingdractorfor k" block

1 : Meangrayvalueof the originalimagel
Wk : Meangrayvalueof imageblock i,

Ok1 : Varianceof the originalimageblock i,
Omaz : Themaximumvalueof oy

Qmin : Theminimumvalueof ay,

Bmaz : Themaximumvalueof 3y

Bmin : Theminimumvalueof 8

Twhite : Grayvaluecorrespondingo white pixel

ar . A globalscalingfactor
C1,Cs : Linearregressiorco-eficients
Cs,C4 : Linearregressiorco-eficients

Algorithm 1 (Proposedn [9]) : The watermarled image
is obtainedby addinga scaledgrayvalueof theimageto the
hostimage.Theamountof scalingis donein suchaway that
the alternationof eachoriginalimagepixel occursperceptu-
ally by equaldegree. The original formula is simplifed as
follows, wherethe scalingfactora; determineghe strength
of thewatermark10].
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Theabove equationis furthersimplifiedto make the hard-
wareimplementatioreasier At the sametime, careis taken
to malke surethatthe hardwareis asaccurateasthe software
implementationsWe assumd,,i.e = 255 andsimplify the
above equationgo thefollowing.

IW(man) =

We further simplify the above expressionsand remove the
cubic root function with a piecavise linear model. We
divide the gray values range [0, Ipite] to four ranges,

suchas [0’ Iwzite ] , [Iwzite , Iw;ite ]’ [Iw;ite , 3Iw‘£n'te ] , and
[Blubite T, 1ic]. Wefit four linear regressionco-eficients
thatbestapproximateshecubicrootin eachof theseranges.
Moreover, we roundupthe fractioninvolvedin the compari-
sonoperationandthe final simplified expressiorthatis im-

plementedusinghardwareis asfollows.

(I(m,n) + (5845) W(m,n) I(m,n)
for I(m,n) <2

I(m,n) + (g&s7s) W(m,n) I(m,n)
for2 < I(m,n) < 64

I(m,n) + (&) W(m,n) I(m,n)
for 64 < I(m,n) <128

I(m,n) + (G‘Jfég’;%) W(m,n) I(m,n)
for 128 < I(m,n) < 192

I(m,n) + (6"_‘6907“6) W(m,n) I(m,n)
for 192 < I(m,n) < 256
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Algorithm 2 (Proposedn [3]) : The pixel grayvaluesare
modified basedon the local and global statistics. The wa-
termakinginsertionprocessconsistsof the following steps.
Both the hostimage(oneto be watermarled) I andthe wa-
termark(image)W aredividedinto blocksof equalsizes(the
two imagesmay be of unequalsize). Let i, denotethe kt*
block of the original imageI andw; denotethe kt* block
of thewatermarkl¥. For eachblock (i), thelocal statistics;
meanuy, ; andvarianceoy, ; arecomputed.Theimagemean
gray value uy is alsofound out. The watermarled image
blockis obtainedby modifying i, asfollows.

k=1,2.. 4)
Where a, andf;, arescalingandembeddindgactorsrespec-
tively, dependingn uy, ; andoy,; of eachhostimageblock.

The choiceof o and g, aregovernedby certainchar
acteristicsof humanvisual system(HVS) andmathematical
modelsareproposedsothatthe perceptuafjuality of theim-
agearenotdegradeddueto watermarkaddition. The o, and
B areobtainedasfollows. The y, and 3, for edgeblocks
aretakento be a4, andg,,;, respectiely. Thea;, and gy
arefoundout usingthefollowing equations.

iwg = gty + Brws

ar =

Br =

Where, i, ; and iy are normalisedvaluesof ug; and ur,
andgy, ; arenormalisedogarithmvaluesof o ;. Theay, and
B arescaledto the rangesa;,in:@maz) @8Nd (Bmins Bmaz)
respectiely, wherea,,;, anda,,q, areminimumandmax-
imum valuesof scalingfactor and 3,,;, and ;4. aremin-
imum andmaximumvaluesof embeddingactor Thesepa-
rametersleterminehe extentof watermarkinsertion.A lin-
eartransformatioris usedto scalecurrenta;, andj; values
to therangeda,,in, Amaz) @NA(Bmin, Bmaz), respectiely.
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Let currentvaluesof «;, be written as af,, andaf,;, and
o, .. Tespectrely denotethe currentminimum and maxi-
mum values. Similarly, let currentvaluesof 3, be written
as Bk, andgg,,;,, and g, ..., respectrely denotethe current
minimum and maximumvalues. The «;, and 3, valuesare
scaledasfollows.

o= (et ) ot (amas— (G220 ) 0fer)

= (Gpessfese ) B (P (Bpefe) e
We usedfirst-order derivatives for edgedetection. For
horizontaledgedetectionwe computethe horizontalgradi-
entas: Gp(m,n) = I(m,n) — I(m + 1,n). Thevertical
gradientis computedasG, (m,n) = I(m,n) —I(m,n +1)
for verticaledgedetection.The amplitudeof anedgeis cal-
culatedas,G(m,n) = |Gr(m,n)| + |Gy(m,n)|. Themean
amplitudefor ablockis computedas,

Gu = Naxwg Lom 2on G(m,n) ()

Whenthe meanamplitudefor a block exceedsa predefined
threshold,we declareit asan edgeblock. The valuesof m
andn correspondo the pixel locationsof individual blocks
with referenceo the originalimagepixel location.

The meangray valueof a block is calculatedasthe aver-
ageof the gray valuesof all pixelsin theimageblock. The
meangray valuesarenormalizedwith purewhite pixel gray
value.Thus,thenormalizedmeangrayvaluesof ablock s,

) Zn Tallmn) (@)

Where,m and n are the pixel locationsof the kt* image
block, sameastheirlocationsin theoriginalimage.Thenor-
malizedstandarddeviation of gray valuesfor the k%* block
is calculatedasfollows.

(6)
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The exponentialtermin Eqn. 5 is approximatedisa Taylor
seriesuptothesquareterm.

In stepthreeof theinsertionalgorithm,scalingneedgo be
doneusinga lineartransformationto find the currentmini-
mum and maximumvaluesfor both «;, and 8, over all the
blocks. The hardware performancds going to be severely
degradedsinceit hasto wait till all the pixels of theimages
areprocessedo derive the local statisticsof all the blocks.
So, we modify the above Eqn. 5 to ensurethat the perfor
manceof the hardwareis improvedwith no compromiseon
thequality. Wefind oy, andgy, usingthefollowing equations.

Og=0min+ (amaw - amin) Fr1 7. ETP ( (NkI ) )
Bk :/Bmin+ (ﬂmam_ﬂmz’n)o'kI(l €xTp ( (,U/kI NI) ) )
Extensve simulationsfor variousimagesshawv thatthe ay,

and 3, obtainedusingEqn. 6 andEqn. 10 arecomparable
(maximumdifferences 5% [1]).
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Figure2: Datapath Architectures for the Algorithms

3 VLSl Architecture

We develop an architecturefor thefirst algorithmshown
in Fig. 2(a). A registerfile is usedto storethe constants
neededo scaletheimage-V\atermarkproductin Egn. 3. We
storethe Constant°903 3! 6.009176’ 6.009276’ 6. 0976’ and 6. 006176
andthe other constanta; is assumedas a parameter The
comparatois usedto determingherangein which a partic-
ular pixel gray valuelies, suchthatan appropriateconstant
canbe picked up from the registerfile. The left side mul-
tiplier calculatesappropriateconstantiimesthe hostimage
pixel gray valuesandtheright sidemultiplier is usedto find
ay timesthe watermarkimagepixel gray value. Theresults
of the above two multipliers are fed to the third multiplier
which effectively calculateghe productof constantse;, the
hostimagepixel gray value,andthe watermarkimagepixel
grayvalue,respectiely. Theproductis addedo thehostim-
agepixel grayvaluesusingthe adderto obtainwatermarled
imagepixel grayvalues.Theabove describegrocesss car
ried out for all the pixelsto obtainthewatermarledimage.

Thearchitecturebeingproposedor the secondalgorithm
is shavn in Fig. 2(b) which presentthe operationat pixel
level. The "y, and 8y, calculationunit” computesthe ay,
and 3, valuesfor the k" non-edgeblock using expression
in Egn. 10. The"edgedetectionunit” determinesf a block
is an edgeblock or non-edgeblock. If the G, exceedsan
userdefinedthresholdthenit is an edge-block.Largerthe
thresholdmorearethe blocksdeclaredasedge-blocks.The
multiplexorshelpin selectinghescalingandembeddindac-
tors betweenthe edgeandnon-edgeblocks. The multiplier
ontheleft calculateghescalingfactorstimesthe hostimage
pixel grayvalue.Theright sidemultiplier multipliestheem-
beddingfactorwith the watermarkimage pixel gray value.
The productsfrom thesetwo multipliers areaddedusingan
adderto find the watermarled imagepixel gray value. This
processs repeatedor all pixelsin ablock,andsubsequently
for all theblocksin theimage.
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Figure3: Individual Datapath Units for Algorithm 2

ay, andgy calculationunit:  The architecturaldetails of
the” o, and gy, calculationunit” areshown in Fig. 3(a). The
hardware implementsthe calculationfor «;, and 3y, repre-
sentedas Eqn. 10 for oneblock at a time. The left side
adderaccumulatocombinationfinds the sumof all theim-
age pixel gray valuesfor a block. After the sumis multi-

plied with (NB L ﬁ) , We getthe normalisedmean

grayvalueof k" block denotedby i ;. Sincewe have as-
sumedblock size of 8 x 8, and I, as 256, this evalu-
atesto z=;. It may be notedthat I,,5 is 255, but using
256 makeshardwareimplementatioreasiey the latter being
representablas a power of two. In the original algorithm
(x 7 — fir) is thedeviation of a meangray valueof a block
from theimagemeangrayvalue.We areevaluatingthedevi-
ation of meanblock gray valuefrom mid-intensityof Lﬂ%
for simplicity, . Thus, (4 ; — iir) is computedas(giy, ; —0.5),
whennormalisedwith I,5::.. This assumptioraccelerates
the hardware performancedo a greatextentsincethe block-
by-blockwatermarkingcanbeperformedvithoutwaiting for
the global imagestatisticscomputedover the whole image
beforethe watermarkinsertioncan be performed. The ex-
pressiorezp (—(4ix; — fir)?) is computedusingthe "expo-
nentialunit”.

Theadder/subtractarnit findstheimagepixel grayvalue
absolutedeviation from IW% The adderaccumulatoffol-

lowing this accumulatethe ) >~ |I(m,n) - IW% for

a block. When this sumis multiplied with (m) *

<I f,t ),WhiCh is 8192 for our case we getthe normalised
standarddeviation o}, ;. Theright sidedivider dividesexpo-

nentialvaluecomputedbeforeby o ;. The quotientis then
multiplied with a4 — amin- The above productis added
to amin to evaluatea;, expressedn Eqn. 10. The exponen-
tial unit resultis fed to a adder/subtractoon left sidewhich

findsits differencefrom 1. Theresultis thenmultiplied with

dr,; obtainedfrom the computationgperformedbefore. The
productobtaineds thenmultiplied with 5,4 — Bmin- This
productis thenaddedto 3,,;, which in turn givesthe re-
quiredgy, asperEqn. 10.

Edgedetectionunit: Thearchitecturdor determiningf a
blockis anedgeor non-edgélockis shovnin Fig. 3(b). The
absolutevaluesof thehorizontalgradienyGy, (m, n)| andthe
absolutevalueof verticalgradient G, (m, n)| arecalculated.
The amplitudeof an edgeG(m,n) is calculatedusing the
first adder Then,the adderaccumulatoicombinationfinds
thesumof G(m,n) for all pixelsof ablock. Theabore sum
whenmultiplied with m) (= 64), we getthe mean
amplitudeG , for ablock. ThecomparatocomparesheG,
valueswith anuserdefinedthresholdanddeclareghe block
asanedgeor non-edgeblock.

The individual datapathsfor both the algorithms are
stitchedtogetherusing multiplexors and a combineddata-
path shovn in Fig. 4(a) is obtained. Both the datapaths
sharethe samemultipliers, asit is evident from Fig. 4(a),
the multiplexors help in selectinginput for the multipliers
(WhenSelectis "0” algorithm1 is used).The controllerthat
drivesthedatapaths shovn in Fig. 4(b). Thecontrollerhas
six statessuchasInit, ReadBlock,WriteBlock, ReadPiel,
WritePixel, andDisplaylmage.Whenthe Startsignalis "1”
the watermarkingprocesss initiated. Dependingon the Se-
lect signalone of the watermarkingschemess chosenand
the correspondinglatapathneedsto be drivento carry out
thewatermarkingprocess.

4 Prototype Chip Implementation

The implementationof the watermarkingdatapathand
controllerwas carriedout in the physicaldomainusingthe
CadenceVirtuosolayouttool usingbottom-to-tophierarchi-
caldesignapproachThedesigninvolvedtheconstructiorof
four mainunits,suchasthe exponentialunit, the edgedetec-
tion unit, the o, and gy, calculationunit, registerfile, andthe
accumulatarAll of theabove unitshave multipliers,adders,
adder/subtractodivider, comparatorandsoon. Thesesmall
functionalunitsarelaid outindividually throughmodulariza-
tion andlaterinterfacedwith eachotherto getthefour above
mentionedunits. The datapathandthe controllerare con-
structedusing the main units andthe functionalunits. The
layoutsof the gatesatthelowestlevel of hierarchyaredrawvn
usingtheCMOSstandaratell designapproachWe designed
our own standarctell library containingbasicgates suchas
AND, OR, NOT. The completelayout of the watermarking
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Figure4: Architecture for the Proposed Processor

chipis givenin Fig. 5(a)andthefloor planof thechipis pro-
videdin Fig. 5(b). Table2 shavstheoveralldesigndetailsof
the chip andthe correspondingpin diagramis shovn in Fig.
6. The chip statisticsare obtainedusingHSPICEfor 0.35u
MOSIS SCN3M SCMOStechnology

The datapatlconstructiorinvolvestheimplementatiorof
the proposedarchitecturan the previous section. The func-
tionalunitsare8-bit ripple carryadders8-bit multipliersand
8-bit adder/subtractorThe adder/subtractaunit is obtained
fromtheadderusingXOR gateq11]. An 8-bit parallelarray
multiplier is obtainedrom full-addersandAND gatego im-
plementmultiplication operationswith reduceddelay [12].
Thedivideris implementedisingthe shift andsubtractogic
for thedivision[11]. The comparatomwasdesignedo com-
parevaluesof two 8-bit numbersfor greatesthan,equalto,
or less-tharrelations.First, a single-bitcomparatomwasde-
signedto comparethe valuesof two single-bithnumbersand
later, instance®f thismodulewerecascadetb compargwo
8-bit numbersstartingfrom the most-significanbit position
andproceedingowardstheleast-significanbit position.

Theaccumulators implementedasa 14-bitregisterto ac-

a « and Bk CalculationUnit

Edge-Detectior
Unit

Controller

Other Components

(a) Chip Layout
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Figure5: Proposed Watermarking Chip

Table2: Overall Statistics of the Watermarking Chip

Area 3.34 x 2.89mm?
Numberof gates 28469

Clock frequeng 292.2TMHz
Numberof I/O pins 72

Power 6.9286mW

commodatea maximumvalueof 64 x 256. The maximum
valueoccurswheneachpixel in a8 x 8 block assumeshe
value of purewhite pixel gray value. The registerfile is an
addressablarray of 8-bit registers(words)[12]. Basedon
the addressspecifiedand a Read/Writeselectline, at ary
time, a value can be eitherwritten to or readfrom the reg-
ister file. Here,we useda 5-word registerfile to storethe

] H 1 Cq Co Cs
five differentconstantssuchas 5033 50976 60976 60576

and 754, in Egn. 3. Multiplexors are usedat appropriate
placesn thedesignto selectoneof theincominglines. Each
of suchmultiplexor is implementedusinga combinationof
transmissiorgates. Threeasynchronouslyesettableregis-
tersare designedto encodethe five statesof the controller
depictedin Fig. 4(b). Thethreeregisterscould be resetby
the userto returnthe controllerto its intial stateat any time
andfrom there,the watermarkingfunction could be started
afresh.

5 Resultsand Conclusions

Thefunctionalunitsaresimulatedndividually beforethey
areintegratedto developthewholechip. Thefunctionalveri-
ficationof thewhole chipis doneby performingwatermark-
ing on varioustestimages. The testimagesare borroved
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Figure6: Pin diagram for the Proposed Chip

(c) UsingAlgorithm 1

(d) Using Algorithm 2

Figure7: Original and Watermarked Images

from [3, 1] andof dimension256 x 256. Fig. 7 showvs one
testimage,a watermarkimage used,and watermarled im-

ages.The watermarledimageis alsoshovn in Fig. 7. For
first algorithm, the valuesof a,in, Qmaz, Bmin, @NAd Bmas

areassumedas0.95,0.98,0.02, and0.07, respectiely, and
for secondalgorithm oy is 0.03. The visual inspectionof
the watermarledimagesprovesthatwatermarkings ableto
preserethequality of theimagewhile explicitly proving the
ownership. Of the various quantitatve measuresvailable
to quantify the quality of the watermarledimages,we used
signal-to-noiseratio (SN R) assuggestedy [5, 3, 1]. We
calculatedhe SN R usingthe original andthe watermarled
imageusing a software simulator Simulationresultsshav
thatthe SN R for variouswatermarledimagess in therange
of 20dB to 25dB.

In this paperwe have presentec watermarkingchip that
canbeintegratedwithin a digital cameraramework for wa-
termarkingimages.The chip hastwo differenttypesof wa-
termarkingcapabilities,both in spatialdomain. Out of the
two watermarkingschemesmplementedthe first onedoes
pixel-by-pixel processingandthe secondoneis a block-by-
block processingalgorithm. Additional work needsto be
doneto develop block-by-blockoperationfor the first algo-
rithm so that high performancehardware can be designed.
However, boththealgorithmsarecomparabléromthe SN R
point of view.
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