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Abstract

Watermarking is the processthat embedsdata called
a watermark into a multimedia object for its copyright
protection. The digital watermarkscan be visible to a
viewer on careful inspectionor completelyinvisible and
cannotbeeasilyrecoveredwithoutan appropriatedecoding
mechanism.Digital image watermarkingis a computation-
ally intensivetask and can be speededup sigificantly by
implementingin hardware. In this work, wedescribea new
VLSIarchitecture for implementingtwo differentvisiblewa-
termarkingschemesfor images.Theproposedhardwarecan
inserton-the-flyeitheroneor bothwatermarksinto animage
dependingon the application requirement. The proposed
circuit canbeintegratedinto anyexistingdigital still camera
framework. First, separatearchitecturesare derivedfor the
twowatermarkingschemesandthenintegratedinto a unified
architecture. A prototypeCMOSVLSI chip was designed
andverifiedimplementingtheproposedarchitecture andre-
portedin this paper. To our knowledge, this is thefirst VLSI
architecturefor implementingvisiblewatermarkingschemes.

1 Introduction

Watermarkingis theprocessthatembedsdatacalledawa-
termark,tagor label into a multimediaobjectsuchthatwa-
termarkcanbedetectedor extractedlater to make anasser-
tion aboutthe object. The objectmay be an image,audio,
video,or text. In general,any watermarkingschemeconsists
of threeparts,suchas, the watermark,the encoderandthe
decoder. Themarkingalgorithmincorporatesthewatermark
into the object,whereasthe verificationalgorithmauthenti-
catestheobjectdeterminingboththeownerandtheintegrity
of theobject.Thewatermarkscanbeappliedeitherin spatial
domainor in frequency domain. According to humanper-
ception,thedigital watermarkscanbedividedinto four cate-
gories: visible watermark,invisible-robust,invisible-fragile
anddual [1, 2]. A visible watermarkis a secondarytranslu-
centoverlaidinto theprimaryimageandappearsvisible to a
vieweroncarefulinspection.
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Figure1: System Architecture of a Secure Digital Still
Camera

Severalsoftwarebasedwatermarkingschemeshave been
presentedin the literature; however, only a few hardware
schemeshave beenproposed.Strycker, et. al. [4] proposed
theimplementationof a real-timespatialdomainwatermark
embedderanddetectoron a TrimediaTM-1000VLIW pro-
cessor. Mathai,et. al. [5] presenta chip implementationof
thesamevideowatermarkingalgorithm.A DCT domainin-
visible watermarkingchip is presentedby Tsai andLu [6].
Garimella, et. al. [7] proposeda VLSI architecturefor
invisible-fragilewatermarkingin spatialdomain. Mohanty,
et. al. [8] describeda watermarkingchip that hasspatial
domaininvisible robust andfragile watermarkingfunction-
alities.

In this work, we focus on the VLSI implementationof
two spatialdomainvisible watermarkingschemes,onepro-
posedby Braudaway, et. al. [9] andthe otherby Mohanty,
et. al. [3]. TheVLSI chip caninserteitheroneor both the
watermarksdependingon the requirementof the user. The
proposedwatermarkingchipcanbeintegratedwithin any ex-
isting digital still camera.We provide theschematicview of
astill camerathatincludesawatermarkingmodulein Fig. 1,
andcall sucha cameraasa ”securedigital still camera”.

2 Watermarking Algorithms

In this section,we outline the watermarkingalgorithms
in brief with the modificationsneededfor hardwareimple-
mentation. The notationslisted in Table 1 are neededfor
describingthealgorithms.



Table1: List of Variables used in Explanation�
: Original (or host)grayscaleimage�
: Watermarkimage(agrayscaleimage)�����
	��
: A pixel location��
: Watermarkedimage���������
: Original imagedimension�  ��� 
: Watermarkimagedimension���
: ����� block of theoriginal image

�� � : ����� block of thewatermarkimage
�� ��

: ����� block of thewatermarkedimage
��� � : Scalingfactorfor ����� block� �

: Embeddingfactorfor ����� block � : Meangrayvalueof theoriginal image
� � � : Meangrayvalueof imageblock

���! � � : Varianceof theoriginal imageblock
����#"%$�& : Themaximumvalueof � �� "(' � : Theminimumvalueof � �� "%$�& : Themaximumvalueof

� �� "(' � : Theminimumvalueof
� ��*) � ' �,+ : Grayvaluecorrespondingto white pixel� � : A globalscalingfactor-/. � -10

: Linearregressionco-efficients-(2 � -(3
: Linearregressionco-efficients

Algorithm 1 (Proposedin [9]) : The watermarked image
is obtainedby addinga scaledgrayvalueof theimageto the
hostimage.Theamountof scalingis donein suchawaythat
thealternationof eachoriginal imagepixel occursperceptu-
ally by equaldegree. The original formula is simplifed as
follows,wherethescalingfactor 4%5 determinesthestrength
of thewatermark[10].

687:9<;>=@?BADC
EFFFFFG FFFFFH
6�9I;J=K?BABLNMO9I;J=K?BA1P 5RQTSVUXW,YZK[]\ ^K^V_T`ba 58cedbf gih5jQkSVUeWlY%monp 4%5

for
58cedbf gih5jQkSVUeWlYrqtsvu sws�x�xkyiz6�9I;J=K?BABLNMO9I;J=K?BA a 58cedbf gih{K|VZ]\ Z m 4}5

for
58cedbf gih5jQkSVUeWlYr~tsvu sws�x�xkyiz

(1)

Theaboveequationis furthersimplifiedto makethehard-
wareimplementationeasier. At thesametime, careis taken
to makesurethatthehardwareis asaccurateasthesoftware
implementations.We assume

6������X�I��C�� y�y andsimplify the
aboveequationsto thefollowing.

687:9I;J=K?BADC EFFG FFH
6�9I;J=K?BABL�P��w�^]\ |V{V_V^ ` MO9<;>=@?BA�9�6�9I;J=K?BA@A np

for
6�9<;>=@?BA q � u � yixw�6�9I;J=K?BABL�P����{K|VZ]\ Z ` MO9<;>=@?BA@6�9I;J=K?BA

for
6�9<;>=@?BA ~ � u � yixw� (2)

We further simplify the above expressionsand remove the
cubic root function with a piecewise linear model. We
divide the gray values range � s =T6 �����e�I�*� to four ranges,

suchas � s = 5jQTSKUeWlY��� , � 5jQTSVUXW,Y� = 5jQkSVUeWlY� � , � 5jQTSKUeWlY� = Z 5jQTSVUXW,Y� � , and� Z 5jQkSVUXW,Y� =T6 ���8�e�I� � . We fit four linear regressionco-efficients
thatbestapproximatesthecubicroot in eachof theseranges.
Moreover, we roundupthefractioninvolvedin thecompari-
sonoperationandthe final simplified expressionthat is im-
plementedusinghardwareis asfollows.

6 7 9I;J=K?BADC

EFFFFFFFFFFFFFFG FFFFFFFFFFFFFFH

6�9I;J=K?BABL�PJ���{K|VZ]\ Z ` MO9<;>=@?BA16�9<;>=@?BA
for

6�9<;>=@?BA ~ �6�9I;J=K?BABL P � �K���^]\ |V{V_K^T` MO9I;J=K?BA16�9I;J=K?BA
for

���t6�9I;J=K?BA ~�z��6�9I;J=K?BABL P �w� � n^]\ |V{V_K^T` MO9I;J=K?BA16�9I;J=K?BA
for z�� ��6�9<;>=@?BA ~�  � x6�9I;J=K?BABL�P(�w� � p^]\ |V{V_K^ ` MO9I;J=K?BA16�9I;J=K?BA
for   � x ��6�9<;>=@?BA ~¡ 8¢ �6�9I;J=K?BABL P(� �K��£^]\ |V{V_K^T` MO9I;J=K?BA16�9I;J=K?BA
for  �¢ �¤��6�9<;>=@?BAo��� y�z

(3)

Algorithm 2 (Proposedin [3]) : Thepixel grayvaluesare
modifiedbasedon the local andglobal statistics. The wa-
termakinginsertionprocessconsistsof the following steps.
Both thehostimage(oneto bewatermarked)

6
andthewa-

termark(image)
M

aredividedinto blocksof equalsizes(the
two imagesmay be of unequalsize). Let ¥§¦ denotethe ¨ �I�
block of the original image

6
and ©�¦ denotethe ¨ �I� block

of thewatermark
M

. For eachblock ( ¥§¦ ), thelocalstatistics;
meanªB¦ 5 andvariance«�¦ 5 arecomputed.Theimagemean
gray value ª 5 is also found out. The watermarked image
block is obtainedby modifying ¥ ¦ asfollows.

¥ 7 ¦ C 4(¦�¥§¦ L�¬ ¦�©�¦ ¨ C   =*� ulueu (4)

Where,4 ¦ and
¬ ¦ arescalingandembeddingfactorsrespec-

tively, dependingon ª ¦ 5 and « ¦ 5 of eachhostimageblock.
The choiceof 4 ¦ and

¬ ¦ are governedby certainchar-
acteristicsof humanvisualsystem(HVS) andmathematical
modelsareproposedsothattheperceptualqualityof theim-
agearenotdegradeddueto watermarkaddition.The 4(¦ and¬ ¦ areobtainedasfollows. The 4%¦ and

¬ ¦ for edgeblocks
aretakento be 4 d®�¯ and

¬ d � g respectively. The 4(¦ and
¬ ¦

arefoundoutusingthefollowing equations.

4 ¦ C °±²´³ �kµ�¶�· PK¸ 9/¹ª ¦ 5 ¸ ¹ª�5 A � `¬ ¦ C ¹«�¦ 5 P   ¸ µ�¶w· P@¸ 9º¹ªB¦ 5 ¸ ¹ª 5 A � `�` (5)

Where,
¹ª ¦ 5 and

¹ª�5 are normalisedvaluesof ª ¦ 5 and ª�5 ,
and

¹« ¦ 5 arenormalisedlogarithmvaluesof « ¦ 5 . The 4 ¦ and¬ ¦ arescaledto the ranges( 4}d � g , 4%d®�¯ ) and(
¬ d � g , ¬ d®�¯ )

respectively, where 4}d � g and 4%d®�¯ areminimumandmax-
imum valuesof scalingfactor, and

¬ d � g and
¬ d®�¯ aremin-

imum andmaximumvaluesof embeddingfactor. Thesepa-
rametersdeterminetheextentof watermarkinsertion.A lin-
eartransformationis usedto scalecurrent 4 ¦ and

¬ ¦ values
to theranges( 4 d � g , 4 d®�¯ ) and(

¬ d � g , ¬ d®�¯ ), respectively.



Let currentvaluesof 4 ¦ be written as 4%»¦ , and 4%»d � g and4(»do�¯ , respectively denotethe currentminimum andmaxi-
mum values. Similarly, let currentvaluesof

¬ ¦ be written
as
¬ »¦ , and

¬ »d � g and
¬ »d®�¯ , respectively denotethe current

minimum andmaximumvalues. The 4 ¦ and
¬ ¦ valuesare

scaledasfollows.4 ¦ C a ��¼}½@¾´¿���¼ UXÀ�wÁ¼}½@¾ ¿�� Á¼ UXÀ m 4%»¦ L a 4%d®�¯ ¸ a ��¼B½K¾Â¿���¼ UXÀ�wÁ¼B½K¾ ¿�� Á¼ UXÀ m 4%»d®�¯ m¬ ¦ C avÃ ¼B½K¾ ¿ Ã ¼ UeÀÃ Á¼B½K¾ ¿ Ã Á¼ UeÀ m ¬ »¦ L a ¬ d®�¯ ¸ aÄÃ ¼}½@¾ ¿ Ã ¼ UXÀÃ Á¼}½@¾ ¿ Ã Á¼ UXÀ m ¬ »d®�¯ m (6)

We usedfirst-orderderivatives for edgedetection. For
horizontaledgedetection,we computethehorizontalgradi-
ent as: Å �v9I;J=K?BAÆCÇ6�9<;>=@?BA ¸ 6�9I;ÈL   =@?BA . The vertical
gradientis computedas ÅÊÉ 9<;>=@?BADCË6�9I;J=K?BA ¸ 6�9<;>=@?¤L   A
for verticaledgedetection.Theamplitudeof anedgeis cal-
culatedas, Å 9I;J=K?BA/C�Ì Å ��9<;>=@?BA8Ì8L�Ì ÅÊÉ 9<;>=@?BA]Ì . Themean
amplitudefor a block is computedas,ÅÊÍ C °Î%Ï1ÐÄÎ%ÏÒÑ d Ñ g Å 9<;>=@?BA (7)

Whenthe meanamplitudefor a block exceedsa predefined
threshold,we declareit asan edgeblock. The valuesof

;
and

?
correspondto thepixel locationsof individual blocks

with referenceto theoriginal imagepixel location.
Themeangrayvalueof a block is calculatedastheaver-

ageof the grayvaluesof all pixels in the imageblock. The
meangrayvaluesarenormalizedwith purewhite pixel gray
value.Thus,thenormalizedmeangrayvaluesof ablock is,¹ª ¦ 5 C °Î Ï ÐÓÎ Ï a °5jQkSVUeWlYwm Ñ d Ñ g 6�9I;J=K?BA (8)

Where,
;

and
?

are the pixel locationsof the ¨ �I� image
block,sameastheir locationsin theoriginal image.Thenor-
malizedstandarddeviation of grayvaluesfor the ¨ �I� block
is calculatedasfollows.¹« ¦ 5 C °Î Ï ÐÓÎ Ï a �5jQTSVUXW,Ywm Ñ d Ñ g�ÔÔ 6�9I;J=K?BA ¸ 5RQTSVUXW,Y� ÔÔ (9)

Theexponentialtermin Eqn. 5 is approximatedasa Taylor
seriesuptothesquareterm.

In stepthreeof theinsertionalgorithm,scalingneedsto be
doneusinga linear transformation,to find thecurrentmini-
mum andmaximumvaluesfor both 4%¦ and

¬ ¦ over all the
blocks. The hardwareperformanceis going to be severely
degradedsinceit hasto wait till all thepixelsof the images
areprocessedto derive the local statisticsof all the blocks.
So, we modify the above Eqn. 5 to ensurethat the perfor-
manceof thehardwareis improvedwith no compromiseon
thequality. Wefind 4 ¦ and

¬ ¦ usingthefollowingequations.4(¦ C 4 d � g LJ9 4 d®�¯ ¸ 4 d � g A °±²�³ � µ�¶w· P@¸ 9/¹ªB¦ 5 ¸ ¹ª 5 A � `¬ ¦ C�¬ d � g L�9I¬ d®�¯ ¸ ¬ d � g A�¹« ¦ 5 P   ¸ µ�¶�· P ¸ 9Õ¹ª ¦ 5 ¸ ¹ª�5 A � `�` (10)

Extensive simulationsfor variousimagesshow that the 4 ¦
and

¬ ¦ obtainedusingEqn. 6 andEqn. 10 arecomparable
(maximumdifferenceis ykÖ [1]).
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Figure2: Datapath Architectures for the Algorithms

3 VLSI Architecture

We developan architecturefor the first algorithmshown
in Fig. 2(a). A register file is usedto storethe constants
neededto scaletheimage-watermarkproductin Eqn. 3. We
storethe constants

°{K|VZ]\ Z , � �^�\ |*{V_K^ , � n^]\ |V{V_V^ , � p^�\ |*{K_V^ , and
� £^�\ |*{V_K^

and the other constant4%5 is assumedasa parameter. The
comparatoris usedto determinetherangein which a partic-
ular pixel gray valuelies, suchthat an appropriateconstant
canbe picked up from the registerfile. The left sidemul-
tiplier calculatesappropriateconstanttimes the host image
pixel grayvaluesandtheright sidemultiplier is usedto find4 5 timesthewatermarkimagepixel grayvalue. Theresults
of the above two multipliers are fed to the third multiplier
whicheffectively calculatestheproductof constants,4%5 , the
hostimagepixel grayvalue,andthewatermarkimagepixel
grayvalue,respectively. Theproductis addedto thehostim-
agepixel grayvaluesusingtheadderto obtainwatermarked
imagepixel grayvalues.Theabovedescribedprocessis car-
ried out for all thepixelsto obtainthewatermarkedimage.

Thearchitecturebeingproposedfor thesecondalgorithm
is shown in Fig. 2(b) which presentthe operationat pixel
level. The ” 4%¦ and

¬ ¦ calculationunit” computesthe 4(¦
and

¬ ¦ valuesfor the ¨ �I� non-edgeblock usingexpression
in Eqn. 10. The”edgedetectionunit” determinesif a block
is an edgeblock or non-edgeblock. If the Å Í exceedsan
userdefinedthreshold,thenit is an edge-block.Larger the
thresholdmorearetheblocksdeclaredasedge-blocks.The
multiplexorshelpin selectingthescalingandembeddingfac-
tors betweenthe edgeandnon-edgeblocks. The multiplier
on theleft calculatesthescalingfactorstimesthehostimage
pixel grayvalue.Theright sidemultiplier multipliestheem-
beddingfactorwith the watermarkimagepixel gray value.
Theproductsfrom thesetwo multipliersareaddedusingan
adderto find thewatermarked imagepixel grayvalue. This
processis repeatedfor all pixelsin ablock,andsubsequently
for all theblocksin theimage.
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4 ¦ and
¬ ¦ calculationunit: The architecturaldetails of

the” 4 ¦ and
¬ ¦ calculationunit” areshown in Fig. 3(a).The

hardware implementsthe calculationfor 4 ¦ and
¬ ¦ repre-

sentedas Eqn. 10 for one block at a time. The left side
adder-accumulatorcombinationfinds the sumof all the im-
agepixel gray valuesfor a block. After the sum is multi-

plied with a °Î Ï ÐÓÎ ÏJÙ °5 QkSVUeWlYwm , we get thenormalisedmean

grayvalueof ¨ �I� block denotedby
¹ªB¦ 5 . Sincewe have as-

sumedblock size of x�ÚNx , and
6 ���8�e�I�

as
� y�z , this evalu-

atesto
°° ^KZV[ � . It may be notedthat

6 ���8�e�I�
is
� ywy , but using� y�z makeshardwareimplementationeasier, the latterbeing

representableasa power of two. In the original algorithm9/¹ª ¦ 5 ¸ ¹ª�5 A is thedeviation of a meangrayvalueof a block
from theimagemeangrayvalue.Weareevaluatingthedevi-
ationof meanblock grayvaluefrom mid-intensityof 5RQTSVUXW,Y�
for simplicity, . Thus,

9/¹ª ¦ 5 ¸ ¹ª�5 A is computedas
9º¹ª ¦ 5 ¸ sÄuÛy A ,

whennormalisedwith
6]���8�e�I�

. This assumptionaccelerates
the hardwareperformanceto a greatextentsincethe block-
by-blockwatermarkingcanbeperformedwithoutwaitingfor
the global imagestatisticscomputedover the whole image
beforethe watermarkinsertioncanbe performed. The ex-
pressionµ�¶�· P ¸ 9Õ¹ªB¦ 5 ¸ ¹ª 5 A � ` is computedusingthe”expo-
nentialunit”.

Theadder/subtractorunit findstheimagepixel grayvalue
absolutedeviation from 5jQTSVUXW,Y� . The adder-accumulatorfol-
lowing this accumulatethe Ñ d Ñ g ÔÔ 6�9<;>=@?BA ¸ 5jQkSVUeWlY� ÔÔ for

a block. When this sum is multiplied with a °Î Ï ÐÓÎ Ï m Ùa �5jQkSVUeWlYwm , which is xÄ �¢ � for our case,we getthenormalised

standarddeviation
¹«�¦ 5 . Theright sidedivider dividesexpo-

nentialvaluecomputedbeforeby
¹« ¦ 5 . Thequotientis then

multiplied with 4%do�¯ ¸ 4%d � g . Theabove productis added
to 4}d � g to evaluate4 ¦ expressedin Eqn. 10. Theexponen-
tial unit resultis fed to a adder/subtractoron left sidewhich
findsits differencefrom 1. Theresultis thenmultipliedwith¹« ¦ 5 obtainedfrom thecomputationsperformedbefore.The
productobtainedis thenmultipliedwith

¬ d®�¯ ¸ ¬ d � g . This
product is then addedto

¬ d � g which in turn gives the re-
quired

¬ ¦ asperEqn.10.
Edgedetectionunit: Thearchitecturefor determiningif a

blockis anedgeor non-edgeblockis shown in Fig. 3(b). The
absolutevaluesof thehorizontalgradient

Ì Å � 9<;>=@?BA8Ì andthe
absolutevalueof verticalgradient

Ì Å É 9I;J=K?BA]Ì arecalculated.
The amplitudeof an edge Å 9I;J=K?BA is calculatedusing the
first adder. Then, the adder-accumulatorcombinationfinds
thesumof Å 9<;>=@?BA for all pixelsof a block. Theabovesum

whenmultiplied with a °Î Ï ÐÄÎ Ï m 9jC zi� A , we get the mean

amplitudeÅÊÍ for a block. Thecomparatorcomparesthe ÅÊÍ
valueswith anuserdefinedthresholdanddeclarestheblock
asanedgeor non-edgeblock.

The individual datapathsfor both the algorithms are
stitchedtogetherusing multiplexors and a combineddata-
path shown in Fig. 4(a) is obtained. Both the datapaths
sharethe samemultipliers, as it is evident from Fig. 4(a),
the multiplexors help in selectinginput for the multipliers
(WhenSelectis ”0” algorithm1 is used).Thecontrollerthat
drivesthedatapathis shown in Fig. 4(b). Thecontrollerhas
six states,suchasInit, ReadBlock,WriteBlock, ReadPixel,
WritePixel, andDisplayImage.WhentheStartsignalis ”1”
thewatermarkingprocessis initiated. Dependingon theSe-
lect signaloneof the watermarkingschemesis chosenand
the correspondingdatapathneedsto be driven to carry out
thewatermarkingprocess.

4 Prototype Chip Implementation

The implementationof the watermarkingdatapathand
controllerwascarriedout in the physicaldomainusingthe
CadenceVirtuosolayouttool usingbottom-to-tophierarchi-
caldesignapproach.Thedesigninvolvedtheconstructionof
four mainunits,suchastheexponentialunit, theedgedetec-
tion unit, the 4(¦ and

¬ ¦ calculationunit, registerfile, andthe
accumulator. All of theaboveunitshavemultipliers,adders,
adder/subtractor, divider, comparator, andsoon. Thesesmall
functionalunitsarelaid outindividually throughmodulariza-
tion andlaterinterfacedwith eachotherto getthefour above
mentionedunits. The datapathand the controller are con-
structedusingthe main units andthe functionalunits. The
layoutsof thegatesat thelowestlevel of hierarchyaredrawn
usingtheCMOSstandardcell designapproach.Wedesigned
our own standardcell library containingbasicgates,suchas
AND, OR, NOT. The completelayout of the watermarking
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chip is givenin Fig. 5(a)andthefloor planof thechip is pro-
videdin Fig. 5(b). Table2 showstheoveralldesigndetailsof
thechip andthecorrespondingpin diagramis shown in Fig.
6. Thechip statisticsareobtainedusingHSPICEfor sÄu �wy ª
MOSISSCN3MSCMOStechnology.

Thedatapathconstructioninvolvestheimplementationof
theproposedarchitecturein theprevioussection.Thefunc-
tionalunitsare8-bit ripplecarryadders,8-bit multipliersand
8-bit adder/subtractor. Theadder/subtractorunit is obtained
from theadderusingXOR gates[11]. An 8-bit parallelarray
multiplier is obtainedfrom full-addersandAND gatesto im-
plementmultiplication operationswith reduceddelay [12].
Thedivider is implementedusingtheshift andsubtractlogic
for thedivision [11]. Thecomparatorwasdesignedto com-
parevaluesof two 8-bit numbersfor greater-than,equalto,
or less-thanrelations.First, a single-bitcomparatorwasde-
signedto comparethevaluesof two single-bitnumbers,and
later, instancesof thismodulewerecascadedto comparetwo
8-bit numbers,startingfrom themost-significantbit position
andproceedingtowardstheleast-significantbit position.

Theaccumulatoris implementedasa14-bit registerto ac-

(a)Chip Layout
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Figure5: Proposed Watermarking Chip

Table2: Overall Statistics of the Watermarking Chip

Area Ü�Ý Ü]Þ ��ß Ý à8á ��� 0
Numberof gates

ß à]Þ´â8á
Clock frequency

ß á ß Ý ß�ã8äNåçæ
Numberof I/O pins

ã�ß
Power â�Ý á ß à�â � �

commodatea maximumvalueof zi�èÚ � yiz . The maximum
valueoccurswheneachpixel in a xÒÚJx block assumesthe
valueof purewhite pixel grayvalue. The registerfile is an
addressablearrayof 8-bit registers(words) [12]. Basedon
the addressspecifiedand a Read/Writeselectline, at any
time, a valuecanbe eitherwritten to or readfrom the reg-
ister file. Here,we useda 5-word registerfile to storethe
five differentconstants,suchas

°{K|VZ]\ Z , � �^]\ |V{V_K^ , � n^�\ |*{V_K^ , � p^�\ |*{K_V^ ,
and

� £^]\ |V{V_V^ , in Eqn. 3. Multiplexorsareusedat appropriate
placesin thedesignto selectoneof theincominglines.Each
of suchmultiplexor is implementedusinga combinationof
transmissiongates. Threeasynchronouslyresettableregis-
tersaredesignedto encodethe five statesof the controller
depictedin Fig. 4(b). The threeregisterscouldbe resetby
theuserto returnthecontrollerto its intial stateat any time
andfrom there,the watermarkingfunction could be started
afresh.

5 Results and Conclusions

Thefunctionalunitsaresimulatedindividuallybeforethey
areintegratedto developthewholechip. Thefunctionalveri-
ficationof thewholechip is doneby performingwatermark-
ing on varioustest images. The test imagesare borrowed
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Figure7: Original and Watermarked Images

from [3, 1] andof dimension
� y�zéÚ � yiz . Fig. 7 shows one

test image,a watermarkimageused,andwatermarked im-
ages.The watermarked imageis alsoshown in Fig. 7. For
first algorithm,the valuesof 4 d � g , 4 d®�¯ , ¬ d � g , and

¬ d®�¯
areassumedas svu ¢ky = sÄu ¢�x = sÄu s � , and sÄu skê , respectively, and
for secondalgorithm 4 5 is svu sw� . The visual inspectionof
thewatermarkedimagesprovesthatwatermarkingis ableto
preservethequalityof theimagewhile explicitly proving the
ownership. Of the variousquantitative measuresavailable
to quantify thequality of the watermarked images,we used
signal-to-noiseratio

9Rë1ìîíÊA
assuggestedby [5, 3, 1]. We

calculatedthe
ë1ìîí

usingtheoriginal andthewatermarked
imageusinga softwaresimulator. Simulationresultsshow
thatthe

ë1ì�í
for variouswatermarkedimagesis in therange

of
� swïwð to

� y�ïwð .

In this paper, we havepresenteda watermarkingchip that
canbeintegratedwithin a digital cameraframework for wa-
termarkingimages.Thechip hastwo differenttypesof wa-
termarkingcapabilities,both in spatialdomain. Out of the
two watermarkingschemesimplemented,the first onedoes
pixel-by-pixel processingandthesecondoneis a block-by-
block processingalgorithm. Additional work needsto be
doneto developblock-by-blockoperationfor the first algo-
rithm so that high performancehardwarecan be designed.
However, boththealgorithmsarecomparablefrom the

ë1ìîí
pointof view.
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