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Buffer overflow

What i1s buffer overflow

* More data is put into a holding area than it can handle.

What'’s the result of buffer overflow

e Programs can act in strange ways.

® Programs can fail completely.

® Programs can proceed without any noticeable difference
In execution.




Morris Worm

Code Red worm

Slammer Worm

Sun Solaris telnet daemon

Ubuntu Perl-Compatible
Regular Expression (PCRE)
library

1988-11

2001-7

2003-1

2007-2

2010-4

Notorious attack

Over 6000 server crash
Unix sendmail, Finger. rsh/rexec

1S 4.0 and 5.0

allowing the worm to execute arbitrary code and
infect the machine. It affected almost 1,500,000
system.

Microsoft SQL Server 2000

a computer worm that caused a denial of service
on some Internet hosts and dramatically slowed
down general Internet traffic. Infect 359,000

This may allow a remote attacker to trivially
bypass the telnet and login authentication
mechanisms.

it could still be injected deliberated in malware to
create backdoor entrances into a network




The cost of buffer error

The most expensive programming
mistake ever?

By Justin Jam
August 14, 20

In thiz programming news roundup, read about the Ajax Control Toolkit, HTWMLS and ASP.MET 4,
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developers' preference to code on Macs rather than Linux, and mare.

Foul-Henning Kamp wrote an excellent piece claiming that the|choice of MULL terminated strings for the C

language ma

mistake at that. | write the TechRepublic Patch Tuesday column every manth, and | can tell you that the kinds

y be the most expensive mistake in the histary of pragramming, and it was only a one-byte

of issues that MULL terminated strings cause are the higgest cause of secunty issues for Windows, and

therefore cog

t Bilhions of dollars

Bvery year in security violations and lost time patching systems.




Buffer overflow bug

— ) Buffer
=P~ overflow




How to avoid It?

CPU/OS
e AMD Ehanced Virus Protection / Intel Excute Disable Bit ( EDB )

e (OS Data Execution Protection(NX)

Compiler
e MS: /GS /DYNAMICBASE /NXCOMPAT
e Linux: FORTIFY_ SOURCE StackGuard StackShield ProPolice

Use different languages, like Java, C#
Write the right code

® Use safe library
C++ STL
C Safe C Library
http://sourceforge.net/projects/safeclib




Safe C License

Nowvewbher 2005, Bo EBerrwy

Copyright (o) 2005-2011 hy Cisco Systems, Inc
bl]l rights reserwved.

Permi=s=sion i=s hereby granted, free of charge, to any person
obtaining a copy of this software and associated documentation
filez (the "Software™), to deal in the Zoftware without
restrictlon, 1ncluding without limltaClon The rights To use,
copy, modify, merge, publish, distribute, sublicense, and/or
zell copiezs of the Zoftware, and to permit persons to whom the

SOLLNELE 1= LUrnIcliEn oo oo oo, S eet oo LhiE rollowrirg

conditions:

The above copyright notice and this permission notice shall be
included in all copies or substantial portions of the Joftware.

THE SF0FTWARE I3 PROVIDED "Ax IS'™, WITHOUT WARRANTY OF ANY EIND,
EXPRESS OFR IMPLIED, INCLUOUDING BUT NOT LIMITED TO THE WARRANTIES
QF MERCHANTABILITY, FITHESS FOR A PARTICULAE PURPOSE AND
MONINFERINGEMENT., IN WO EVENT SHALL THE AUTHOEZ OR COPYRIGHT
HOLDERS BE LIAELE FOR ANY CLAIM, DAMAGES OFR OTHER LIABILITY,
WHETHEER, IN AN ACTION OQF CONTRACT, TORT OF OTHERWISE, ARISING
FROM, OUT QF OQF IN CONNECTION WITH THE S0OFTWAERE OF THE T3E OF
OTHER DEALINGS IN THE SDFTHAREJ




Overview the difference

Sample safe C replacement to traditional
standard C lib function

C Standard Safe C Standard

char *strcpy (dest, src) errno_t strcpy s (dest, drr}_ax, SIc)

Error coéles to

indicate specific failure _
__S postfix for

all safe functions

Max destination buffer
size to prevent overflow




The standard C API

Strong points

Convenient to use.
Performance is a little better than Safe C API
Weak points

No input validation, easy to cause buffer issue.

Some APIs have no return value to check whether there is
an issue happened.




The Safe C API

Strong points

Input validation to avoid buffer issue, like overflow, un-
terminated string etc.

Have return value to check whether there is an issue during
calling.

Weak points

Performance is a little poorer than standard API.

Write more codes to check the return value.




Why Safe C?

Guard against overflowing a buffer

DO not unexpectedly truncate string

DO not produce un-terminated string

Return value to show whether there is error happened

Provide unified Runtime-constraint handler




string API List

Standard C API Safe C API
strepy strepy 5
streat streat s
stremp stremp s
strcmp sfrcasecmp s
stremp stremp_ s
strespn Strespn s
strncat strncat_s
strncpy SIncpy S
strlensstrmlen strilen s
strpbrlk strpbrl_s
strspn strspn_s
strstr strstr s

striok striok s
strehr strfirstchar s
strrchr strlastchar s |




How does string API to avold
buffer i1ssue

strcpy_s




The difference to copy string

e Standard C

char str1[20] = {0};
char str2[20] ={"Just a test”};

strcpy(strl, “a string® );

e Safe C

errno_t rc =strcpy_s(strl, 20, str2);
if ( rc '=EOK) {/* copy failed */ }

else {/* copy success */ }




How does strcpy s avoid buffer

char str1[20] ={0};: char str2[21] ={0}:

strepy (strl, “account number”);

strepy (str2, “a keep 1t safel”);
errno_t rc = Sagaa (strl, 20, str2);
1f (re != EOK)

1

printf ("re= ¥4, stri=%s'n”, rec, strl):

h
o¢= strepy_ss not enough space for see,ervor= 4l

po= 4, stil=

If Safe C check the buffer is not enough to contain the

string(including the end char \0’), it will empty the
dest string.




How does strcpy s avoid buffer issue

--overlap
char strl[Z0] =107 ;

stropy (strl, "account number”);

errno_t re = strepy sl(strl, 20, =strit5);
1f (re I= EOK)
1

I

mzg= strcow 2 overlapping obhjects.error= 484

printf(“re= %d, =strl=¥='n",re, strl);

rc= 484, stpl=

If Safe C check the buffer is overlapped, it
will empty the dest string.




Nicrosoft ¥izual C++ Debug Library b4

@ Debug Assertion Failed!
Program: ... dochSec Guide doc'M3 _SafechtestmzsafechDebughtestmszafec. exe
File: f:hdd'wetoolsort bldizelf x8B'ecrtisre’tesepy = inl
Line: 30
Expreszion: [(L*Buffer iz too =mall” && 0)

For information on how wour program can cause an assertion
failure, =ee the ¥Wizual C++ documentation on asserts.

(Fress Retry to debugz the application)

Ahort Retry Iznore
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How does string APl avoid buffer issue

Which API will cause to set dest to empty?

» e strcpy_s strncpy_s strcat_s strncat_s
e strcpyfld_s strcpyfldin_s strcpyfldout s

What kinds of error will set dest to empty?

ESOVRLP Buffer overlap

ESUNTERM unterminated string
Like: dest[dmax-1] is not \O’

ESNOSPC not enough space

g What is the default action?
b

e The default will only set the first byte to \0’

« if want all bytes were set to \O’, please define
SAFE_LIB_STR_NULL_SLACK

e Or redefine the error handler.




Memory API list

Standard C function | Safe version

memcpy Memcpy s
Memmowve Memmove_ s
memset memset_s

memcmp memcmp_s

M Memzero_s




How does memory APl avoid buffer issue

Which API will cause to set dest content to 0?

y * memmove_s
e memcpy_s

What kinds of error will cause to set dest to 0?

ESZEROL smax is O
ESNULLP src is NULL
ESLEMAX smax exceeds dmax

ESOVRLP Memory overlap
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memcpy_s, memmove_s VS memcpy, memmove

Memory API- Performance

For Safe C memcpy_s and memmove_s are same. They
call the same API.

—&—memcpy_s
=l memmove_s
memcpy

= meminove

Hundred
thousand




Memory API

There are 3 APIs were provided by safe C
for every standard API

memcpy_Ss memcpyl6_s memcpy32_s
memmove_s memmovelo s memmove32_s
memset_s memsetlo s memset32_s

memzero_s memzerol6 s memzero32_s




Memory API- Performance test result |
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memcpy_s
B memcpy16 s
memcpy32_s

Million times




Error handler

The default handler

Simple error message to console
5= SEM0py_S+ not enough space for sic,error= 4db
b= 4, syl

typedef void (*safe lib constrain\@
errno_t error);

How to use your

safe_lib_constraint_handler_t safe lib set constraint handler(

safe_lib_constraint_handler_t handler)




What kinds of platforms can use

Windows
MAC

LinuX

Solaris
AlX




How to use It on Solaris?

The type in safe types.h has conflict with inttypes.h
e int8_t intl6_t int32_t uchar t uint8 t uintl6 t uint32_t ushort

e ulong ulonglong rsize t

e safe types.h

e #Hifdef SOLARIS

e #include <inttypes.h>
e #else

o Hendif




Safe C Caution | --- about case

The APl name with case means insensitive

® strcasestr_ s

® strcasecmp_Ss




Safe C Caution - memset s

errno_t memset_s (void *dest, rsize tlen

void* memset(void *s , Size_tn );

Use memzero s to set memory to 0.




Safe C Caution |11

Safe Is based on the correct size of
destination buffer.




The result of using Safe C
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Summary &

Conclusion







