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The document explains some Cisco’s IoS configuration tricks and tips for an improved quality
of traffic handling on the interfaces. Possible set-up configuration for IoS firewall features agains
Denial of Service attacks also discussed.

∗ The document initially has written while I was working in Kibris.Net Internet Services, Nicosia, Cyprus as Freelance Systems and
Software Engineer, it is updated and expanded in January 2008 for passing my experience to community and for archive purposes. This
document is in no way affiliated with Cisco Systems, IoS is the property of Cisco Systems and other mensioned products or algorithms
are property of respected copyright owners.
Permission is granted to copy, distribute and/or modify this document under the terms of the GNU Free Documentation License,
Version 1.2 or any later version published by the Free Software Foundation; with no Invariant Sections, no Front-Cover Texts, and no
Back-Cover Texts. A copy of the license is included in the section entitled ”GNU Free Documentation License”.
Important Notice in applying these suggestions

Disclaimer of Warranty

THERE IS NO WARRANTY FOR THE SUGGESTIONS HERE, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTH-

ERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE SUGGESTIONS HERE ”AS IS” WITH-

OUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES

OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE

OF THE SUGGESTIONS HERE IS WITH YOU. SHOULD THE SUGGESTIONS HERE PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL

NECESSARY SERVICING, REPAIR OR CORRECTION.

Limitation of Liability.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER, OR ANY OTHER

PARTY WHO MODIFIES AND/OR CONVEYS THE SUGGESTIONS HERE AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, IN-

CLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE

THE THE SUGGESTIONS (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR LOSSES

SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE SUGGESTIONS TO OPERATE WITH ANY OTHER SUGGESTIONS), EVEN

IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
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Arguably, the most important part of a service provider’s network infrastructure is the border router. Hence, having
an appropriate settings on those devices is quite curicial for the quality of service considerations, as well as, security.
The most popular device used on those points, like border routers, are Cisco products, and its operationg system IoS.

I. CONGESTION AVOIDANCE AND QUEUING STRATEGY

It is important to assign appropriate queing strategy on the up or down stream interfaces. One of the best strategy
for congestion avoidance is an algorithm called Random Early Detection (RED). You may want to apply following
IoS config for all interfaces for which traffic is congested (parameters must be adjusted accordingly).

random-detect
random-detect flow
random-detect flow count 16
random-detect flow average-depth-factor 8

More information on how to apply random−detect can be consulted from Cisco document on congestion avoidance.

II. PREVENTING FLOOD AND DDOS TYPE ATTACKS: REDUCING THEIR IMPACT

Another important issue is flooding. Some people can cause your traffic being flooded (denial of service: DOS )
by exessive traffic with bad intentions or without any intention but by means of misuse. So IoS has some protection
against this type of flood traffic. Example command set would be;

ip inspect max-incomplete high 400
ip inspect one-minute high 400
ip inspect udp idle-time 20
ip inspect dns-timeout 60
ip inspect tcp idle-time 50
ip inspect tcp finwait-time 50
ip inspect tcp synwait-time 15

Parameters should be adjusted according to your network state. Consult with Cisco documentation for firewalling.

III. MORE TIPS FOR ISP’S

You may want to apply following command set for your important interfaces;

no ip redirects
no ip unreachables
no ip proxy-arp
ip route-cache policy
ip route-cache flow
no ip mroute-cache

More detailed descriprions can be found on documentations.

IV. OUTLOOK

General hints you must consider;

• ARP packets should not be allowed to reach other interfaces, unless it is necessary.

• Packet re-writing should be prevented.

• Route caches must be set and used efficiently.

• Ingress filtering must be set. That means packets of origin show different then your inbound traffic must not be
allowed to pass border, and vice versa.

There is a saying, Quality of Service (QoS) and Security has no absolute solution in general, it is a way of life.

http://www.cisco.com/univercd/cc/td/doc/product/software/
http://www.icir.org/floyd/red.html
http://www.cisco.com/en/US/products/sw/iosswrel/ps1835/products_configuration_guide_chapter09186a00800c5d41.html
http://tools.ietf.org/html/rfc4732
http://www.cisco.com/univercd/cc/td/doc/product/lan/cat6000/122sx/swcg/fw.htm
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