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Skype Network AdministratorOs Guide

What is this Guide?

This guide provides information to help yonderstand how to manageypk in the
context of an enterprise environment.

Who shouldread this guide?

This Network AdministratorOs Guiefor IT personnel§ystem and network
administratorswho are responsible for managing the deployment of software
applications specificall on the Microsoft Windows Platform

This Network AdministratorOs Guidssumes yoare familiar withenterprise
deployment issues, editing the Windows registry, Windows Group Policy
Administration, basiXML syntax as well aotherthings related tmetworking and
operating systeranvironments.

Important legal information

Copyright
This document is the property 8kypeLimited and its affiliated companies (Skype)
and is protected by copyright and other intellectual property rights laws

Skype makeso representation or warranty as to the accuracy, completeness,
condition, suitability, or performance ofistdocument or related documents or their
content, and shall have no liability whatsoever to any party resulting from the use of
any of such documes

By using this document and any related documents, the recipient acknowledges
Skype's intellectual property rights thereto and agrees to the terms above, and shall be
liable to Skype for any breach thereof.

Trademarks

Skype is a trademark &kypeLimited Windows is a registered trademark of
Microsoft Corporation in the United States #oribther countries. Apple and
Macintosh are registered trademarks of Apple Iregisteredn the United States and
other countries.

All other names or brands maytb&demarksr registered trademark&longng to
their respective owners.

Disclaimer

This document describ@soductsoffered bySkypeLimited, its subsidiaries or
affiliates as of the time of this writing. Skypeoductsmay be modified or terminated
atany time according to the currdahd UsellLicenseAgreement anderms of
Service and any other applicable terms and condit@velable at
http://www.skype.com/legal The internal design of Skype software aredworking
techniques are subject to change without prior notice.

Skype is not responsible for the content of any thady websites or documents that
may be referenced in this document. Any such references are provided purely for the
convenience of SkyeOs customensho are advised that Skype has not verified that
such references are accurate or fit for any particular purpose.
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Deploying Skype in the Enterprise

Ourgoal is toenableusers t@njoy Skype from as wide a variety of networkspassible,
without requiringpeopleto understand or configer complex options such as relay hosts or
preferred network ports. In this sense, Skype is genepdlgndsffQ

The authentic ananost upto-date version of Skype is always available directly from
SkypeOs own download servieniap://www.skype.com/download From here there is a
business version available which includes the Windimstaller (MSI)

Once installedthe Skypeclient periodically check$o see if therés a software update
available althoughsystem or network administratonmay disable this feature. Anaie
users caradjusttheir Skype clienpreferences to control howpdates and patches are
handled in general.

General Guidelines

Skypewantsend users and enterprises alikehave a safe arghjoyable experience using
Skype to enable communicatiodmward this endwe would like to underscore the
importance of keeping yowompanyOsomputes and usersafe and secure while doing
so.Here are some of the main issues to be aware of:

¥ Before yas deploy Skype in an organization, be sure it is an authentic copy. Check the
digital signature of the installer and be suregad and accept the terms and conditions
in SkypeOENd UselLicenseAgreement anderms of Service befoeployingSkype
software.

¥ Keep yourorganizationGsomputes up-to-date with relevant patches. Most of the
computer security problems on the Internet today can be traced back to improperly
patched computers

¥ Obvious as it may sound, uaatkvirus protection, even on navlicrosoft computers
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such as the Apple Macintosh, and keep the \defsitionsconstantly updated.

¥ When you use Skype, know who youOre authorizing and donOt hesitate to block user:
who are making unwanted contakieep user prolis up-to-date, but also kne that
everything ina userQgrofile (except email addressswhich are masked for privaggre
viewable to others whose seamfteriamatchegheinformationin the profile The
Privacy Policy atitip://www.skype.com/legal/privacsets out how Skype may use end
userOs personal data, traffic data and the content contained in communication(s). You
should ensure that end users have read and agree to this policy before using Skype.

¥ Always authentiate other partiebefore beginning to discuss any confidential business
or sensitivepersonal information. Remember that although Skype takes care to protect
communicationgrom unwanted disclosure, there is the renpassibility thatyour
computer or those belongingo persois with whom you are communicatirigvebeen
Ohacked@r compromised in some way

¥ Instruct your users to choogeod passwords for Skype and change them regularly.
Rememberusersshould never check Oremember my passwordO wherSkyipg on a
shared computer

Skype ClientNotifications for New Versions and Updates

Oncethe Skype application is installed, it periodicadtyecks to see whether an update is
availableby default The Skypelient does noupdate itself. Insteathe Skype client
notifies the usewhenamaore recent copy or critical patch is available. This gitiesuser
the option taupgrade.

Users may chose to disregard these upgrade noBigetem and network administrators
may disable this feature to control sofin installation policies. See OEnterprise
Installation and Setting PoliciesO below.

End users can control the Skyagtomatic updataotification feature by a Skype
applicationpreference (choose TootsOptions > Advanced).

Alternatively, users may manihacheck to see if the copy of Skype they are running is the
most current version. There are two ways to accomplish this:

¥ A user may select Help > Check for Updates from the Skype main window. This will
launch the userOs default web browser and dispheassage indicating whether the
installed version is up to date, or

¥ Without launching the Skype client, a user may open the Windows Control Panel and
doubleclick on Add or Remove Programs. Then, the user can find the entry for Skype
andclick on the entryabeled, OClick here for support information.O Follow the
hyperlink on the line entitled, OProduct UpdatesO which launches the default web
browser and indicates whether the installed version-®date.
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Enterprise-wide Installation and Setting Polices

Skype recognizes the challenges #aerprisesind other organizatiorfacewith respect
to managingophisticatedT environments, as well dse complexity related to managing
all of the different software applicatisand hardware in use today.

Therefore, we have released a Obusiness versionO of the Skype client, which comes wit
WindowslInstaller PackagéVISI) making it easier to deploy in an enterprise network.

You can download the business versiomatv.skype.com/go/businessdownload

Also, setting policies via Group Policy Objects and registry keys is now supported by
Skype, please read on for more information.

Our goal is ® enable systerand network administrators by makiitgeasier andoy
improving control over the enterpesvide deploymenand managemeutf Skype.

Policies
The Skype client adheres to the precedence of managed settings in order of the followin
priority:

1. HKLM Registry Keyqhighest precedence)

2. HKCU Regstry Keys

3. shared and config.xrkype cliensettings

4. Skype client usepreferences and defaults (lowest precedence)

Windows Registry

The Skype clienhasenduser interface controndbr functionsfor many of the features
over which an enterfge might want to control. &neof themore technical andetwork
related featureand configuration optionare only accssible via the registry.

This isbecause enterprisésatrequire such functionality generally have systems in place
for centrally maaging users' registries, and registry access cawotenisuraghat users
can'tcircumventsuchsettings.

XML Configuration Files

In addition to the Windows Registry, the Skype clieslies on arXML file -based setup
Administrators(and users with apppriate permissionsnay open and edihese
configurationfiles evenwhile Skype is running.

There are two KIL files - shared and private. Thharedfile is named shared.xml arilge
privatefile is calledconfig.xml. Remember tha¢ML file entriesarecase sensve, 0
"Debug"” and "debug" are different.

Note: Proper XML syntax and format (closing, opening tags, etc.) is required. Otherwise,
changes will not apply or the configuration will be lost if Skype is not running.
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Setting Up Group Policies

Since the release of Skypersion3.0 in 2006, inow supports the use Group Politesto
deliver and applylesired policy settings and/oonfigurations to a set of enterprise users
and computers within a Windows Active Directory environment.

The useof Group Plicies provide systemand network administrators with theost
convenientand reliablevay to support centralized management of policy settings for
Skype cliens across an enterprise

Skype policy settings set the behavior of the Skype diggrd given set of targeted users
or computersSkype has been poliegnabled meaning that thehaviorof the Skype client
is determined andhanges based on registry values indicateahiadministrative template
(.adm) file. This way, youcan manag&kypeOseatures and settings through registry
based policy.

Skypedelivers thesgolicy settingghrougha singleAdministrative Template filealled
Skype - vl.5.adm , whichwasdesigned to modjfspecific keys in the registry as
described in the following s#don.

Note: You candownloadSkype - v1.5.adm from theBusinesssection of theSkype
website(http://www.skype.com/security/Skypevl.5.adir) to configure Skype policies using
Group Policy Editor

Registrybased policy settings appear and may be configured in the Group Policy Object
Editor, which is under the Administrative Templates node.

The Skypevl.5.adnffile does not actually apply policy settingisstead it simply enables
youto see the glicy settings in the Group Policy Object EditBrom thereyou can create
Group Policy objects (GPO#)atcontain the policy settings which you want.

For more informatioron how to deliver and apply group policiesfer to:

¥ Open Group Policy as an MMC snapin
http://technet2.microsoft.com/WindowsServer/en/library/ae139608a2 7-4b19-a866
ed6e6e7a312d1033.mspx?mfr=true

¥ Using Administrative Template Files with Registry-Based Group Policy
http://www.microsoft.com/technet/prodtechnol/windowsserver2003/technologié@anageme
nt/gp/admtgp.mspx (See"Loading an .Adm File into the Group Policy Srap).

Configurable Policies
Following is the list of configurable policies that applySkypefor Windows (version 3.0
and above)
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Skype Client Functionality

DisableF ileTransferPolicy

Disable file transfer to prevent the user from
sending and receiving files using Skype.

DisableContactimportPolicy

Disable import contacts.

DisablePersonalisePolicy

Disable personalization to prevent the user
from changing sounds.

Disa bleLanguageEditPolicy

Disable language edit to prevent the user
from editing language strings.

WebStatusPolicy

When enabled, always publishes the user's
status on the web as Skype buttons, when
disabled, prevents the user from publishing
status on the web.

DisableApiPolicy

Disable Skype Public API to prevent third-
party applications from accessing Skype
functionality.

DisableVersionCheckPolicy

Disable new version checking by preventing
Skype from detecting new versions and
updates.

MemoryOnlyPolicy

Run in memory-only mode so Skype does
not store any data on the local disk.

ListenPortPolicy

Network-related Functionality

Set the listening port where Skype listens for
incoming connections.

ListenPort

Listening port number.

ListenHTTPPortsPolicy

When enabled, listen on HTTP (port 80) and
HTTPS (port 443) ports; when disabled,
don't listen on HTTP/HTTPS ports; when not
configured, let the user decide.

DisableTCPListenPolicy

Disable listening for TCP connections to
prevent the Skype client from receiving
incoming TCP connections.

DisableUDPPolicy

Disable UDP communications to prevent the
Skype client from using UDP to
communicate with the network.

DisableSupernodePolicy

Prevent the Skype client from becoming a
supernode.

ProxyPolicy Establish the proxy policy.
ProxyType Establish the proxy type.
ProxyUnset Unset

ProxyAutomatic Automatic

ProxyDisabled Disabled

ProxyUnset Unset

ProxyHTTPS HTTPS

ProxySOCKS5 SOCKS5

ProxyAddress Proxy address (host:port)
ProxyUsername Username

ProxyPassword Password
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Registry Keys
Following isthelist of registry keyshat apply to the Skypger Windows (version 3.0 and above)

HKEY LOCAL MACHINE (HKLM)

The registry keys for the local machine take precedence over the re gistry
keys for the local user if there is a conflict.

HKEY_LOCAL_MACHINESoftware \ Policies \ Skype\ Phone, DisableApi, REG_DWORD = {0,1}
HKEY_LOCAL_MACHINESoftware \ Policies \ Skype\ Phone, DisableFileTransfer, REG_DWORD = {0,1}
HKEY_LOCAL_MACHINESoftware \ Policies \ Skype\ Phone, MemoryOnly, REG_DWORD = {0,1}
HKEY_LOCAL_MACHINESoftware \ Policies \ Skype\ Phone, DisableContactimport, REG_DWORD = {0,1}
HKEY_LOCAL_MACHINESoftware \ Policies \ Skype\ Phone, DisableVersionCheck, REG_DWORD = {0,1}
HKEY_LOCAL_MACHINESof tware \ Policies \ Skype\ Phone, DisablePersonalise, REG_DWORD = {0,1}
HKEY_LOCAL_MACHINESoftware \ Policies \ Skype\ Phone, DisableLanguageEdit, REG_DWORD = {0,1}
HKEY_LOCAL_MACHINESoftware \ Policies \ Skype\ Phone, ListenPort, REG_DWORD = {0,1}
HKEY_LOCAL_MACHINESoftware \ Policies \ Skype\ Phone, ListenHTTPPorts, REG_DWORD ={0,1}
HKEY_LOCAL_MACHINESoftware \ Policies \ Skype\ Phone, DisableTCPListen, REG_DWORD = {0,1}
HKEY_LOCAL_MACHINESoftware \ Policies \ Skype\ Phone, DisableUDP, REG_DWORD ={0,1}
HKEY_LOCAL_MACHINESoftware \ Policies \ Skype\ Phone, DisableSupernode, REG_DWORD = {0,1}
HKEY_LOCAL_MACHINESoftware \ Policies \ Skype\ Phone, ProxySetting, REG_SZ = {string}
HKEY_LOCAL_MACHINESoftware \ Policies \ Skype\ Phone, ProxyAddress, REG_SZ = {string}
HKEY_LOCAL_MACHINESoft ware\ Policies \ Skype\ Phone, ProxyUsername, REG_SZ = {string}
HKEY_LOCAL_MACHINESoftware \ Policies \ Skype\ Phone, ProxyPassword, REG_SZ = {string}

HKEY_LOCAL_MACHINESoftware \ Policies \ Skype\ Phone, WebStatus, REG_DWORD = {0,1}

HKEY CURRENT_ USER (HKCU)

The registry keys for the current user take precedence over the
configuration parameters in the XML configuration files if there is a
conflict.

The configuration parameters defined in the XML configuration files
shared.xml and config.xml take precedence over any preferences the user
selects in the Skype client if there is a conflict.

HKEY_CURRENT_USERoftware \ Policies \ Skype\ Phone, DisableApi, REG_DWORD ={0,1}
HKEY_CURRENT_USERoftware \ Policies \ Skype\ Phone, DisableFileTransfer, REG_DWORD = {0,1}
HKEY_CRRENT_USERSoftware \ Policies \ Skype\ Phone, MemoryOnly, REG_DWORD ={0,1}
HKEY_CURRENT_USERoftware \ Policies \ Skype\ Phone, DisableContactimport, REG_DWORD = {0,1}

HKEY_CURRENT_USERoftware \ Policies \ Skype\ Phone, DisableVersionCheck, REG_DWORD = {0,1}
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HKEY CURRENT_USBERSoftware
HKEY_CURRENT_USERoftware
HKEY_CURRENT_USERoftware
HKEY_CURRENT_USERSoftware
HKEY_CURRENT_USERoftware
HKEY_CURRENT_USERoftware
HKEY_CURENT_USERSoftware
HKEY_CURRENT_USERoftware
HKEY_CURRENT_USERoftware
HKEY_CURRENT SER Software
HKEY_CURRENT_USERoftware

HKEY_CURRENT_USERoftware
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\ Policies

\ Policies

\ Policies

\ Policies

\ Policies

\ Policies

\ Policies

\ Policies

\ Policies

\ Policies

\ Policies

\ Policies

\ Skype\ Phone, DisablePersonalise, REG_DWORD = {0,1}
\ Skype\ Phone, DisableLanguageEdit, REG_DWORD = {0,1}
\ Skype\ Phone, ListenPort, REG_DWORD = {0,1}

\ Skype\ Phone, ListenHTTPPorts, REG_DWORD = {0,1}

\ Skype\ Phone, DisableTCPListen, REG_DWORD = {0,1}
\ Skype\ Phone, DisableUDP, REG_DWORD = {0,1}

\ Skype\ Phone, DisableSupernode, REG_DWORD = {0,1}
\ Skype\ Phone, ProxySetting, REG_SZ = {string}

\ Skype\ Phone, ProxyAddress, REG_SZ = {string}

\ Skype\ Phone, ProxyUsername, REG_SZ = {string}

\ Skype\ Phone, ProxyPassword, REG_SZ = {string}

\ Skype\ Phone, WebStatus, REG_DWORD = {0,1}
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