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Who Am | IIJ

Internet Initiative Japan

* Hiroshi Suzuki is from “Internet Initiative Japan Inc.” that is o SGECT
called “11J” for short.
* [lJ is a Japanese ISP. S wizSafe

* We are the first commercial ISP in Japan.

* | belong to “IIJ-SECT”, which is the CSIRT team of our company.

* I'm a malware analyst, a forensic investigator, an incident
responder and a security researcher.

AUGUST 4-9

LAS VEGAS, NV

* | have been a Black Hat Briefing speaker (USA, Europe and
Asia). And | have also been a trainer at Black Hat (USA and
Japan).
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What is CTO?

* CTO is an IDA Pro plugin for visualizing function call tree.

e |t can also:

e Summarize function information such as:
* |nternal function calls

bnt 1

lea r8, StartAddress|

brit_3]
* APl calls T T
e Static linked library function calls | |
* Unresolved function calls T o) e
* String references | |
* Structure member accesses = e, e ) e e
e Comments Lsacurity‘%’heck 5 e TR _—
* Find paths to/from a function. G

Get arguments of unresolved calls by applying type information.
Collect other tools result such as ironstrings and fincrypt.py.
And so on.



Motivation
- Why did | develop CTO?



Motivation - Why did | develop CTO? (1)

* There are already two features related to function call tree graph in
IDA Pro.

* One is called the "Graphs" or “Chart” feature, and another one is
called "Proximity Browser".

* Despite of them, why did | decide to develop this plugin? Let me
explain about it.



B WinGraph32 - Xrefs to - O

File Wiew Zoom Move Help

Motivation - Why did | s sasnz+ wee==

d eve ‘ O p ‘ | O ? ( 2 ) ol dQ000TFFOE48FDZA0 1 dd rva of f_TFFAE48FDEAR ; AddressOfFunctions
| J

* The "Graphsn Or ”Chart” feature of f_TFFO9E428FDZAE: dd rva bnt_1, rva bnt_2, rva SpInitInstance
does NOT generate clickable e e
graphs and lacks of path filter
feature because it generates a
graph with a modified version of
WinGraph.

Startaddress

sub_TFFIE4TCZ190

sub_TFFSE4TC1ELD
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Motivation - Why did | develop CTO? (3)

* On the other hand,
“Proximity Browser” is

more sophisticated feature %ﬁtﬂddress ’E@bnt_z
than the former one. | -
* You can click nodes and E@ é)
. sub 7FF9647C16D@
there are filter feature and —
path discovery feature as l ' vV§ o
[l (e 5] [l e [5=] [l
well. ’7 Format ’7ecur'1ty check_
—
‘ l l l l 7 Yy X
%@ M
gqword_7FF964853030 memset
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O & x H IDA View-B

bnt I|

Y
[lea r8, startaddress|

Y

Startﬂ\ddressh m

L d
[call sub 7FFasa7c2196) [call sub 7FFoe47C2194)

sub 7FFO96847C2196

[call sub 7FFos4a7ciEle) [call sub 7FFo647c1ELE|

=

However, it tends to follow unnecessary
paths and xrefs, and an area per node is
large because of the menu bar on every
node.

This is an example of a result comparing
CTO (on the left) with Proximity Browser
(on the right) at the same address.

Compared to CTO’s result, Proximity
Browser traced another path that is not

curity check cookiel [createrilel emsef]

52 xrefs to suE:I?FF9647C1 10 I ] X

Direction Ty, Address Text

call sub 7FF9647C1E10
call sub 7FF9647C1E10

ES Do.. p sul 7FF9647C2190+2A
0... sull +
Do.. p 7FF9647C2190+8A

[l e =

jmp loc 7FFOG48ASDFE

FMFE
loc_7FF9648A5DFB

M
loc_7FF964887CE2

[l e =]

jmp loc 7FFOG489FI4D

[l i =
loc_ 7FFI6489F29D

FEFE
loc_7FF9648A46B6
r

Line 1 of 2

[ ok ]

Cancel

Search

Help

i’ listed in the xrefs of the function. "=l
movzIx  ax, dl
jmp Close
[l e =]
lea rax, loc_7FF9647C20880
() () )
sub 7FFI647C1ELR
L —~ |
1rl1rv¢ vy YYvyy Yy ll
}ﬁ@ [l = FIZIE FIEE I FIZE
_ security check_cookie memset gqword_7FFI64854C48

100.00% (545,2033) (50%,522) 000012&2 OOOO0TFF3647C1lEE2: sub TFFS&647ClE10+52 (Synchronized with IDA View-A, Hex View-1)
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Motivation - Why did | develop CTO? (5)

* You can also see Proximity ?
Browser shows four paths, — —{M==_
which you can see four -
arrows are connected to ? QE ?
“StartAddress” function,

) ) :
WhI.|e IDA’s xrefs window = pemeww—
for it shows only one xref. B oy

Do.. o bnt 1+D

lea rdx, loc_7FF9847ECA

startaddress

Line 1 of 1

Cancel Search Help

YyYVYYY

E
E.

(f o) Pi= ©
Copyright IRSCERSEIRIEEENSalEEE 1N C. sub_7FFOB47C2E78 9
[ ]
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Motivation - Why did | develop CTO? (6)

* Furthermore, Proximity browser always displays all types of nodes.

* The figure below shows us Proximity Browser displays a string node and
a global variable node.

* Large number of nodes makes us difficult to understand the
relationships due to the complexity.

* These disadvantages made me to develop CTO.
G) ’%?FF‘;;ITClBBB @

LT | [ 1
[l s
ecur'rl.:},.r check_cookie

L]
FIFE EEHE Iz
_wcsicmp Strlngz
|

" Pi= 5
qword_7FF964853030

Copyright Internet Initiative Japan Inc. 10




Introducing CTO



Introducing CTO

CTO’s Widgets

e ——
Functions || CTO Function Lister £ I IDA View-A, CTO B8 @ Hex View-1 B8
Name Address # EIDAWew—A m
sub_TFFOB47CT7ED TFE964TCT xor r8d, rad ; dwShareMode
sub_TFF9647C1800 TF9B4TCN. mov [rsp+lC@h+dwFlagsAndAttributes], 88h ; '€' ; dwFlagsAndAttributes
~ sub_7TFF9647CI1E10 796471 or ebx, @FFFFFFFFh
v parents mov [rsp+lC@h+dwCreationDisposition], 3 ; dwCreationDisposition
call  sub_TFF9647CIET0 Tifo64TC2 ca I e =
call sub_TFF9647CTE1D T64TC2 mov rdi, rax
v children clmp rax, @FFFFFFFFFFFFFFFFh
: jz loc_7FF9647C2167
call cs:CreateFileW 9647l —
call cs:ReadFile 79647l y
call memset 79647l v
call cs_imp_CloseHandle  7ff9647c2
call _security_check_cookie Tff9647c2 lea r9, [rsp+lCeh+NumberOfBytesRead] ; lpNumberOfBytesRead
mowv r8d, 1AABh ; NNumberOfBytesToRead
v gvars mow rdx, rsi 3 lpBuffer
mov  ray, ceiqword_TFF96..  TfF9647c] mov rex, rax ; hFile lca r8, StartAddress)
mov - ray, ceqword_7FF96..  7ff8647cl mowv gword ptr [rsp+1C@h+dwCreationDisposition], @ ; lpOverlapped
mov  rax, csqword_7TFF96.. 796471 call cs:ReadFile
mov  rax, csiqword_TFF96..  TfF9647c] test eax, eax [pnt 3]
mov  rax, csiqword_TFF96..  TfF9647c] jz loc_7FF9647C215E
strings 1
v struct offsets [call sub_7FFosa7c219¢| [call sub 7FFasa7C2198)
lea  rbp, [rsp-OBOk] T6F9647c1 il o L ]
mov  [rex), al THF9647cT cm| rsp+1C8h+Number0fBytesRead], 1AABh p
add  d, [r8-1] TEE964TCT jnz :Il:.oci?FF964?C215E ! :
movzx ecx, byte ptr [r8-1] THSR4T 1 I T ¥ ¥
mov [r8-1], al THIBA T [call sub 7FFosarcicie) [call sub 7FFosavciEle|
wor  [rsi-1], THGe47c1 ﬁl—ﬁ l I
xor [rsil, cl 796472 lea rex, [rsp+lCeh+var_178] ; woid *
xor  [rsi+1], <l TiF9e47c2 xor edx, edx s val
xor  [rsi+2], cl 79647
xor  [rsi-3], TH964Tc2 ° °
xor  [rsi-2], cl TE964Tc2 O f t [(all  security check cookic} [calll es=CreateFilely [call cs:ReadFile} [call memset) [call cs:  imp CloseHandle}
sub_TFF3647C2190 TFfO647c2 ( I u n C I O n I S e r
cith TREGRATICI750 7#F0RaT Y
g 2 mov |rbpHeLEntvar bE |, rax [ security check cookid] [readFile) [memset] [ imp closeHandle)
| Oregex s mov rax, cs:qword 7FF964854C48
- mov [rbp+aceh+var_66], rll
%, Grapn overview = < mov [rbp+@Ceh+var_SE], rll
; mov [rbp+BCoh+var_66], rax
mov rax, cs:qword 7FFI964854C50
mov [rbp+aCeh+var_56], rll
mov [rbp+@Ceh+var_SE], rax
mov rax, cs:qword_7FF964854C58
mov rbpt@Cah+var_4E ], rll . - -
“ - o ropconvarsclcapyrigh| Intprnet Initiative Japan Inc. 12
mo [rhnt@rfhivar 3ET r11

100.00% (-28,577)

{553,550) 000012€2 00D07FF9€47ClE€2: sub_| (Synchronized with He




Introducing CTO (2) Main Window

e Graphical function call tree pnz_1
viewer.
. . [lea r8, StartAddress)
* |tis aimed to:
* Grasp function relationships. brt_2
* Check Important information in a lcall sub_7FFa647C2198) |call sub 7FF9647C2196f
function. | o |
* Functions [sub_7Fros47c2196]
* Strings i I Y
* Global/Static variables [call sub 7FFosa7ciele) [call sub 7FF9sa7ciEle)
e Structure offsets ' '
* Comments IsuhI ?TFmTuIEmJ,
* Find paths to/from a function
° Handle IDA Such as |call security check -'—k |call cs: CreatEFlle x‘. |call cs:ReadF llEk |call '—-'-'=-k |call €s: imp El:sEHandlEk

* Applying a structure to an offset

. J)Iymg a function definition to a
rect function call

* Renamlng d funCtlon/VarlabIe [ security check cockid & & [ imp CloseHandle)

Copyright Internet Initiative Japan Inc. 13



Introducing CTO (3)
CTO Function Lister

* Enhanced function list.
e It is aimed to:

* Check/Find important information in a function.

Functions

Strings

Global/Static variables
Structure offsets

* You can use a regex filter to find nodes with
a specific pattern.

Copyright Internet Initiative Japan Inc.

IE Functions CTO Function Lister E]

MName Address
sub _TFF9647C17ED 964 7cl
sub_TFFG647C1200 96 7cl

v sub TFFI647CI1E1D 967l
¥ parents
call sub 7FFO647CIETD THoed el
call sub_7FFOe47CIETD THoed el
children
call cs:CreateFileW TH904 T
call c=ReadFile Jfand 7cl
call memset Jfand 7 cl
call cs_imp_CloseHandle  7ff364d7cd
call _ _secunty_check_cockie 7ff3647cd
gvars
mov  rax, csqword_TFF96.. 79647l
mov  rax, csqword_TFF96.. 79647l
mov  rax, csqword_TFF96.. 79647l
mov  rax, csqword_7FF96.. Tf9ed7c]
mov  rax, csqwerd_7FF96.. 79647
strings
struct_offsets
lea rbp, [rsp-0B0K] Ffaed7cl
mov  [rcx], al Fffaedicl
add «l, [r8-1] THoed el
movzx ecx, byte ptr [r8-1] Fffaed 7l
mov  [rd-1], al Fffaed il

T

leer 47 ~I

TEEOEAT ~1-



Main Features of CTO (1)
Simple But Sufficient Tree (1)

* Only function callees T
(function pointers) and MU E—
callers (references) are
displayed by default.

e You can omit even Ca”er [call sub ?TF964?C2199{ [call sub ?TF964?C2199{
nodes as well.

e Other nodes can be displayed

startiddress bnt 2

lsub 7FFos47C2190|

with a shortcut key. 2l sub %mwumi 211 sup %mwcma
» Stop tracing if CTO finds a i ?T:“”“:T“F”*
static liked-libra ry [call | [CATINEEECrRREE e [call cs:Readrilch [call ) [211 cs: _imp CloseHandle)
* Omit child nodes in parent S S— it

functions

Copyright Internet Initiative Japan Inc. 15



Main Features of CTO (1)
Simple But Sufficient Tree (2)

* Only function callees
(function pointers) and
callers (references) are
displayed by default.

 You can omit even caller
nodes as well.

e Other nodes can be displayed

with a shortcut key.

e Stop tracing if CTO finds a
static liked-library

* Omit child nodes in parent
functions

lcall sub 7FF9s47C1E1e |call sub 7FF9647C1E16)
| |

Caller nodes

\

Callee nodes

!

lcall  security check cookieh [call es:CreateFilelh [call cs:ReadFile} [call memset) |call Js:  imp CloseHandle

[ security check cockid CreateFileW ReadFile memset [ imp CloseHandle)

B

Copyright Internet Initiative Japan Inc. 16



bnt

Main Features of CTO (1) EE
Simple But Sufficient Tree (3)

[call sub 7FFosa7c2198) |call sub 7FFasa7C2194

¢ Only fUth'On Ca”ees sub ?erﬁz?czlgai
(funCtlon pOInte rS) and lcall sub ?FF964?C1E1:3{ |-I:all sub 7FFos47C1E18)
callers (references) are Ny
displayed by default. e Teljcllma

* You can Omlt even ca"er lcall  se :.l'i—_+.- check ich [call es: CreatEFlle 4 lcall cs:ReadFile) |call memsety [call cs: 11't CloseHandle}

nodes as well. ) )
: [ security check cookiel Createrilel memset] [ imp CloseHandle}

e Other nodes can be displayed

with a shortcut key. é -

e Stop tracing if CTO finds a bt 1
static liked-library & z | B

* Omit child nodes in parent b ng‘jei
functions _

lsub_7FF9647C1E16
1] |1

v ¥ ¥ v
| security check_cookie} |CreateFilel) ReadFile} memset) | imp CloseHandle)
Copyright Inte 7




Main Features of CTO (1)
Simple But Sufficient Tree (4

* Why do | include callers by

dEfaUIt? [lea r8, StartAddress)
You can check code around a node on

, - | | b 3
DAViewhA CTO when you click a caller node since
[rsp+1C@h+hTemplateFile], @ ; h L.
o rsd, rsd 5 lpsearityaee this is not a callee but a caller and CTO 22Zrmeaczsd Ell =ik 7rrsesrcziog
mav edx, S0220e2eh ; dwDesiredécce . . | |
r r8d, r8d ; dwShareMod
;EV [r‘sp+;CEh+d'.-.rFlags.An1d‘I.'-‘ntir‘?bztzs] SynChronlzeS the address on IDA VIeW lsub_7FFa847C2190

or ebx, BFFFFFFFFh

with a node on CTO. ‘ 1

¥, M+ ==

ipnDisposition

s CreateFilen [carl sub 7FF9647C1E16} |call sub 7FF9647C1E16)
(T i I = I I
cmp rax, @FFFFFFFFFFFFFFFFh
jz loc_T7FF9647C2167
1
lea r9, [rsp+lCéh+NumberCfBytesRead] ; lpNumberOfByteehees sl 21 1 cs:[reatEFileh*|call cs:ReadFile} call memseth [call es:  imp CloseHandlel
mow r8d, 1AA8h 3 NNumberOfBytesToRead :
mov rd=, rsi ; lpBuffer
Mo rex, rax ; hFile :Dukieh memset] [ imp CloseHandle)
mow gword ptr [rsp+lCB8h+dwCreationDisposition], @ ; lpOverlapped
call cs:ReadFile
test eax, eax
jz loc_TFF9647C215E
L |
il e .
cmp [rsp+1Ceh+NumberOfBytesRead], 1AABh ive Japan Inc. 18
jnz loc_7FF9647C215E




Main Features of CTO (1)
Simple But Sufficient Tree (5)

* Only function callees
(function pointers) and

callers (references) are String reference and String itself
displayed by default. Fub_zrrosazeced
* You can omit even caller a1l sub_7Frscarciood
nodes as well.
* Other nodes can be displayed sprbesqed

with a shortcut key.

e Stop tracing if CTO finds a

|1ea rdx, Str‘ingi |call cs: imp I.'l:zeHandleL |call cs:I:’EatET::lhelpiESnapzl‘n:tL |call .:5'_:-';L |call C5:Proce

. . . |_i1'|:u El:zeHandlEL |I:’EatET::lI'|El|:|325|'|ap5I'|:tL
static liked-library
.

* Omit child nodes in parent
functions

Copyright Internet Initiative Japan Inc. 19



Main Features of CTO (1)
Simple But Sufficient Tree (6)

* Only function callees T
(function pointers) and MU E—
callers (references) are

' ;
displayed by default. Startadd —
* You can omit even caller T ub 7 roeszcaied) el sih roeerceisg

nodes as well.
e Other nodes can be displayed

lsub 7FFos47C2190|

with a shortcut key. Stop‘ tracing lcall sub ?EFBWHEM’. lcall sub ?EF%M::LE:L@’.
 Stop tracing if CTO finds a ks ?Tigai-i-c1rlq
static liked-library s - - v
lcall | lcall es:Createfilel} |call cs:ReadFilef |call } lcall cs: imp CloseHandlel
* Omit child nodes in parent S | S B —
functions corig\cmc cookis) | resteriied aiiis oy Cleserandie

Copyright Internet Initiative Japan Inc.
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lea r8, StartAddress

Erartiddresd

' C
Main Features

[ ]
B | ‘
call cs:loadlibraryvigleall es:loadlibraryvigl [call sub FFF9647C21080 call sub 7FFO647C2196L |call cs:GetProcAddressyicall cs:GetProcAddres call sub JFF9E

* Only function callees
(function pointers) an— l II
callers (references) ar—
displayed by default.

° i | ¥ 4 1 1
You Can Omlt even Ca!lcnll securlity check c::-ﬂ".e“call gecurlty check c::-cl".e“cnll securlity check c::-c.k".e]. call ::.:Erea':eFilE&call r,'s.:F!eadFi]ﬂcal], (41 im[:a ClnseHandlé

as well. ' ! J

° Other nOdeS can be d [_security check _cockid, Ereateriled [Readrile) imp CloseHandley
with a shortcut key.

* Stop tracing if CTO finds a You can include/exclude
Statlc |Iked-||bra ry child nodes in Pa rent lcall sub 7FFas47c2196| [call sub_7FF9647C2198)

° ° ° o . I I
* Omit child nodes in parent ~ functions with a R —
functions shortcut key. It depends =

Y Y
on your needS. lcall sub 7FF9s47C1E1e |call sub 7FF9647C1E16)

Copyrigh

945 .+, 1 o+ 1T a5



Main Features of CTO (2
Function Summary (1

x || B cro

You can check a function summary as
a popup hint if you point the mouse
cursor on an callee node.

-

[

I lsub 7EFo647ECE36| I

sub 7FFOR47ECE3R (@x7ffI647ecd3e)

[APIs]

Sleep (@x7ff9647ecdf0), Sleep (Bx7ff9647ec9@9)

[5tatic Linked Libraries]
free (Bx7ffe647ecddb)

[General Internal Calls]

sub JFFOR4ATECTVR (@x7ffo647ecBba), sub JFFOR47C2258 (@x7ffI647ec859), sub JFFIG4T7C2ETR (Bx7/ffO647eclce),
sub YFFOR47C3548 (@x7ffo647ec88f), sub _JFFOR47Cleed (@x7ffis47ec8af), sub_7FFI647C35FR (Bx7ffOs47ecd7a),

sub_7FFOB47C1880 (@x7ff9647ecicd), sub _JFFI647EC328 (@x7fT9647ecBod)

[5truct Members]

7ffosd7ecsaf;
_?ff964?ecﬁ?ﬂ

7ffo647ecBa5
7ffosd47ecBaa
7ffoc47ec8fd

T

[rsi+@B88h]
: [rsit+eBash]
: [rsit+BBE3h]
: [raxt+l]

t [rsit+11C8h]

FAC LB

cs:Process32F

rocess32Firsth

Copyright Internet Initiative Japan Inc.
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=

sub_7FF9B47ECE3R (Bx7TT9547ec33@)

-+

[sub 7FFoc47ECE36|

[APIs]

Sleep (@x7ff9647ec8f@), Sleep (Bx7ff3647ecoBq)

[Static Linked Libraries]
free (@x7ffo9s47ecBdb)

[General Internal Calls)
sub_7FF9647ECT7@ (@x7ff9647ec8ba), sub 7FF9647C225@ (@x7ff9647ecB59), sub 7FF9647C2E7@ (@x7Tf9647ecBce), J

sub_7FF9647C3540 (@x7Tf9647ec88f), sub 7FF9647C1000 (@x7Tf9647ec8af), sub 7FF9647C35F@ (@x7ffo647ecs7a),

sub_7FFO647C1880 (@x7TT9647ec8cd), sub 7FFOG47EC320 (Bx7TT9647eca0d)

[Struct Members]

7ffoed47ecsaf:
_|[7ff9ca7ecsd7a:
7ffoe47ecs8s85:
T[FffosdTecsaa:

7Tfosd47ecdfd:

[rsi+@B88h]
[rsi+@B88h]
[rsi+eB388h]
[rax+1]

[rsi+11C8h)

[E] output

¥

cs:Process32F

rocess32Firsth

sub_J7FFO9B47ECE3R (Bx7ff9647ec338)

[APIs]

Sleep (@x7ff9647ecafa), Sleep (@x7TT9647ecoea)

[Static Linked Libraries]
free (Bx7ff9647ecBdb)

[General Internal Calls]
sub_7FF9647EC77@ (@x7ff9647ec8ba), sub 7FF9647C225@ (@x7ff9647ecB59), sub 7FF9647C2E7@ (@x7ff9647ecBce),
sub_7FF9647C3548 (@x7ffo647ec88f), sub 7FF9647C1@00 (@x7ffo647ecBaf), sub 7FF9647C35F@ (@x7ff9647ec87a),
sub_7FF9647C180@ (@x7ff9647ec8c4), sub 7FFO647EC320 (@x7Tf9647ecBod)

[Struct Members]

If you want to access the information,
you can use “Print hint feature”. It
dumps the same information to the
output window with a shortcut key.

7ffosd47ecdaf: [rsi+@BESh]
7ffosd47ecd?e: [rsi+@BESh]
7ffoR47ecdd5: [rsi+eBEEh]
7ffoe47ecBaa: [rax+l]
7ffoeavecadfd: [rsi+l11C8h]
Python

L0: idle Down Disk: 21GB

23



Main Features of CTO (3)
3rd Party Tool Corroboration

* CTO collects repeatable comments and specific regular comments,
which are outputted from several tools. They are also useful to
identify functions’ roll.

Sta ~tAdd ress| bnt_2

This function clearly indicates that it will create a
file path “C:\Windows\AppPatch\msmain.sdb”.

Y Y
lcall sub_7FF9647c1eDe| [call sub_7FF9647C10D0
1 ™

Y &
_i\c‘hn nensed fcall memsetrican G Getiingowsbirectoryt) Gall _sn".-a'wintfl
| | | ] —

L]
IGetWindowsDirectoryl

Copyright Internet Initiative Japan Inc. 24



& CTO & CTO_7ff9643410d3 B

Main Features of CTO (4)
Find Paths E=
lLea rﬁddressk

* You can find paths to/from a =
node including an API pointer | ol i
o call sub 7FF9G4¥ECE3 call sub 7FF9G47ECE3
on the import table. | e '

sub 7FF9547ECE36)

* This figure on the right is an

lcall sub 7FFosa7c219e) |call sub\7FFasazczi9ef |hll sub 7EFos47C2258|

example of the result of “Find .
Paths” feature for CreateFileW. * e \ = l%
° YOU can eaS”y UnderSta nd there lcall sub ?|I=F954?C1E19{ lcall sub ?|I=\\954?C1E19{
are three paths and one is from e et W D=
inside a static linked library and v \
lcall es:CreateFilewy [call\ cs:CrfateFileif /a1l cs:CreateFilel)

the others are from two entry |
pOintS. reaterile

100.00% (-€5,-82) (€14,305) 11.0

Copyright Internet Initiative Japan Inc. 25



Main Features of CTO (5)
IDA’s Shortcuts Redirection

* Even if you focus the CTO window, you can still use several IDA’s
shortcuts such as renaming a function/variable (N), finding xrefs (x),
commenting (: or ;) since CTO redirects them to IDA.

IDA View-A, CTO B = Recent scripts S Hex View-1 [A]  Structures El Enums
IDA View-A o & x| & CTo
FIFE
65 xrefs to sub_7FF9647C1800 ] X i
sub 7FF9647EC838
Direction Ty, Address Text L—_ i

ES Do.. p sub_7FF9647EC830+94 call sub_7FF9647C1800

call sub_7FF9647C1800)

y

‘\~| sub_?FF964?c1aaa||
Line 1 of 1

If you press===orthe—
OK Cancel Search Help y p
EAESeethe—
H hModule= gword ptr -386h ‘ node, yol =

var_378= dword ptr -378h —xrefsiketthis. |

var 37@= gword ptr -37@h




Main Features of CTO (6)
Applying Function Definition to a Indirect Call

IDA View-A, CTO B = Recent scripts @ Hex View-1 &  Structures E  Enums If you set an APl name as a comment on an
IDA View-A n & x @ CTO L. ) )
sax, ed1 T uBytes unresolved indirect call, CTO will set its
cs:localAlloc IDA Vi
od. edi arguments on iew.
rdx, rl2 i
T ret Before These two figures show us before and after
r8, rax putting a comment on a call instruction. You
e .
by rax can see IDA recognized the arguments after
ria F—T—I r v setting the comment on the figure below.
rod, h ; dwFreeType ar_358]} lcal]} rdi} |call rl4yjjicall ril
re8d. r8&d . dwSizell=1p - o0 & x| @ CTo

eCX, #an , @ ; Urldgs
edx, edi l ; UBytes

call cs:LocalAll After ]
mov rad, edi : nSize
mov rdx, ril2 ; lpBaseAddress
mov rex, rsi ; hProcess
r8, rax ; lpBuffer
9 ; Y | Y Y L
movV rbx, rax yirtualﬂreeExikall ri4} (call |cs:LocalFree}[call cs:Loca
plcall ri4 ; WriteProcessMemory|jf— f | J
: 1L~ e a4~ o141 o E———
Settmg a comment xor r8d, rad ; dwSize WriteProcessMemory)
vy | L e | 2 W oem oo ol
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How CTO works - Inside CTO



How CTO works - Inside CTO (1)
Core Structures of CTO

* In order to synchronize with IDA View, CTO utilizes two hooks.
e Ul hooks (Ul_Hooks class)
* View hooks (View_Hooks class)

* Ul hooks and view hooks are in ida_kernwin.py.

* CTO also inherits graph viewer class (GraphViewer class) in
ida_graph.py.

* Since IDA’s GUI related APIs are in these two modules, if you
want to create a GUI-based IDA plugin, you should look into

them first.



ow CTO works - Inside CTO (2)
Jl Hooks Class (1)

* You can catch all Ul events, which are called “actions” by Hex-Rays, by
inheriting this class.

* For example, the “MakeName” action will be issued if you press “N” key on a
variable name.

* You can check all defined actions by executing get_registered _actions() APl on
ida_kernwin.py.

e CTO inherits this class to update node information on CTO by overwriting
these methods (See sync_ui.py).
e preprocess_action()
e postprocess_action()
e updating_actions()



ow CTO works - Inside CTO (3)
Jl Hooks Class (2)

* For example, if you set an APl name as a comment, CTO will create an
additional node on CTO. And CTO will also make IDA to set its
arguments as comments. This feature is implemented by catching the
“MakeComment” event.

[E IDA View-A o8 x B CT0
mov eCX, 4@n ; @ ; UFLags
mov edx, edi ; UBytes -
call cs:LocalAlloc
mov rod, edi ; nSize
mov rdx, ril2 ; lpBaseAddress
mov rcx, rsi ; hProcess
mov r8, rax L_lpBuffer
mov gword ptr [rsp+3D@h+flProtect], © ; Y ¥ Y Y
mov rbx, rax yirtualFreeEXikall P14} [call cs:LocalFree}|call cs:Loca
call rl4 ; WriteProcessMemory J
xor Setting a comment ze I|LnJr~i'teF'r*ocess|‘v1emor*yiI
ey ol e
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How CTO works - Inside CTO (4)
View_Hooks Class (1)

* CTO utilizes the “View_Hooks” class to synchronize a CTO’s node with
the address in IDA View.

* CTO observes location change events by overwriting
view_loc_changed() method in the class. If the address on IDA View

is changed, CTO colors the corresponded node on CTO. On the other

hand, if a different node on CTO is selected, CTO changes the location
on IDA View with jumpto() API.



How CTO works - Inside CTO (5)
View Hooks Class (2)

[ IDA View-A 08 x
mov [rsp+lCBh+hTemplateFile], @ ; hTemplateFile
xor r9d, rod ; lpSecurityAttributes
mav edx, S0e2geaeh . dwDesiredAccess
xor réd, ré&d ; dwShareMode
mow [rsp#1CBh+dwFlagsAndAttributes], 88h ; '€' ; dwFlagsAndAttributes

or ebx, BFFFFFFFFh

Jeall__cs:Createriden |
If you click an address on IDA view
and if the address is included in
CTO’s window, CTO will color the
node.

On the other hand, If you click a
CTO’s node, the cursor on IDA view
will move to the address.

ipnDisposition], 3 ; dwCreationDisposition

OBy

l, @ ;

resfead

lpOverlapped

[lea r8, StartAddress)

StartAddress m

lcall sub 7FFo9647C2196f |call sub 7FF9647C2196)
| J
L ]
lsub 7FFosa7C2190)

lcall sub 7FF9s47C1E1e |call sub 7FF9647C1E16)
| |

lcall cs:CreateFileld kall cs:ReadFile} call memseth [call es:  imp CloseHandlel
1

ad], 1AABh

il el
lea rex, [rsp+lC8h+var_178] ; void *

CreateFileW ReadFile [ imp CloseHandle)
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How CTO works - Inside CTO (6)
GraphViewer Class

* |[n order to create a custom graph like CTO, inheriting the GraphViewer
class is the simplest way. You can create a graph by overwriting the
AddNode() method to add a box called a “node”, and the AddEdge()
method to add an arrow connector called an “edge”.

* You can also hook many events on your widget as well. For example,

* Keyboard events
* OnViewKeydown()
* Mouse events
OnClick() for click events
OnDDblClick() for double-click events
OnPopup() for right-click events
OnHint() for on-mouse-over events for nodes
OnEdgeHint() for on-mouse-over events for edges



How CTO works - Inside CTO (7)
jumpto API (1)

* CTO tweaks the cursor position on IDA View
when a node is clicked.

* For example, if a callee node is clicked, CTO
will change the cursor position to a function
name, not the first instruction.

* On the other hand, a caller node is clicked,
CTO will change the position to a variable
name in a instruction, not the head of the
instruction.

* |t's necessary if a user wants to rename the

» =SgMNENL pPCOriiiloos LUl o

assume cs:_ text
;org 7FF9647C1000h

assume es:nothing, ss:nothing, ds:

sub_7FF9647C1000 [proe

«» RcaU/LCACLCUL

_text segment para public 'CODE' u

near

= PROCESSENTRY32W pkr -258h :]
r_18= qword ptr -18h :
©= gqword ptr 8
8= 4 P 547EC830
mov [rsp+arg_0], Ibx
push rdi F95d7C1@E

function. vV

[ IZHIE

loc_7FF9647C1070:
lea rdx, String2 ;

"lsass.exe

lea +278h+pe.szExeFile]|; Stringl
call _wcsicmp
eax, eax

- I P i - — P, e gy e o W T

h32Eirstullcall _wcsicmplg
| p— |

-PStWi

T
|wcsicmp|
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How CTO works - Inside CTO (8)
jumpto API (2)
* |n order to tweak the cursor position, CTO utilizes two variants of jumpto()

APIs. According to ida_kernwin.py, there are two definitions of jumpto()
APIs.

jumpto(ea, opnum=-1, uijmp_flags=0x0001) -> bool
jumpto(custom_viewer, place, x, y) -> bool

* The former definition is used for jumping into in the middle of an
instruction on the given address. If you pass the second argument
“opnum?”, that is an operand number, you can easily tweak the horizontal
position of the cursor.

* If you want to move the cursor vertically and/or horizontally,
you can use the second definition of the API.



Closing Remarks



summary

 CTO is an IDA Pro plugin for visualizing function call tree.

IDA View-A, CTO ]

= (&

E

Iz Functions CTO Function Lister @

Name Address #
sub_TFF3647C17ED Tf9e47c1
sub_7FF3647C1800 Tf9e47c1

~ sub_TFFO647C1E10 Tf9e47c1
¥ parents
call  sub_TFFOG47C1E1D 796472
call  sub_7FF9E47C1E1D 796472
+ children
call  cs:CreateFileWV 9647
call csiReadFile 796471
call memset TH9647c1
call csi_imp_CloseHandle  7ff9647c2
call _security_check_cockie 7ff3647c2
¥ gwvars
mov  rax, csiqword_TFF96...  TF9647c]
mov  rax, csiqword_TFF96...  TF9647c]
mov  rax, csiqword_TFF96..  TH9647c]
mov  rax, csiqword_7FF96..  T9647c1
mov  rax, ceqword_TFF96..  T9647c]
strings
v struct_offsets
lea  rbp, [rsp-0BOh] 79647l
mov  [rox, al 7947
add cl, [r8-1] TH9e47c1
movzx ecx, byte ptr [r8-1] 7947
mov  [r8-1], al 7947
xor  [rsi-1], THOEATCT
xor  [rsi], cl TH9EATc2
xor  [rsi+1], TH9647c2
xor  [rsi+2], 796472
xor  [rsi-3], 796472
xor  [rsi-2], 796472
sub_TFF3647C2190 796472
cith TEEGARATIISN T#ORATAD Y
£ >
| | Oresex es
O & x

.‘ff. Graph overview

-

Hex View-1 Structures Enums Imports @ Exports
IDA View-A o & x| @ co
xor réd, rad ; dwsShareMode
mowv [rsp+lC@h+dwFlagsAndAttributes], 88h ; '€' ; dwFlagsAndAttributes
or ebx, BFFFF F
mow [rsp+1C@h+dwCreationDisposition], 3 ; dwCreationDisposition
call cs:CreateFilel
mowv rdi, rax
cmp BFF
jz loc_7FFO9647C2167
v
r9, [rsp+lC@h+Number0fBytesRead] ; lpNumberOfBytesRead
r8d, 1AABh 3 nNumberOfBytesToRead
rdx, rsi ; lpBuffer
rcx, rax ; hFile lea r8, StartAddress|
gword ptr [rsp+lC@h+dwCreationDisposition], @ ; lpOverlapped
cs:ReadFile
eax, eax StartAddress [nt 2]
loc_7FF9647C215E
v [call sub_7FFasa7c219e] [call sub 7FFosa7c2196]
full i = | ]
cmp [rsp+1C@h+Number0fBytesRead], 1AABh ub 7FFO647C2108
jnz loc_7FF9647C215E
L [call sub 7FFosa7ciEle) [call sub 7FFos47ciEle]
FEE] | ]
lea rcx, [rsp+lCeh+var_17@] ; wvoid *
xor edx, edx ; val sub 7FF9647C1EL
mov r&d, 182h 3 Size
call memset
mov rax, cs:qword_7FF964854C40 [(a1ll  security check c ) [call es:Createrilemh [call cs:ReadFile} [call memset) [call cs:  imp CloseHandlel
xor rlld, rlld
mov ecx, 28h ; "'
:E: %:EE:EEEE::::: |_secur‘it§-r check cookieh CreateFilew |Read=ilei |memseti I_i1'p L'lcseHandlek
mov rax, cs:qword_7FF964854C48
mov [rbp+eCah+var 66}y rll . e -
v [ropraconvar sl @PY gt Intgrnet Initiativelddpan Inc. 38
mov [rbp+@C@h+var_668], rax
mov rax, cs:qword_7FF964854C5@
mow Nnrbho+acah+var 561 r11 1




Future Work

* Collaborating with some more tools

* Collecting more instructions to be observed

* Implementing more efficient way to collect paths
* Enhancing the speed

* Improving stability



FAQ

* Where will you disclose the source code?

* | will do it on the following URL.
* https://github.com/herosi/CTO

* Will you create CTO for Ghidra or other RE tools?

* No, | won’t. I’'m already an IDA Pro user. You can port it to Ghidra or other
tools since | will disclose the source code.



Thank you for
watching my presentation!

@herosi_t



