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Testing SMT solvers is challenging 

• How to generate test formulas?


• How to obtain the test oracles?


• It is challenging to find bugs.
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Semantic Fusion

46 Bugs Confirmed, 42 Bugs Fixed 
in Z3 and CVC4 default mode

• Fusing test formulas while preserving satisfiability


• Finding bugs in two state-of-the-art SMT solvers
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Semantic Fusion: an Example
(declare-fun x () Int)
(declare-fun w () Bool)
(declare-fun y () Int)
(declare-fun v () Bool)
(declare-fun z () Int)
(assert (= (div z y) (- 1)))
(assert (= w (= x (- 1))))
(assert w)
(assert (= v (not (= y (- 1)))))
(assert (ite v false (= (div z x) (- 1))))

SAT

https://github.com/CVC4/CVC4/issues/3413

$ cvc4 example.smt2
unsat
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φfused = SAT

x = 2 y = 2z = 0

(x > 1 ∧ (z − y) < 0) ∨ ((z − x) < 0 ∧ y > 1)
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φfused = ((x > 1 ∧ (z − y) < 0) ∨ ((z − x) < 0 ∧ y > 1)) ∧ z = x + y
Fusion Constraint
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φfused = ((x > 1 ∧ (z − y) < 0) ∨ ((z − x) < 0 ∧ y > 1)) ∧ z = x + y

UNSAT
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Semantic Fusion: an Example
UNSAT

% z3 example.smt2
sat

(declare-fun x () Real)
(declare-fun y () Real) 
(declare-fun w () Real) 
(declare-fun v () Real)
(declare-fun z () Real)
(assert (or 
(assert (not (= (+ (+ 1.0 (/ z y)) 6.0) 
                (+ 7.0 x))))
(assert (and (< (/ z x) v) (>= w v) 
             (< (/ w v ) 0) (> (/ z x) 0))))
(assert (= z (* x y)))
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Semantic Fusion: an Example
UNSAT

https://github.com/Z3Prover/z3/issues/2391

% z3 example.smt2
sat

(declare-fun x () Real)
(declare-fun y () Real) 
(declare-fun w () Real) 
(declare-fun v () Real)
(declare-fun z () Real)
(assert (or 
(assert (not (= (+ (+ 1.0 (/ z y)) 6.0) 
                (+ 7.0 x))))
(assert (and (< (/ z x) v) (>= w v) 
             (< (/ w v ) 0) (> (/ z x) 0))))
(assert (= z (* x y)))
(assert (= x (/ z y)))
(assert (= y (/ z x)))
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Empirical Evaluation

• Tool YinYang, our realization of Semantic Fusion 

• Bug hunting with YinYang (July-October 2019)

• Bug reduction with C-Reduce

• Bug reports on issue trackers of Z3 and CVC4
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Significance of the bug finding results

YinYang found 24 in Z3, 5 in CVC4 in 4 months
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Significance of the bug finding results

YinYang found longstanding soundness bugs

1.5+ years

old
3.5+ years

old
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𝜑1

ConcatFuzz can only retrigger 5/50 bugs

ConcatFuzz

𝜑2

SAT SAT

∧

𝜑1 𝜑2∨
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Is Semantic Fusion necessary?

YinYang consistently achieves higher coverage

2800 LoC
480 LoC



Z3 #2376
% cat formula.smt2

(declare-fun a () Real) 

(declare-fun b () Real)  

(declare-fun c () Real) 

(declare-fun d () Real) 

(declare-fun j () Real) 

(declare-fun e () Real) 

(assert (not (exists ((f Real)) 

(=> (and (< (/ 0 0) c) (< (/ 0 (* 2.0 b)) 

d))(= (= 0.0 a) (not (=> (<= f a) (<= e 

j)))))))) 

(check-sat)

% cvc4 formula.smt2

unsat

%z3 formula.smt2

sat

https://github.com/Z3Prover/z3/issues/2376
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% cat formula.smt2

(declare-fun a () Int)

(declare-fun b () Int)

(assert (= (div a b) (- 1)))

(check-sat)

% z3 formula.smt2

sat

% cvc4 formula.smt2

unsat

https://github.com/CVC4/CVC4/issues/3412


Z3 #4153

% cat formula.smt2

(declare-fun a () String)

(declare-fun b () String)

(assert (= 

(str.++ (str.substr "1" 0 (str.len a)) 

"0") b))

(assert (< (str.to.int b) 0))

(check-sat)

% z3-4.8-7 formula.smt2

unsat

% z3 formula.smt2

sat

https://github.com/Z3Prover/z3/issues/4153


Z3 #4153

% cat formula.smt2

(declare-fun a () String)

(declare-fun b () String)

(assert (= 

(str.++ (str.substr "1" 0 (str.len a)) 

"0") b))

(assert (< (str.to.int b) 0))

(check-sat)

% z3-4.8-7 formula.smt2

unsat

% z3 formula.smt2

sat

https://github.com/Z3Prover/z3/issues/4153


CVC4 #3217
% cat formula.smt2

(declare-fun a () String)

(declare-fun b () String)

(declare-fun c () String)

(declare-fun d () String)

(assert 

(or (not (= (str.suffixof "B" 

(str.replace "A" b "B")) 

(= ( str.substr a 0 (str.len b)) "A"))) 

(not (= (not (= c "A")) (str.suffixof "A" 

(str.replace "A" c "B"))))))

(assert (= a (str.++ (str.++ b "") d)))

(check-sat) 

% z3 formula.smt2

unsat

% cvc4 formula.smt2

sat

https://github.com/CVC4/CVC4/issues/3217


CVC4 #3217
% cat formula.smt2

(declare-fun a () String)

(declare-fun b () String)

(declare-fun c () String)

(declare-fun d () String)

(assert 

(or (not (= (str.suffixof "B" 

(str.replace "A" b "B")) 

(= ( str.substr a 0 (str.len b)) "A"))) 

(not (= (not (= c "A")) (str.suffixof "A" 

(str.replace "A" c "B"))))))

(assert (= a (str.++ (str.++ b "") d)))

(check-sat) 

% z3 formula.smt2

unsat

% cvc4 formula.smt2

sat

https://github.com/CVC4/CVC4/issues/3217


Z3 #2618 & CVC4 #3357 
% cat formula.smt2

(declare-fun a () String)

(declare-fun b () String)

(declare-fun c () String)

(assert (str.in.re c 

(re.* (re.union (str.to.re "aa") 

(str.to.re "")))))

(assert (= 0 (str.to.int 

(str.replace a b (str.at a 

(str.len a))))))

(assert (= a (str.++ b c)))

(check-sat) 

% cvc4 formula.smt2

unsat

% z3 formula.smt2

sat

https://github.com/Z3Prover/z3/issues/2618
https://github.com/CVC4/CVC4/issues/3357


Z3 #2618 & CVC4 #3357 
% z3 unreduced.smt2

sat

% cvc4 unreduced.smt2

sat

% cat formula.smt2

(declare-fun a () String)

(declare-fun b () String)

(declare-fun c () String)

(assert (str.in.re c 

(re.* (re.union (str.to.re "aa") 

(str.to.re "")))))

(assert (= 0 (str.to.int 

(str.replace a b (str.at a 

(str.len a))))))

(assert (= a (str.++ b c)))

(check-sat) 

% cvc4 formula.smt2

unsat

% z3 formula.smt2

sat

Z3 and CVC4 are both unsound

on the unreduced test!

https://github.com/Z3Prover/z3/issues/2618
https://github.com/CVC4/CVC4/issues/3357


Summary



YinYang Release

YinYang will be released this summer. 

Please stay tuned!

Statistics & Report links

https://testsmt.github.io
github.com/testsmt

Code 

https://testsmt.github.io/
https://github.com/testsmt

