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API server

Cloud

provider
API manager

(optional)

Cloud controller

Controller
manager

etcd
(persistence store)

kubelet

clccio)oXo,

kube-proxy

Scheduler
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Control plane
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Kube-apiservers W&

— SMEList Pod
— SNZList Configmap

A client-goZAIABRIRITE = — CRDH ET %, S#ElList CRDE
apiserver cpu/NFERAERS, HIARSHRINE —~ M eventf &I K, describeliZEEHSEH

— WatchSE 4 #ixE 2
HREINEE, SHEGIHER — { — EBHIE A, apiserverE BEREAIE

etcd pending watcherfginis, etcdEHINME
N -
i — ListizESHapiserver cpu. memory{EFAAEXS

i e etcdiTBIEOMAE, ENSMSLEE. nE
auth revisionfg1= kU bE-aplserver % JI_IL, |- 3 E =) E me

> BOEN. ANES
mlzﬂ RO, KN | BAKERFESH (eventE), etcd dbii (1ELE

5)

leadert])#Zs etcdigix

etcdIEA—HNSHARERF

_ ListiRES E&aplserver/etcdtl:'.)\ RBEIRET AT
%o EBR, ERiRn

kube-apiserver bugill A 1Z ittt B
} omte
BURIRM R apiserver 429

etcd too many request

apiserverH 2150l B 2 S BRE (client-go)
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KubernetestaE I EsCiE

it max-requests-inflight
. } dpiseivente? i A48 H{FH client-goflreflectoriflFl, BEFR SR
i ftmax-mutating-requests-inflight st
API Priority and Fairness(1.20+) = WREITHIE—MERTS, ListiRfEw L
ResourceVersion="0", &=ifjapiserver cache
etcdfEfAssd=fE . 1EERIERssd, AithssdF —

Pod. CRDE&HRER I
etcd5masterfi HZE A @ ERFEREHRDEARENs

— 1Rt EEik% —1CRD

{EFRRERHOKSsERAR, BAl R —LESE A,
tt#lapiserver A 515K B S SHREF | ileventi @, BHINLdescribe SRS

FHRKBSHEA BRI E S SBIIRRS — istevent, MeventiTsAte, Meshans
5/ B <TEXAYPXIAR T
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SHINERE — :
=+ 3 0f . . . .
Fi{Rmaster s S G 2BMcou. NERE. W 1:*&& _ g &cronjob concurrency policy/Jobs History
BER Limits
ez E

otcd™s SR B {EMssd LRI - Resource Quotas

kubernetesf&

B AKetcd db quotall — ~ eventE

& HifKheartbeat/election-timeout{ = :igiﬁjii}\ﬁaﬁéﬁﬂ’\]compact%lﬂ%\ RoE—3iE
A=)

M zap logger, FFB3tracetdt —+— etcdifF{f

— apiserverfRi®

B & iEMcompactERg —

— apiserver event ttf 1t
metricsFF B extensive, REGRPCIZIER ~ :
- kubelet heartbeat -> lease api
etcd dbj@ —{ (114 beta)
veleroZ i k8s BRI &

N EventRateLimit admission controller

} zuman

etcdERNFD RBIRAEE — configmap. AABREAN RERLEEetcdSEEE

M~ Resource Quotas

\~ MutatingAdmissionWebhook

- etcd QoSPRFE4FE
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iS5 BEKube—apiserver& 18/ B Z I 1- iR E 18

A: 2>
Kubectl
default ns = R1H 10w~ pod) get pod — app=apisix
H Hapisix pod 21, RN B: 1051
app=apisix
C: 500

GET api/vl/namespaces/default/pods?labelSelector=app%3Dapisix&Ilimit=500
200 OK

T
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ieBEKube-apiserver&Z 18/ A 2= f5l|2—Describe Event& 18]
A: 65%
kubectl —n kulbe-system
kube—-system ns T 4&15 describe pod/core-adns-xx
10wskevent, DAcoredns B: 105%&
pod—-nameFkHJevent 65%
C: Tﬁ%xi

GET /api/vl/namespaces/kube-system/events?fieldSelector=involvedObject.name%3Dcoredns-5d4c6744bf-
88Ir4%2CinvolvedObject.namespace%3Dkube-system%2CinvolvedObject.uid%3Dd7t81fbe-9133-46ca-ba22-
a5772ad2d6ae 200 OK
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apiserver@l{a]#l1T&E 18)get/listF ZIRAVIE K IE?

+ EN/BAF B EREEE

kube-apiserver
apiserver O | - Bit/ACRAF AT

API| Group “core”
o
PodStorage o [RIE/1EKMATR N FETE

Scheme Generic Registry Pod Strategy

handler chain

impersonation g:ﬁ::ﬁggﬁ:: = /I\
. Tﬁﬂ/ d; SABNRX E 1A a)aY

» AN/ SREE DR EIRBI=815K
RN FRREET]

kube-
aggregator
&
CRDs

—
oding -
pquest E
ion &
conversion

» ILEdresource handler

. Y N
——] » SifjetcdfFfiE
aggregated mutating  validating —— data flow
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Kube-apiserver List& )&%
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A 2
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meta.Name
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List
Predicate

l

|

Matches
Single

N

1 4
Storage.
List

Storage.
GetTolist

X

KeyRootFunc

Decorator

Storage.
List

Cacher. etcd3.
GetTolList Get £ key

|
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kBsEIEZ W] {FfiEEetcdH

/registry/clusterrolebindings/system:coredns
/reqgistry/clusterroles/system:coredns
/registry/configmaps/kube-system/coredns
/registry/deployments/kube-system/coredns
/registry/events/kube-system/coredns-7fcc6d65dc-6njlg.1662c287aabf742b
/registry/events/kube-system/coredns-7fcc6d65dc-6njlg.1662c288232143ae
/registry/pods/default/apisix-7fcc6d65dc-jvj26
/registry/pods/default/apisix-7fcc6d65dc-mgvtb
/registry/replicasets/kube-system/coredns-7fcc6d65dc
/registry/secrets/kube-system/coredns-token-hpgbt
/registry/serviceaccounts/kube-system/coredns
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etcdliZlapiserver&iglpodig K& EiFRIIE?

. _ * Apiserveryp aigketcd serverfy
// List implements storage.Interface.List.
func (s *store) List(ctx context.Context, key, resourceVersion string, pred stora gRPC KV*Ei;%E/JRangej:KD(g

/] ...
rangeEnd := clientv3.GetPrefixRangeEnd(keyPrefix) key /B.E-L/j:ﬂl_' ) I k]’Aéi |\§E
o bptions = append(options, clientv3.WithRange(rangeEnd)) *E—t ’ BIE_:I:Q |‘§E

AT
// loop until we have filled the requested limit from etcd or there are no mq reSpOnse type —

var lastKey []byte

var hasMore bool /ethserverpb.KV/Ra nge, requeSt
var getResp *clientv3.GetResponse Count — O’ request SIZG — 53’

for {

startTine := tine.Now() response count = 500, response

getResp, err = s.client.KV.Get(ctx, key, options...)

metrics.RecordEtcdRequestLatency( verb: "list", getTypeName(listPtr), sta SIZG — 2505334, requeSt COﬂtent
alsialp | . = key:"/reqgistry/pods/default/”

return interpretListError(err, len(pred.Continue) > 0, continueKey,

ST 'ange_end:"/registry/pods/defaul
t0" limit:500
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1B ZNIERY
» etcd gRPC KV ServerliiZZ2lig=k
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etcdFE WATE

Kkey-value
OOM —[
Range K& HJkey-value

REEN
} fR1#E$51%(too many request) o EifngeT%{’FTErﬁetcd*ﬁ,ﬁcpu\ memory{$ =R

ﬁ%ﬁlo‘lﬂﬁ‘é% =)
— TREEMEEE

BOLER., KWRSE | ssnsrmEs

— R EESH

auth revision

}aEr—m

defrag

— BMHIRIESH

% clientta H 1% bugZH
Fetcat e
T R B E REKEEAN
etcd dbj# FRfie B compactFH

HHXBEXbug AEMAZE — Crash compactREEAEIE

. etcd cpu/REFERAERS, LIMREMRINZHF
WatchBfsizeEie

clientFIE TN REGFECPU. MEMINF
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i AEetcd B BIZ= Ao tr—-eventKEE5 A

WSREFFREEKR

//'///\
L) ) / \
L_._i \_ii_____-n___,_* SN .-

14:00 16:00 18:00 20:00 22:00 00:00 02:00

max current v

s_events 561 K 32 K

c_events 282 K 25K

db size -~

9.3 GiB

7.0 GiB ’ I

4.7 GiB

2.3 GIB

OB
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imARetcd HBIZ= | o - KR =list&E18, RENFHE
Client Traffic Out

150 MB/s

100 MB/s

50 MB/s

0 B/s

19 10:20 10:25 10:30 10:35 10:40 10:45 10:50 10:55 11:00 11:05
max current v

2 7 18.38 GiB 18.38 GiB
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SHEA—EX

a data corruption bug in all etcd3 version when au
#1165

NIFMHEE.

&

Q0S
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@JeILE-LI tangcong opened this issue on 25 Feb 2020 - 18 comments

tangcong commented on 25 Feb 2020 - edited ~

What happened:

Recently, our team(TencentCloud k8s team) encountered a serious etcd data inconsistency bu
node, pods, service, and deployment were not found when you use kubectl to get resource. Th
when you deploy/update workload.

How to trouble-shooting it:

the cluster status information is as follows. you can see that node-1, node-2, node-3 have sam
revision is different from others. the number of keys per node is also inconsistent.for example,
leader, but do not exist on the follower node. after adding the simple debug log, we found that
node failed to apply command is that its auth revision is smaller than the leader.
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LRI\ | [REHTTPERSS Kubernetes}| &
= %l

AR (% =
A X BHE =/event/kubectl
EIpr= i — % : =, 0peratort/] &l

i * 35 =h XH

1Z1T Custorom
|
HLHI\F 1 kubectl/ku AL Additional Advanced
bernetes Ul | Storage

ApiServer Feature

NO

YES(logs/ex
YES ec,protobu YES
f)

Aggregate
d API

ArchSummit

F XK E M I B =




kstoneZ&44

web
console

kstone- s, &, Zeeizhh
apiserver

| :
FeatureProvider

Backup J [ Doctor J

{ Monitor }

{ kubectl } K.ube- i
apiserver { Prometheus J {

COS/S3%% J

ClusterProvider

[ kstone-etcd- J _
operator / \ AR EERE
Kstonetz/X4E44 — T
VM(CVM/EC2 p . 2 " [ S J [ﬁ,),ﬁi I M Rkey J
etcdcluster- etcdinspection-

%)
operator operator L BRRE } {,&:5%5&}

{ } < y | y { J
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imported

imported

imported

imported

imported

imported

imported

imported

imported

imported

328 64GB

B#k 16GB

41k 8GB

648 128GB

908 192GB

908k 192GB

908 192GB

90#& 192G8B

ssd 200GB

ssd 100G8B

basic 20G8B

ssd 300G8B

ssd 500G8

ssd 50068

ssd 20GB

ssd 500G8B

ssd 500GB

ssd 20GB




B N EBKESITHR

BE: BEKey-ValueliE

SR
e EEFI L aaemonsetis

=

“icind™: “Pod";
"apiVersion": "v1",
"metadata": {
"name": "coredns-6f4b8c46c9-c4885",
"generateName": "coredns-6f4b8c46¢c9-",
"namespace": "kube-system",
"uid": "ad433856-3d3f-4626-883f-7d58cef2374a",
"creationTimestamp": '"2021-07-19T02:04:227",
"labels": {
"k8s—-app": "kube-dns",
"pod-template-hash": "6f4b8c46c9"

[+]

deployments

AYHIR

[+]

endpointslices

SR Uipe

[=] registry leases

[+]

BioEH apiextensions.k8s.io masterleases

[+]

minions

[+]

apiregistration.k8s.io

O 0O NO UL B WN =

GEFAQ

H
=
S

clusterrolebindings monitoring.coreos.com

(]
[

clusterroles mutatingwebhookconfigurations

=
w N

}
"ownerReferences": [

{

[+]

configmaps namespaces

[+
b
=N

persistentvolumeclaims

=
w

default

=
(@]

"apiVersion": "apps/v1l",

"kind": "ReplicaSet",

""name": "coredns-6f4b8c46c9",

"uid": "0c010d42-f786-4647-922a-ae88e00d4f28",
"controller": true,

"blockOwnerDeletion": true

[+]

kube-public persistentvolumes

[

pods

Y
(@]

[=] kube-system

[
(o)

default

N
()

[ adapter-config
[=] kube-system

N
[y

cni-etc

N
N

[J

alertmanager-main-0

N
w

1,
"managedFields": [

{

coredns

N
B

alertmanager-main-1

N
(9]

csi-operator ;
alertmanager-main-2

N
(o]

"manager": "kube-controller-manager",
"operation": "Update",
"apiVersion": "v1",
"time": "2021-07-19T02:04:227",
"fieldsType": "FieldsV1l",
“"fieldsVl": {
"f:metadata": {
"f:generateName": {},
"f:labels": {
"M A},
"f:k8s-app": {},
"f:pod-template-hash": {}

extension-apiserver-authe

N
~

broker-6d69f45dc7-w5x2z
broker-6d69f45dc7-xIs2b
cluster-bill-service-69595b9994-qvbhj
coredns-6f4b8c46c9-c4885

w ww w NN
W N =, & O 0

coredns-6f4b8c46c9-ttjlm

W
SN

crq-controller-7cbcd659d5-vzgx2

w W
o

csi-operator-6bcb55b47f-pvkkg

w w
00

custom-metrics-apiserver-dcf5745c9-fb6vs
"f:ownerReferences": {
1 2 1" : {}'

Wi i\ "\ "

w
o

P S I D I R I ) P P B I D I P P

custom-metrics-apiserver-dcf5745c9-

S
S

MItdn

-
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HiBEtcdER

gz-tke-vpc-etcd-

+
M WEERIHER) -
tke ¥

o kstone-etcd-operator cvm

v3.3 v3.4 Q) v3.5.1-rc.2+qos

A7z
i 5 R O ssh=iEH
R 2 K0\ 50
oy ]

»
& /ahttps ()
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Kstone CRD# )R ZEtcdCluster Anno/Spec

apiVersion: kstone.tkestack.io/vlalphal
kind: EtcdCluster

‘eth§§E¥/ EthClUSter, ;ZDE =y ) metadata:
annotations:
.Ezj:;tg; *q]ClUSterT e VME§E¥ oo 0o certName: kstone/test
E:J'.? = }\_/,E) ? == - = featureGates: monitor=true,consistency=true, healthy=true,request=true,backup=false
'ﬂ./;7ég¥\ §E7%E¥% importedAddr: https://1.2.3.4:12846
kubernetes: 'true'’
J&@ 1T AnotationiZ &l Z NFeature FF %, 1"‘2$z;myp9_ N
= ||~ 10N A2 A1\ == M A _ |
_'tt@ JI:IHIL I Q1§J \ 1@122 «(¢‘_‘L\ ?& etcdName: test

- name: test

EREFR

\’_._

namespace: kstone
spec:

affinity: {}

authConfig: {}

clusterType: imported

description: test

diskSize: 50

diskType: ssd

name: test

size: 3

totalCpu: 4

totalMem: 8
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Kstone CRD&EZEtcdCluster Status -

consistency: done
healthy: done
monitor: done
request: done

members:

-Status.FeatureGates, IAET e TS

extensionClientUrl: https://1.2.3.9:12730

'LJ\ memberlId: '71412298143718490'
name: 1.2.3.4
port: '2379'
&/\ o P o T YA role: Follower
.Status Mel I IberJ_l_/l\ JI_I\ 1 status: Running
2 version: 3.4.9
E1|:| I\ clientUrl: https://1.2.3.5:2379

endpoint: 1.2.3.5
extensionClientUrl: https://1.2.3.9:12861
memberId: '8991984052334821064"
name: 1.2.3.5
port: '2379'
role: Leader
status: Running
version: 3.4.9
clientUrl: https://1.2.3.6:2379
endpoint: 1.2.3.6
extensionClientUrl: https://1.2.3.9:12105
memberId: '17985372337265212585"
name: 1.2.3.6
port: '2379'
role: Follower
status: Running
version: 3.4.9
phase: Running

7 Q

I\rchSummlt

mom o B R




Kstone CRD# R Z Etcdinspection

°Ethi(§7|‘ﬁﬁE%/Ethlnspeotion, QDE apiVersion: kstone.tkestack.io/vlalphal
kind: EtcdInspection

FHSHIGRER(E . &6, REK il
. —HIERE), MGRERS S labels:

)Eﬁﬁ”ﬁPrvoiderg‘EEm clusterType: imported
etcdName: test

name: test-healthy

namespace: kstone
ownerReferences:
- apiVersion: kstone.tkestack.io/vlalphal
kind: EtcdCluster
Backup®¥ig & name: test
vid: 9e9ddd34-9c92-4aee-bc3d-68dla223cdl3
spec:
clusterld: test
inspectIntervallInSecond: 0
inspectionName: healthy
provider: default
name: test-healthy
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A SSREFQPSHR ETCOSRB—HEERER

40_PUT_leases
40_PUT_minions

0_PUT_services y MRS YPLTEILUTOU

WHEERRARSE LR The number of healthy/unhealthy endpoint

- Healthy
Unhealthy

. R
max uirel

'Ije40_pods 29.65K 29.65K

40_tke cloud.tencent.com 362K 3.62K
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kstone X2 {E555LH

 #mEEtcdMigrationFZ{EECRD |, AT zEetcd. HRYetcd&EEE.
TREA. —EUHRNISRESEE,

I EIAHSIC | SFFE M Provider, ttilletcd v2->v3, v3->v3iQ1iE
*g / V3_V3;:\}'\-l\'i:_|:.$go

. E'Z SHEERNEIE—ESE R ERES |, tbiletcdEEREUE—EEE
kSSF'  AERIENSG—H R ESE,

¥ TXIk8sizmE 1T BetcdSEAYclient list-watch hang{E[alt ( EFZfEHY
etcdhr2<S(apiserver resource version)/NF[RFHetcd , 1Z2k8shRrZ~
JRES |, IEN0watchiZ{ERJtimeoutil .,
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Kstone—-etcdZ BT RSB A ES

2019-12-30 11:31:32 GetMigrationProvider

Succeeded

2019-12-30 11:31:32 WatchSrcEtcd

Succeeded

2019-12-30 11:31:32 PreMigration

%ﬂ& 1 1 78/\ vy Succeeded ERICCRa N

* 2019-12-30 11:31:32 i
/ W\ E/J %L*E?K e 11784 (FREIH11787) StopApiServer

Ezﬁll\;%l_l:fﬂzgetcd e o Succeeded
&%( "J*E{R S T [EPmATT 2019-12-30 11:31:33 CheckApiServer

%%Hj—34s ) Pod#i= 19200 (1 BUH192007) Succeeded

\ 2019-12-30 11:31:49 DataMigrating
FFeaRst|a] 2019-12-30 11:31:25
Succeeded

25 R A 8] 2019-12-30 11:31:59
2019-12-30 11:31:54 DataConsistencyCheck

Succeeded

2019-12-30 11:31:56 DataConsistencyCheck

Succeeded
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ArchS
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7 Q

EIEERE: kstone

X{RFR

kstones v7909591_2021-09-05-16:07:42

kstones_v7926182_2021-09-05-17:07:41

kstones_v7942769_2021-09-05-18:07:41

kstones_v7959368_2021-09-05-19:07:42

kstones v7975965_2021-09-05-20:07:42

ummit

i

A
=

FhEd5!

STANDARD

STANDARD

STANDARD

STANDARD

STANDARD

NElcosFN RN

RGEFAE

2021-09-05T16:07:42.000Z

2021-09-05T17:07:41.000Z

2021-09-05T18:07:41.000Z

2021-09-05T19:07:42.000Z

2021-09-05T720:07:42.000Z

AR

8.766 MB

8.766 MB

8.766 MB

8.766 MB

8.766 MB




PSRRI - R — e

AN

. j; ?ﬂzﬂdﬂ SHE/G , SEER , TR
- HUEEHE—HEL | 3 TREELET |
SEE—EPE | FFEARKEM: 51155'.5

7=
c E3TREEBRIAET, ‘-:E SiaXkE/VEE
AT RNEFIA , MARTREPEEEM
ping ZEBT= M LEFD _EFEI 30ms 26 ( fl%iJH
g) , ELL AE'&SZ%T:%E?EJ"FB 3
¢ etcd E}U/AEI’Jl;E 1B RKEZME , 23 Follower TR
I Client Zii_EI’J TigKe , eEED
Leader TTRIREBVEX(ER | THIARMETEEET
I Leader [FABEIRBIEBIELS client , 1EE5215EEY
2||HEES  EXEREF RS SZ etcd 15ERERY
. FIEETFE,
.« BIRMREER ]
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eI BRI S 10— = X make—mirrorfl, &l

L=

e I etcd EEBHSE

ESMEES

AEIHAPILEIER], R

HUE.

HMFET It
FEINRITEK,

=

« #TXBTHY make-mirror
leader 15555, 244

. metrics ZF—ZF4F 4%

BR

=N
. EiL&_Jé/d SEA— , aFa
1heEE = ERITAY eted EEBE
HT KIS AR etcd

. MEERBAAHR | SRR
I —EIRER | TasEal

.« X BEHY make-mirror [ HEER
FifE , BHERSSE AL)\‘:EE
ﬁbiﬁ% Toi MBS

B/

E_:I:Q e v ILU

FEFTINER]

Sds
‘jo
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+ AFFEZIE key-value ZUE |, 4
auth =B ZGE. lease 2UE
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eI IR R D -H R =learner

=1
. %iﬂzﬁzlﬂ HiEfE , sPEEER , RFEHE

etcd 5 Eﬂ?EIJm\JJ[—/l\ Learner TTRR , To&I&
Z‘%J\G’I‘QHV
* Learner TR RIZAERSREILGE | A key-

value. auth £NZIIE. lease ZE
=
e Learner P \I_/\f'[\: -Eg’/f_.l'iég / _E)E%ilﬁ%ﬁl]
R , =R HEGE.
o KENShRA etcd |, eted 3.4 LA ERRAZA 32

Jh» Learnerif"'f_;, HEBHRTIF— Learner
-

TR

. Eimﬁi‘\ BPEfE | ToAPRIER Learner T3
IR R ERYIHRA7 etcd SEEE,

ArchSummit

F XK E M I B =



PSRN ER IR

mirror-plusJ5 = make-mirror BYM5&IR , T 7

H.

. KIS SHMESE

tp—etcd@H IRSZ mirror—plushix A

R make-mirror BYSZFPERFE , BLI 7 LATRRE. U
=RZP. WiRsE , AHEENEZ. SNMNEERER S

SR, RERR SRRSO ZRIARE, —RIAMIERE  RERIAEE 5 a3k

Bl , EZRISEAIEIZ R,

- WHEHMINE (22RUENE. RBNE)

+ IFEEHIFRERIRTERE ( AESEAITE

BTS2

RIFHNSAERES] |, &

H=1ZIMaE ( http/
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Ev_i_ﬁL.lJ: l_ﬁ' I;% IR V‘Tkg

T k8s deployment —iEHPE , FEHI metrics,. HE , FTHHY e2e NIXBHIE
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PSR BUE S D —etcd[EH R E rafth 2~

LR :
» HE£% etcd-syncer Z mirror-plus fRZASEIER
BYHEFOR |, RIRSAMKER etcd mvee [B
| MsgApp/Snapshot% PZIIE.
> - etcd JE/ERY Raft HERIZEGE |, 0
Bl Zeted-syncer(Raft) L,LI__IQ cey-value, auth, lease ZFEZFHSS
Txn/Put/DeleteRange/Lease/Auth A E/J*&}r‘:
: Z_ IKEEhRANEY etcd,
ﬁkl’\\\

» —ERIFFAHIIE
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etcd QoS4F

Y (RFEectcdERF 2T

TokenBucketFilter

etcdctl qos class add normal-event-read
SlLrle i EE ORI CHEIET]  QDiscTokenBucketFilter 20 20

QoS
Feature

MaxInflightFilter

User
QoSRule Subject Prefix
ClientIP

OpGet
==
OpDelete
etcdctl qos rule add rule-event-
Key Condition read-expensive abnormal-event-
VP lle Ol RTe= LS read 5 SubjectPrefix /,2 OpGet '*'
ConditionNumberOfScanKey 1000

Condition
Il PercentDBQuotaUsed

ArchSu”r{w‘>nit
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etcd QoSiHt—-eventniz=i8 B RIESS

» etcdctl gos class add normal-event-read QDiscTokenBucketFilter 20
20

» etcdctl gos class add normal-event-write QDiscTokenBucketFilter 20
20

» etcdctl gos class add abnormal-event-read QDiscTokenBucketFilter
11

» etcdctl gos class add abnormal-event-write QDiscTokenBucketFilter
11

25
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ZF-FTmkeyid Z FdbENE i E B 172 IS PRIE

» etcdctl gos rule add rule-event-read normal-event-read 1
SubjectPrefix /,2 OpGet

» etcdctl gos rule add rule-event-write normal-event-write 1
SubjectPrefix /,2 OpPut,OpDelete

» etcdctl gos rule add rule-event-read-expensive abnormal-event-
read 5 SubjectPrefix /,2 OpGet *' ConditionNumberOfScanKey 1000

» etcdctl gos rule add rule-event-db-quota abnormal-event-write 8
SubjectPrefix /,2 OpPut "*' ConditionPercentDBQuotaUsed 90
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etcd QoSHFIHE-[E

etcd_qos_rate_limited_request_total

09:32 09:34 09:36 09:38 09:40 09:42 09:44 09:46

— 172.18.19.139_normal-event-read/cls-haévcakf

172.18.9.95_normal-event-read/cls-g6seepq?7

k8s cluster request gps

09:32 09:34 09:36 : 09:40 09:42 09:44 09:46

{endpoint="172.18.9.95", subject="normal-event-read/cls-g6seepq7"}

ArchSu?%}mt

mom o B R

09:48

09:48

09:50 09:52 09:54

max current v

204 204

85 85

09:50 09:52 09:54
max v current

237 1

1.4 ms
1.2ms
1.0 ms
800 ps

600 ps

3
X

etcd_qos_rate_limited_request gps

09:34 09:36 09:38 09:40 09:42 09:44 09:46 09:48

172.18.9.95_normal-event-read/cls-gbseepq7

172.18.9.95_normal-event-read/cls-gx0iwgt7

-——— o~ o~ - ' . e ~rr

gos request latency v

09:32 09:34 09:36 09:38 09:40 09:42 09:44 09:46 09:48
{endpoint="172.18.19.139"}

{endpoint="172.18.19.139", subject="normal-event-read/cls-g6a1lpuf"}

09:50
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TKE AP SETETEIRT
PRI,

- Master IR, —— FTEHEPIBTEEERVETEHR ( Master . etcd )
EEMENIRSH— Kubernetes ££EF4EF |, IaEMES. ¥ EEHE,

Metacluster
Master

O ERRET — SRINEIEEETESERIABR [aaS RFE L |, E£REE
SRR S, ;

EEBYIhRE

-BENZE. S TR TR

-CVM, BATR. TR, TRETH B8
» ESBFhRANT TR

- Addons#/1#l
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masterB {4 2B HEaX DT
YOl R EN R EEBfAImasterdB o o) I FHF £ 8 IR RBIETE .

eSS
WMRET 458, TUMAASSHEYE? (S BmY 8. |KAEIE
BEBRES)

etz HERE, XUSNsh? (EEEHTREZE M. RiE
Wi, )
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KIMIEBHEIZH-K8s in k8s and master—operator

B

k8sIBIL T =AM, Bl Gy, WizEse , EAULAAKSsHKEEHF k8s
Master , {RAMERIFR £ LS8s Masteriz4E|a]gR

MastergfE 5154

FIJFHk8s CRDHF4mE R4 Master-operator
o == BATCA PIfE R—2 4 ] iR
B k8sEREEMetaClusterdr HFH—{~namespace
Deployment>Z#HRIFE &. RITHERFIERICE
‘Pod PendingE=1{4Balit&ZMetaClusterio B2y &
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4 UNE S

mMETA-CIuster 3

Namespace/cluster-02 Namespace/cluster-01 HLIES (9

eni_ ¢s=sIZc
Namespace/cluster-03
Worker

Node
Namespace/cluster-04

Namespace/cluster-05

XXX KK - ! cluster-02 vpc B

Namespace/cluster-4663 : . cluster-03 vpc B

R T i i e T

I
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
)
\

PR | O\ MIEELEH cluster-4663 vpc D

—--------------—_-—s

IEEEERE-HTCRD+Operator=R42844

TCEEE¥(META-Cluster) :
o {EH : ERTIE/ESEAPIEEMaster BHNBRER , REET =~ RKS/VPCT ;
® ﬁc% j kubernetes fRRIEE SR MastertHIGEBE /T B/HERE 0 , A operator fRRECE/ AR/ /B al 488/

“
=
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A %S A - B R AR SS
» workload—controllerfa

Prometheu Tadeployment.
statefulsetZF g3 B A
B[R CRDA A}

A

RERAFEpodis}

e workload-—
{ kubelet } it recommendere &+

S vpal B RGBT

LIST/Watch Pod A, ZIFZSMEEE

Watch Deployment,Statefulse -
ﬁUEiWorkFI)oa»:j List/Watch/Update Workload s ZMworkloadxz }5

| o | IR RS
EHRERSS R OE N\ HEFFED X e

workload- workload- exponential b
ller recommender deca L ¥ S + :
contro y « 2B RS FFmetrics—

S J server, prometheus

( metrics-server }
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a] A5 B AL —autopilotZH {42244
* ClusterScaler CRD

e R T SRS AN

. - R T Yt PEE
| HIEAT. T BASE

i RAFRE

tke- Kube- B ' Resource Estimator
operator apiserver {

OOM

LIST/Watch/Update Master

%tl\ .
SR '. ClusterScaler {Recommendation} » 2 ¥F %*EPSCEHGI% EE
{ autopilot- W

p—— J Cluster Estimator d
P Provider Provider J

0= A cpufl N1z
FHZE. oomE.
ERNNFE

| Scalers ClusterSize

Scaler Component {
OOM CPU Provider Provider {
Updater Root Cause <—|_

Provider Provider

s X5 ZMresource
estimator, WNEF

{ Metrics/ } [ BlackBox } . . B{R kS HEFN SR

Event Test Root Cause @EE\ $E¥ j(/ J \%
{ User Bad J { Resource }

Behavior Insufficient

ClusterLevel

25
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ATRES BRI -5

apiVersion: autopilot.cloud.tencent.com/vilbetal

kind: ClusterScaler
metadata:
annotations:
cloud.tencent.com/tke-cluster-appid: "1233456"
labels:
clusterid: cls-123
name: cls-123
namespace: cls-123
spec:
appId: 1233456
clusterlId: cls-123
clusterLevel: L1
componentScalerPolicy:
- hpaPolicy: null
targetRef:
name: cls-123-cloud-controller-manager
vpaPolicy:
containerPolicies:

- containerName: cloud-controller-manager
scaleDownMode: Auto
scaleUpMode: Auto

scaleDownStabWindowSeconds: 600
scaleUpStabWindowSeconds: 300
scalers:

scaleDown:

- LowResourceUtilization
scaleUp:
- HighResourceUtilization
- OOMEvent
- hpaPolicy:
maxReplicas: 3
minReplicas: 1
targetCPUUtilizationPercentage: 75
targetRef:
name: cls-123-apiserver

7 Q

I\rchSummlt

mom o B R

SNESTNISFVEREES

status:

cond

itions:

component: cloud-controller-manager
count: 1

lastEndTime: "2021-11-04T11:36:19Z"
lastStartTime: "2021-11-04T11:36:192"
message: update master succ

reason: VPAScaleDownSucc

status: "True"

triggers:

- LowResourceUtilization
type: VPAScaleDown
component: service-controller
count: 1
lastEndTime: "2021-11-04T11:37:46Z"
lastStartTime: "2021-11-04T11:37:46Z"
message: update master succ
reason: VPAScaleDownSucc
status: "True"
triggers:
- LowResourceUtilization
type: VPAScaleDown
component: apiserver
count: 1
lastEndTime: "2021-11-04T11:38:48Z"
lastStartTime: "2021-11-04T11:38:48Z"
message: update master succ
reason: VPAScaleDownSucc
status: "True"
triggers:
- LowResourceUtilization

J e IRERr M. 25
RIFAML

% $5dry run
EZ*‘J’*&JEHF $T\_\L\ éﬂ
iy NEE A E
N TFEEFERTAE

« W 1T autopilotHHEFE
TEaEAKENARTER




B S B - B F OOM B k%

apiVersion: autopilot.cloud.tencent.com/vlbetal

kind: ClusterScaler
metadata:
annotations:
cloud.tencent.com/tke-cluster-appid: "1233456"
labels:
clusterid: cls-123
name: cls-123
namespace: cls-123
spec:
appId: 1233456
clusterld: cls-123
clusterLevel: L1
componentScalerPolicy:
- hpaPolicy:
maxReplicas: 3
minReplicas: 1
targetCPUUtilizationPercentage:
targetRef:
name: cls-123-apiserver
vpaPolicy:
containerPolicies:

- containerName: apiserver
scaleDownMode: Auto
scaleUpMode: Auto

scaleDownStabWindowSeconds: 600
scaleUpStabWindowSeconds: 300
scalers:

scaleDown:

- LowResourceUtilization

scaleUp:

- HighResourceUtilization
OOMEvent
KubeMetricsInfightRequest
KubeApiServerHealthy

7 Q
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/

status:
conditions:
type: VPAScaleDown
component: apiserver
count: 1
lastEndTime: "2021-11-04T11:38:48Z"
lastStartTime: "2021-11-04T11:38:48Z"
message: update master succ
reason: VPAScaleDownSucc
status: "True"
triggers:
- LowResourceUtilization
type: VPAScalelUp
component: apiserver
count: 1
lastEndTime: "2021-11-04T12:00:49Z"
lastStartTime: "2021-11-04T12:00:49Z"
message: update master succ
reason: VPAScaleUpSucc
status: "True"
triggers:
- HighResourceUtilization
- OOMEvent
type: VPAScalelUp
lastScaleTime: "2021-11-04T12:00:49Z2"

Holi &

21T ZMT BSEHR.
scaler
= - cpuflNZ{EH
R, oomEB1tF. FRERFZ
L\metrics. BEEREMY
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metaclusterBafE—kvass/ R KREREINIZIRTEE. ¥ E

"‘E
gy kvass coordinator
Prometheus : i
(Service Discovery)
config E

° ' 'i_""z% J'f“'
. ﬁ%’é&:ﬁiserlesm;% (2N Tk8sTa
=y

. FToEIEMPrometheusELE X
FTo=N0N\hash_mod
targetz)J,L,a}_ B
. [RiEtargetsCfREUEMIRRHI T
BE23u189% , miA~2Rhash mod
° ﬁ 57EE|J2|§

Shard O

kvass 2w
TR e ar prometheus Prometheus
| I config !
==
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metaclusters

operator

[ tke- Kube- ij:—.l'l_l_?ﬂ] HQ&H&

operator apiserver 1__1_ ﬁgqﬁ- S
VAR NN

SERIKEFTEMFR
{ autopilot- } %pdb%ﬂ]ﬁ ' R R

operator

TAERS PR
l =11
| _
Somree Nods T Pod Eviction S 51T S RN G SR
LowNod ource Node od Eviction { Evict AP J
[ Label }{ Ufc)i\alzafc)ioi } { Provider Provider } [ Descheduer} o E?,Q\J:E/J;SEIE "
Fdry runFPRE , 15
g - Manual
Scheduling } { Kubelet J Cloud J { Op:;:izn } { J ,“\ —%I}IlﬁEEb”_IEIE

Disabled Version Provider

[ Dry Run } [ Rate Limiter }
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metaclusterB B4 RSB MR Z I

¥ Node . o T ‘ 'f’t \QE/':":'I
2. Mock Schedu:lm ) ( CPU WZ_\ G PU
L e | S Chod—s,;One ' AMD/ARM )

Cluster M e 4T BTSN - SRS YRR i . 1Bt , BEhit , BFH
s B @ 5 R ER AN (5 BT |
it §

il 2. Mock Scheduling _ _E_ Template - Ej]j:}"'?‘e::)
e . A -
DWatch Pending Pod ;[_\, Eljla bel ta | nt /

S : ﬁhmg-ﬁ<wﬁr
| | =, RERE )
--J 4 - eI

oIFtk. BEIk

Node

(F
5)
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metacluster5%

json schema

M1
ﬁ\lﬁ\
o
9

0))

NI
il
W
I
ﬁ\;n:?
-+
ik

MetaCluster R K Addon= B &K
TkeOss

1. BEBEEEFERAARRKE
Cluster

T
node-script

Table - Mapping
Label / Selector keelsoncluster

environment

Table - Datasets

erge

Git Pull Git Tag

1. GitOps IR EFHK

" cubnet | mastercrd
Helm Chart
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NodePool m'n master-operator

MetaCluster
OpsCenter

k8s - KubeConfig

MetaCluster TKE

KeelsonCluster OpsCenter

Deploy
Resistered Branch

Glt Flow Merrge Request Code Review Tag / Changlog

2, Checkfl FREIRIER
3. EREENA. &F. @R

HETgitopsitizeE%
M. S, ZIR
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B ZIRA. £F
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—RFX , BREE
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