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About me
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• David Wind (dwind@it-sec.de)
• Security Consultant at it.sec GmbH & Co. KG

• Web Application Security

• Windows Security

• Social Engineering

• Privacy enthusiast and bug bounty hunter
• Acknowledgments: Microsoft, Google, Netflix, …

• Twitter: @slashcrypto

• www.slashcrypto.org
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http://www.slashcrypto.org/


We are hiring!
• Founded 1996

• Working in more than 30 counties

• New office in Vienna since this year

• Security is our passion – come and join us!
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Why ?!
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Alexa top 1 million websites

1. google.com
2. youtube.com
3. facebook.com
4. baidu.com
5. wikipedia.org
6. qq.com
7. taobao.com
8. yahoo.com
9. tmall.com
10. amazon.com
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Source: https://www.alexa.com/topsites



What we were looking for

• Configuration issues in popular sites with a high security impact

• No fancy stuff

• Easy to find and to exploit
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What we found
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What we found

• Subdomain takeover vulnerabilities 

• Exposed credentials

• Exposed source code

• CORS misconfiguration

• Exposed AWS S3 buckets

• ….
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Where to start?

• We used Alexa top 1 million as input 

• Subdomain enumeration using certificate transparency logs
• crt.sh – they offer Postgres database

• https://raw.githubusercontent.com/hannob/tlshelpers/master/getsubdomain

• We discovered around 19 million subdomains
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https://raw.githubusercontent.com/hannob/tlshelpers/master/getsubdomain


Overview

• Subdomain takeover vulnerabilities

• Exposed credentials

• Exposed source code

• Other interesting things 
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Subdomain takeover vulnerabilities

• A company points a subdomain to some other domain (e.g. some 
external Support Ticketing Service) using a CNAME record

• The company stops using the service and forgets to remove the 
CNAME record

• An attacker claims the domain and gains full control over the 
vulnerable subdomain
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Subdomain takeover vulnerabilities
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;; ANSWER SECTION:
subdomain.example.com.        3505    IN    CNAME    
something.trafficmanager.net.



16.11.2018 it.sec GmbH & Co. KG 14

https://github.com/haccer/subjack

Subdomain takeover vulnerabilities

https://github.com/haccer/subjack


Subdomain takeover vulnerabilities

• We scanned around 3.5 million subdomains 

• Around 0.5 % were potentially vulnerable

• Takeover through “AZURE Traffic Manager” was very successful
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webkey.external.hp.com
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lce-rules-us.ccg.lenovo.com
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call.skype.com



call.skype.com SSL certificate
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https://twitter.com/svblxyz/status/1045013939904532482
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Exposed credentials

https://github.com/tomnomnom/meg

https://github.com/tomnomnom/meg


Exposed credentials

• We looked for .env files in the webroot

• We scanned only the Alexa Top 1 million without subdomains

• We identified 
• Hundreds of database passwords

• PayPal API keys

• Mail server credentials

• … and much more
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https://en.internetwache.org/dont-publicly-expose-git-or-how-we-downloaded-your-websites-sourcecode-an-
analysis-of-alexas-1m-28-07-2015/

https://en.internetwache.org/dont-publicly-expose-git-or-how-we-downloaded-your-websites-sourcecode-an-analysis-of-alexas-1m-28-07-2015/


Exposed source code

• We checked all Alexa Top 1 million + subdomains (19 million ULRs) for 
exposed git repos (.git/ folders in the webroot)

• We found around 3900 sites to be vulnerable to this attack
• Government sites 

• Big Austrian newspaper

• Universities

• and …. 
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https://www.cnet.com/news/japans-cybersecurity-minister-
admits-hes-never-used-a-computer/

https://www.cnet.com/news/japans-cybersecurity-minister-admits-hes-never-used-a-computer/


Exposed source code
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• https://www.ebay.co.jp was vulnerable 
• Runs WordPress ?!

• They leaked the complete WordPress source and more to unauthorized users 
• >1GB data

• Database passwords

• WordPress passwords

• User uploads 

• and much more …

• They fixed the issue within 10 hours!

https://www.ebay.co.jp/


Overview
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• Exposed source code

• Other interesting things 
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Other things we identified

• CORS misconfiguration 
• Microsoft (again ..) 

• Big Austrian telecommunication provider

• Open AWS S3 buckets
• Terabytes of data – still investigating 

• We used „bucket-stream“ which scans transparency logs in real time
• https://github.com/eth0izzle/bucket-stream
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https://github.com/eth0izzle/bucket-stream


Lessons learned

• There are still tons of “low-hanging fruits“ out there

• You don‘t need expensive super intelligent intrusion preventions 
systems if you don‘t get the basics right
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Future work

• Automate scans 

• Use data of scans.io or Rapid7 project Sonar

• Eliminate false positives more efficiently

• Think about reporting issues more efficiently
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https://opendata.rapid7.com

https://scans.io

https://opendata.rapid7.com/
https://scans.io/


Q&A
slashcrypto.org for the slides
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