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Abstract—The reliability and security of memories are crucial
considerations in the modern digital system design. Traditional
codes usually concentrate on detecting and correcting errors of
certain types, e.g. errors with small multiplicities or byte errors,
and cannot detect or correct unanticipated errors. In this paper
we present a reliable and secure memory architecture based on
robust Algebraic Manipulation Correction codes. These codes
can provide a guaranteed error detection probability and can
correct any error regardless of its multiplicity as long as the
error stays for several consecutive clock cycles. The construction
and the error correction procedure for the code will be described.
The probability that an error can be successfully detected and/or
corrected and the hardware overhead of the memory architecture
based on these codes will be estimated.

I. INTRODUCTION

Memories are critical elements in today’s digital systems.
Various types of memories are widely used in many different
reliable and secure applications and appear in nearly all
digital devices. As the technologies move into nano realm,
the reliability of memories is largely compromised by the
increased rate of multi-bit errors [1]. In secure applications,
the security of memories and the whole system is threatened
by side-channel attacks such as fault injection attacks [2], [3].

Error control codes are often used to improve the reliability
and security of memory systems. Most of the existing reliable
and secure memory architectures are based on linear codes,
which concentrate their error detection and correction capa-
bilities against certain types of errors, e.g. errors with small
multiplicities. The reliability and security of systems protected
by linear codes largely depend on the accuracy of the expected
error model. For applications where the error model is hard to
predict or the multi-bit error rate is high, traditional protection
methods based on linear codes are not sufficient.

As an alternative to linear codes, robust codes and their
variants based on nonlinear encoding functions were pro-
posed in [4], [5], [6]. Robust codes, however, can only provide
a guaranteed level of security under the assumption that
the attacker cannot control both the fault-free output of the
cryptographic device and the injected nonzero errors.

To overcome the limitation of robust codes, constructions
of Algebraic Manipulation Detection (AMD) codes based
on nonlinear functions and Generalized Reed-Muller codes
were proposed in [7], [8] to protect cryptographic hardware
and detect faults injected by the strongest attackers. In this
paper, we present Algebraic Manipulation Correction codes
based on AMD codes for correcting repeating errors. The
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proposed codes can correct any error regardless of its multi-
plicity assuming it stays for several consecutive clock cycles.
The error correction procedure of the proposed codes can
be simplified to the problem of solving a system of linear
equations combined with robust error correction described in
[7].

The rest part of the paper is organized as follows. In Section
11, the definitions and constructions of robust error correction
codes and AMD codes are briefly introduced. We prove that
AMD codes are also robust error correction codes. We describe
the modification of AMD codes and present the corresponding
error correction procedure for the code. The error correction
capabilities of the proposed codes are simulated and analyzed.
In Section III, we describe the hardware architecture of the
reliable and secure memories protected by the proposed codes.
Different designs for the encoder and the syndrome computa-
tion block for the proposed codes are studied and compared.

II. AMD CoODES AND ROBUST ERROR CORRECTION

Throughout the paper we denote by & the addition
in GF(q),q = 2". An AMD code V with codewords
(y,x, f(y,z)) will be referred to as a (k,m,r) code, where
y € GF(2F) is the information part, * € GF(2™) is the
random data and f(y,z) € GF(2") is the redundant part.

A. Definitions, Constructions and Error Correction Properties

Definition 2.1: [9] A (k, m,r) error detecting code is called
Algebraic Manipulation Detection (AMD) code iff Kg = {0},
where O is the all zero vector in GF(2"), n = k+m+r and

KS = {e|3y7f(y@eyam@em) @f(ghx) GBef = O,VI} (1)

There are no undetectable errors (errors that are undetected
with a probability of 1) for AMD codes. For any y and any
e, the error masking probability for an AMD code V' can be
computed as

Qvly,e) = 27"{z|(y,z, f(y,x) €V,

(y@eyyl‘@emf(y»f)@@f) 6V}|7 2

which is the fraction of random m-bit vectors x that will mask
a fixed error e for a given y. The security level of the system
protected by AMD code can be characterized by the worst case
error masking probability Qv = max, maxe-o Qv (y, e).

Let z = (z1,29, -+ ,2¢),z; € GF(2"). Let

@i, at™ if bis odd;
A@) =< 501 " 3)
@, z1x, " if bisevenandt > 1;
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where 1 <b<2" — 3. Let

D

1<j1+j2+-+5: <b+1

t
B(l‘,y) = Yju,g2, e HI‘Zlv (4)
=1

t i .
where [[;_; «]* is a monomial of z of a degree between 1

and b+ 1 and H:Zl ol ¢ AB(z,y) defined by

{afT bt 2Ty if b s odd;
crxb} if bis even, t > 1;
&)

Theorem 2.1: [7] Let f(x,y) = A(z) ® B(x,y) be a g-ary
polynomial with y € GF(q®) as coefficients and x € GF(q")
as variables, where 1 < b < ¢ — 3 and ¢ = 2". Then the
code V composed of all vectors (y, z, f(x,y)) is an (k, m,r)
AMD code with m = tr, k = (("*%*!) — 1 — )r. The worst
case error masking probability over all y (user defined data in
the memory) and all nonzero errors e for this code is Qy =
max, max.xo Qv (y,e) = (b+1)27".

Generally speaking, AMD codes constructed in Theorem
2.1 have a small Hamming distance and cannot be directly
used for error correction. However, since the encoding oper-
ations of AMD codes are nonlinear, it is possible to conduct
robust error correction if the error repeats for consecutive
clock cycles.

Definition 2.2: [10] For any code C € GF(2"), let

b+1 b
{IZ ,T1To,

AB(Iay) = {

{c(1),¢(2), -+ ,c(R)} be a set of R different codewords. If
{c(1),¢(2), -+ ,c(R)} can be uniquely determined from

D, = {6(1)3 6(2)7 U 76(R)}a
where ¢(i) = c(i) ® e, the code C' is a R-robust error

correction code. A R-robust error correction code is called
weak if only the codewords but not their order can be derived.
R-robust error correction code is called strong if both the
codewords and their order can be derived.

AMD codes constructed in Theorem 2.1 are inherently ro-
bust error correction codes as shown in the following example.

Example 2.1: Let k =m =7r (t =b=1) and f(y,z) =
y-r® a3 y,x, f(y,z) € GF(2"). The code V composed of
all vectors (y,z, f(y,x)) is a AMD code with Qy = 2771,

Let e = (ey,ex,¢f),e, € GF(2F),e, € GF(2™),e; €
GF(2") be the error vector. Compute the syndrome of the
code as S = f(7,%) ® f(y,x) ® e, where § = y @ ey
and T = x @ e,. Suppose there are three different codewords
(y(3),z(2), f(y(i),z(:))),1 < ¢ < 3 distorted by the same
error e = (ey, €5, €ef). then we have

S(1) =e3 @e2i(1) @ e,i(1)? @ exf(1) ® e, 7(1) @ egey D ey,
S(2) = ei st eii(Q) fa emé‘:(Q)2 B e 7(2) B eyT(2) ® ezey P ey,
S(3) =e2 @e2i(3) @ e, 7(3) D e, U(3) B e, 7(3) © exey D ey

From here we have

em(j23(j§2 @ f12) © 512(5;33 @ o3)) = SioF23 B Sosia, (6) At least s 4 1 different x(¢) in {z(1),z(2),- -

eyTi2 = 2712 © ez (T1y © J12) ® S12, (7)

where S,

iy = S(i) & S(j), Ti; = #(i) © (j),Z; # 0 and
Uiy = 9(1) © g(j

)
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The correction of ey is not necessary. If needed, ey can
be computed by substituting e, and e, into any of the
three syndrome equations. Thereby, e = (ey,e5,€f) can be
corrected by solving (6), (7) as long as it distorts three different
codewords no matter how large its Hamming weight is.

The straightforward correction of repeating errors occurring
to AMD codes can be computationally prohibitive as t or
b increases. In the next Theorem, we show that by adding
extra redundant bits g(z) to make {(z,g(x))} a robust error
correction code, the correction of repeating errors for AMD
codes can be split into two steps. In the first step, errors
in z (and g(z)) are corrected using robust error correction
algorithm shown in [10]. In the second step, errors in y (and
f(y,x)) are corrected by solving a system of linear equations.
When {(z,g(z))} is a robust code in a special form, e.g.
g(z) = 23 or g(x) = 27!, the computational complexity of
the resulting error correction procedure for AMD codes can
be drastically reduced for large b or ¢ compared to the method
shown in Example 2.1.

Definition 2.3: [10] A Code C' C GF(2"™) with |C| > R =
maxozecar(zn) |[1clc € C,c @ e € C}| is called a R-robust
error detection code.

Theorem 2.2: Let Vi = {y,z, f(y,2)},y € GF(2¥),z €
GF(2™), f(y,x) € GF(2") be a (k,m,r) AMD code con-
structed by Theorem 2.1, where k£ = sr,m = tr. Let
Vo = {(z,9(z))},xz € GF(2™),9(x) € GF(2™) be a R-
robust error detection code. Suppose

f(%x) = ylMl(x) @y2M2(I)@’ . ‘@ysMs(x)éBA(‘T)? ()

where y; € GF(2"),1 < i < s and A(z), M;(z),1 <i<s
are monomials of = (see (3) and (5)). The degree of M;(x) is
between 1 and b+ 1. Then the code C' composed of all vectors
(y,z,9(z), f(y,x)) can correct an error e = (e, €z, €q,€f)
with any multiplicity (number of 1’s in the n-bit binary error
vector, n = k +m + r ) if e stays for at least 7' = max{s +
1, R+ 1} clock cycles and the matrix

L My(x(1))  My(2(1)) M, (z(1))
o | 1 Mi(x2) M(z(2) M(2(2))
1 My(2(T)) Ma(z(T)) M,(2(T))

has a rank of s + 1, where 2(i),1 < i < T is the random
data z at the #*" clock cycle.

Remark 2.1: Let t = 1 in Theorem 2.1. Then & = br and
s = b (see Theorem 2.2). Select {(z,g(z))} to be a robust
duplication code with R = 2, where g(z) = 2 and r, = 7.
In this case it is easy to verify that M is a Vandermonde matrix

1 z(1) xz(l) xj(l)
T e L IR
1 z(T) 2*(T) x*(T)

The rank of the matrix is s + 1 = b+ 1 as long as there are
(T)}.
Example 2.2: Let k = m =r, =17 =3 (s =t = 1).
Let g(z) = 2° and f(y,z) = y -2 @ 23 Then V; =
{(y,z, f(y,x))} is a AMD code with Qy, = 0.25. V5 is
a 2-robust error detection code and a 3-strong robust error
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TABLE I
ORIGINAL, DISTORTED AND PARTIALLY CORRECTED CODEWORDS
(ERRORS IN & AND §(z) ARE CORRECTED) IN EXAMPLE 2.2 (ALL VALUES
AREINGF(2%)).e = (ey = 3,ex = 2,eg = T,e5 = 1).

Original Codeword Distorted Codeword Codeword with Corrected
z and g(x)
y xg(x) f(y.x) g g(x) fly,) gz g(x) flyz)
c(l) 12 3 1 ¢(1)20 4 0 ¢(1)22 3 0
c(2)356 2 ¢(2)07 1 3 ¢(2)05 6 3
c(3)44 5 3 ¢(3)76 2 2 ¢(3)74 5 2

correction code. According to Theorem 2.2, an error can be
corrected by C' = {(y, z, g(z), f(y, x))} if it stays for at least
3 consecutive clock cycles.

Consider the three codewords ¢(1), ¢(2), ¢(3) of the code C
shown in the first column of Table I. Suppose c¢(1), ¢(2), ¢(3)
are distorted by the same error e = (e, = (011) = 3,¢, =
(010) = 2,e4 = (111) = 7,e; = (001) = 1), where
e, = &3 @ x3. (The generator polynomial of GF(23) is
selected to be m(z) = 23 @ 2 @ 1. All 3-bit binary vectors
are represented by their decimal equivalents.) The distorted
codewords are shown in the second column of Table L
Following the algebraic decoding algorithm described in [10],
e, and e4 can be successfully corrected and the original = can
be retrieved for all the three codewords. The partially corrected
codewords after the correction of errors in & and g(z) are
shown in the third column of Table I. The three syndromes of
V1 can be computed as follows.

S =gz @’ @f(y@) =2e,®e;r=7,(c1)
Sy =jrea’ e fy,z) =bey, @ ey =5, (c2)
Sy = jx &z @f(y,:z:) =4de, ®es =6,(c3)

For this example s =1, R =2, T = 3 and

1 2
M=|15 (10)
1 4

Using any of the two syndromes, we can get e, = 3,¢ey = 1.
The third syndrome may be used to verify that the error was
the same for all three distorted codewords ¢, ¢o and ¢3. If
the third syndrome is not zero after the error correction, the
correction is unsuccessful. The user data should be abandoned
and an error flag should be asserted.

Remark 2.2: We note that when V; is a (br, r,7) AMD code
and V5 is a 3-robust error correction code composed of all
codewords (z,g(z) = ), the memory overhead is 3b~ 1.
Any nonzero error is masked with a probability of at most
(b+1)27". A system of three linear equations needs to be
solved for correcting errors in y and f(y, ).

B. Error Correction Procedure and Properties for AMD
Codes

According to Theorem 2.2, the correction of repeating errors
by AMD codes described in Theorem 2.2 is completed in
T = max{s+1, R+ 1} clock cycles after detecting a nonzero
error. The correction procedure can be split into two steps. In
the first step, errors in x and g(x) are corrected using the
error correction algorithm for robust codes shown in [10].
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TABLE II
AMD ROBUST ERROR CORRECTION CODES {(y, z, g(z), f(y,x))} FOR
PROTECTING MEMORIES WITH k = 32.

blitmirs|r | Qv Clock Cycles IPercentage Overhead
Required for Correction (r+rz)/k
3ftfirfirfir| 2=® 4 103.125%
5[7]71716-277 6 65.625%
Th[5]5|5] 272 8 46.875%
1pp2p2ir|2710 3 171.875%

If different errors in z are detected in the T consecutive
clock cycles, an error flag is asserted and no further error
correction is attempted. In the second step, a system of linear
equations is solved to correct errors in y and f(y, x). If there
are no solutions for the system, the errors are uncorrectable
and the error flag will be asserted. Errors can be successfully
corrected if and only if the same error stays for at least 7'
clock cycles and there are at least s + 1 different 2(¢) among
{z(1),2(2),--- ,2z(T)}, where x(7) is the m-bit random vec-
tor at the i*" clock cycle (see Remark 2.1 and [10]).

The laziness [10] of errors can be defined by the following
equation.

Pr = Pe(r +1) =e(1),e(r) #0). (11)

When ¢t = 1 the theoretical error correction rate C'r can be
calculated as Cp = Pp~* Hf;ll(l — 14 -27"™), which is the
strictly increasing function of Pr and the strictly decreasing
function of 7. Similar properties of Cr can be observed for
t > 1. (see Figure 1);

As illustrative examples, we next consider four different
alternatives for protecting memories with £ = 32 information
bits(Table II). The first three alternatives have ¢t = 1, g(x) =
23, m = r, = r and b = 3,5,7 respectively. The fourth
alternative has ¢t = 2, b = 1 and m = r, = 2r. For this
code z,g(z) € GF(2?"). Let x = (x1,22), where x1, 29 €
GF(27). Then g(x) = (23, 23). {z, g(x)} is the concatenation
of two independent robust duplication codes.

In Table II, we compare the number of redundant bits,
the worst case error masking probability @)y, the number of
clock cycles required for error correction and the percentage
overhead for all alternatives. Generally speaking, codes with
smaller b and larger r have better worst case error masking
probability @y . Moreover, these codes require a smaller
number of clock cycles for error correction (see rows 2 and
5 in Table II). However, these codes need more redundant
bits in the memory and have larger area overhead than other
alternatives.

To verify the correctness of C'z, 10,000 rounds of simula-
tions have been conducted in MATLAB for the four alterna-
tives shown in Table II. During each round of the simulation,
the laziness Pg is increased from O to 1 by a step of 0.1.
For each value of Pr, we randomly select a codeword (not
necessarily different) for each clock cycle. The number of
clock cycles required for error correction for each alternative
is shown in Table II. A nonzero error is randomly generated
and inserted during the first clock cycle. For the following
clock cycles, the nonzero error has a probability of Pr to
repeat. If the nonzero error does not repeat, another error
pattern is randomly selected among all the other possible error
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patterns (including the all-zero error pattern). The simulated
error correction rate is shown in Figure 1. As expected, C'r
increases as Ppr increases. When Pr = 1, Cg is around
1 — 27", Larger r and/or smaller b result in a better error
correction rate when P, is fixed, which is at the cost of larger
hardware overhead due to the increased number of redundant
bits (see Table II).

@ o @
s @ @

Carrection Rate C

Q
N

0 04 o
Laziness P,

Fig. 1. Error Correction Rate for the Four Alternatives Shown in Table II
There is a small chance of miscorrection by robust codes

{z, g(x)}, which may result in miscorrection for AMD codes

as well. The observed miscorrection rate during the simulation

is very small ( << 0.01).

III. SOFTWARE AND HARDWARE CO-DESIGN FOR ERROR
DETECTION AND CORRECTION USING ALGEBRAIC
MANIPULATION CORRECTION CODES

A. Complexity for Encoding and Syndrome Computation

DATA IN

Fig. 2. Reliable and Secure Memory Architecture Protected by Modified
AMD Codes

Figure 2 shows the general reliable and secure memory
architecture using the robust AMD codes described in The-
orem 2.2. Extra memory blocks are needed to store x, g(x)
and f(y,z). The area overhead is mainly determined by
the size of the extra memory blocks, thus the number of
redundant bits m + r, + r of the code (see Table II). The
encoder and the syndrome computation block are implemented
in hardware. The error correction algorithm, which involves
inverse operation in the Galois field GF(2"+) and solving
a system of linear equations, is implemented in software
when necessary. During each clock cycle, the syndromes are
computed and transferred to the processor together with the
possibly distorted codewords (outputs of the original and the
redundant memories). The syndromes and the codewords are
buffered by the processor. The depth of the buffer is 7', which
is the number of codewords required for error correction.
When a nonzero syndrome is buffered, the processor will wait
for another T' — 1 clock cycles and then try to correct the
past T codewords according to the buffered syndromes. If the
error cannot be corrected, an error flag signal will be asserted
and the past T user data will be abandoned. When no error is
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detected, the user data will be immediately processed by the
processor.

The encoder computing g(x) and f(y, z) requires addition,
power operation and multiplication in Galois filed GF(2") and
GF(2"). The syndrome computation block contains almost
the same operations as the encoder. Depending on applications,
different designs for the encoder can be applied. For speed
critical applications, the Galois field multiplications and power
operations can be paralleled. This method requires larger
area overhead but can result in a encoding network with a
smaller latency. For area critical applications, encoding based
on Horner scheme [11] can be adopted.

The encoders for the four codes shown in Table II are
modelled in Verilog and synthesized in RTL Design Compiler
using 45nm NANGATE library [12]. The area, latency and
the power consumption for designs of encoders based on
paralleled implementation of Galois field multiplications and

power operations or Horner Scheme are shown in Table III.
TABLE III
AREA, LATENCY AND POWER FOR DIFFERENT ENCODER DESIGNS FOR
CODES SHOWN IN TABLE II
Parallel Implementation Horner Scheme
t 1 1 1 2 1 1 1 2

b 3 5 7 1 3 5 7 1
Area 1853.2) 1291.7) 794.5 2195.3 1529.5 886.8| 584.7| 1838.9
Power (uW)| 267.47) 165.01] 95.22] 369.61] 434.92 248.03 155.90 355.57

1437 1216

IV. CONCLUSIONS

Latency (ps) 1216] 1511 2712| 3045| 3764| 1618

In this paper we present the error correction algorithm
for robust algebraic manipulation detection codes. Using the
proposed algorithm, any repeating error (error with a high
laziness Pgr) can be corrected with a probability converging to
one as Pr or the number of redundant bits r grows regardless
of the error multiplicity. The area, power consumption and the
latency for the encoder and the syndrome computation circuit

are studied.
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