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(57) ABSTRACT 

A method and system for securing data transmitted between a 
client device and a server by obtaining input text at an inter 
mediate module, processing the input text to obtain processed 
text, and transmitting the processed text to the server. Accord 
ing to one embodiment of the invention, the intermediate 
module may add excess information (referred to herein as 
bait) to encrypted user data in known locations. Such bait may 
be used when processed user data is received at the interme 
diate module in order to infer the kind of transformation 
applied to processed user data. Non-limiting examples of 
transformations for which bait may be used are application of 
a certain character encoding scheme and HTML tag elimina 
tion. 

Private NetWork 

200 

Interception module Trusted WorkStation 
210 230 

Data Protection 
Module Client Component 
220 240 

Clear-text User Data 
(e.g., "Acme Corp.") 

    

  



Patent Application Publication Jul. 7, 2011 Sheet 1 of 10 US 2011/O167129 A1 

Public NetWOrk Private NetWork 

200 

Untrusted ADOlication 
s E. Public Network Interception module Trusted WorkStation 

260 250 210 230 

Data Protection 
Module Client Component 
220 240 

Clear-text User Data 
(e.g., "ACme Corp.") 

Encrypted User Data Encrypted User Data Encrypted User Data 
(e.g., (e.g., (e.g., 

"DHFOEFRGEJIC") "DHFOEFRGEJIC") "DHFOEFRGEJIC") 

FIG. 1 

  

    

  

  



Patent Application Publication Jul. 7, 2011 Sheet 2 of 10 US 2011/O167129 A1 

Public Network Private Network 

Untrusted Application 
Service Provider Public Network 

260 250 

Interception Module Trusted WorkStation 
210 230 

Data Protection 
Database Module Client Component 

270 220 240 

(5) Encrypted data is 
processed and stored 
by the untrusted target 

host 

(3) Data is potentially (2) Data is submitted 
encrypted and and intercepted by (1) User enters clear 

manipulated acCOrding the Interception text data 
to set policy MOcule 

(4) Encrypted data is 
forwarded to the 

untrusted target host 

FIG.2 

  



Patent Application Publication Jul. 7, 2011 Sheet 3 of 10 US 2011/O167129 A1 

Public Network Private Network 

Untrusted Application 
Service Provider Public Network 

260 250 

Interception Module Trusted Workstation 
210 230 

Data Protection 
Module Client Component 
220 240 

(3) Data is potentially (4) Clear-text data is decrypted and forwarded to the (5) User receives clear 
manipulated according trusted WOrkstation text data 

to set policy 

(1) Encrypted data is (2) Encrypted data is 
retrieved by the Sent to the trusted 
untrusted Server WorkStation 

FIG. 3 

  



Patent Application Publication Jul. 7, 2011 Sheet 4 of 10 US 2011/O167129 A1 

110 
Method 100 Receive input Message 

111 
ldentify Data Units in themessage 

112 
Unhandled Data units? 

113 
Obtain unhandled data unit 

130 
Keep the input 

data unit 114 
unmodified PrOCeSS2 

Yes 
115 

Determine un-encryptable text portions 

116 
Breakinput text into segments (tokenization) 

117 
Distinguish individual searchable segments from non-searchable information 

118 
Extract search-insensitive infomation from searchable segments into non-Searchable information 

119 
Obtain bit representation of searchable segments and non-Searchable information 

120 
Encrypt the bit representations of searchable segments and non-Searchable info 

121 
Map enCrypted text into Output Character domainto obtain an encrypted input field 

122 
Replace the inputfield with the encrypted input field 

FIG. 4 

131 
TranSmit the 
processed 
message 

  

    

  

  

  



Patent Application Publication Jul. 7, 2011 Sheet 5 of 10 US 2011/O167129 A1 

Input data This Sentence has FIVE WOrds 
510 

121 

130 130 

CaSe C3Se CaSe 

122 <dz 122 
C7 124 

metadata 

FIG. 5 
Control Token 530 WOrd Sentence five 

This, lc, has, uC, lc plural, punctuation, Order 

  



Patent Application Publication Jul. 7, 2011 Sheet 6 of 10 US 2011/O167129 A1 

Upper Case, no diaCritics 
LOWer Case, no diaCriticS 

LOWer Case, no diaCriticS 

LOWer Case, acute acCent 

Encrypted Token Separate location (e.g. Control Token) 

FIG. 6 

  



Patent Application Publication Jul. 7, 2011 Sheet 7 of 10 US 2011/O167129 A1 

METHOD 170 
171 

Receive input text 

172 
Discard irrelevant input Words (such as "the", "a", spaces) 

173 
Normalize input characters (lowercase, remove diacritics) 

174 
Optionally, discard final characters from input Words 

175 
Optionally, discard final input Words 

176 
Obtain numeric value of undiscarded input 

177 
Apply a (mostly) monotonously increasing function on the numeric value to 

obtain an encrypted Value 

178 
Obtain an Output character string from the encrypted value 

179 
Place the Output character string as a prefix of the Output text 

FIG. 7 

  



Patent Application Publication Jul. 7, 2011 Sheet 8 of 10 US 2011/O167129 A1 

METHOD 300 

180 

Configure input domain (D1, D2) and Output domain (R1,R2) 

181 
Obtain Encryption Key K 

182 

Receive inputnumeric value Vin 

183 

Obtain Key-Dependent Range (R1', R2') within Configured range (R1,R2) 

184 

Modify parameters (R1,R2):= (R1', R2') 

185 

Obtain Key-dependent Dmid within (D1, D2) 

186 

Obtain Key-dependent (RL, RH) within (R1,R2) such that R1 sRLsRHSR2 

188a 188b. 
Modify parameters Modify parameters 
(R1,R2):= (R1,RL) (R1,R2):= (RH, R2) 

(D1, D2):= (D1, Dmid) (D1, D2) := (Dmid, D2) 

189 
Stop Criterion 

Satisfied? 

190 Yes 
Provide Output 

FIG. 8 

  

  

  



Patent Application Publication Jul. 7, 2011 Sheet 9 of 10 US 2011/O167129 A1 

200 
O 100 900 1000 200 300 400 500 600 7OO 800 

FIG. 9 

  



Patent Application Publication 

Untrusted Application Service 
Provider 
260 

bbbb CCCC ZZZabCod 

CCCC eeee ZZZytuv 

Encrypted User Data 
(e.g., "ZZZabcdbbbb CCCC") 

Encrypted user data 
(e.g., "ZZZytuv CCCC eeee") 

Encrypted search term 
(e.g., "CCCC") 

Encrypted search results: 
ZZZabCodbbbb CCCC 
ZZZytuv CCCC eeee 

Jul. 7, 2011 Sheet 10 of 10 

Intermediate 
Module 
200 

Clear user data 
(e.g., "The Bad Cat") 

Clear user data 
(e.g., "a BAD dog") 

Clear user search 
(e.g., "bad") 

Clear Search results: 
The Bad Cat 
The BAD dog 

US 2011/O167129 A1 

FIG 10 

Trusted 
WorkStation 

230 

Client 
Component 

240 

  



US 2011/0167129 A1 

SYSTEM, APPARATUS AND METHOD FOR 
ENCRYPTION AND DECRYPTION OF DATA 

TRANSMITTED OVERA NETWORK 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. This application is a continuation-in-part applica 
tion claiming priority from PCT/IL2009/000901, Interna 
tional Filing Date Sep.15, 2009, which in turn claims priority 
from U.S. Provisional Patent Application Ser. No. 61/096,891 
filed Sep. 15, 2008, the contents of which are incorporated 
herein by reference in their entirety. 
0002 This application also claims priority from U.S. Pro 
visional Patent Application Ser. No. 61/291,398 filed Dec. 31, 
2009, and from U.S. Provisional Patent Application Ser. No. 
61/306.207 filed Feb. 19, 2010, the contents of which are 
incorporated herein by reference in their entirety. 

BACKGROUND OF THE INVENTION 

0003. The Internet and the World Wide Web allow com 
panies and organizations to offer services in a document, Such 
as a digital form of web applications, to businesses and indi 
viduals who may access and utilize these services with a 
personal computer and a web browser. Making Such docu 
ments and particularly applications available over a network 
is typically referred to as Software as a Service (“SaaS). 
Some examples of applications that may be provided in SaaS 
form are electronic mail, instant messaging, productivity 
tools, customer relationship management, enterprise 
resource planning, human resources applications, blogs, 
Social networking sites, etc. 
0004. This model has inherent security risks. User data, 
Such as messages, customer records, and company financials, 
are stored on remote servers beyond the control of the pro 
vider of the user data. Storing personal or corporate informa 
tion on remote servers exposes the data owner to many risks, 
and implies that the information's owner must trust the entity 
that owns the computer systems hosting the information and 
the network connecting the information owner and the host 
ing Systems. 
0005 For instance, commonly known accounting soft 
ware solutions require their customers to post accounting 
information to be stored on the solution provider's servers. In 
Such systems, the customer must entrust the solution provider 
with the accounting information, thereby relinquishing a cer 
tain measure of control over the privacy and integrity thereof. 
0006. In certain software applications, a variety of encryp 
tion schemes are used to render data unintelligible to anyone 
who does not possess the appropriate decryption methods or 
keys. For example, application providers may enable and/or 
require an information owner to encrypt data in transit 
between a client and a host using secure Socket layer (SSL) 
encryption or another method. This prevents an internet Ser 
vice provider (ISP) and other potential eavesdroppers from 
seeing the data itself during transit. The data is accordingly 
decrypted upon arrival to the hosted application, and the 
hosted application vendor may view and manipulate the own 
er's unencrypted data. However, this method exposes the 
sensitive data at the hosted application vendor. 
0007 U.S. Pat. No. 7,165,175, describes an apparatus and 
method for selectively encrypting portions of data sent over a 
network between client and server. The apparatus includes 
parsing means for separating a first portion of the data from a 
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second portion of the data, encrypting means for encrypting 
only of the first portion of the data, and combining means for 
combining the encrypted first portion of the data with the 
second portion of the data. The apparatus further includes 
decrypting means installed at the client for decrypting the 
encrypted portion of the data. 
0008 PCT Patent Publication Number WO 01/047205, 
discloses enhanced computer network encryption using 
downloaded software objects. This application describes a 
method and a system for securing highly sensitive financial 
and other data contained in transmissions over a public net 
work, such as the World Wide Web, linking a web server 
computer to a remote client computer. By determining a 
desired (usually strong) specific standard of encryption for all 
sensitive communications between web server and client, and 
"pushing the capability to encrypt to such standard to the 
client by automatically downloading from the web server to 
the client, and executing within the client's web browser, 
Software objects to perform encryption/decryption tasks pur 
Suant to the chosen standard, strong encryption is readily 
assured even if the client did not originally have Such strong 
encryption capabilities. 
0009. One problem with the application of these 
approaches to hosted SaaS applications is that such applica 
tions require that operating information, e.g., data made avail 
able for manipulation over the network, be unencrypted in 
order to allow manipulation of the information by the appli 
cation provider, thereby exposing the data to the application 
provider, and otherwise rendering the data Vulnerable to Secu 
rity concerns during manipulation. 

SUMMARY OF EMBODIMENTS OF THE 
INVENTION 

0010. In systems having a server and a client device, 
wherein the server is adapted to transform text received from 
the client device by applying at least one of a plurality of 
transformations, embodiments of the invention may include a 
system and method for receiving input text at an intermediate 
device from the client device; processing the input text at the 
intermediate module to obtain processed text, wherein the 
processing comprises including bait in the processed text; 
transmitting the processed text to the server; upon request, 
receiving at the intermediate module transformed processed 
text from the server, the server having applied at least one of 
the plurality of transformations to the processed text to obtain 
said transformed processed text; and determining by the inter 
mediate module at least one of the transformations applied by 
the server based on a comparison between the processed text 
and the transformed processed text. 
0011. Some embodiments of the invention may further 
include applying a reverse transformation on the processed 
text to obtain unprocessed input text; and modifying the 
unprocessed input text based on the at least one determined 
transformation. Some embodiments of the invention may yet 
further include sending the modified unprocessed input text 
to the client device. 
0012. According to some embodiments of the invention, at 
least one transformation of the plurality of transformations 
comprises replacement of at least one transformable charac 
ter in the processed text with a matching replacement char 
acter or replacement character string, and including bait in the 
processed text comprises including the at least one transform 
able character in the processed text. Some embodiments of 
the invention may yet further include applying a reverse trans 
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formation on the processed text to obtain unprocessed input 
text; and modifying the unprocessed input text by replacing 
the at least one transformable character in the unprocessed 
input text with the matching replacement character or 
replacement character string. Some embodiments of the 
invention may yet further include sending the modified 
unprocessed input text to the client device. 
0013. According to some embodiments of the invention, at 
least one transformation of the plurality of transformations 
may comprise omitting HTML tags in the processed text, and 
including bait in said processed text comprises including an 
HTML tag in the processed text. Some embodiments of the 
invention may further include applying a reverse transforma 
tion on the processed text to obtain unprocessed input text; 
modifying the unprocessed input text by omitting HTML tags 
contained therein; and sending the modified unprocessed 
input text to the client device. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0014. The foregoing and other objects, features, and 
advantages of the present invention will become more appar 
ent from the following detailed description when taken in 
conjunction with the accompanying drawings. In the draw 
ings, similar reference characters denote similar elements 
throughout the different views. 
0015 FIG. 1 illustrates a system including an intermediate 
module and its environment according to an embodiment of 
the invention; 
0016 FIG. 2 illustrates a flow of data from a client termi 
nal to a network node, according to an embodiment of the 
invention; 
0017 FIG.3 illustrates a flow of data from a network node 
to a client terminal, according to an embodiment of the inven 
tion; 
0018 FIG. 4 illustrates a method for encrypting data 
allowing server-side searching and indexing of encrypted 
data, according to an embodiment of the invention; 
0019 FIG. 5 illustrates an example of a normalization 
process and an input text that includes a sentence; 
0020 FIG. 6 illustrates an example for processing a word, 
according to an embodiment of the invention; 
0021 FIG. 7 illustrates a method for encrypting data 
allowing server-side sorting of encrypted data, according to 
an embodiment of the invention; 
0022 FIG. 8 illustrates a method of generating an order 
preserving function, according to an embodiment of the 
invention; 
0023 FIG. 9 illustrates an example of three generated 
order-preserving encryption function using three different 
keys according to an embodiment of the invention; and 
0024 FIG. 10 schematically illustrates a flow of data 
enabling searching of encrypted user data in an embodiment 
of the present invention. 

DETAILED DESCRIPTION OF EMBODIMENTS 
OF THE INVENTION 

0025. In the following detailed description, numerous spe 
cific details are set forth in order to provide a thorough under 
standing of the invention. However, it will be understood by 
those skilled in the art that the present invention may be 
practiced without these specific details. In other instances, 
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well-known methods, procedures, and components have not 
been described in detail so as not to obscure the present 
invention. 

0026. Although embodiments of the invention are not lim 
ited in this regard, discussions utilizing terms such as, for 
example, “processing.” “computing. "calculating.” “deter 
mining.” “establishing”, “analyzing”, “checking, or the like, 
may refer to operation(s) and/or process(es) of a computer, a 
computing platform, a computing system, or other electronic 
computing device, that manipulate and/or transform data rep 
resented as physical (e.g., electronic) quantities within the 
computer's registers and/or memories into other data simi 
larly represented as physical quantities within the computer's 
registers and/or memories or other information non-transi 
tory storage medium that may store instructions to perform 
operations and/or processes. 
0027. Although embodiments of the invention are not lim 
ited in this regard, the terms “plurality” and “a plurality’ as 
used herein may include, for example, “multiple” or “two or 
more'. The terms “plurality” or “a plurality” may be used 
throughout the specification to describe two or more compo 
nents, devices, elements, units, parameters, or the like. Unless 
explicitly stated, the method embodiments described herein 
are not constrained to a particular order or sequence. Addi 
tionally, some of the described method embodiments or ele 
ments thereof can occur or be performed at the same point in 
time. 

0028. A computing system according to embodiments of 
the invention may be any Suitable article, processor, chip, 
controller or Suitable computing device Suitable for process 
ing data as described herein as well as controlling compo 
nents in a device. In some embodiments the task of data 
processing may be distributed among a number of controllers, 
processors or computing systems. An intermediate module or 
processor associated therewith may include a controller that 
may be, for example, a central processing unit processor 
(CPU), a chip, or any suitable computing or computational 
device. 

0029 Reference to memory may be or may include, for 
example, a Random Access Memory (RAM), a read only 
memory (ROM), a Dynamic RAM (DRAM), a Synchronous 
DRAM (SD-RAM), a double data rate (DDR) memory chip, 
a Flash memory, a Volatile memory, a non-volatile memory, a 
cache memory, a buffer, a short term memory unit, along term 
memory unit, or other Suitable memory units or storage units. 
Memory may be or may include a plurality of possibly dif 
ferent memory units. 
0030 Reference to data a storage device may be or may 
include, for example, a hard disk drive, a floppy disk drive, a 
Compact Disk (CD) drive, a CD-Recordable (CD-R) drive, a 
universal serial bus (USB) device, a redundant array of inde 
pendent disks (RAID), or any other suitable removable and/or 
fixed storage unit. 
0031 Embodiments of the invention may include an 
article Such as a computer or processor non-transitory read 
able medium, or a computer or processor non-transitory Stor 
age medium, Such as for example a memory, a disk drive, or 
a USB flash memory, encoding, including or storing instruc 
tions, e.g., computer-executable instructions, which when 
executed by a processor or controller, carry out methods 
disclosed herein. 
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0032. An intermediate module according to embodiments 
of the invention may include software, hardware, firmware or 
any combination thereof. 

General Data Flow 

0033 Reference is made to FIG. 1, which illustrates a 
system including an intermediate module 200 and its envi 
ronment according to an embodiment of the invention, as well 
as a flow of data from client module at workstation 230 to 
application service provider at network node 260. 
0034 Intermediate module 200 may include an intercep 
tion module 210 and a data protection module 220. Interme 
diate module 200 may be operatively connected to a client 
terminal 230, e.g., a trusted workstation, and to a network 
node 260, e.g., an application service provider, via a network, 
such as public network 250. It will be understood that FIG. 1 
is an exemplary embodiment of the invention, and that other 
network configurations are possible. For example, trusted 
workstation 230 and intermediate module 200 may be remote 
from each other, for example, operatively connected over a 
trusted network link. 
0035. For example, trusted workstation 230 may be con 
nected to a plurality of intermediate modules, including for a 
plurality of organizations, and intermediate their data traffic 
with one or more application service providers over a public 
network. 
0036. It will be recognized that reference is made through 
out the present application to an intermediate module, how 
ever, the module may reside on the client device, at a gateway 
server, e.g., on premises associated with the client device, or 
at a separate server or servers in communication with the 
trusted client device and the untrusted server. 
0037 Thus, for example, the interception and/or data pro 
tection modules may be installed on the trusted workStation, 
possibly as a browser plug-in, possibly as an operating system 
driver or module, possibly as a software library and possibly 
as another software component. 
0038. In another example, the intermediate module may 
be positioned right in front of the untrusted application, where 
all accesses to the untrusted application pass through the 
intermediate module. 
0039. In yet another example, the intermediate module 
may be a separate server to which client module transmits 
input data, which in turn transmits the processed data to the 
untrusted server. 
0040. A trusted workstation 230 may be a client computer 
having installed thereon a client component 240 that may 
interact with the intermediate module. Client component 240 
may be a web application HTML form running in a web 
browser while network node 260 can be an HTTP web server 
of a SaaS vendor. Client component 240 can include API 
client software and, additionally or alternatively, any other 
method of remotely accessing network node 260. 
0041 End users can use client component 240 to enter, 
retrieve and manipulate data, intended to be passed to, or 
retrieved from, network node 260. End users may include 
human users utilizing a Software agent (e.g. a web browser) 
and automated agents using a client API. 
0042 Interception module 210 of intermediate module 
200 may intercept or otherwise receive input (unprocessed) 
text from trusted workstation 230, and provide the input text 
to data protection module 220 for processing. Interception 
module 210 may intercept the data flowing between client 
component 240 and network node 260, can modify it, and can 
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interfere with the normal data flow. For example, the inter 
ception module may triggeran authentication session in order 
to determine that an end user can access data stored in net 
work node 260. Interception module 210 can be (or be 
executed by) a web proxy server. 
0043 Data protection module 220 may receive input text 
and process it selectively. Input text that is not selected to be 
processed may be transmitted as unprocessed text to network 
node 260 for manipulation and/or storage in storage system 
270 substantially without processing, or with less processing 
than text selected for processing. For text to be processed, 
data protection module 220 may process the input text to 
provide processed text, which may be provided over public 
network 250 to untrusted application service provider 260 for 
storage, manipulation, etc. According to embodiments of the 
invention, therefore, application service provider 260 may 
thereby not receive the unprocessed text, but rather store and 
manipulate processed text. As described below, the process 
ing may include applying a search- and/or sort-enabling 
encryption scheme, to thereby provide encrypted text data. 
According to embodiments of the invention, the processing 
may selectively encrypt text, selecting which input text to 
transmit to application service provider 260 in processed 
form, and which input text to transmit in unprocessed form. 
0044. It will be understood that intermediate module 200 
may include one or more servers, one or more workstations, 
one or more personal computers, one or more laptop comput 
ers, one or more media players, one or more personal data 
accessories, one or more integrated circuits, and/or one or 
more printed circuit boards, dedicated hardware, or a combi 
nation thereof. 

Data Flow Intervention 

0045 Intermediate module 200 may include or provide 
functionality additional to or unrelated to encryption and/or 
decryption, and may alter the normal message flow between 
the client trusted workstation 230 and the server untrusted 
application 260. Such additional functionality may have the 
effect of compensating for server-side functionality lost due 
to encryption. 
0046 According to embodiments of the invention, the 
intermediate module may receive input data from the client 
device, intercept said input data, e.g., prevent or otherwise not 
allow the input data to be transmitted to the server, and the 
intermediate module may provide the relevant function on the 
input data that the server would otherwise provide. For 
example, the intermediate module may generate at least one 
message to the client device based on a result of the function. 
0047 According to some embodiments of the invention, 
the intermediate module may obtain from said client device a 
response to the at least one message, based on the response, 
process the input text to obtain processed input text, and 
transmit the processed input text to the server. 
0048 For example, a server may generally check the spell 
ing of input text and provide the user with a feedback mes 
sage, for example, indicating misspelled words and Suggest 
ing corrections. However, when the text received by the server 
is encrypted, in accordance with embodiments of the present 
invention, the server may not be able to perform spell check 
ing without decrypting the processed text. Therefore, in 
accordance with embodiments of the invention, the interme 
diate module may provide additional functionality, for 
example, spell-checking, on input text, and may provide the 
user with a feedback message, e.g., a result of the spell 
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checking function on the input data, Such as an error message, 
a Suggested spelling correction, or a message that no errors 
were detected. 
0049. In one embodiment of the invention, such additional 
functionality may include replacing server-side search func 
tionality, for example, by storing a copy of the user data (or a 
portion thereof) and searching it in the intermediate module 
in response to a search request made by the client. 
0050. In an embodiment of the invention, such additional 
functionality may include triggering an authentication ses 
sion between the client and the intermediate module before 
allowing user data to be encrypted and decrypted. 
0051. In an embodiment of the invention, such additional 
functionality may include format-checking input data, and if 
appropriate, for example, if the input data is in a first format, 
requesting the client to send information in a second format, 
different from the first format. Such received and/or requested 
formats may include, for example, (a) a delta-encoded format 
of the input text wherein only differences from a known 
version of the input text are transmitted, (b) a full version of 
the input text, (c) the input text contained in a specific docu 
ment format, or a combination thereof. For example, input 
data may be received in a delta-encoded format, and the 
intermediate module may request the input data in a full input 
text format. Other examples of specific document formats 
include but are not limited to PDF, DOC, HTML, etc. 
0052 According to embodiments of the invention, the 
processed text may be stored at network node 260, for 
example, in storage system 270, and manipulated remotely 
over public network 250. As described below, the processing 
may be such that searching and/or sorting may be enabled on 
the processed text, in Such a manner as to be transparent or 
unseen by the trusted user and/or the untrusted server appli 
cation, without decrypting the processed data at the applica 
tion service provider. In the below description, storage system 
270 is at times denoted a database; however, it will be recog 
nized that storage system 270 may be any suitable digital 
storage architecture, and may be stored on any Suitable hard 
ware, e.g., a redundant array of independent disks (RAID), 
etc 

0053 Accordingly, as shown in the illustrative data flow in 
FIG. 1, trusted workstation 230 may provide unprocessed 
input data such as ‘Acme Corp. for use by application ser 
vice provider 260. The input text may be intercepted at inter 
mediate module 200, for example, by interception module 
210, and processed by data protection module 220. Data 
protection module 220 may process the input text into one or 
more individual text units referred to as tokens, and control 
data, which may be encrypted, shown schematically as pro 
cessed data “DHFOEFRGEJIC', and send the processed data 
over network 250 to untrusted application service provider 
260, where it may be manipulated by users and/or stored in 
database 270. It will be understood that 'DHFOEFRGEJIC 
is schematic, and that any Suitable encryption algorithm may 
be used, for example, resulting in any symbol set. As 
described below, according to one embodiment of the inven 
tion, non-Latin characters or symbols may be used, for 
example, Korean or Chinese language symbols. 
0054 Reference is made to FIG. 2, which illustrates a 
generalized flow of data from client terminal 230 to applica 
tion service provider 260, according to an embodiment of the 
invention. The end user may provide input text that is not 
encrypted (clear text). The input data may be transmitted from 
client terminal 230 towards network node 250 and be inter 
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cepted by interception module 210. Interception module 210 
may provide the input text to data protection module 220 that 
processes the input data to provide processed data, wherein 
the processing includes encrypting at least a portion of the 
input text. The processed data may then be sent to interception 
module 210, which in turn transmits it over public network 
250. The processed data may be received by network node 
260 for manipulation by an application, e.g., a SaaS applica 
tion, and stored in database 270. It will be understood that the 
input data may be new or updated data to be stored in Storage 
system 270, or it may be any data provided to an SaaS appli 
cation for real time manipulation, for example, one or more 
parameters of a command, e.g., a search command. 
0055 Reference is made to FIG.3, which illustrates a flow 
of data from network node 260 to client terminal 230, accord 
ing to an embodiment of the invention. Such a process may be 
initiated by a user at workstation 230 by making a retrieval or 
search request. The parameter of the request, e.g., the terms to 
be searched for, may be processed as described above in 
connection with FIG. 2, and the application at network node 
260 may search or sort the processed data, possibly based on 
the processed parameter provided. Network node 260 may 
retrieve processed data, for example, in response to a search 
or retrieval request, where the processed data may include 
Some encrypted portions. The processed data may be sent 
over public network 250 towards client terminal 230. Inter 
ception module 210 may intercept the processed data and 
provide it to data protection module 220 to identify any 
encrypted data within the processed data. Any identified 
encrypted data may be decrypted, and provided to intercep 
tion module 210 to resume data communication. Interception 
module 210 may forward the unprocessed data (decrypted 
plaintext data) to client component 240 for display to a user. 

Tokenization and Normalization Generally 
0056. The application running on network node 260 may 
be requested to search stored data and return a result. FIG. 10 
schematically illustrates a flow of data enabling searching of 
encrypted user data in an embodiment of the present inven 
tion. 
0057 First, the client 240 may enter data and make several 
store requests to the untrusted application 260 passing 
through the intermediate module 200. The intermediate mod 
ule encrypts user inputs such that every searchable word is 
mapped onto an encrypted searchable word, Such that every 
input searchable word has exactly one corresponding 
encrypted searchable word. Encrypted searchable words may 
be normalized before encryption. 
0058. For example, in FIG. 10 the words “BAD”, “Bad” 
and “bad” are all encrypted into the encrypted word “cccc. 
so searching for “bad” provides results containing "BAD” 
and “Bad”. 
0059. In FIG. 10 the words “the and “a” are considered 
non-searchable and do not result in an individual encrypted 
searchable token. Conversely, the words “dog” and "cat' map 
into the encrypted searchable words 'eeee' and “bbbb' 
respectively. The information holding the case markers for 
the searchable words and the non-searchable words is con 
tained in the encrypted tokens “ZZZytuv' and “ZZZabcd'. 
0060 Reference is made to FIG. 4, which is a schematic 
illustration of a data processing method 100 designed to 
enable server-side searching and/or indexing of user textual 
data, according to an embodiment of the invention. Method 
100 may be applied by an intermediate module, for example, 
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by a data protection module as described above. It will be 
understood that the method of receiving processed data and 
converting it to unprocessed data may be substantially the 
reverse of the described method. 
0061 Method 100 starts at stage 110 by receiving input 
message, for example, by an intermediate module operatively 
connected between a client terminal and a network node. 
0062. At stage 111, the method may identify individual 
data units within the input message to be handled. For 
example, an input message may include a First Name field, a 
Last Name field, and a Document Body field. 
0063. At stage 112, the method may iterate over all iden 

tified data units, first obtaining an unhandled data unitat stage 
113, then selecting whether or not to process the obtained data 
unit. Processed data units may be processed individually or 
collectively. 
0064. At stage 114, the method may then determine 
whether to process the input data. Input data that are not 
modified are retained (stage 130). At stage 115, the method 
may determine whether and/or what portions of the input data 
unit text should be processed. For example, portions of an 
input text not suitable for encryption may include search 
connectors such as “OR”. “AND”, or application-specific 
significant text markup such as “important” or “(a)loca 
tion', indicating a special kind of server processing to be 
carried out on the data. 
0065 For input text to be processed, the method proceeds 

to stage 116, in which the input text is broken down into 
individual text units called tokens (the process of determining 
tokens from the input text is referred to herein as tokeniza 
tion). It will be recognized that tokenization is optional, and 
method 100 may include (a) encrypting all input data together 
as a single token, (b) encrypting input data determined to be 
Suitable for encryption separately, to provide a plurality of 
processed tokens, wherein each processed token represents a 
piece of input text, or (c) a combination thereof. 
0066. The method may then proceed to stage 117, in which 
certain input tokens may be recognized as unsuitable for 
searching. For example, the criterion for determining each 
individual word may be a list of predefined words, a threshold 
word frequency in a word frequency list Such as English 
dictionary frequency list, the length of the word, or a combi 
nation thereof. 
0067. At stage 118, the method may extract information 
unimportant for searching from searchable input tokens, for 
example: letter case, letter diacritics, ligature breakup, Uni 
code character composition or decomposition (as defined by 
the Unicode standard). The extracted information may be 
stored for later use in a separate location and may be placed in 
an output token called a control token. The text tokens may be 
converted into a normalized form which does not contain the 
extracted information. This process is referred to herein as 
normalization. It will be recognized that normalization is 
optional, and may be done in any Suitable manner. 
0068. At stage 119, the method may obtain bit represen 
tations of all information units to be encrypted, including 
searchable tokens, information extracted from searchable 
tokens, and other portions of the input, in order to encrypt it 
using a cryptographic cipher. Information units may be clas 
sified as searchable or non-searchable. Non-searchable infor 
mation units may be combined or broken up. The order of 
searchable tokens in the input text may be changed, and an 
indication of the original order may be added to the non 
searchable information units. 
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0069. At stage 120, the method may encrypt information 
units by using a cryptographic cipher, Such as AES or DES. 
0070. At stage 121, the method may convert the encrypted 
bit representations into output text units consisting of a 
sequence of characters taken from a character set, for 
example, one or more predefined contiguous portions of Uni 
code, as described in further detail below. This character set 
may be defined in advance to assist decrypting. 
0071. At stage 122, the input data unit in the input message 
may be replaced with the output text obtained at stage 121. 
0072 The method may continue to apply stages 112-122 
to all identified input units, and then transmit the processed 
message to the network node hosting the server application 
(stage 131). 

Tokenization 

0073. As described above, the data processing method 
may involve tokenization, which in turn may involve a num 
ber of steps. It will be understood that some of the steps 
described in connection with the illustration of tokenization 
below are are optional. Furthermore, it will be understood that 
de-tokenization, i.e., converting tokenized processed data 
into unprocessed data, may be substantially the reverse of the 
described method. 
0074. In order to enable searching over encrypted user 
data, input texts may be broken into a number of segments in 
a process called tokenization. Segments holding individually 
searchable terms are called (unprocessed) input tokens, 
where input tokens are typically whole words. Input segments 
that are not tokens are added to an information set called a 
Non-Searchable Information Set. Such segments may 
include punctuation, space characters, and other characters. 
0075. In connection with tokenization, several words may 
be combined into a single token, or a single word may be 
broken into two or more constituent tokens. For example, 
compound words like “whiteboard may be decomposed into 
individually searchable tokens “white' and “board. For 
example, languages Such as Chinese or Japanese do not usu 
ally use spaces or another distinct character to separate words 
in written text, and thus a single Chinese input text may be 
broken into several input tokens. The indication of Such com 
bination or breaking may be added to the non-searchable 
information set. 
0076 Tokenization may include detection of morphologi 
cal variants of words, modifying the input token to a normal 
ized form and adding an indication of the original input token 
to the non-searchable information set. For example, morpho 
logical invariants of words may include plural versus singular 
noun forms (“word”, “words), verb conjugation ('cry', 
"cried”, “crying), etc. 
0077 Tokenization may include detection of words 
unlikely to be searched for, and their removal from the set of 
searchable input tokens and addition to the non-searchable 
information set. For example, such detection may use (a) a 
predefined set of words, (b) a dictionary holding word fre 
quency list and a threshold frequency where words with fre 
quency above the threshold frequency are considered 
unsearchable, (c) a minimum and/or maximum length for a 
searchable word, or (d) any combination thereof. 
0078 Tokenization may support server-side searching 
and/or indexing which ignore certain character properties, 
Such as letter case, diacritics, ligatures or Unicode composi 
tion/decomposition. For example, searching for “TokeN” 
and “tCkEn” may produce the same results when searching 
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text, having all strings containing a variant of the word 
“token' to appear on the search results. 
0079 Supporting such property-insensitive searching 
may be performed by (1) converting every input character 
into a single canonical form, (2) producing an indication of 
the original character, and (3) adding this indication to the 
non-searchable information set. For example, tokenization 
may support case-insensitive searching on the server side by 
converting input token characters into a single letter case (e.g. 
lowercase) and adding an indication of the original letter case 
to the non-searchable information set. 
0080 For example, diacritical marks may be ignored dur 
ing searching, Ignoring added, removed or modified diacriti 
cal marks, e.g., “E” or “E” or “E”. For example, a search for 
“cafe” will match user data such as “Café”, “CAFE”, “cAfe” 
or “cafe'. The system may convert all these word instances 
into the normalized form “cafe' add an indication of the 
original diacritics to the non-searchable information set. 
0081 For example, the system may support ligature-in 
sensitive searches (for example, daemon and daemon). The 
system may convert ligatures into normalized form Such as 
converging “ae' to “ae', produce an indication of the original 
ligature, and add it to the non-searchable information set. 
0082 Reference is made to FIG. 6, which illustrates pro 
cessing of the word “Cafe'. The input text is stripped of the 
uppercase and diacritics, and converted to the token "cafe'. 
The associated control token indicates that the first letter is 
uppercase, and that the fourth letter has an acute accent. 
According to some embodiments of the invention, letters may 
be assumed to be lowercase with no diacritics, so that the 
control token need not indicate lowercase letters or absence of 
diacritics. 

TextMarkup and Augmentation Information 
0083. According to an embodiment of the invention, pro 
cessing input text may include detection of application-spe 
cific text at least one handling instructions, and may either 
add these handling instructions to the non-deterministically 
transformed text or leave this information in clear text in the 
processed text, so that the untrusted server may apply any 
kind of handling related to this text augmentation informa 
tion. For example, HTML is a text augmentation which may 
add formatting information to user text by embedding HTML 
tags in the text. The system may handle input HTML tags by 
at least one of: (1) adding HTML tags to the non-searchable 
information, (2) including input HTML tags in the output 
processed text without encryption to allow server-side han 
dling, (3) treating HTML tags as normal text, e.g., applying 
any handling performed on non-HTML-tag input text to the 
HTML tags. 
0084. According to some embodiments of the invention, 
upon detecting at least one handling instruction in input text, 
the intermediate module may decide not to transform said at 
least one handling instruction. 
0085. According to some embodiments of the invention, 
upon detecting at least one handling instruction in input text, 
the intermediate module may decide to transform said at least 
one handling instruction non-deterministically. 
I0086. The system may add context information to the non 
searchable information set, Such as the time, the user, or other 
information known to the system when producing processed 
text. 

0087. For example, in accordance with embodiments of 
the invention, the system may add custom indications to the 
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encrypted tokens such as “important’ or “sensitive', such that 
upon decryption these indications may be noticed, an event 
indicating the decryption of the input information may be 
generated, and this event handled, for example, by adding a 
record to a log file. 

Token Ordering 
I0088 Processing the input text may include changing an 
order of input tokens within the processed text. When an order 
is changed, token order indication may be generated to indi 
cate an order of the input tokens in the original input text, and 
may be added to the non-searchable information set. 

Excess Tokens 

I0089 Processing the input text may include generating at 
least one fake or decoy excess tokens to be included in the 
output text. Such decoy tokens can make the encrypted text 
more robust to statistical analysis. The excess decoy tokens 
may be added with an intended target statistical distribution in 
order to disguise decoy tokens and make decryption by sta 
tistical analysis yet more difficult. The at least one excess 
tokens are distinguishable from other tokens included in the 
processed text only after gaining access to a secret key. For 
example, English-language word frequencies may be used as 
a model for the target distribution of decoy tokens. 

Tokenization Process 

I0090. The non-searchable information set may be 
arranged in one or more non-searchable tokens (also referred 
to herein as control tokens), which may be included in the 
processed output text. The control tokens may be placed 
before the normalized set of input tokens, after the normal 
ized set of the input token, or can be located within the 
normalized set of input tokens. The non-searchable informa 
tion set may be fully or partially encrypted, and then included 
in the processed output text. 
0091. Before encryption, bit representations of non 
searchable information set and searchable tokens may be 
obtained. Obtaining Such bit representations may include 
compressing and encoding input data in certain encoding and 
compression schemes. 
0092 Error detection indication may be generated and 
added it to the non-searchable information set. For example, 
a checksum of the input text may be calculated and added to 
the non-searchable information set. 
0093. The obtained bit representations of input tokens and 
possibly the non-searchable information set may then be 
encrypted wholly or partially. Encryption of searchable input 
tokens may provide a single encrypted form for every 
instance of a searchable input token. Encryption of non 
searchable information may provide a single or multiple 
encrypted forms for every instance of the same information 
set. Multiple encrypted forms may provide better security, but 
can render certain server-side operations difficult or impos 
sible without decrypting the user data. Multiple encrypted 
forms may use at least one bit of cryptographic salt embedded 
in the encrypted form. 
0094. The encrypted forms may then be converted into 
textual forms using a Suitable encoding scheme. Such an 
encoding scheme may provide at least one of the following 
properties: (a) separation of encrypted tokens to allow an 
untrusted server application to determine searchable units 
within the processed text, (b) using a character set which does 
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not cause an untrusted server application to determine search 
able units (for example, the character “+” may be used to 
separate words by an untrusted server application and there 
fore may not be Suitable for encoding encrypted tokens; for 
example, using both English and Hebrew characters may 
cause an application to separate sequences of both sets), (c) 
providing a compact representation Such that server-side 
length limitation are less likely to be met, and (d) using an 
efficient algorithm in the intermediate module for encoding 
and decoding. 
0095 According to some embodiments of the invention, 
processed text may comprise a string of characters selected 
from a predetermined character set, for example, a character 
set comprising at least one contiguous Subset of the Unicode 
characterset. In some embodiments, the at least one contigu 
ous Subset may include characters in the letter character cat 
egory, the number character category, or both. In some 
embodiments, the characters selected for use in the processed 
text may be selected from among a plurality of contiguous 
subsets of the Unicode characterset, for example, two, three, 
four, or five separate subsets of the Unicode character set may 
be selected. In some embodiments, the number of subsets 
may be more than one and less than or equal to ten Subsets of 
the Unicode character set. 
0096. In some embodiments of the invention, the subset of 
the Unicode characterset may be one or more subsets selected 
from Korean Hangul, Chinese, Japanese and Korean (CJK) 
Unified Ideographs, and a combination thereof. Accordingly, 
for example, Korean language characters may be used for 
server applications storing user input using UTF-16 encod 
ing. As Korean characters represent a single range within the 
Unicode character set which contain only letter characters, 
they have an efficient encoding and decoding implementa 
tion. For example, Chinese character set may be used for the 
same reason but having a greaterrange than Korean; however, 
use of the Chinese character set may not be suitable in server 
application that separately search and/or index every indi 
vidual Chinese character. 
0097. For example, a possibly modified BASE64 encod 
ing may be used for server applications storing user input 
using UTF-8 encoding. BASE64 encoding itself contains the 
characters"+' and “7” which may cause server applications to 
conclude that a single encrypted token has one or more 
encrypted words. 
0098. For example, space characters may be used to sepa 
rate encrypted tokens. Another character Such as a period". 
may be used to separate encrypted tokens where space char 
acters are not expected, for example in email address fields. 
0099 Processed output text may be included in unen 
crypted text when being received at the intermediate module, 
when sent from the untrusted server. In order to trigger 
decryption, the system may generate a statistically significant 
feature in processed text. For example, the system may 
include a rare character or combination of characters in the 
processed text, to be searched for when detecting encrypted 
text within unencrypted text. 
0100. According to some embodiments of the invention, 
processed output text may be arranged in more than one 
output token, Such that output tokens do not exceed certain 
length limits For example, a length limit of 50 characters may 
be applied to the first output token and a length limit of 1000 
characters may be applied to Subsequent output tokens. 
Combining Deterministic and Non-Deterministic Encryption 
0101 Some embodiments of the invention may use deter 
ministic or non-deterministic transformations of input text, or 
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a combination thereof. Embodiments of the present invention 
may decide whether to transform input data (or portions 
thereof) deterministically or non-deterministically, or a com 
bination thereof, then based on such decision, transform the 
input text deterministically or non-deterministically, or a 
combination thereof using at least one secret key to thereby 
obtain processed text, and transmit the processed text to the 
SeVe. 

0102. As used herein, a non-deterministic transformation 
to an input text is one whose result may be one of a plurality 
of possible outputs. A deterministic transformation to an 
input text is one that may include only one possible output. 
Both kinds of transformations may typically use or depend on 
a secret key for determining the possible output or outputs. 
0103) According to embodiments of the invention, deter 
ministic token representations may be obtained, e.g., by 
applying reversible encryption depending on a secret key, or 
using an irreversible encryption using a secret key. Non 
deterministic tokens representations may be obtained, e.g., by 
applying a symmetric encryption algorithm using a secret 
key, or by applying an asymmetric encryption algorithm, 
using the private key of a public-private key pair as a secret 
key, or by other reversible transformation depending on a 
secret key. 
0104. In some embodiments of the invention the server 
may provide search functionality over previously entered 
input texts. The intermediate module may choose in Such case 
to deterministically transform individual searchable tokens 
within the input text. Such deterministic transformation may 
allow future search queries containing processed searchable 
terms to be processed correctly at the server. Portions of the 
input text may be transformed non-deterministically, for 
example, in order to provide enhanced security. According to 
embodiments of the invention, portions of input text may be 
transformed deterministically in order to allow server-side 
functions requiring exact matches between recurring 
instances of portions of input texts. For example, if a server 
may compare multiple revisions of an input text, wherein 
each revision is slightly different from its respective preced 
ing revision, the server may provide a word-by-word or line 
by-line difference analysis. Therefore, in Such an example, 
deterministically transforming words or lines of input text 
allows such exact-match semantics on the server. 

0105 For example, the step of processing input text in an 
embodiment of the invention may include (1) encrypting 
Some or all of the input text into one or more processed tokens 
in a non-deterministic fashion, (2) generating processed 
tokens corresponding to Some or all Suitable input tokens of 
the input text (e.g., after tokenization, normalization of the 
input text, etc.) in a deterministic fashion, and (3) including 
both the non-deterministically and deterministically trans 
formed processed data in the output processed text for trans 
mission and storage at the network node. 
0106. According to some embodiments of the invention, 
the decision whether to transform the input text determinis 
tically or non-deterministically, or a combination thereofmay 
be based on whether said word is member of a set of words. In 
this fashion, for example, input tokens to be made available 
for searching may be transformed deterministically, thereby 
enabling a search on Such words. Upon location of a record 
based on the search, the processed input text, which may 
include deterministically and non-deterministically trans 
formed processed data may be returned as a search result. 
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Conversely, input tokens not made available for searching 
need not be transformed deterministically. 
0107. In some embodiments of the invention, the decision 
whether to transform the input text deterministically or non 
deterministically, or a combination thereof may be based on 
the length of the word. Thus, for example, it may be decided 
to transform a word of the input text non-deterministically 
based on a length of said word. Thus, for example, in an 
example of an embodiment of the invention, short words, e.g., 
words containing less than three characters, may be trans 
formed non-deterministically, while longer words, e.g., 
words having three or more characters, may be deterministi 
cally transformed. Accordingly, in Such a scheme, short 
words having less than the minimum number of characters 
may not be searchable. 
0108. In an embodiment of the invention, the non-deter 
ministic transformation may be performed using a first key, 
and the deterministic transformation may be performed using 
a second key. 
0109. In some embodiments of the invention, the first key 
and the second key may be identical. In other embodiments of 
the invention, the first and second keys may be different. 
0110. In some embodiments of the invention, one or more 
deterministically generated tokens may be dropped or elimi 
nated if the overall length of the output text exceeds a length 
limit. In some embodiments of the invention, the decision 
may be made not to transform at least a portion of the input 
text. 

0111. It will be recognized that the process of retrieving 
processed text according to embodiments of the invention 
may operate in Substantially the reverse fashion. That is, 
processed text may be received at the intermediate module, 
and a Suitable reverse processing may be applied on the pro 
cessed text to obtain original input text. In some embodiments 
of the invention, the original input text may be sent or other 
wise provided to the client device, for example, to be dis 
played or provided to a user or application operating the client 
device. 

Processing of Search Queries 
0112 Input text received at the intermediate module may 
be search queries including at least one search term to search 
for. Search query input texts may be processed by the inter 
mediate module in order to (a) facilitate correct search func 
tionality at the network node, and (b) enable decryption of the 
search query at the intermediate module, if the network node 
sends it back to the client. Search queries are generally pro 
cessed at the network node in the same manner as other input 
texts are processed, and may apply further processing stages. 
0113. In some embodiment of the invention, the step of 
transforming the input text may comprise deterministically 
transforming at least one search term in the search query 
using a first key to produce at least one deterministically 
transformed search term. Accordingly, the step of transmit 
ting the processed input text to the server may comprise 
transmitting the plurality of deterministically transformed 
search terms to the server. In some embodiments of the inven 
tion, a plurality of search terms in the search query may be 
treated and transformed separately. 
0114. In some embodiments of the invention, the pro 
cessed search query may include Substantially only determin 
istically transformed search terms, wherein the deterministic 
transformation may be a reversible transformation. The net 
work node may search for the processed terms, and may 
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return the result set to the client. The intermediate module 
may use the processed search terms to obtain original input 
text. 

0.115. In some embodiments of the invention, transform 
ing the search query may further comprise non-deterministi 
cally transforming Substantially the entire search query using 
a second key to produce a non-deterministically transformed 
text, and combining the at least one deterministically trans 
formed search term and the non-deterministically trans 
formed text using a logical disjunction operator (e.g., the 
“OR” operator) to obtain a combined processed text, wherein 
transmitting the processed input text to the server comprises 
transmitting the combined processed text to the server. The 
network node may search for the processed search terms and 
for the non-deterministically processed text in disjunction, 
obtaining (or failing to find) results based on the determinis 
tically transformed search terms, and obtaining no results for 
the non-deterministically transformed text. The result of the 
search may therefore be to return the result of the search on 
the processed search terms. Using the above method accord 
ing to an embodiment of the invention, the intermediate mod 
ule may receive from the network node the non-determinis 
tically transformed text, from which it may then obtain the 
original input text of the search query. 

Repository of Processed Texts 
0116. Some network node servers may return truncated 
search results in response to a query or other requests. For 
example, if the result of a search query is a 100 character field, 
the server may return only the first 20 characters of the field, 
and if the user selects the found record, the server will provide 
the full field. According to embodiments of the invention, the 
intermediate module should be able to work within such 
constraints. According to embodiments of the invention, 
where the server truncates units of the processed text, these 
units may be individual tokens within the processed text, the 
processed text as a whole, or both. 
0117. According to embodiments of the invention, this 
problem may be solved, for example, by providing a reposi 
tory of processed texts at the intermediate module, or at a 
storage device managed or otherwise controlled or accessible 
by the intermediate module. The system may attempt to 
recover from Such truncations before obtaining the original 
input text during the decryption stage, as follows: (1) the 
intermediate module may store unabridged processed text 
units at a trusted storage during the encryption stage, e.g., not 
via the untrusted server or its associated storage device, (2) 
when a truncated processed text is sent from the server and 
received at the intermediate module, the trusted Storage unit is 
consulted to determine whether there exists therein one or 
more non-truncated processed text units matching or corre 
sponding to the truncated processed text units, (3) if so, the 
intermediate module replaces the truncated processed text 
units with the corresponding unabridged processed text units 
to obtain a recovered processed text, (4) the recovered pro 
cessed text are processed by a reverse processing method (e.g. 
decryption using a secret key) to obtain the original input text. 
The original input text, or unprocessed text, may then be 
provided to the client device, if required. 
0118. In some embodiments of the invention, what is 
stored in the repository may be at least one unabridged pro 
cessed element associated with the processed text. For 
example, the processed element may be said entire processed 
text or a word or other portion contained in the processed text. 
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0119. It will be recognized the system and method using 
the repository may be applied to any Suitable request from the 
client device, including, for example, a search request, a 
record request, or a report request. 

Detection of Untrusted Server Transformations Using Bait 

0120. An untrusted server may often apply one or more of 
a multitude of transformations on instances of processed user 
data. Such transformations may be expected by a client com 
ponent residing on the trusted workstation, but may not be 
known to the intermediate module described herein. Accord 
ing to embodiments of the invention, therefore, the interme 
diate module may utilize methods to infer the kind of trans 
formation applied to processed user data. 
0121 According to one embodiment of the invention, the 
intermediate module may add excess information (referred to 
hereinas bait) to encrypted user data in known locations. Bait 
may be used when processed user data is received at the 
intermediate module in order to infer the kind of transforma 
tion applied to processed user data. Non-limiting examples of 
transformations for which bait may be used are application of 
a certain character encoding scheme and HTML tag elimina 
tion. 

0122 For example, an untrusted server may apply various 
and possibly combined encoding schemes to encrypted user 
data received thereat. When encrypted text is received at the 
intermediate module from the untrusted server, the encrypted 
text may be encoded in one of a multitude of encoding 
schemes used by an untrusted server application to commu 
nicate with the client component residing on the trusted work 
station. The encoding scheme may or may not be indicated in 
the message generated by the server. The client component 
may typically be aware of the server component and may 
reliably know the encoding scheme used. However, the inter 
mediate module may not be aware of the specific encoding 
used in every instance of encrypted text. Nevertheless, when 
decrypting user data before providing decrypted user data to 
the client component, the intermediate module according to 
embodiments of the invention should be able to use the same 
encoding scheme applied in the server and expected by the 
client. That is, if the intermediate module does not know the 
encoding scheme used by the untrusted server and the trusted 
workstation, information may become lost or garbled in the 
processing and deprocessing by the intermediate module. 
0123 To facilitate encoding scheme detection, the inter 
mediate module may add predetermined characters known as 
encoding bait to encrypted text. The encoding bait may be 
encoded by the server along with the encrypted user data 
before providing to the client component. When the interme 
diate module detects encrypted tokens, the encoding bait may 
be examined to infer the kind of encoding scheme being used 
for encoding an instance of encrypted text. Accordingly, the 
intermediate module may use the inferred encoding scheme 
to encode decrypted text in a processed message. Non-limit 
ing examples of encoding schemes include: (i) UTF-8 encod 
ing, (ii) encoding using HTML escape sequence followed by 
UTF-8; and (iii) encoding using JavaScript escape sequences, 
then again using JavaScript escape sequences, and then per 
forming Latin-1 encoding (AKA ISO-8859-1). For example, 
JavaScript escaping typically operates by replacing charac 
ters with a backslash and another character, for example, the 
newline character is replaced with a backslash and the char 
acter “n”, i.e. the sequence “\n'. 
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0.124. In some embodiments of the invention, bait may be 
used to detect at least one transformation including replace 
ment of at least one transformable character in the processed 
text with a matching replacement character or replacement 
character string, e.g., one or more escape characters. 
0.125. An example of using encoding bait composed of an 
angle bracket"<” and a backslash “\' is provided herein. The 
user may input the string “This is a quote”. This is encrypted, 
for example, into “OIFJDJNZOP’. During encryption, bait is 
attached to an encrypted token so that “QIFJDJNZOP” 
becomes “C\QIFJDJNZOP', in which <\ is the bait. The 
server may receive the encrypted String, and send the String to 
the client in a JavaScript file. In a JavaScript file, the server 
needs only to escape the backslash, but not the angle bracket. 
Accordingly, the message sent to the client includes: 
“<\\QIFJDJNZOP', in which the original backslash of the 
bait is escaped using another backslash. When the interme 
diate module detects the encrypted token in the message 
preceded by the original angle bracket and the escaped back 
slash, it may infer that the token is JavaScript-escaped. There 
upon, the intermediate module may decrypt the input QIFJD 
JNZOP into “This is a quote”. However, having inferred that 
the client is expecting a JavaScript-escaped text, the module 
may then use JavaScript escaping to encode the decrypted 
string, e.g., by escaping the quote to produce "This \ is a 
quote'. The decrypted quote is thus using the encoding rules 
inferred from the encoded bait. The decrypted and encoded 
string is then forwarded to the client. 
I0126. Another example for which bait may be used is 
HTML transformations, of which HTML tag elimination is a 
special case. An untrusted server may receive text augmented 
with HTML markup, generate instances of received text with 
all or some HTML tags removed, and may return these 
instances to the client component. In Such cases, the interme 
diate module may include an HTML tag bait in processed user 
data. The HTML tag bait may be removed by the intermediate 
module when receiving processed user data, and infer, from 
its existence or inexistence, whether HTML tags may be 
removed from decrypted user data, and may accordingly 
retain or remove decrypted HTML tags in a message returned 
to the client component. 
I0127. It will be recognized that in some embodiments, 
multiple pieces of bait may be added to a processed text to 
detect a plurality of transformations or encoding schemes 
applied by the untrusted server. 

Length Limits 

I0128. In some embodiments of the invention, a plurality of 
separate portions of the input text may be transformed in 
which at least one of the plurality of portions of said input text 
includes no more than a maximum number of characters, for 
example, by truncation of the respective portion. In some 
embodiments of the invention, a plurality of separate portions 
of the input text may be transformed in which each of the 
plurality of portions of said input text includes no more than 
a maximum number of characters, for example, by truncation 
of the respective portion. 

Tokenization Example 

0129 Reference is made to FIG. 5, which illustrates the 
normalization and tokenization of an input text that includes 
the sentence “This sentence has FIVE words!” Input text 510 
includes the sentence "This sentence has FIVE words!” The 
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sentence may be tokenized to the following input tokens 
“This”, “sentence, “has”, “FIVE, “words, and “”. These 
input tokens may be normalized to provide normalized input 
tokens and metadata. The normalized input tokens have the 
following format: “This”, “sentence”, “has”, “five”, “words', 
and “”. The metadata associated with “sentence' is “lower 
case'. The metadata associated with "FIVE is “upper case'. 
The metadata associated with “words' is "lower case' and 
“plural”. 
0130. Next, the method may detect common input tokens, 
including the words “this, “has and the non-word “”. These 
input tokens may be encrypted in a non-deterministic manner, 
e.g., they may be encrypted with salt (denoted “*”). 
0131 The method may detect uncommon input tokens 
“word”, “sentence” and five'. These words may be encrypted 
in a deterministic manner. 
0132) The order of input tokens may be changed and order 
metadata may be generated accordingly. The order metadata, 
the case metadata, and the plural metadata may be included in 
a control token 530. 

Sort Support 

0133) A text processing feature common in many SaaS 
applications is sorting records by lexicographic order of a 
particular field or other attribute. It may therefore be benefi 
cial to provide processed text by an order-preserving encryp 
tion process. 
0134. Any of a number of order-preserving approaches 
may be implemented. For example, order preservation can be 
obtained by any of the following methods: (i) maintaining a 
list of all records on the interception module, performing 
site-specific ordering when needed. This method requires 
almost duplication of each server's functionality in both pre 
sentation and data management; (ii) providing an API for the 
server to query the sort order of a particular string; or (iii) 
creating a lexicographically sortable representation which 
preserves the real sort order without any modification in the 
network node. 
0135 An encryption method according to the present 
invention may preserve order of input text records by apply 
ing the following stages or a combination thereof: (1) con 
Verting input data into a numeric values (if not already 
numeric), (2) applying an order-preserving transformation on 
the numerical values to obtain output numeric value, (3) 
obtaining a lexicographically sortable representation from 
the output numeric value, and (4) using the lexicographically 
Sortable representation in the processed output text, as either 
a prefix string (in textual data) or as the whole output data. 
The order-preserving transformation may be a monotonously 
increasing function. The order preserving function may use a 
private key that can be generated from a random Source, in 
order to parameterize its functionality. A private key may be 
generated for every set of inputs sorted collectively as a set. 
According to embodiments of the invention, generating order 
information, as described further below, may include apply 
ing an order-preserving, secret-key-dependent function on 
the input text. 
0136. According to some embodiments of the invention, 
order information may be produced based on a truncated 
version of the input text. According to yet further embodi 
ments of the invention, the order information may be pro 
duced based on a plurality of truncated words in the input text, 
in the order in which they appear therein. 
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0.137 According to some embodiments of the invention, 
the intermediate module may process input text by applying 
an order-preserving transformation, wherein the order-pre 
serving transformation comprises generating order informa 
tion based on the input text, the order information indicative 
of a relative order of the input text within a set of possible 
input texts according to a collation rule, transforming the 
input text to obtain processed text, and transmitting the pro 
cessed text to the server. According to Some embodiments of 
the invention, the order information may be sent to the server 
in association with said processed input text by adding the 
order information as a prefix to the processed input data and 
transmitting the combined order information and processed 
input data to the server. 
0.138. In order to reduce security risks associated with 
order preserving encryption schemes, the intermediate device 
may consider only a reduced portion of the input data when 
generating an order-preserved output. Reducing the input to 
obtain a reduced portion of the input data may include (a) 
ignoring certain words such as “the', 'a', (b) ignoring all 
characters in every word occurringata certain position within 
the word or later, e.g. ignoring the characters “ra' in “Zebra’, 
(c) ignoring final words within the record (d) contracting the 
input domain of the order-preserving function, (e) ignoring 
certain character properties such as letter case, or (e) a com 
bination thereof. 
I0139 FIG. 7 illustrates various stages of method 170 
according to an embodiment of the invention that may be used 
to obtain an order-preserving representation of textual data to 
be included in processed text. At stage 171, input text to be 
encrypted may be received. At stage 172 certain words may 
be discarded from the input text. At stage 173, certain char 
acter properties may be discarded, such as letter case, diacrit 
ics, ligatures or other character properties. At stage 174, input 
words may be truncated according to a predetermined param 
eter of the encryption scheme. Such that final characters from 
input words may be discarded. 
0140. At stage 175, certain final words of the input text 
may be discarded. Accordingly, performing one or more of 
optional stages 172,173, 174, and 175 may produce a reduced 
input text. At stage 176, the (optionally reduced) input text 
may be converted into a numeric value to obtain a input 
numeric value. At stage 177, an order-preserving function 
may be applied to the input numeric value to obtain an output 
numeric value. At stage 178, an order preserving representa 
tion may be obtained from the output numeric value. Finally, 
at stage 179, the order preserving representation may be 
placed as either a prefix or the whole encrypted data of the 
processed text. 
0.141. In the below example illustrating an application of 
stages 172-176, the input numeric value of input text “The 
Green Zebra may calculated as follows: (i) receiving a set of 
input tokens “The Green Zebra”; (ii) ignoring irrelevant input 
token “the to provide relevant input tokens “Green Zebra’, 
(iii) normalizing the relevant input tokens to provide 'green 
Zebra’; (iii) selecting, for example, based on user definitions, 
only the first three letters of every input token, to provide six 
relevant characters: “gre Zeb'; (iv) calculating the numeric 
value as shown in Table 1 of each letter based on the weight of 
its location in the input token; and (v) Summing up the letters 
values to provide a numeric value of the set of input tokens 
which is 0.296.19979.0068345. 
0142. The weight W may represent the size of the alphabet 
A, raised to the negative power of the position of the character 
P. i.e., W=A. For English text, the alphabet size is 26. 



US 2011/0167129 A1 

TABLE 1 

Alphabetic Position 
Letter Value (P) Weight (W) Weighted Value 

G 7 1 O.O3846.1538461538SOOOO 
R 18 2 O.OO14792899.408284OOOO 
E 5 3 OOOOOS68957669S493.860 
Z. 26 4 OOOOOO2188.298.72903 610 
E 5 5 OOOOOOOO84.1653.3573216 
B 2 6 OOOOOOOOO323712829739 

0143 FIG. 8 illustrates a method 300 of generating an 
order-preserving function according to an embodiment of the 
invention, to be used, for example, in stage 177 of method 
170. At stage 180, the domain (D, D) and range (R,R) of 
the function may be determined, for example, according to 
configuration by a user or program. At stage 181, a private key 
K is obtained to be used in calculation of the order-preserving 
function output value. At stage 182, an input value V, is 
received (possibly from stage 176 of method 170). At stages 
183 and 184, the function range may be altered, so it starts and 
ends at key-dependent positions, lying within the original 
range. At stage 185, a point D, lying inside the function's 
domain may be selected, wherein D, is dependent on the 
function's key K. Such that D, f(D, D, K). At stage 186, 
points R, f (R, R K, n) and R, f (R, R K, n) may be 
selected, such that R<R<R<R, where R and R, may 
depend on the function's key Kand/or the iteration number n, 
where initially n=1. At stage 187, the numeric input value V, 
is checked to see whether it lies within the lower part (D, 
D) or higher part (DD) of the current domain (D.D.). 
If V lies within the lower part, then stage 188a is carried out, 
otherwise stage 188b is carried out. At stage 188a and 188b, 
the function's domain (D, D) and range (R,R) are modi 
fied: in stage 188a, (D, D.) is set to (D, D) and (R,R) 
is set to (R,R); in stage 188b, (D, D.) is set to (D., D.) 
and (R, R2) is set to (R., R). Stages 185-188 may be 
repeated until a predetermined stop criterion is satisfied at 
stage 189. The stop criterion may be for example a threshold 
size D being greater than the current domain size 
D-D-D; or a threshold size Rs being greater than 
the current range size IR-R-R; or a combination thereof. 
0144. The following example illustrates an encoding 
scheme which may be used in stage 178 of method 170. It is 
assumed that the transformed numeric value generated by an 
order preserving function is 0.344323947, that the lexico 
graphically Sortable representation is ten characters long and 
includes only lowercase English letters only. Table 2 illus 
trates the ten iterations of an arithmetic coding scheme that is 
applied to generate ten characters of the lexicographically 
Sortable representation. 

TABLE 2 

Value, 
Letter (=26 x (Value- Letter value Rounded Output 
number Rounded 1 + 26)) (x26) value letter 

1 O.344323947 8.952422617 8 h 
2 O.9524226.17 24.76298804 24 X 
3 O.762988O37 19.83768896 19 S 
4 O.837688957 21.77991288 21 l 
5 0.779912877 20.2777348 2O t 
6 0.277734797 7.221 104712 7 9. 
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O.26923076923076900OOOOOOOO 
O.O26627218934.9112OOOOOOOOO 
O.OOO284.478834774693OOOOOOO 
O.OOOOS68957669S493.86OOOOOO 
O.OOOOOO42O8266.786607880OOO 
O.OOOOOOOO64742S65947813600 

TABLE 2-continued 

Value, 
Letter (=26 x (Value - Letter value Rounded Output 
number Rounded 1 + 26)) (x26) value letter 

7 O.221 104712 5.748722505 5 e 
8 0.748722505 1946.678512 19 S 
9 O.46678,512 12.13641313 12 
10 O.136413127 3.546741304 3 C 

0145 As indicated by Table 2, the lexicographically sort 
able representation is “hksutgesilc'. 
0146 A physical computer readable medium can be pro 
vided. It stores instructions that when executed by a processor 
can cause the processor to implement method 100 or portions 
thereof. The physical computer readable medium can be a 
disk, a diskette, a tape, a cassette, a disk on key, a flash 
memory unit, a Volatile memory unit, and the like. 
0147 While certain features of the invention have been 
illustrated and described herein, many modifications, Substi 
tutions, changes, and equivalents will now occur to those of 
ordinary skill in the art. It is, therefore, to be understood that 
the appended claims are intended to cover all Such modifica 
tions and changes as fall within the true spirit of the invention. 
We claim: 
1. In a system comprising a server and a client device, 

wherein the server is adapted to transform text received from 
said client device by applying at least one of a plurality of 
transformations, a method comprising: 

receiving input text at an intermediate device from the 
client device; 

processing said input text at the intermediate module to 
obtain processed text, wherein said processing com 
prises including bait in said processed text; 

transmitting the processed text to the server; 
upon request, receiving at said intermediate module trans 

formed processed text from the server, said server hav 
ing applied at least one of said plurality of transforma 
tions to said processed text to obtain said transformed 
processed text; and 

determining by said intermediate module at least one of 
said transformations applied by said server based on a 
comparison between the processed text and the trans 
formed processed text. 

2. The method of claim 1, further comprising: 
applying a reverse transformation on said processed text to 

obtain unprocessed input text; and 
modifying said unprocessed input text based on said at 

least one determined transformation. 
3. The method of claim 2, further comprising: 
sending said modified unprocessed input text to said client 

device. 
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4. The method of claim 1, 
wherein at least one transformation of said plurality of 

transformations comprises replacement of at least one 
transformable character in said processed text with a 
matching replacement character or replacement charac 
ter string, and 

wherein including bait in said processed text comprises 
including said at least one transformable character in 
said processed text. 

5. The method of claim 4, further comprising: 
applying a reverse transformation on said processed text to 

obtain unprocessed input text; and 
modifying said unprocessed input text by replacing said at 

least one transformable character in said unprocessed 
input text with said matching replacement character or 
replacement character string. 

6. The method of claim 5, further comprising: 
sending said modified unprocessed input text to said client 

device. 
7. The method of claim 1, 
wherein at least one transformation of said plurality of 

transformations comprises omitting HTML tags in said 
processed text, and 

wherein including bait in said processed text comprises 
including an HTML tag in said processed text. 

8. The method of claim 7, further comprising: 
applying a reverse transformation on said processed text to 

obtain unprocessed input text; 
modifying said unprocessed input text by omitting HTML 

tags contained therein; and 
sending said modified unprocessed input text to said client 

device. 
9. A system for securing data transmitted between a client 

device and a server, wherein the server is adapted to transform 
text received from said client device by applying at least one 
of a plurality of transformations, said system comprising: 

an intermediate module configured to: 
receive input text; 
process said input text to obtain processed text by 

including bait in said processed text; 
transmit the processed text to the server; 
upon request, receive transformed processed text from 

the server, said server having applied at least one of 
said plurality of transformations to said processed text 
to obtain said transformed processed text; and 

determine at least one of said transformations applied by 
said server based on a comparison between the pro 
cessed text and the transformed processed text. 
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10. The system of claim 9, wherein said intermediate mod 
ule us further configured to: 

apply a reverse transformation on said processed text to 
obtain unprocessed input text; and 

modify said unprocessed input text based on said at least 
one determined transformation. 

11. The system of claim 10, wherein said intermediate 
module us further configured to: 

send said modified unprocessed input text to said client 
device. 

12. The system of claim 9. 
wherein at least one transformation of said plurality of 

transformations comprises replacement of at least one 
transformable character in said processed text with a 
matching replacement character or replacement charac 
ter string, and 

wherein said intermediate module is to process said input 
text to obtain processed text by including said at least 
one transformable character in said processed text. 

13. The system of claim 12, wherein said intermediate 
module us further configured to: 

apply a reverse transformation on said processed text to 
obtain unprocessed input text; and 

modify said unprocessed input text by replacing said at 
least one transformable character in said unprocessed 
input text with said matching replacement character or 
replacement character string. 

14. The method of claim 13, wherein said intermediate 
module is further to: 

send said modified unprocessed input text to said client 
device. 

15. The system of claim 9, 
wherein at least one transformation of said plurality of 

transformations comprises omission of HTML tags in 
said processed text, and 

wherein said intermediate module is to process said input 
text to obtain processed text by including an HTML tag 
in said processed text. 

16. The system of claim 15, wherein said intermediate 
module is further to: 

apply a reverse transformation on said processed text to 
obtain unprocessed input text; 

modify said unprocessed input text by omitting HTML 
tags contained therein; and 

send said modified unprocessed input text to said client 
device. 


