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METHOD AND APPARATUS FOR REAL-TIME CONTROL LOOP APPLICATION
EXECUTION FROM A HIGH-LEVEL DESCRIPTION

CROSS REFERENCE TO RELATED APPLICATIONS
[0001] This application claims the benefit of U.S. Provisional Patent Application
62/436,367, filed December 19, 2016, the contents of which are incorporated by reference in their
entirety.
STATEMENT REGARDING GOVERNMENT SUPPORT
[0002] None.
FIELD OF THE INVENTION
[0003] The present invention relates to the automation of development and certification
high-integrity real-time control systems, such as airborne avionics.
BACKGROUND - INTRODUCTION
[0004] Various regulatory bodies require that any aviation system that may be included in
an aircraft meet specific certification requirements. Generally, such certification standards are
concerned with the approval of software and airborne electronic hardware for airborne systems
(e.g., autopilots, flight controls, engine controls). This includes systems that may be used to test or
make aviation systems, e.g., hardware or software to be installed on an aircraft. In the United
States, for example, the FAA Aircraft Certification Service develops the policy, guidance and
training for software and airborne electronic hardware that has an effect on an aircraft. Of particular
relevance are the guidance documents DO-178C for software and DO-254 for hardware, that
airborne system must comply to.
[0005] Similar high-integrity needs, with associated certification standards, exist in other
markets, such as spacecraft, automotive, train, maritime, nuclear and medical domains.
[0006] The development and certification of software-intensive systems for these markets
is extremely labor intensive. Steps include building planning documents that explain in detail how
the applicant will comply with guidelines on development, verification, configuration management
and quality assurance, and which standards the applicant will use for requirement writing,
modelling, design, and coding. The system requirements are refined into a set of high-level
requirements for the software and for the hardware. For software, these are further refined into an
architectural design that can achieve the high-level requirements. Next, low-level requirement are

developed that specify how to implement the high-level requirements within the context of the
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architectural design. These low-level requirements must be detailed enough such that testing these
requirements will cover all aspects of the code. The source code is developed to comply with the
low-level requirements. Source code and design are reviewed, requirements are tested until all
decision points are covered, or even every condition inside each decision point is tested. The
amount of work before coding starts is significantly larger than the coding itself, but the
verification dwarfs all of the development work.

[0007] For hardware, the focus is more on the design but especially when using VHDL,
the amount of work is similar.

[0008] These standards are in place to maximize the probability of error-free code, and
indeed software developed this way has been working safety for decades. For safety reasons, it is
a good idea to keep the process at least as rigorous as it currently is.

[0009] However, from a practical point of view, the amount of avionics in an aircraft is on
an exponential scale. Almost all aircraft are delayed to market, or have very long market lead
times, due to the enormous, and rapidly rising, amount of work it take to prove the correctness of
an aircraft.

[0010] Tools and methods have been developed to reduce the work. Authorities have
provided guidelines on how to correctly automate some of the development and verification
objectives. Tool vendors have created tools, such as automatic code generators. When qualified,
the generated code does not need to be reviewed. However, since testing is against requirements,
and coding is only a smaller part of the overall project, these tools have an important but overall
minor effect on the time to market of new aircraft.

[0011] Code generation tools typically use a graphical design environment, which often is
under the hood converted into a higher-level computer language, which is compiled into source
code, typically C, C++ or Ada.

[0012] Other approaches are to provide frameworks and libraries that are pre-certified.
Typical examples are network stacks, visualization libraries, and other input/output libraries.
These can help to reduce the amount of development, but again focus mostly on the reduction in
coding and low-level requirements, and not on the rest of the process.

[0013] Taking the graphical library framework concept one step further, the ARINC 661
specification (Cockpit Display System Interfaces To User Systems) concept defines a definition

file, which is a configuration file that allows to define the widgets on the screen. It also defines a
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communication protocol. The idea is to create a generic graphical application that receives displays
information and updates this information that it receives over a communication channel. This result
of this approach goes one step beyond using a graphical library, in the sense that the user
application no longer has to care about the visualization. However, this comes at the cost of
supporting a communication protocol, and the capabilities of the ARINC 661 system are well-
defined but relatively limited and non-evolving.
[0014] Finally, some applications simply implement the entire application, and use a
configuration table to configure their operation. A typical example is an airborne network router
that takes a routing table to configure its operation. In these examples, the certified avionics device
can be configured without recertification, but the function of the application is fixed.

BRIEF SUMMARY
[0015] Described herein are systems and methods of developing and certifying safety-
critical systems. The process for creating safety-critical applications is a long V for both the
development and certification process. Systems and methods according to the present approach
reduce the development and verification process to just the top level, either automatically
generating or making unnecessary the rest of the V, which leads to a T-shaped process that is up
to 80% faster, as well as inherently more safe due to reduced human error capability.
[0016] The present approach creates a pre-certified system, with both pre-certified
hardware device and pre-certified software. The pre-certified system is configured to implement a
critical system compilation, that contains variables, operations, and instantiations defining the
safety-critical system. This approach effectively eliminates the development and certification
process below the high-level requirements for the safety-critical software through prior action. The
present approach can be configured to match the needs of most instruments that can be build using
the input/output offered by the embodiment.
[0017] To support the configuration, the present approach implements three kinds of
components: variables, templates and operators. Variables are a memory space that can store data,
like a number, text or a list, amongst others. A template can handle input, or handle output, or both,
or perform another system function, or do nothing at all. A template has fields that control the
function of template or provide outputs from the template. An operator has no internal state, but

simply calculates the result from its operands. Each template and each operator has a unique
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identifier. The present approach provides templates and operators that match the needs of the high-
level requirement writer.

[0018] To configure the present approach, a configuration is made that defines set of
variables, template instantiations and operations, amongst other information, for the safety-critical
software. Templates are instantiated by referencing the template identification and providing a
variable for each field. The instantiation is itself stored in a variable. Operations identify an
operator, the result variable, and the operand variables.

[0019] To make configuration using these building blocks intuitive, and to provide a higher
level of abstraction that matches the system requirements level, a tool is used that takes high-level
requirements written in a computer readable format (e.g. the Sol Requirement Language), and
converts it into a granular configuration for the embodiment. The present approach obtains the
configuration at boot, for instance by reading the configuration file, or by any other means that
gets the configuration into the computer’s memory.

[0020] The performance of the templates and operators on the present embodiment can be
measured, and these measurements can be used to automatically calculate the Worst-Case
Execution Time for the configuration provided.

[0021] Embodiments of the present approach may take the form of a safety-critical system
development and certification process. Safety-critical systems have safety-critical software
configured to operate on a certified hardware device. A safety-critical system may be an airborne
safety critical system, or a ground-based aviation support system, for example. The device may,
for example, be an instrument panel or display unit, such as may be installed on an aircraft. Under
the present approach, an operator and template database may be generated that defines operators
and templates. Each operator may have an operator identifier, and generally represents at least one
of a logical manipulation used in the safety-critical software, a mathematical manipulation used in
the safety-critical software, and a manipulation of operands used in the safety-critical software.
Generally, each template may have a template identifier, and represents at least one of an input
channel of the safety-critical software, an output channel of the safety-critical software, and an
abstraction of a concept and computational functionality of by the safety-critical software. An
abstraction may be useful for logic and/or concepts not naturally represented as an operator. In
embodiments, each template may have at least one of an input field identifying behavioral

properties of the template, and an output field identifying results of the template.
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[0022] Under the present approach, embodiments generate a safety-critical software
compilation having a plurality of variables, a plurality of operations, and a plurality of
instantiations, the variables, operations, and instantiations defining the operation of the safety-
critical software. A PDIF, as described below, is an example of a safety-critical software
compilation. A safety-critical software compilation may also take the form of a plurality of
constructors expressed in at least one of source code and object code. As used in a safety-critical
software compilation, a variable has a variable identifier and at least one data element specified in
the safety-critical software, an operation has an input variable identifier, an operator identifier, and
an output variable identifier, and an instantiation has a template identifier and a plurality of field
variable identifiers. At least a portion of the variables in the plurality of variables comprises a data
type and an initial value, depending on the embodiment. In some embodiments, each operation is
configured to apply an operator to an input variable and generate an output data stored as an output
variable. At least one instantiation may be configured to apply a template with at least one field
and generate an output field stored in local memory.

[0023] The present approach also employs a pre-certified application configured to execute
the safety-critical software compilation on the certified hardware device, using the operator and
template database. It should be appreciated by those of ordinary skill in the art that a pre-certified
application may vary from one embodiment to the next. Finally, the present approach allows for
certifying the safety-critical software using the pre-certified application, the safety-critical
software compilation, and the certified hardware device. In embodiments using a PDIF as a safety-
critical software compilation, at least one of a template and an operator is implemented in
hardware, resulting in at least part of the safety-critical hardware being configured by at least part
of the PDIF. The present approach thus drastically improves the efficiency of developing and
certifying safety-critical systems.

[0024] In some embodiments, the safety-critical software compilation includes a plurality
of loops, each loop defining at least one input instantiation, at least one operation, and at least one
output instantiation, and is configured to run the defined input instantiation, the defined at least
one operation, and the defined at least one output instantiation. The pre-certified application may
be configured in some embodiments to buffer inputs received after the input instantiation of a first

loop iteration until the input instantiation of a second loop iteration. In some embodiments, the
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pre-certified application may be configured to protect from change variables generated by one loop
that are used by another loop while said variables are used by the second loop.

[0025] In some embodiments the safety-critical software compilation may define a
plurality of ticks, each tick configured to use variables from a prior tick, receive inputs, calculate
operations, prepare outputs, transmit outputs, and wait for a subsequent tick. The step of receiving
inputs may include setting at least a portion of the plurality of variables (e.g., assigning a data
value for one or more variables), preparing outputs may include generating data resulting from a
calculation of an operation, and transmitting output may involve sending data as an output, such
as to an internal bus, internal storage, or another loop.

[0026] In some embodiments, an operand used in an operation in a tick may be configured
to remain unchanged during the tick. In this manner, the value of that operand is static during the
tick. In some embodiments, receiving an input may involve changing one or more variables once
per tick. In some embodiments, each tick may be configured to wait after preparing a first plurality
of outputs until the next tick, before transmitting said outputs, and is configured to protect from
change the outputs prior to transmitting said outputs. Some embodiments may include attaching a
signal a variable, and an operator or a template may be configured to set the signal to indicate
failure. Using a signal in that manner allows for a template to trigger a global signal upon receipt
of a variable having an attached signal set to indicate failure. In some embodiments, at least one
operator may be configured to propagate the signal to a result variable when the variable having
an attached signal is used as operand.

[0027] Worst Case Execution Time is an important measurement for safety-critical
systems. Embodiments of the present approach may be configured to measure the performance of

operators and templates, and calculating Worst Case Execution Time from operations and

instantiations.

DESCRIPTION OF THE DRAWINGS
[0028] Fig. 1 illustrates an embodiment of the present approach for ground systems.
[0029] Fig. 2 is an isometric view of an embodiment of the present approach for a non-

visual airborne instrument.
[0030] Fig. 3 is an isometric view of an embodiment of the present approach of an airborne

system with integrated display.
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[0031] Fig. 4 illustrates how the PDI file combines with the pre-certified software and pre-

certified hardware according to an embodiment of the present approach.

[0032] Fig. 5 depicts system requirements allocated to the application and PDI file
according to an embodiment of the present approach.

[0033] Fig. 6 is a representation of a period loop in task for an embodiment of the present
approach.

[0034] Fig. 7 shows a process of how a user may combine tools to build a PDI file from

high-level requirements in an embodiment of the present approach when the compiler is
insufficiently qualified.
[0035] Fig. 8 shows a process for combining tools to build a PDI file from high-level
requirements in an embodiment of the present approach when the compiler is sufficiently qualified.
[0036] Fig. 9 shows the traditional V-model required to develop, validate and verify areal-
time safety-critical instrument (both hardware and software), reduced to a T-model where only the
high-level software requirements and high-level integrated tests, and associated plans and
accomplishment summaries, are developed.

DESCRIPTION
[0037] The following description is of the best currently contemplated mode of carrying
out exemplary embodiments of the invention. The description is not to be taken in a limiting sense,
and is made merely for the purpose of illustrating the general principles of the invention.
Embodiments described are from avionics systems, but it should be appreciated that the present
approach may be applied to safety-critical systems in other industries.
[0038] An avionics system is a combination of hardware and software, as used in aerospace
or space for safety-critical functions. Safety-critical avionics systems are deployed in aerospace to
control key aspects of the aircraft, such as the instruments of the pilot, the motors, the flaps, the
rudder and the wheels. Many auxiliary safety-critical systems are developed to support these, such
as position sensors, altitude measurements, etc.
[0039] What makes safety-critical systems special relative to critical electronic systems in
non-safety critical industries, is that safety-critical systems are deemed so critical that they need to
be proven correct before first use, because any malfunctioning equipment has a high probability
to cause injury or loss of life. Safety-critical industries are aerospace, space, trains, cars, some of

the medical equipment, and parts of the nuclear facilities. Before avionics is used, it must be
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certified before government agencies, and shown to comply to the applicable standards. At the
most abstract level, these standards indicate acceptable error rates. For instance, the probability
that a single event can upset the key instruments of an aircraft pilot must be shown to be less than
1 in a billion (probability of 10). In-depth safety analysis methods will be used to statistically
prove this probability for hardware based on known component failure rates and providing
hardware redundancy measures to overcome single event upset, and software will be designed to
work around identified vulnerabilities of the hardware. The software itself will be developed
according to rigorous principles. Compliance to these guidelines is mandated and checked by the
government, such as the FAA in the USA and EASA in Europe.

[0040] Safety-critical systems are always hard real-time systems, in the sense that they
must respond in a predictable time, every single time. Software design goes to great lengths to
ensure that under all possible circumstances, the system responds in the predefined time. The
safety critical systems do not necessarily need to respond fast, they simply need to respond on
time. For some avionics, for instance some control aspects inside the engine, the allowed response
time is 1 millisecond. For other avionics, the response time can be as much as one hundred
milliseconds. In both cases, the response may never be later than the required response time.
[0041] Because of these properties, safety-critical software can never be developed in
isolation of the hardware. The performance and capabilities of the software is strongly linked to
the hardware, the hardware must provide safety features to protect the software, and the software
must design to take advantage of these features. At the same time, the software must monitor and
work around any vulnerabilities that are present in the hardware.

[0042] As such, certification is always performed on a system, and never on hardware or
software in isolation.

[0043] Certification has many aspects, including the compliance to minimum operational
standards and other guidelines. There are also guidelines for the design and development of
hardware and same for software. These guidelines provide design assurance levels (DAL), from E
(no oversight) to A (highest criticality). Our proposed method is applicable to all criticality levels.
[0044] In software, no library or piece of code with a lower design assurance level may be
integrated into a software solution, unless very special containment measures are taken (know as
time and space partitioning). In practice, none of the typical software libraries can be used, which

excludes any standard library of the C language, or any other library that was not specifically
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designed for aerospace certification. Additionally, any change in either the hardware or in the
software automatically triggers re-certification, unless a change analysis can prove there is no
impact. Such proof is possible when changing something small like a hardware resistor on the
board, but it is usually not possible for software changes.

[0045] Adding to the certification complexity is the fact that the complexity of safety-
critical systems is rising quickly. Studies show that the complexity of aircraft onboard avionics
onboard aircraft doubles on average every 2 years. This enables safer ways to operate the aircraft,
address new threats, as well as higher efficiency of the aircraft, or provide new capabilities to
aircraft, such as unmanned aircraft operations.

[0046] To cope with all of this complexity, the state-of-the-art in the industry is to re-use
as much as possible the existing instruments, to overcome the massive effort to obtain certification
for new or modified instruments.

[0047] In the ideal case, the entire instrument can be re-used. This is why many aircraft
use the same instruments, and often aircraft use instruments that are not ideal for that aircraft, but
are good enough and the most/only cost-efficient way of obtaining the instruments. This approach
also results in a very slow evolution in instrument features for the established instruments.

[0048] If complete re-use is not possible because new features are needed, re-use of
hardware is relative common. Many instruments need the same set of inputs connectors/protocols,
output connectors/protocols, storage and computing capabilities.

[0049] Re-use of the software that runs on top of this re-used hardware is typically
achieved in one of two ways, or a combination of both.

[0050] First, common software is placed in a library that is tailored to the current hardware
embodiment. This can include device drivers, operating system aspects, visualization libraries, and
routines to monitor the safety aspects of the hardware, amongst others. The application can be
designed and coded to take advantage of these libraries to reduce the software development and
certification effort.

[0051] The second way is to design the application in a tool that can automatically generate
the source code. There are tools that are specifically qualified for use in aerospace, and this results
in the generated code does not need to be reviewed for correctness.

[0052] Unfortunately, there is a lot more to the development and certification process than

just creating a working application. Design must be built and justified, requirements must be built,
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and each requirement must be tested. Even with the libraries and the qualified code generation
techniques described above, a project is extremely successful if it can automate 30% of the work
using these techniques.

The present approach automates as much as 80% of the work, substantially improving the
efficiency of the development and certification process for safety-critical systems.

[0053] Hardware can be reused, but the most complicated of the software-intensive safety-
critical system is building the software for the main function of the avionics instrument. The
present approach automates the existing process, as is explained below.

[0054] Figure 9 shows the traditional V model on the left side (a). Plans on how the
software will comply with the safety processes required are written, reviewed and provided to the
airworthiness authorities (901).

[0055] High-level software requirements (902) are extracted from the overall system
requirements. High-level requirements should reflect the system requirements for the instrument.
They should only contain aspects that the pilot, copilot, navigator or operator care about, or the
system integration requires. High-level requirements do not contain software design decisions, or
detailed software-engineering aspects. The high-level requirements are rigorously reviewed by bi-
directional checklist against the system requirements.

[0056] The software design (903) takes into account the limitations of the embodiment,
and in particular the available hardware platform, together with the high-level requirements, to
describe how to build a working system. The design will make decisions on operating system
usage, library usage, threading, problem decomposition, resource usage, etc. The safety features
and redundancy that the hardware offers is a major driver for the software design. The design does
not yet provide a detailed description on how each high-level requirement will be implemented,
but describes the architecture used to solve the problem. The design is reviewed (910).

[0057] Low-level requirements (904) are developed to describe how each high-level
requirement can be implemented on the embodiment hardware, in the context of the software
design. The hardware aspects that drive the software are mostly related to the detailed features of
the hardware, and how to drive this hardware to take advantage of these features. There are
typically 10 or more low-level requirements for one high-level requirement. The low-level
requirements are not pseudo-code, but describe at a more abstract level what needs to be done, e.g.

describing which registers need to be set to which values to achieve the desired effect.
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[0058] A competent software developer takes these low-level requirements, and turns them
into source code (905). Whereas in commercial projects this is the majority of the work, in
aerospace projects with high design assurance level, this is typically just 10-20% of the overall
project. This shows just how much detailed the other steps are in the described process. All code
is reviewed (908) for compliance to the design and low-level requirements, with no unnecessary
code present.

[0059] Finally, an off-the-shelf compiler is used (906) to convert the source code into
executable code (907). Because the compiler is not qualified, the executable is not trusted to be
correct.

[0060] Verification of the software is not done by testing from the source code, but is
instead done by testing the low-level requirements. Coverage of the code is measured to evaluate
how good the code complies with the requirements, and whether both the tests and the
requirements are sufficiently complete (909).

[0061] Finally, black box integration testing is typically used to verify if each high-level
requirement (911) is accurately met. All requirement verification, both high- and low-level
requirement testing, must test not just the requirement, but also do robustness tests to check how
the software responds to out-of-bound values, or hardware failures.

[0062] The state-of-the-art in the industry is to reduce this “V” shape into a “Y” shape.
Using advanced tools, the low-level requirements are specified in an executable way, and a
qualified source code generator automatically generates the real-time source code, typically in C
or Ada. Usually, such an approach takes advantage of a wide set of predefined libraries. Because
the generator is qualified, the source code does not need to be reviewed. However, because the
compiler that turns the source code into an executable application is not qualified, coverage tests
are still used to check if the resulting executable complies with the low-level requirements. For
each low-level requirement, tests are still built, like before. When successfully applied, the “Y”
method can save up to 30% of the overall project work relative to the “V” method.

[0063] The present approach employs a novel methodology to achieve valuable
efficiencies in the design and certification of safety-critical systems. Our approach proposes the
“T” method, shown in Figure 9 on the right side (b). The high-level requirements are provided
(913) in a computer readable way, using a requirement specification language. This may be a

declarative programming language, or if can be a graphical method of specification, or it can be a
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computer-oriented notation such as XML, CSV or any other format that the computer can read, a
combination of these methods, or any other way to express the high-level requirements in a
computer readable way. These high-level requirements are converted into a binary file (915) using
a qualified tool (914). All activities are skipped, and the project can go straight to the black box
integration testing of the high-level requirements (916).

[0064] Although the high-level requirements are expressed in a computer readable way
(913), preferably they should remain high-level requirements. High-level requirements normally
contain system design aspects, and it is preferable for these requirements to not contain software
design decisions, and preferably these requirements should not contain detailed descriptions on
how to achieve a specific function on the target hardware. For instance, it may specify to receive
a value from a communication channel, and specify the channel configuration parameters, but
should not specify how the communication channel itself works. The present approach may
employ one or more tools to read the high-level requirements and generate a configuration file
from it.

[0065] The generated file is called a Parameter Data Item (PDI) File (PDIF) (915) under
the present approach. The PDIF should contain only data, which may be read once at boot time.
Normally the PDIF does not contain any information that cannot be automatically proven correct
from the high-level requirements. In addition, the PDI file should not include source code, nor
require further compilation, nor should it require runtime interpretation, nor should it contain
executable binary code. This is necessary because otherwise the certification processes are
applicable, with review and verification activities that must be performed, which would disallow
the “T” model.

[0066] Due to the complexity of the hardware/software interaction to achieve the required
safety levels for an embodiment, and the need to verify all of the code against the applicable
certification requirements, in the state-of-the-art, the reused instruments are usually very narrowly
tuned to their intended function.

[0067] Efforts have been made to develop applications that can be tuned after development
and certification. Examples from the state-of-the-art include a “display server” (as defined in
ARINC 661) was defined that could display received information on the screen. In this case, the
reuse is limited to externalizing the visualization. This application under development still needs

to follow the “V” model, and the communication with the display server can be as complex as



WO 2018/115970 PCT/IB2017/001700
13

directly displaying the results using a visualization library. However, the system is useful to
federate applications, allowing multiple applications to drive a single display by communicating
with the display server. The display server uses a binary representation of an XML configuration
file, to specify which of its predefined widgets are shown where on the screen. The displayed
values and the visibility of the widgets is controlled over a predefined communication protocol.
[0068] To make applications like these possible, the certification standards have
introduced the concept of a PDIF. Figure 4 illustrates how the PDI file combines with the pre-
certified software and pre-certified hardware according to an embodiment of the present approach.
The pre-certified hardware (401) runs software (404). This includes pre-certified executable code
(405), and the PDIF (406) acts as a configuration file for the executable object code. The PDIF
may contain only data in some embodiments.

[0069] Our proposed method builds on this state-of-the-art. The state-of-the-art display
server defines a number of widgets and other screen artefacts that can be used, and provides them
with an identifier and a set of fields that can be used to manipulate them. For instance, X and Y
are typical fields to define the position of a widget.

[0070] The present approach extends this concept by defining templates for a wide
selection of the inputs and outputs available in the embodiment. A template is a predefined input
or output that can be performed, for instance sending or receiving UDP datagrams over Ethernet.
The fields of the UDP socket can contain the UDP port or the list of UDP datagrams to send. The
port is a number, and the messages are a list, and both are fields to the template.

[0071] The state of the art only contains widgets, which are output templates, and these
require only fields to configure the properties of the widgets. However, input templates as defined
in this patent application also return the value that is read. In addition, whereas a widget on the
screen has little status to report, a more generic output template may need to report back progress
or success. As such, we propose that templates have two kinds of fields: in fields which set the
properties of the template that control its behavior, and out fields which return the result of the
template. An output template can have both in and out fields, and an input template almost always
has both in and out fields.

[0072] We further propose to extend the concept to more abstract concepts. For instance,
the UDP datagram is itself a template with fields such as the destination port and the payload.

Another example is a template takes in the raw weather radar information as field in the form of a
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list of 200 byte binary strings, and provides as result the weather in the form of a bitmap image.
Such a template could be placed between the template that receives the weather radar information
over physical lines, and the widget template that shows a bitmap on the screen.

[0073] Note that abstract concepts can complicate the concept of in and out fields. For
instance, when a set of UDP datagram template are provided as a list as the field of a UDP Socket
template for reception, then the UDP Socket sets fields in each UDP Datagram. Nevertheless, it
remains true that either the operations set the field, or a template instance sets the field, but never
both.

[0074] The PDIF contains tables of variables, which have an identifier and optionally an
initial value and data type. The PDIF contains one or more tables, that identify which templates
are instantiated, and identifies for each template which variables are used as its fields. For constant
fields, instead of identifying the variable identifier, the value can also provided directly.

[0075] In addition to extending the screen-focused widgets to generic I/O templates, we
also introduce a completely new set of component to be able to capture the dynamic behavior of
the application.

[0076] Under the present approach, operators are defined as predefined blocks inside the
software, similar to templates. Operators may be embodiment-specific. For instance, some
embodiments are capable of providing image processing, whereas others provide only basic
operations. Preferably, all operators have a unique identifier.

[0077] The present approach defines operations as the identification of a result variable,
the identification of an operator, and the identification of one or more operand variables. The PDIF
contains one or more tables of operations.

[0078] Figure 6 is a representation of a period loop in task for an embodiment of the present
approach. In order to use the operations in a predictable way, embodiments may employ the
concept of a tick (601), where ticks are processed one after the other in a continuous loop. The
start of the loop (605) is highly predictable, for instance by using a hardware timer interrupt.
[0079] Within a single loop, embodiments first perform those inputs (602) for which
templates are instantiated in the PDIF. The pre-certified application is designed to work with the
hardware, such that the user can simply assume all inputs are there when the inputs are read.

Behind the scenes, hardware buffering with polling, or double buffering with interrupts, is used to
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keep the inputs on standby after the input reading has been done, up to the point where the next
input reading is done.

[0080] After the reading is done, all operations are calculated (603). Because operations
start either from constants or inputs or other operations, and their result is stored in variables, and
these variables are used to set the fields of the outputs, or the fields of the inputs for the next tick,
the operations drive the application’s dynamic behavior.

[0081] After calculations have been performed, the outputs for the instantiated outputs are
prepared (606). Safety-critical systems do not need to be faster than the required speed, but they
must be work very predictable. Each tick is made every long by inserting a wait period (607) that
waits for a highly predictable periodic event (605). The actual transmission is done after this wait
period (608). Because all of the outputs have been prepared, the transmission is quickly transferred
to the transmitting hardware, leading to a very precise sending out of information (604). A variant
is to send the output as soon as it is prepared, which creates a faster responding safety-critical
system but with a more widely varying output time, as perceived from a black-box external
perspective.

[0082] The inputs, calculations, and output can be more interleaved, by starting to calculate
as soon as sufficient inputs are in, or preparing output when only part of the calculations are done.
However, the following four rules must be followed.

[0083] Within each tick, a variable can only be set once in some embodiments of the
present approach. This may be considered a first rule for some embodiments. As a result, it cannot
be set by two templates, by two operations, or by both a template and an operation.

[0084] In some embodiments, within a single tick, an operation may only be calculated
when its operands can no longer change within that tick. L.e, the inputs and operations that the
current operation is dependent on, have been performed. This may be considered a second rule in
some embodiments. This puts the operations in a dependency tree, leading to a highly predictable
result. Sometimes, operations have cyclic dependencies. An operation can even depend on itself,
as 1s the case for a state that changes based on its previous state. In these cases, we propose the
pre-certified executable ensures, for instance through double buffering, that the previous value of
this operation is available as at the start of the tick. Anyone referring to the previous value uses
that stored previous value. Note that double buffering may not be necessary if only one operation

result depends on its own previous state as operand.
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[0085] In some embodiments, as a third rule, we propose that within a single tick, an output
may only be prepared if all of its fields will no longer change in the current tick.

[0086] For some embodiments, as a fourth rule, an input may only use parameters as they
were available at the start of the tick, i.e. at the moment the first input reading starts. In practice,
that means the inputs are always using configuration fields from the previous tick.

[0087] Optionally, predictability of the system can further be improved by requiring that
no output out field may be used directly as the in field of an input. This means that only constants
or results of operations can set the in fields of an input, which provide more guarantees on the
correctness of those in fields.

[0088] The concept of a single loop is usually too limiting to develop a safety-critical
instrument embodiment. For this reason, embodiments may employ multiple tasks, which each
execute their own loop. Each task may have a different tick speed. The tick speeds do not need to
be synchronized, although some applications require predictable interactions between tasks,
usually implies that one tick rate is a multiple of the other tick rate.

[0089] The inputs or operation results from one task’s loop may be needed in an operation
or output of another task’s loop. In some embodiments of the present approach, such interaction is
handled as I/O between the two loops: the results of the loop that provides the needed value,
provides this value during its output part. The loop that needs to use the value, retrieves the value
during its input part. Only the last available value is provided. The value provided can be a list of
things.

[0090] Embodiments of the present approach achieve this in the form of double buffering,
or a similar method, which ensures that the value cannot change while it is being copied from one
loop to the next, and also ensures that all values that are transferred from one loop to the other are
a consistent set, taken at the same moment (i.e. at the output of the providing loop).

[0091] For accumulating lists that are exchanged between loops, special operators are
provided allow to “move” items from one loop to the other.

[0092] All of these synchronization methods are provided by the pre-certified embodiment
of the present approach, the PDIF does not need to specify these aspects. However, the PDIF does
need to specify for each template instantiation in which task it is being instantiated. A template

can only be instantiated in a specific loop, and remains in that the same loop for the entire run of
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the instrument. Likewise, an operation is always instantiated in a specific task loop, and cannot
change to another loop during the run of the instrument.
[0093] The number of tasks may be fixed for a specific embodiment, or it may be
determined by the PDIF file for other embodiments.
[0094] Embodiments of the present approach provide for safety-critical systems, and as
such embodiments often must handle unforeseen conditions explicitly. Such conditions can occur
in template instances that encounter issues with the hardware or with the values of the in fields,
but they can also occur as part of operations. For instance, an incoming value is unexpectedly zero,
and is used as the denominator in a division. Division by zero is not possible, but the airborne
instrument should never stop working. It needs to handle the issue, and take an action to remedy
it. For instance, the value displayed to the pilot could be replaced by “---" to indicate it is invalid.
[0095] In some embodiments of the present approach, the result of an operation, or the out
field of a template, can have a signal. A signal is therefore associated with a variable.
[0096] When a variable with a signal is used as the operand of an operation, the signal
propagates to the result variable.
[0097] When the variable that provides the value for an in field of a pre-certified template
has a signal at the time the template’s I/O is performed, a global signal is set. This global signal
can be used to take general actions, such as putting removing all information from the screen and
putting a big red cross over the screen.
[0098] For a safety-critical application, the Worst Case Execution Time (WCET) is one of
the aspects that must be calculated at the time the application is designed. This WCET is compared
to the allotted time to validate the timing aspects of the embodiment. The WCET cannot be
calculated before loading the PDIF, since the PDIF defines which inputs and outputs are used, and
which operations are executed. It is possible for almost all embodiments to specify a PDIF that
overruns the capabilities of the central processor. The calculation of the WCET is therefore an
activity that is of key importance.
[0099] Our method proposes to calculate the WCET as follows:

(n=0:) For each constant variable or value, the WCET is zero. For each template
instantiation, an estimate of the template instantiation is taken, based on the template performance

on this particular embodiment, and the provided in fields. This estimate can be obtained through a
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combination of analysis and measurement on the embodiment. Note that the hardware capabilities
are very important factors in this measurement.

(n=n+1:) For each operation result, the cumulative computation time for the result
can be determined based on performance measurements of the operator on the current
embodiment, and the maximum size of the operands. For unconditional operators, the calculated
computation of the operands is added to the cumulative computation time. For conditional
operators (if-then-else, other select statements), the largest calculated computation of the selectable
operands is added to the cumulative computation time.

The worst-case execution time is calculated by going through the operation
calculation list as determined through the present approach.

[00100] Figure 1 shows a certified ground-based system for remotely piloted aircraft in an
embodiment of the present approach. This a rackmount embodiment (101) with features for easy
replacement (102). It accepts normal 110-230V power (103) and communicates over (multiple)
ordinary Ethernet cables (104). An external display can be driven via HDMI (105). Protocols
typically found in aerospace are still available over a D-Sub connector (106). LEDs (107) provide
alternate output signals, including power indication, safety check failure indicators, and more. A
label with critical configuration management information (108), including the hardware serial
number, is placed on the back. Additional connections can also be provided, for instance HDMI
in for picture-in-picture or image processing, USB connectors, and many more.

[00101] The shape and number of connectors is can vary. For instance, the same computer
is also provided as a desktop system, intended to build into ground control operator consoles.
[00102] For airborne applications, embodiments of the present approach may have very
different properties. In Figure 2, the embodiment illustrated is in sealed housing (201), with a case
designed for passive cooling (202), and the ability to tightly screw it (203) inside the aircraft. The
connectors are designed to connect firmly with rotational locks (204), in this case tuned to video
input/output and positioning system information. Dual power is supplied as 27V (with a wide
range) at the back (205). Important configuration management information is provided as a firmly
fixed label (206). Maintenance connectors are hidden behind a sealed door (207). Inside the
embodiment, the certified hardware runs the certified software.

[00103] Some airborne embodiments also have built-in displays as shown in figure 3, with

an airworthy enclosure (301), screws to firmly place the instrument in place in the aircraft (302),
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various connectors in the back (303), including power and data, a display at the front (304) and
typically also bezel buttons (305), which are typically rotary, rocker or push buttons.

[00104] Figure 5 shows how embodiment achieves the process automation goals (501).
First, the system requirements are defined by the overall system, outside of our proposed method.
The system requirements have no impact on the software, except that the features of the
embodiment must be checked against the system needs (502). In particular, the available inputs,
outputs and performance of the embodiment will lead to the selection of an embodiment that
complies with the system requirement’s needs. The system requirements are mapped on PDI
values (503) by writing high-level requirements in a computer readable way (504), such as by
using the Sol Requirement Language (505). The high-level requirements are translated into the
PDIF concepts by the high-level requirement language compiler (505). The resulting PDIF (506)
is loaded at boot (513) by the pre-certified software (512).

[00105] The first-time certification of the embodiment follows a traditional process,
whereby the embodiment requirements are derived from standards and desirable product features
(509). The high-level requirements also define which variable types, templates types and operators
are available in this embodiment. The high-level requirements do not derive from, or trace to, the
application’s system requirements. The high-level requirements are validated through review and
verified through integrated tests. An embodiment-specific architectural design is built to enable
the desired features, and the low-level requirements complete the design (510). The design is
reviewed, and the low-level requirements are verified through testing. Source code is built and
reviewed to corresponds to the design (511), and compiled into the pre-certified application’s
executable object code (i.e. the working application) (512).

[00106] Figure 7 shows a process of how a user may combine tools to build a PDI file from
high-level requirements in an embodiment of the present approach when the compiler is
insufficiently qualified. The present approach provides two methods for ensuring that the PDIF
(703), which is built automatically (702) from the high-level requirements (701) and is loaded at
boot (704) by the embodiment of the present approach, complies with those high-level
requirements.

[00107] The first is to develop a qualified reverse compiler (705), which turns the PDIF
back into a readable format (706). A human reviewer checks (707) if the reverse compiled output

corresponds to the input.
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[00108] Figure 8 shows a process for combining tools to build a PDI file from high-level
requirements in an embodiment of the present approach when the compiler is sufficiently qualified.
This second method is to qualify the compiler that converts (802) the high-level requirements
written in a computer syntax (801) into the PDIF (803). This method is very complicated, but the
rules to do so are well described by the government.

[00109] Embodiments discussed above contemplate the creation of a PDIF as a data-only
file. Some embodiments may automatically generate the same information as source code using a
variant of the compiler.

[0101] A qualified tool auto-generates source code that creates a long list of constructors
for the variables, templates and operations. Like the PDIF, this source code does not need to
contain decision points, it would just always create all items at boot. All of the checks that are
applied to the PDIF at boot can also be applied to this source code. Since the source code is a list
of constructors, there is little associated architectural design, and a standard document can be used
for all projects. Because the source code does not contain decision points, the testing objectives
of the source code degenerates into a single boot test.

[0102] In short, we propose our method can also be implemented without PDIF file, using
a qualified code generator that writes constructors encoding the content of otherwise found in the
PDIF, as source code.

[0103] Embodiments discussed above contemplate the configuration of software
components. Some embodiments may use the PDIF to configure hardware components. In
particular, templates and operators can be implemented in an FPGA where they can be configured
using the PDIF. Alternatively, components can be built into an integrated circuit and be activated
on demand.

[0104] As will be appreciated by one of skill in the art, aspects or portions of the present
approach may be embodied as a method, system, and/or process, and at least in part, on a computer
readable medium. The computer readable medium may be used in connection with, or to control
and/or operate, various pneumatic, mechanical, hydraulic, and/or fluidic elements used in systems,
processes, and/or apparatus according to the present approach. Accordingly, the present approach
may take the form of combination of apparatus, hardware and software embodiments (including
firmware, resident software, micro-code, etc.) or an embodiment combining software and

29 CC

hardware aspects that may all generally be referred to herein as a “circuit,” “module” or “system.”
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Furthermore, the present approach may include a computer program product on a computer
readable medium having computer-usable program code embodied in the medium, and in
particular control software. The present approach might also take the form of a combination of
such a computer program product with one or more devices, such as a modular sensor brick,
systems relating to communications, control, an integrate remote control component, etc.

[0105] Any suitable non-transient computer readable medium may be utilized. The
computer-usable or computer-readable medium may be, for example but not limited to, an
electronic, magnetic, optical, electromagnetic, infrared, or semiconductor system, apparatus,
device, or propagation medium. More specific examples (a non-exhaustive list) of the non-
transient computer-readable medium would include the following: a portable computer diskette, a
hard disk, a random access memory (RAM), a read-only memory (ROM), an erasable
programmable read-only memory (EPROM or Flash memory), an optical fiber, a portable compact
disc read-only memory (CD-ROM), an optical storage device, a device accessed via a network,
such as the Internet or an intranet, or a magnetic storage device. Note that the computer-usable or
computer-readable medium could even be paper or another suitable medium upon which the
program is printed, as the program can be electronically captured, via, for instance, optical
scanning of the paper or other medium, then compiled, interpreted, or otherwise processed in a
suitable manner, if necessary, and then stored in a computer memory. In the context of this
document, a computer-usable or computer-readable medium may be any non-transient medium
that can contain, store, communicate, propagate, or transport the program for use by or in
connection with the instruction execution system, apparatus, or device.

[0106] Computer program code for carrying out operations of the present approach may
be written in an object oriented programming language such as Java, C++, etc. However, the
computer program code for carrying out operations of the present approach may also be written in
conventional procedural programming languages, such as the "C" programming language or
similar programming languages. The program code may execute entirely on the user's computer,
partly on the user's computer, as a stand-alone software package, partly on the user’s computer and
partly on a remote computer or entirely on the remote computer or server. In the latter scenario,
the remote computer may be connected to the user’s computer through a local area network (LAN)
or a wide area network (WAN), or the connection may be made to an external computer (for

example, through the Internet using an Internet Service Provider).
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[0107] The present approach may include computer program instructions that may be
provided to a processor of a general-purpose computer, special purpose computer, or other
programmable data processing apparatus to produce a machine, such that the instructions, which
execute via the processor of the computer or other programmable data processing apparatus, create
means for implementing the functions/acts specified in the flowchart and/or block diagram block
or blocks.

[0108] These computer program instructions may also be stored in a non-transient
computer-readable memory, including a networked or cloud accessible memory, that can direct a
computer or other programmable data processing apparatus to function in a particular manner,
such that the instructions stored in the computer-readable memory produce an article of
manufacture including instruction means which implement the function/act specified in the
flowchart and/or block diagram block or blocks.

[0109] The computer program instructions may also be loaded onto a computer or other
programmable data processing apparatus to specially configure it to cause a series of operational
steps to be performed on the computer or other programmable apparatus to produce a computer
implemented process such that the instructions which execute on the computer or other
programmable apparatus provide steps for implementing the functions/acts specified in the
flowchart and/or block diagram block or blocks.

[0110] Any prompts associated with the present approach may be presented and responded
to via a graphical user interface (GUI) presented on the display of the mobile communications
device or the like. Prompts may also be audible, vibrating, etc.

[0111] Any flowcharts and block diagrams in the Figures illustrate the architecture,
functionality, and operation of possible implementations of systems, methods and computer
program products according to various embodiments of the present approach. In this regard, each
block in the flowchart or block diagrams may represent a module, segment, or portion of code,
which comprises one or more executable instructions for implementing the specified logical
function(s). It should also be noted that, in some alternative implementations, the functions noted
in the block may occur out of the order noted in the figures. For example, two blocks shown in
succession may, in fact, be executed substantially concurrently, or the blocks may sometimes be
executed in the reverse order, depending upon the functionality involved. It will also be noted that

each block of the block diagrams and/or flowchart illustration, and combinations of blocks in the
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block diagrams and/or flowchart illustration, can be implemented by special purpose hardware-
based systems which perform the specified functions or acts, or combinations of special purpose
hardware and computer instructions.

[0112] The terminology used herein is for the purpose of describing particular
embodiments only and is not intended to be limiting of the approach. As used herein, the singular

forms "a," "an," and "the" are intended to include the plural forms as well, unless the context
clearly indicates otherwise. It will be further understood that the terms "comprises" and/or
"comprising," when used in this specification, specify the presence of stated features, integers,
steps, operations, elements, and/or components, but do not preclude the presence or addition of
one or more other features, integers, steps, operations, elements, components, and/or groups
thereof.

[0113] The invention may be embodied in other specific forms without departing from the
spirit or essential characteristics thereof. The present embodiments are therefore to be considered
in all respects as illustrative and not restrictive, the scope of the invention being indicated by the
claims of the application rather than by the foregoing description, and all changes which come
within the meaning and range of equivalency of the claims are therefore intended to be embraced

therein.
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CLAIMS
WHAT IS CLAIMED IS:
1. A safety-critical system development and certification process, the safety-critical

system comprising safety-critical software configured to operate on a certified hardware device,
the process comprising:

generating an operator and template database defining a plurality of operators and a
plurality of templates, each operator having an operator identifier and representing a result
comprising at least one of a logical manipulation used in the safety-critical software, a
mathematical manipulation used in the safety-critical software, and a manipulation of operands
used in the safety-critical software, and each template having a template identifier and representing
at least one of an input channel of the safety-critical software, an output channel of the safety-
critical software, and an abstraction of a concept and computational functionality of by the safety-
critical software,

wherein each template comprises at least one of an input field identifying

behavioral properties of the template, and an output field identifying results of the template;

generating a safety-critical software compilation having a plurality of variables, a plurality
of operations, and a plurality of instantiations, the variables, operations, and instantiations defining
the operation of the safety-critical software,

wherein a variable comprises a variable identifier and at least one data element

specified in the safety-critical software, an operation comprises an input variable identifier, an
operator identifier, and an output variable identifier, and an instantiation comprises a template
identifier and a plurality of field variable identifiers;

providing a pre-certified application configured to execute the safety-critical software
compilation on the certified hardware device using the operator and template database; and

certifying the safety-critical software using the pre-certified application, the safety-critical
software compilation, and the certified hardware device.

2. The process of claim 1, wherein the safety-critical system is at least one of an
airborne safety critical system and a ground-based aviation support system.

3. The process of claim 1, wherein at least a portion of the variables in the plurality of

variables comprises a data type and an initial value.
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4. The process of claim 1, wherein each operation is configured to apply an operator
to an input variable and generate an output data stored as an output variable.

5. The process of claim 1, wherein at least one instantiation is configured to apply a
template with at least one field and generate an output field stored in local memory.

6. The process of claim 1, wherein the safety-critical software compilation comprises
a Parameter Data Item File (PDIF).

7. The process of claim 1, wherein the safety-critical software compilation comprises
a plurality of constructors expressed in at least one of source code and object code.

8. The process of claim 1, wherein the safety-critical software compilation further
comprises a plurality of loops, each loop defining at least one input instantiation, at least one
operation, and at least one output instantiation, and is configured to run the defined input
instantiation, the defined at least one operation, and the defined at least one output instantiation.

9. The process of claim 8, wherein the pre-certified application is configured to buffer
inputs received after the input instantiation of a first loop iteration until the input instantiation of a
second loop iteration.

10. The process of claim 9, wherein the pre-certified application is configured to protect
from change variables generated by one loop that are used by another loop while said variables are
used by the second loop.

11. The process of claim 1, wherein the safety-critical software compilation defines a
plurality of ticks, each tick configured to use variables from a prior tick, receive inputs, calculate
operations, prepare outputs, transmit outputs, and wait for a subsequent tick.

12. The process of claim 11, wherein receiving inputs comprises setting at least a
portion of the plurality of variables, preparing outputs comprises generating data resulting from a
calculation of an operation, and transmitting output comprises sending said data one of the output
of the embodiment, and an internal bus, and internal storage, and another loop.

13. The process of claim 11, wherein an operand employed in an operation in a tick is
configured to remain unchanged during the tick.

14. The process of claim 11, wherein receiving input further comprises changing at
least a portion of the plurality of variables once per tick.

15. The process of claim 1, further comprising measuring the performance of operators

and templates, and calculating Worst Case Execution Time from operations and instantiations.
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16. The process of claim 11, wherein each tick is configured to wait after preparing a
first plurality of outputs until the next tick, before transmitting said outputs, and is configured to
protect from change the outputs prior to transmitting said outputs.

17. The process of claim 1, further comprising attaching a signal a variable, and
wherein at least one of an operator and a template is configured to set the signal to indicate failure,
and at least one template is configured to trigger a global signal upon receipt of a variable having
an attached signal set to indicate failure.

18. The process of claim 17, wherein at least one operator is configured to propagate
the signal to a result variable when the variable having an attached signal is used as operand.

19. The process of claim 6, where at least one of a template and an operator is
implemented in hardware, resulting in at least part of the safety-critical hardware being configured

by at least part of the PDIF.
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