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TITLE: STORING DATA ON TARGET DATA PROCESSING DEVICES

Field of the Invention
This invention relates to a method of storing data on target data processing devices, and to a

security data processing device suitable for use in the method of the invention.

Background to the Invention
Original equipment manufacturers (OEMs) often require data to be stored on target data
processing devices as part of a manufacturing process for items of electronic equipment

including those target data processing devices.

It is known to use contract manufacturers (CMs) to store the data on the target data processing

devices, in order to reduce the manufacturing costs of the items of electronic equipment.

However, where the data o be stored on the target data processing devices is valuable, the

OEM cannot trust the CM not to misuse the data.

It would be desirable for an OEM to be able o provide data to an untrusted entity to store the
data on target data processing devices and to be able to prevent the untrusted entity from

misusing the data.

Summary of the Invention

According to a first aspect of the invention there is provided a method of storing data on target
data processing devices, the method comprising:

for each target data processing device, using a security processing device on which first data
comprising a cryptographic certificate has been stored to:

obtain, from said cryptographic certificate, an indication of at least one of a model and a
manufacturer of a target processing device;

obtain a device cryptographic certificate from the target data processing device, the device
cryptographic certificate having been generated by, and being verifiable as having been
generated by, a trusted entity;

obtain, from the device cryptographic certificate, an indication of at least one of a model and
a manufacturer of the target data processing device;

verify the device cryptographic certificate as having been generated by the trusted entity;



verify that said indication of at least one of a model and a manufacturer of a target processing
device obtained from the device cryptographic certificate corresponds to said indication of at
least one of a model and a manufacturer of a target data processing device obtained from the
cryptographic certificate, and in response to a successful verification;

generate second data using the first data; and

store the second data on the target data processing device.

The invention can provide a method of storing data on target data processing devices, which
method, if an appropriate security data processing device and appropriate target data
processing devices are used, enables a provider of data to use an untrusted entity to store the
data on the target data processing devices, and prevent, or at least make extremely difficult,
modification of the data and storage of the data on devices other than the target data

processing devices.

The method may further comprise receiving encrypted first data, storing the encrypted first
data on a security data processing device, and, using the security data processing device,

decrypting the encrypted first data and storing them on the security data processing device.

Where the method comprises receiving the encrypted first data, the method preferably further
comprises receiving a value of a permitted number of target data processing devices on which
the second data are permitted to be stored, and storing the value on the security data
processing device; and

for each target data processing device, using the security data processing device to:
determine whether the value of the permitted number of tfarget data processing devices is
greater than zero;

if so, obtain and verify the device cryptographic certificate, generate and store the second

data, and decrement the value of the permitted number of target data processing devices.

Where the method comprises receiving the security data processing device on which have

been stored the first data, the method may advantageously comprise receiving the security



data processing device on which have been stored the first data and a value of a permitted
number of target data processing devices on which the second data are permitted to be stored;
and

for each target data processing device, using the security data processing device to:
determine whether the value of the permitted number of target data processing devices is

greater than zero;



if so, obtain and verify the device cryptographic certificate, generate and store the second

data, and decrement the value of the permitted number of target data processing devices.

Where the method comprises receiving the value or the security data processing device on
which the value is stored, the invention can provide a method that also enables the provider
of data to prevent, or at least make extremely difficult, storage of the data on more than the

permitted number of target data processing devices.

The approach of receiving the security data processing device on which have been stored the
first data, receiving the value of the permitted number of target data processing devices and
storing the value on the security data processing device enables a provider of data to use the
untrusted entity to store the data on plural batches of target data processing devices, by
sending a value of a permitted number of target data processing devices for each batch of

target data processing devices.

In some embodiments of the invention receiving the encrypted first data comprises receiving

them on the security data processing device via an Internet connection.

In other embodiments receiving the encrypted first data comprises receiving them by
electronic mail, for example, or on a data carrier, such as a CD-ROM, USB stick or Java (RTM)

card.

In these embodiments the method further comprises transferring the encrypted first data to

the security data processing device.

Where the method comprises receiving the value of the permitted number of target data
processing devices, preferably the method comprises receiving an encrypted value, and using
the security data processing device to decrypt the encrypted value and store the decrypted

value on the security data processing device.

Obfuscation of the value, for example by encryption, is desirable to make it more difficult for
an untrusted entity to store the second data on more than the permitted number of target data

processing devices.

Where the method comprises receiving the encrypted first data and encrypted value on a data
carrier, the method preferably comprises receiving the encrypted first data and encrypted

value on a rewriteable data carrier, and altering the contents of the rewriteable data carrier



after transferring the encrypted first data and encrypted value to the security data processing

device, to prevent reuse of the encrypted first data and encrypted value.

Altering the contents of the rewriteable data carrier may, for example, comprise overwriting

the contents of the rewriteable data carrier.

In this way an untrusted entity can be prevented from using the encrypted first data and

encrypted value on multiple occasions or on multiple security data processing devices.

Where the method comprises receiving the security data processing device on which have
been stored the first data, if an appropriate security data processing device, such as a
hardware security module (HSM), is used, encryption of the first data is unnecessary, because

the security data processing device makes access to the first data extremely difficult.

Examples of suitable security data processing devices are a Thales (RTM) Solo HSM and a
Gemalio IDcore 10 Java (RTM) card.

In some embodiments of the invention, decrypting the encrypted first data comprises
decrypting the encrypted first data using a decryption key stored on the security data

processing device.

In that case the decryption key is a shared key that matches a key held by an entity that

provides the encrypted first data.

This approach has the disadvantage of a lack of flexibility in that a shared key must be stored
on a security data processing device for each entity that may wish to provide encrypted first
data to the security data processing device, before the security data processing device is

delivered to an untrusted entity to carry out the method of the invention.

As will be familiar to those skilled in the art of public key cryptography, two parties can generate
a shared secret key by each generating a public key and a private key, exchanging the public
keys, and each combining that party’s private key with the other party’s public key to generate

the shared secret key.

Preferably, therefore, the method comprises the security data processing device receiving a
public key of a first public key encryption key pair, transmitting a public key of a second public

key encryption key pair stored on the security data processing device, combining the public



key of the first key pair with a private key of the second key pair to produce a shared key,
receiving encrypted first data that have been encrypted using the shared key, and decrypting

the encrypted first data using the shared key.

This approach is considerably more flexible, in that a new shared key can be produced for
each entity that wishes to provide encrypted first data to the security data processing device,
after the security data processing device has been delivered to an untrusted entity to carry out

the method of the invention.

The first data may advantageously comprise computer-readable instructions for use by the
security data processing device. The computer-readable instructions may, for example, be
for use by the security data processing device to generate identities, such as complex serial

codes, for the target data processing devices.

Where the first data comprise computer readable instructions for use by the security data
processing device, generating the second data using the first data may, for example,
comprise, for each target data processing device, executing the computer-readable

instructions to generate a unique identity for the target data processing device.

The first data may advantageously comprise program code for execution by the target data

processing devices.

The first data may advantageously comprise configuration data that determine the operation

of program code stored on the target data processing devices.

Where the first data comprise program code and/or configuration data, generating the second

data using the first data may comprise copying at least part of the first data.

Generating the second data may further comprise encrypting the at least part of the first data.

The first data may advantageously comprise a private key of a public key cryptographic key

pair.

Where the first data comprise a private key of a public key cryptographic key pair, generating
the second data using the first data may advantageously comprise, for each target data
processing device, generating a further cryptographic certificate for the target data processing

device by signing the device cryptographic certificate using the private key.



Generating the further cryptographic certificate may advantageously further comprise signing
the device certificate and a device identifier for the target data processing device using the

private key.

In this way, using a public key of a trusted entity, the further cryptographic certificate can be
verified as having been generated by the trusted entity, and the device identifier can be

obtained.

A user of a target data processing device that has had stored on it such a further cryptographic
certificate using the method of the invention can be confident both that the target data
processing device has originated from a trusted entity such as a manufacturer of the device,
and that a device identifier for the device is that intended for the device by a trusted entity,

such as the manufacturer of the device, i.e., the device is not counterfeit.

The further cryptographic certificate could also be used by a provider of services that has been
requested to provide data services to an item of electronic equipment including the target data
processing device to verify that the item of electronic equipment is authorised to receive the

requested data services.

The security data processing device may advantageously have stored on it a cryptographic

certificate generated by, and verifiable as having been generated by, a trusted entity.

As will be familiar to those skilled in the art of public key cryptography, the cryptographic
certificate may be generated using public key encryption, whereby the trusted entity signs a
message using a private key of a key pair, which message can be verified using a public key

of the key pair.

Where the security data processing device has a cryptographic certificate stored on it, the
method may advantageously further comprise obtaining the cryptographic certificate from the
security data processing device and verifying that the cryptographic certificate has been

generated by the trusted entity.

The entity to which a security data processing device has been delivered in order to carry
out the method of the invention can then be confident that the security data processing

device has originated from a trusted entity.



Where the method comprises receiving the encrypted first data and the value and storing
them on the security data processing device, it is envisaged that verifying that the
cryptographic certificate stored on the security data processing device would be carried out
once, upon delivery of the security data processing device, and before carrying out the

method of the invention.

Where the method comprises receiving a security data processing device on which have
been stored the first data and the value, it is envisaged that verifying that the cryptographic
certificate stored on the security data processing device would be carried out each time the

method of the invention is carried out.

Where the encrypted first data are not received on the security data processing device, the
encrypted first data may advantageously include a signature, and the method further include
using the security data processing device to check for the presence of the signature in the

encrypted first data, and to provide an indication of whether the signature is present.

Using the security data processing device to provide the indication may, for example, simply

comprise interrupting the method if the signature is not present in the encrypted first data.

Where the cryptographic certificate has been stored on the security data processing device
and the encrypted first data include the signature, a party that has received the encrypted first
data and the security data processing device can be confident, if the security data processing
device provides an indication that the signature is present in the encrypted first data, that the
encrypted first data originate from a trusted entity and that the security data processing device

originates from a trusted entity.

In preferred embodiments of the invention receiving the encrypted first data and the value
comprise receiving a cryptographic certificate comprising the encrypted first data and an

encrypted value of the permitted number of target data processing devices.

Data processing devices that have stored on them a unique cryptographic certificate and that
are able to output that certificate in response to a request are known. An example of such a

device is an Infineon (RTM) Optiga (RTM) secure element.

Verifying the device cryptographic certificate as having been generated by the trusted entity
typically comprises verifying the device cryptographic certificate as having been generated by

a manufacturer of the target data processing device.



The method may advantageously further comprise, for each target data processing device,
storing at least a portion of the device cryptographic certificate on the security data processing

device.

The method may advantageously further comprise encrypting the at least portions of the
device cryptographic certificates using the security data processing device and transmitting
the encrypted at least portions of the device cryptographic certificates via an Internet

connection or storing them on a data carrier.

In this way the provider of data can be provided with audit information from the untrusted entity
identifying on which target data processing devices, and therefore on how may target data

processing devices, the second data have been stored.

According to a second aspect of the invention there is provided a security data processing
device comprising a processor and a memory containing a decryption key, first data
comprising a cryptographic certificate, and program code executable by the processor to:
obtain, from said cryptographic certificate, an indication of at least one of a model and a
manufacturer of a target processing device;

obtain a device cryptographic certificate from a target data processing device;

verify the device cryptographic certificate;

obtain, from the device cryptographic certificate, an indication of at least one of a model and
a manufacturer of the target data processing device;

verify that said indication of at least one of a model and a manufacturer of a target processing
device obtained from the device cryptographic certificate corresponds to said indication of at
least one of a model and a manufacturer of a target data processing device obtained from the
cryptographic certificate, and in response to a successful verification:

generate second data using first data stored in the memory; and

store the second data on the target data processing device.

The program code may advantageously be executable by the processor to decrypt encrypted

first data stored in the memory using the decryption key.

Preferably the decryption key is a private key of a first public key encryption key pair stored in
the memory and the security data processing device is operable to receive a public key of a
second public key encryption key pair, to transmit a public key of the first public key encryption
key pair, combine the public key of the second key pair with the private key of the first key pair



to produce a shared key, receive encrypted first data that have been encrypted using the

shared key, and decrypt the encrypted first data using the shared key.

The security data processing device may advantageously be operable to receive an encrypted
cryptographic certificate that includes the first data and instructions executable by the
processor, to decrypt the encrypted cryptographic certificate, to verify the cryptographic

certificate as having been generated by a trusted entity using a public key of the trusted entity,

10



and to execute the instructions executable by the processor to generate the second data from
the first data.

The processor and memory preferably form part of a hardware security module (HSM).

Brief Description of the Drawings
The invention will now be described, by way of example, with reference to the accompanying

drawings, in which:

Figure 1 is a block diagram of part of a manufacturing process in which the method and

security data processing devices of the invention are used;

Figure 2 is a flow diagram of one embodiment of the method of the invention;

Figure 3 is a flow diagram of another embodiment of the method of the invention;

Figure 4 is a block diagram of one embodiment of the security data processing device of the

invention; and

Figure 5 is a block diagram of another embodiment of the security data processing device of

the invention.

Detailed Description of Embodiments

The part 10 of a manufacturing process shown in Figure 1 comprises development 12 of
program code by or on behalf of an original equipment manufacturer (OEM) for deployment
on target data processing devices by a contract manufacturer (CM), transmitting the program
code to an OEM management system (OMS) 14, transmitting an order including the program
code via a communications medium 16 to a factory management system (FMS) 18 of the CM,
and transmitting the program code to a device programmer 20 of the CM for storage on the

target data processing devices.

Development 12 of the program code makes use of a security data processing device in the
form of a programmed development hardware security module (HSM) 22. Once development
of the program code is complete, the program code is signed using a private key of a public
key encryption key pair of a trusted entity to produce a cryptographic certificate that includes

the program code.

11



The public key of the key pair of the trusted entity can be used to verify that the cryptographic
certificate was in fact signed using the private key of the trusted entity. The trusted entity
could, for example, be the developer of the program code, the OEM or the manufacturer of
the target data processing devices, if it trusts the developer sufficiently to provide it with a
delegated private key. It could alternatively be a certification authority such as Symantec

Corporation.

The cryptographic certificate is stored on the development HSM 22 together with the public
key of the key pair of the trusted entity.

The development HSM 22 has stored on it a public key encryption key pair. Whenever an
HSM is required to transmit data to another HSM, the HSM establishes a shared key with the
other HSM in known fashion, by transmitting its public key to the other HSM and receiving the
public key of the other HSM, combining its private key with the public key of the other HSM to
establish the shared key, encrypting the data using the shared key and transmitting the
encrypted data to the other HSM. The other HSM receives the encrypted data and uses the
shared key to decrypt the encrypted data.

This process is used to transmit the encrypted cryptographic certificate including the program
code, together with the public key of the trusted entity, to a security data processing device in
the form of an OMS HSM 24 that forms part of the OMS 14.

Having decrypted the encrypted cryptographic certificate the OMS HSM 24 can use the public
key of the trusted entity, which was transmitted with the certificate, to verify that the certificate
was in fact signed by the trusted entity. If the validation is successful, the decrypted certificate
is stored on the OMS HSM 24.

When the OEM wishes to instruct the CM to store the program code on the target data
processing devices, it uses a private key of a public key encryption key pair to sign the
certificate including the program code and a value of a permitted number of target data
processing devices on which the program code is permitted to be stored, to produce a further
certificate. The further certificate can include additional information, such as the manufacturer
of the target data processing devices, the model of the target data processing devices and an
identification of the CM that the OEM wishes to store the program code on the target data
processing devices, as well as instructions for execution by an HSM that receives the further

certificate.

12



There may be circumstances where it is unnecessary to restrict the number of target data

processing devices on which the program code is permitted to be stored.

It would be possible in that case to omit the value of the number of target data processing
devices from the further certificate but this would require the HSM receiving the further
certificate to be programmed to interpret the absence of the value as the absence of a

restriction on the permitted number of target data processing devices.

A simpler solution, which does not require any additional programming of the HSM receiving
the further certificate, is to specify a value of the number of target data processing devices

that is so large that it is unlikely to be exhausted by the CM.

The OMS HSM 24 establishes a shared key with a security data processing device in the form
of an FMS HSM 26 that forms part of the FMS 18, encrypts the further certificate using the
shared key and transmits it to the FMS HSM 26 using the communications medium 16, which

as shown in Figure 1 is an Internet connection.

The FMS HSM 26 receives the encrypted further certificate, decrypts it using the shared key

and verifies the further certificate as having been signed by the OEM.

The FMS HSM 26 has been provided to the CM by a trusted entity such as the OEM. Where
it is intended to include the identification of the CM in the further certificate, the FMS HSM 26
has stored on it an identification of the CM, this having been stored on the FMS HSM 26 by
the trusted entity before delivery of the FMS HSM 26 to the CM. The FMS HSM 26 can then
compare the identification of the CM stored on the FMS HSM 26 with the identification of the
CM included in the further certificate, to confirm that the further certificate has been sent to
the correct CM. If the identifications do not match, the FMS HSM halts the process.

It will be appreciated that, instead of transmitting the encrypted further certificate using the
Internet connection, the OMS HSM 24 can instead store the encrypted further certificate on a
computer connected to the OMS HSM, such that the encrypted further certificate can be
transmitted by electronic mail to a computer connected to the FMS HSM 26, and the encrypted

further certificate transferred from the computer to the FMS HSM.
Alternatively, the OMS HSM 24 can store the encrypted further certificate on a data carrier

such as a USB stick, such that the data carrier can be delivered to the CM and the encrypted
further certificate transferred from the data carrier to the FMS HSM 26.

13



It will be apparent that these approaches are less convenient than using the Internet
connection, because they require the public key of the OMS HSM 24 to be obtained from the
OMS HSM and manually entered into the FMS HSM 26 and the public key of the FMS HSM
26 to be obtained from the FMS HSM and manually entered into the OMS HSM 24, but they
may be necessary in some circumstances, for example where, for information security

reasons, the CM is unwilling to have an Internet connection to its FMS 18.

If the identifications of the CM match, the FMS HSM 26 establishes a shared key with a
security data processing device in accordance with the invention in the form of a device
programmer HSM 28 that forms part of the device programmer 20, encrypts the further

certificate using the shared key and transmits it to the device programmer HSM 28.

The device programmer HSM 28 receives the encrypted further certificate and decrypts it
using the shared key. The device programmer HSM verifies the further certificate as having
been signed by the OEM.

In accordance with the method of the invention, for each target data processing device, the
device programmer HSM 28 obtains a device certificate from the target data processing
device. The device programmer HSM verifies that the device certificate has been signed by

a trusted entity, such as a manufacturer of the device, or the OEM.

Where the further certificate includes the manufacturer and model of the target data
processing devices, the manufacturer and model of the target data processing device are

included in the device certificate.

The device programmer HSM 28 compares the manufacturers and models in the further
certificate and the device certificate to confirm that the target data processing device
presented for storage of the program code is of the type specified by the OEM. If the

manufacturers and models do not match, the device programmer HSM halts the process.

If the manufacturers and models match, the device programmer HSM 28 determines whether
the value of the permitted number of devices is greater than zero and, if so, establishes a
shared key with the target data processing device, executes the instructions included in the
further certificate, which might, for example, cause the device programmer HSM to encrypt a
portion of the program code included in the further certificate and store the encrypted portion

on the target data processing device.

14



The device programmer HSM 28 stores an identifier of the target data processing device
included in the device certificate for encryption, and transmission using the shared key
approach already described, through the FMS HSM 26 to the OMS HSM 24 to provide the
OEM with an audit log of the target data processing devices on which the program code has

been stored.

Turning to Figure 2, this shows a first embodiment of the method of the invention, which is

used to store program code on a target data processing device.

At step 30, a security data processing device (SDPD1) in accordance with the invention
establishes a shared key using public key cryptography with another security data processing
device (SDPD2).

At step 32, SDPD1 receives an encrypted cryptographic certificate and public key from SDPD2
and decrypts the certificate using the shared key.

At step 34 SDPD1 uses the public key received from SDPD2 to verify that the cryptographic

certificate was signed by a trusted entity. If the verification fails, the method stops.

If the verification is successful, at step 36 SDPD1 stores program code, a value of a permitted
number of target data processing devices on which the program code is permitted to be stored,
a manufacturer and model of the target data processing devices on which the program code
is intended to be stored, and instructions executable by SDPD1, the program code, value,
manufacturer, model and instructions having been included in the encrypted certificate
received from SDPD2.

Each time a target data processing device is presented to SDPD1 for storage of the program
code, at step 38 SDPD1 determines whether the value is greater than zero. If the

determination fails, the method stops.

If the determination is successful, at step 40 SDPD1 obtains a device cryptographic certificate

and a public key of a trusted entity from the target data processing device.

At step 42 SDPD1 uses the public key to verify that the device cryptographic certificate was

signed by the trusted entity. If the verification fails, the method stops.

15



If the verification is successful, at step 44 SDPD1 determines whether a device manufacturer
and model included in the device cryptographic certificate match the manufacturer and model
included in the encrypted certificate received from SDPD2. If the determination fails, the

method stops.

If the determination is successful, at step 46 SDPD1 executes the instructions included in the
encrypted certificate received from SDPD2. In this embodiment, the instructions cause
SDPD1 simply to copy the program code included in the encrypted certificate received from
SDPD2.

At step 48 SDPD1 establishes a shared key using public key cryptography with the target data

processing device.

At step 50 SDPD1 encrypts the copy of the program code using the shared key established

with the target data processing device.

At step 52 SDPD1 stores the encrypted program code on the target data processing device.

At step 54 SDPD1 verifies the encrypted program code stored on the target data processing
device and, if the verification is successful, decrements the value of the permitted number of
target data processing devices stored in SDPD1. SDPD1 can optionally store a device
identifier included in the device cryptographic certificate for transmission to SDPD2 for audit

purposes.

Because an untrusted entity might try to circumvent the limitimposed on the permitted number
of target data processing devices by forcing a failure of the verification at step 54, so that the
value of the permitted number of target data processing devices is not decremented, in an
alternative embodiment of the method the value of the permitted number of target data
processing devices is instead decremented at step 40 following a successful determination

that the value is greater than zero.

SDPD1 awaits presentation of another target data processing device, whereupon the flow

returns to step 38.

It will be appreciated that the method of the invention is not limited to storage of program code

on target data processing devices.
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As mentioned previously, the method can be used to store configuration data on target data
processing devices, which configuration data determine the operation of program code

already stored on the target data processing devices.

The method can also be used to store further cryptographic certificates on target data

processing devices.

For example, in the method already described, it was necessary for the target data processing
devices to have stored on them a public key encryption key pair in order to establish the shared
key with SDPD1.

The method can be used to store a private key of a key pair in a secure region of a target data
processing device and a cryptographic certificate including the public key of the key pair and
signed using the private key of a trusted entity on the target data processing device, in
preparation for use in the method already described of storing program code on the target

data processing device.

Figure 3 shows a second embodiment of the method of the invention, which is used to store

a further cryptographic certificate on a target data processing device.

At step 60, a security data processing device SDPD3 in accordance with the invention is

received by a contract manufacturer.

SDPD3 has stored on it a public key encryption key pair, a value of a permitted number of
target data processing devices on which the further cryptographic certificates are permitted to
be stored, a manufacturer and model of the target data processing devices on which the
further cryptographic certificates are intended to be stored, instructions executable by SDPD3,

and a cryptographic certificate signed by the OEM or another trusted entity.

At step 62 the CM obtains the cryptographic certificate from SDPD3. The cryptographic
certificate, unlike the key pair, value, manufacturer and model and instructions, is stored in a
non-secure region of SDPD3, which can be accessed by the CM. The CM verifies the

certificate as having been signed by a trusted entity. If the verification fails, the method stops.

If the verification is successful, the CM can be confident that SDPD3 has originated from a

trusted entity, and can safely be used in the method, which proceeds to step 64.
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Steps 64, 66, 68 and 70 correspond to steps 38, 40, 42 and 44, respectively and are not

described again.

If the determination whether a device manufacturer and model included in the device
cryptographic certificate match the manufacturer and model stored on SDPD3 is successful,
at step 72 SDPD3 executes the instructions stored on SDPD3, which cause SDPD3 tfo
generate a device serial code and further cryptographic certificate including the device serial

code and signed using a private key of the key pair stored on SDPD3.

At step 74 SDPD3 establishes a shared key using public key cryptography with the target data

processing device.

At step 76 SDPD3 encrypts the further cryptographic certificate and the public key of the key

pair stored on SDPD3 using the shared key established with the target data processing device.

At step 78 SDPD3 stores the encrypted further cryptographic certificate on the target data
processing device, which decrypts the further cryptographic certificate and stores it and the

public key on the target data processing device.

At step 80 SDPD3 verifies the (unencrypted) certificate and public key stored on the target
data processing device and, if the verification is successful, decrements the value of the

permitted number of target data processing devices stored in SDPD3.

Steps 74, 76 and 78 may appear redundant, given that the further certificate is deliberately
stored on the target data processing device such that it can be obtained on request from target

data processing device.

However, as mentioned above, it may be required to generate and store a key pair on the
target data processing device, as well as the further cryptographic certificate, in which case it
is important that the key pair are encrypted before they are stored on the target data
processing device, in order that they cannot be identified while passing between SDPD3 and
the target data processing device. For this reason, it is simpler to encrypt all data that are

transferred between the secure data processing device and the target data processing device.

It is envisaged that an HSM such as a Thales (RTM) Solo HSM would typically be used to

carry out the method of the invention.
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However, it is also envisaged that the method of the invention could be carried out using a

Java (RTM) card, together with a general-purpose computer equipped with a card reader.

Whereas an HSM is tamper-evident and it is difficult to gain access to data stored on an HSM,
it is relatively easy to gain access to data stored on a general-purpose computer. If a Java
(RTM) card is used as the security data processing device of the method, it is important that
all data received and transmitted by the card are encrypted, because the security of the
method of the invention would be undermined if unencrypted data were stored on a general-

purpose computer during any part of the method.

Turning to Figure 4, this is a block diagram of an HSM 100 in accordance with the invention.
The HSM 100 is of conventional construction, comprising a secure processor 102, secure

memory 104, a cryptographic accelerator 106 and an input-output interface 108.

The secure memory 104 contains program code to enable the HSM 100 to carry out the

method of the invention.

Figure 5 is a block diagram of a Java (RTM) card 120 in accordance with the invention. The
card 120 is also of conventional construction, comprising a secure processor 122, a secure

memory 124 and an input/output interface 126.

The secure memory 124 contains program code to enable the card 120 to carry out the method

of the invention.

The Java (RTM) card of Figure 5 does not include a cryptographic accelerator and so is much
slower to use than the HSM of Figure 4. However, it is also much less expensive than the
HSM of Figure 4 and can easily be sent to a CM by mail. It is envisaged that the secure
memory 124 of the card 120 would store a value of a permitted number of target data
processing devices, which value would be decremented for each target device programmed

using the card, and that when the value reached zero, the card would simply be discarded.
It will be apparent that the above description relates only to selected embodiments of the

invention, and that the invention encompasses other embodiments as defined by the claims

set out hereafter.
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CLAIMS

1. A method of storing data on target data processing devices, the method comprising:
for each target data processing device, using a security data processing device on which
first data comprising a cryptographic certificate has been stored to:

obtain, from said cryptographic certificate, an indication of at least one of a model
and a manufacturer of a target processing device;

obtain a device cryptographic certificate from the target data processing device, the
device cryptographic certificate having been generated by, and being verifiable as having
been generated by, a trusted entity;

obtain, from the device cryptographic certificate, an indication of at least one of a
model and a manufacturer of the target data processing device;

verify the device cryptographic certificate as having been generated by the trusted
entity;

verify that said indication of at least one of a model and a manufacturer of a target
processing device obtained from the device cryptographic certificate corresponds to said
indication of at least one of a model and a manufacturer of a target data processing device
obtained from the cryptographic certificate, and in response to a successful verification:

generate second data using the first data; and

store the second data on the target data processing device.

2. A method according to claim 1, comprising receiving encrypted first data, storing the
encrypted first data on a security data processing device, and, using the security data
processing device, decrypting the encrypted first data and storing them on the security data

processing device.

3. A method according fo claim 2, further comprising receiving a value of a permitted
number of target data processing devices on which the second data are permitied to be
stored, and storing the value on the security data processing device; and

for each target data processing device, using the security data processing device to:
determine whether the value of the permitted number of target data processing devices is
greater than zero;

if so, obtain and verify the device cryptographic certificate, generate and store the second

data, and decrement the value of the permitted number of target data processing devices.
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4, A method according to claim 1, comprising receiving the security data processing
device on which have been stored the first data and a value of a permitted number of target
data processing devices on which the second data are permitted to be stored; and

for each target data processing device, using the security data processing device to:
determine whether the value of the permitted number of target data processing devices is
greater than zero;

if so, obtain and verify the device cryptographic certificate, generate and store the second

data, and decrement the value of the permitted number of target data processing devices.

5. A method according to claim 1, comprising receiving the security data processing
device on which have been stored the first data and receiving a value of a permitted number
of target data processing devices on which the second data are permitted to be stored, and
storing the value on the security data processing device; and

for each target data processing device, using the security data processing device to:
determine whether the value of the permitted number of tfarget data processing devices is
greater than zero;

if so, obtain and verify the device cryptographic certificate, generate and store the second

data, and decrement the value of the permitted number of target data processing devices.

6. A method according to any of claim 2 or 3, wherein receiving the encrypted first data

comprises receiving them on the security data processing device via an Internet connection.

7. A method according to claim 3 or 5, comprising receiving an encrypted value, and
using the security data processing device to decrypt the encrypted value and store the

decrypted value on the security data processing device.

8. A method according to claim 2, wherein receiving encrypted first data comprises the
security data processing device receiving a public key of a first public key encryption key
pair, transmitting a public key of a second public key encryption key pair stored on the
security data processing device, combining the public key of the first key pair with a private
key of the second key pair to produce a shared key, receiving encrypted first data that have
been encrypted using the shared key, and decrypting the encrypted first data using the
shared key.

9. A method according to any preceding claim, wherein the first data comprise

computer-readable instructions for use by the security data processing device.
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10. A method according to any preceding claim, wherein the first data comprise program

code for execution by the target data processing devices.

11. A method according to any preceding claim, wherein the first data comprise
configuration data that determine the operation of program code stored on the target data

processing devices.

12. A method according fo claim 10 or 11, wherein generating the second data further

comprises encrypting the at least part of the first data.

13. A method according to any preceding claim, wherein the first data comprise a private

key of a public key cryptographic key pair.

14. A method according to claim 13, wherein generating the second data using the first
data comprises, for each target data processing device, generating a further cryptographic
certificate for the target data processing device by signing the device cryptographic

certificate using the private key.

15. A method according to claim 14, wherein generating the further cryptographic
certificate further comprises signing the device certificate and a device identifier for the

target data processing device using the private key.

16. A method according to claim 2 or any claim dependent therefrom, wherein receiving
the encrypted first data and the value comprise receiving a cryptographic certificate
comprising the encrypted first data and an encrypted value of the permitted number of target

data processing devices.

17. A security data processing device comprising a processor and a memory containing
a decryption key, first data comprising a cryptographic certificate, and program code
executable by the processor to:

obtain, from said cryptographic certificate, an indication of at least one of a model
and a manufacturer of a target processing device;

obtain a device cryptographic certificate from a target data processing device;
verify the device cryptographic certificate;

obtain, from the device cryptographic certificate, an indication of at least one of a

model and a manufacturer of the target data processing device;
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verify that said indication of at least one of a model and a manufacturer of a target
processing device obtained from the device cryptographic certificate corresponds to said
indication of at least one of a model and a manufacturer of a target data processing device
obtained from the cryptographic certificate, and in response to a successful verification:
generate second data using first data stored in the memory; and

store the second data on the target data processing device.

18. A security data processing device according o claim 17, wherein the security data
processing device is operable to receive an encrypted cryptographic certificate that includes
the first data and instructions executable by the processor, to decrypt the encrypted
cryptographic certificate, to verify the cryptographic certificate as having been generated by
a frusted entity using a public key of the trusted entity, and to execute the instructions

executable by the processor to generate the second data from the first data.
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