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CProgram1{Inputs):
begin program
var Challenge,EM,XProgram,Input,Result,Certificate:

(Challenge, EM)=Inputs;

Secret=GetSecret(Challenge);

20

(XProgram,Input)=D&M(EM,Secret);
Abort if the MAC does not match;
Result=XProgram(Input);
Certificate=M(Result,Secret);
Output(Result,Certificate);

end program
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CProgram2(Inputs):

begin program

const Challenge=...;

var EM, XProgram,Input,Result,Certificate;
(EM)=Inputs;
Secret=GetSecret(Challenge);
(XProgram,Input)=D&M(EM, Secret);
Abort if the MAC does not match;
Result=XProgram(Input);
Certificate=M(Result,Secret);
Output(Result,Certificate);

end program
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EPrograml(Inputs):
begin program
var X,Mode,AProgram,Input,PC,Result,KE,KA,Checkbit,EMResult,EProof,Results;
(X,Mode)=Inputs;
If Mode is execution mode:
begin
(AProgram,Input,PC)=X;
Result=AProgram(Input);
KE=GetResponse(PC);
EMResult=E&M(Result,KE);
EProof=(PC,EMResult);
Results=(Result,EProof);
end

If Mode is arbitration mode:

L T e T e T e T e T e T e T e T e T e R e B e R e T e T e T e T e T e T e T e T e T e T T e T e T e T e T e T e R |

begin
EProof=X;
(PC,EMResult)=EProof:
KA=GetResponse(PC);
Result=D&M(EMResult, KA);
CheckBit=(MAC of EMResult matches);
Results=(Result,CheckBit);
end
Output(Results);
end program
O
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: EProgram2(Inputs):
E begin program
[ const PC=...;
[ var X,Mode,Program,Input,Result,KE,KA,Checkbit, EMResult,EProof,Results:
[ (X,Mode)=Inputs;
If Mode is execution mode:

[

[

[ begin

[ (Program,Input)=X;

E Result=Program(Input);

0 KE=GetResponse(PC);

[ EMResult=E&M({(Program, Input,Result),KE):

l EProof=(PC,EMResult);

E Results=(Result,EProof);

: End

[ If Mode is arbitration mode:

[ begin

: EProof=X;

[

: (PC,EMResult)=EProof:

[ KA=GetResponse(PC);

[ Result=D&M(EMResult,KA);

E CheckBit=(MAC of EMResult matches);

: Results=(CheckBit);

[ end

[ Output(Results);

[endprogra.m

[
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EProgram3(Inputs):
begin program
const PC=...:
var X,Mode,Program,Input,Result,KE,KA,Checkbit,EMResult, EProof,Results;
(X,Mode)=Inputs;
If Mode is execution mode:
begin
(Program,Input)=X;
Result=Program(Input);
KE=GetResponse((PC,Program,nput));
EMResult=E&M((Program,Input,Result),KE);
EProof=(PC,EMResult);
Results=(Result, EProof);
end

If Mode is arbitration mode:

begin
EProof=X;
(PC,EMResult)=EProof:
KA=GetResponse((PC,Program,Input));
Result=D&M(EMResult,KA);
CheckBit=(MAC of EMResult matches);
Results=(CheckBit);
end
Output(Results);
end program
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MProgram
begin program
Store(Address,Data):
begin procedure
var PC,KE,EMData;
KE=GetResponse(PC);
EMData=E&M(Data,KE);
Store(PC,EMData)at Address;
end procedure
Load(Address):
begin procedure
var PC,EMData,KA:
Load(PC,EMData)from Address;
KA=GetResponse(PC);
Data=D&M(EMData,KA);
CheckBit=(MACof EMData matches);
Output(Data,CheckBit);
end procedure

end program
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