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EH3
20 2 20 23
IK = J| 2| (Initial Key)
PK 2 S I|(Protected Key)
E () I KOl 28t & S SHEncrypt with key K)
D(") I KOl 28t 25 3H(Decrypt with key K)
H(") 2 2 &k ol 4 & ==(One-way hash function )
Rand tt==(Random number)
A~7 Ol 2l 2 £2] J|2 == (Basic blocks in binary code)
a~z )2 =25 A~Z2| m H|E (m bits of basic block A~Z)
EH4a

S10
c= MA f

520
ADSE DS2=02 DESD S

/SBO
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EMHb5a

Procedure ConstructTable()

1 entrypoint < Find_EntryPoint(); // store an address of entry point
2 currentPointer < entrypoint;

3 nextPointer « currentPointer++;

3 index «0;

4

5 while(File pointer is not end of file) {

6 if(Current_opcode == jump or Current_opcode == branch){
7 // branch or jump command is an unit of block

8 nextAddress < operand;

9 // store an address of current address

10 if(currentAddress == nextAddress) {

11 // loop, or recursion

12 Tuple[index]. Address < currentAddress;

13 Tuple[index].Size < sizeofBlock;

14 Tuple[index].Cnt < prev_operand 2;

15 Tuple[index].flag < 0;

16 // index, entry point address, size, number of calling, and no protected key
17 StoreAttribute(Tuple[index]);

18 }

19 elsef

20 if(FindAddress(Tuple[index].currentAddress) {
21 // repeated calling

22 GenerateProtectedKey();

23 StoretoDatasection();

24 Tuple[index].flag < 1

25 }

26 s

27 nextBlock < Get_NextBlock(currentAddress);

28 // Get next block’s address

29 currentAddress < nextAddress;

30 Sort(Tuple);

31 Compute_blocksize(Tuple);

32 ChecklIterations(),

33 index++;

34 ¥
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EH5b

Procedure Encryption()

Compile(); // compile the source code to generate object or executable file
entrypoint «<— Find_EntryPoint(); // store an address of entry point
currentAddress = entrypoint; /linitialization

nextAddress = 0;

ConstructTable() // this procedure is described in Fig. 10.

0 0 N W = W

O

nextAddress = Find_next(entrypoint); // find an address of next block in current block
Encrypt(IK, entrypoint); // encrypt first block

ot
N = O

while(File pointer is not end of file)

{

——
=W

if(SearchTable(nextAddress)) // if next block’s flag in the indexed table indicates 1
{

—
AN W

random = GenerateRandom(); // generate random number
Encrypt(random, nextAddress); // Encrypt with the random number

Encrypt(random, IK); // Encrypt the random number with the IK

3

else // next block’s flag indicates 0
Encrypt(random, currentAddress); // Encrypt with the current block

[N T N e
— O O 00

2 3}

Enc y 4)(C)
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{

for(i=0;i<10;i++)

a[i] = rand();

=TS

loc_401006
call rand
add esi, 1

cmp esi, 0Ah

10-2012-0061405
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3 iyl  shortloc 401006
(a) (b)
EH8
Basic AB4B163E mov ecx,64h
block BasE1843  idiv eax,ecy
A 80481845  mov dword ptr [ebp-BCh],edx
BB4B1848 cmp dword pty [ebp-18h],8
BA4B1B4F  jne a048185a
884816851  mov edx,dword ptr [ebp-18h]
B a84e1854  add edz,1
88481857  mov dword ptr [ebp-18h],edx
C 80481854 cmp dword ptr [ebp-18h],5
BA4E105E jge 004681 86¢c
88481868  mov eax,dword ptr [ebp-4]
00481863 imul eax,dword ptr [ebp-18h]
b 80481867 mov dword ptr [ebp-4],eax
BA4A186A  jmp a64081 851
B048186C mov ecx,dword ptr [ebp-4]
E gasd186F cmp ecx,dword ptr [ebp-8]
pesa1872 jle a4 B188a
EH9
= 2 (Offset) E83J s=E3+ Zd1
0x0040103E 19 1 0
0x00401051 9 2 1
0x0040105A 6 2 1
0x00401060 12 1 0
0x0040106C 8 2 1
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EHII

Procedure Decryption()

entrypoint < Find_EntryPoint(); // store an address of entry point
currentAddress = entrypoint; [l initialization
nextAddress = 0;

nextAddress = Find_next(entrypoint); // find an address of next block in current block
Decrypt(IK, entrypoint); // decrypt first block
Execute(currentAddress); // execute the first block

LN = W=

o

while(File pointer is not end of file)

{

11 if(LookupTableTable(nextAddress)) //if next block’s flag in the indexed table indicates 1
12 {

13 random = ExtractRandomNumber(nextAddress, IK);

14 // extract the random number with IK

15 Decrypt(random, nextAddress); // decrypt with the random number
16 }

17 else // next block’s flag indicates 0

18 Decrypt(random, currentAddress); // encrypt with the current block
19

20 Execute(nextAddress); // execute the next block

21 ReEncrypt(currentAddress);

—
<

22
23 1
E=H]2
\ 30 :
i 31 ol A == S
| - M o552 =4 :
! 51 |
| - H2el i
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