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END POINT CONTROL

RELATED APPLICATIONS

This application is continuation-in-part of Provisional U.S. Patent Application
entitled “Network Appliance,” naming Chris Hopen et al. as inventors and filed on
December 10, 2003, which provisional patent application is incorporated entirely

herein by reference.

FIELD OF THE INVENTION

The present invention relates to the determination of access to resources on a remote
server computer over a network. Various aspect of the invention may be used to
limit access to resources on a remote computer based upon a user’s computing

environment.

BACKGROUND OF THE INVENTION

In the last decade, the use of electronic computer networks has greatly increased.

Electronic computer networks may be found in businesses, schools, hospitals, and -

even residences, With-these networks, two or more computing i devmes commiunicate

' together to exchange packets of data accordlng to one or more standard protocols,

such as the TCP/IP protocols. Usually, one computer, often referred to as a “client,”
requests that a second computer perform a service. In response, the second
computer, often referred to as a “server,” performs the service and communicates

the resulting data back to the first computer.

As reliance on computers has increased, the demand to access computer resources
from a variety of locations has increased as well. Conventionally, for example, a
business user may have accessed resources on a corporate server through a desktop
computer connected to the corporate server by a private, secure corporate network.

Now, however, that user may wish to access the same corporate resources from a
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personal computer at home over a public network, such as the Internet. Still further,
the user may wish to access those resources from a laptop computer while traveling.
The connection to the corporate server computer might then be made over a publicly
accessible wireless network connection in a hotel or coffee shop. In some instances,
that user may even desire to access those corporate resources from a computer at a

public kiosk.

In addition to accessing a resource on a remote computer from a variety of
computing environments, the user may also employ a number of different
communication and security techniques when accessing those resources. For
example, a laptop provided by the same company maintaining the desired resources
may have dedicated communication software installed. It may also have
sophisticated security-related software, such as commercial anti-malware and anti-
virus software. The same user’s home computer, however, may only have some
limited security-related software, such as residential anti-virus software. Also, it
may communicate with the remote server computer using a browser application
with additional “plug-in” software to enhance the browser’s communication

abilities. Still further, a computer at a public kiosk may have little or no securlty-

. related software, and prov1de only a basic browser software apphcatlon for
-“commumcatmg with the remote servér. Still further a computer may’ access femote :" )

' resources via corfmunication chanriels secured usmg the Secure Socket Layers

(SSL) protocol, the Hypertext Transfer Protocol Secure (HTTPS) protocol (which
employs the Secure Socket Layers (SSL) protocol, or the Internet Protocol Security

(IPSec) protocol on another computer.

Deépite “this wide v'an'&y of computing enivironments and associated variety of
security risks now being used to access resources on remote computers, actual
access to resources typically is predicated only on the user’s identification. This
identification may be direct, such as by credential information personally associated
with the user, or indirect, such as credential information associated with a particular

computer or copy of a software application. Thus, if a user can provide the proper
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credentials to authenticate his or her identity, the user can access authorized
resources regardless of the type of resource being accessed or the security of the

computing environment being used to access the resources.

BRIEF SUMMARY OF THE INVENTION

Various aspects of the invention can be employed to a user’s access to resources on
a remote computer based upon the computing environment of the computer or “end
point” being employed by the user to obtain those resources. With some examples
of the invention, for example, an analysis of the security of the user’s computing
environment determine whether the user is granted access to resources on a remote
computer. Thus, authorization to access resources on a remote computer may be

graded according to the current security state of the user’s computing environment.

In other examples of the invention, an analysis of the communication software
available to the user’s computing environment may determine how resources on a
remote computer are provided to the user. With still other aspects of the invention, a
user may be provisioned with one or more process objects in order to enhance the
user’s computing environment. For example, the user’s computing environment

may be prov1s1oned w1th one or more secur1ty obJects deemed necessary to obtaln

: requested resources from a remote computer

[09]

[10]

[11]

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 shows one example of a conventional network.

Figure 2 shows an example of a computing device that can be used to ifnplexhent a

network appliance according to various examples of the invention.

Figure 3 shows an example of a server system that may be employed according to

various examples of the invention.
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'[12] Figure 4 shows the components of policy server according to various examples of

the invention.

[13] Figures 5A-5E illustrate user interfaces that may be provided to an administrator by

a unified policy server according to various embodiments of the invention.

[14] Figures 6A-6E illustrate a flowchart describing a method of controlling access to a

resource according to various embodiments of the invention.

[15] Figure 7 illustrates one technique that may be used by various embodiments of the
invention to create a post-authentication interrogator agent manifest request

according to various embodiments of the invention..

[16] Figure 8 illustrates a process by which a client’s operating environment is matched

to the appropriate zone of trust.
DETAILED DESCRIPTION OF THE INVENTION
Overview

“[17] . As.will be discussed in further detail below, various embodiments of the invention -
. provide systems and techniques for controlling requests for resources”from remote
" computers. More particularly, a rémote éo'rriptitei"s ability to access a resdur‘ce'vs}ill
be determined based upon the computer’s operating environment. With these
embodiments, the computer (or computers) responsible for controlling access to a
resource will interrogate the remote computer to ascertain its operating
environment. The computer (or computers) rpsponsible for controlling access to a
resource may, for exafnple, download one or more interrogator agents onto the
remote computer to determine its operating environment. The interrogator agents
may interrogate the remote computer ‘regarding any combination of static artifacts
residing on the remote computer and process objects, including active processes and
agents. The interrogator agents may, for example, interrogate the remote computer

regarding security process objects, such as anti-virus agents, communication process

-4-



WO 2005/059684 PCT/US2004/041487

Patent Application Atty. Docket No.: 005313.00023

[18]

[19]

[20]

objects, such as agents used to establish or maintain a virtual private network, or
both.

In addition to passively interrogating the remote computer, with some embodiments
of the invention the computer (or computers) responsible for controlling access to a
resource may additionally provision the remote computer with process objects. For
example, the computer (or computers) responsible for controlling access to a
resource may require a remote computer to have a specific portfolio of process
objects in order to access the resource. In some embodiments, this portfolio may
vary depending upon the identity of the person using the remote computer to access
the resource. If the iﬁterrogation process determines that the remote computer does
not possess the required portfolio of process objects, then the computer (or
computers) responsible for controlling access to the resource may provision the
remote computer with the missing process objects. Some embodiments of the
invention may additionally provision and install an installation agent to facilitate the

subsequent installation of process objects.

While various embodiments of the invention may use any number of interrogator

agents; -some embodiments of-the invention. will use two. iriterrogator agents: an
interrogator-agent that is employed before authenticating the identity of the remote -

.. ‘computer’s user,-and .an intetrogator agent that"is-embloyedafter authenticating the - -

identity of the remote computer’s user. With these embodiments, the pre-
authentication interrogator agent may interrogate the remote computer for artifacts.
Based upon the determined artifacts, the computer (or computers) responsible for

controlling access to a resource may provision the remote computer with on or more

process objects, such as security process objects useful to protect the “user’s

credential information during the authentication process.

The post-authentication interrogator agent can then interrogate the remote computer
for additional artifacts, process objects, or a combination of both. Depending upon

the interrogation results (and any additional provisioning of process objects), the
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computer (or computers) responsible for controlling access to a resource may
determine whether the remote computer may access that resource. Alternately or
additionally, they may determine the communication mechanism used to access the

resource.
Client/Server Configuration

[21] Various embodiments of the invention will typically be employed to facilitate
cooperation between a client and one or more servers. As known in the art, a
client/server configuration (including a Web based architecture configuration)
occurs when a computing device requests the use of or access to a resource from
another computing device. For convenience and ease of understanding hereafter,
requests to use, obtain, or otherwise access a resource may generically be referred to
simply as “requesting” a resource, while using, obtaining, or otherwise accessing a

resource may generically be referred to simply as “obtaining” a resource.

[22] Because the computing device responsible for providing the resource “serves” the
computing device initially requesting the resource, the computing device
responsible for 'providing the resource is often. referred to as a “server.” The
computlng dev1ce requestmg the resource is then commonly referred to as .a
| cllent Also, because a request for resources and the dehvery of those resources‘
may be relayed among a variety of computing devices havmg a client/server
relationship, the client computing device initially requesting the resource is

commonly referred to as the “end point” client.

[23] Figure 1 illustrates a cenvent%onal relationship between a elient 101 and a server.
103. As seen in this figure, the client 101 may transmit the request for one or more
resources to the server 103 over a network 105. The network 105 may be a private
network, such as an intranet, or a public network, such as the Internet. The server
103 may then provide the client 101 with the requested resources over the network

105.
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It should be noted that, as used herein, a server may be considered a virtual device
rather than a physical device. For example, the functions of the server 103 may be
performed by a single computing device. Alternately, the functions of the server 103
may be performed by a group of computing devices cooperating together. Similarly,
a client may be considered a virtual device. That is, one or more separate computing
devices can cooperate together to function as a client. In many situations, a client
may work with multiple servers in order to obtain a resource. For example, a client
may submit the request for a resource to a first server, which may then relay the
request to a second server. The second server may authenticate the identity of the
client (or a user employing the client), to determine whether the client should be
permitted may access or use the requested resource. Yet another server may then

actually provide the resource to the client.

As used herein, a resource may be any type of object or service available through a
server. For example, the resource may be a data file or a directory of data files. The
resource may also be a service, such as an electronic mailing service, a database
service, a document management service, a remote shell or terminal service, or the

like.

. - - Example Computing Device

e

[27]

Varibﬁs émbiodirﬁ.e.ﬁts of 'an eﬁd point contfol server systefn according to the
invention may be implemented using electronic hardware. More typically, however,
the various features of the invention will be implemented by executing software
instructions on a programmable computing device or computer. Accordingly,
Figure 2 shows one example of a computer 201 that can be used to implement'

various aspects of the invention.

The computer system 201 illustrated in Figure 2 includes a processing unit 203, a
system memory 205, and a system bus 207 that couples various system components,
including the system memory 205, to the processing unit 203. The system memory

205 may include a read-only memory (ROM) 209 and a random access memory

-7 -
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(RAM) 211. A basic input/output system 213 (BIOS), containing the routines that -
help to transfer information between elements within the computer system 201, such
as during startup, may be stored in the read-only memory (ROM) 209. If the
computer system 201 is embodied by a special-purpose “server application”
computer system 201, it may further include, for example, another processing unit
203, a hard disk drive 215 for reading from and writing to a hard disk (not shown), a
magnetic disk drive 217 for reading from or writing to a removable magnetic disk
(not shown), or an optical disk drive 219 for reading from or writing to a removable

optical disk (not shown) such as a CD-ROM or other optical media.

[28] A number of program modules may be stored on the ROM 209, the hard disk drive
215, the magnetic disk drive 217, and the optical disk drive 219. A user may enter
commands and information into the computer system 201 through an input device
223, such as a keyboard, a pointing device, a touch screen, a microphone, a joystick
or any other suitable interface device. Of course, the computer system 201 may
simultaneously employ a variety of different input devices 223, as is known in the
art. An output device 225, such as a monitor or other type of display device, is also
included to convey information from the computer system 201 to the user. As will-
be appreciated by those of ordinary skill in the art, a variety of eutput devices 22'5
such as drsplays speakers and prmters, may alternately or addltlonally be mcluded o

"'in'the computer system 201

[29] In order to access other computing devices, the computer system 201 should be
capable of operating in a networked environment using logical connections to. one
or more remote computing devices, such as the remote computing device 227. The
computer system 201 may be connectable to the remote computer 227 through a
local area network (LAN) 229 or a wide area network (WAN) 231, such as the
Internet. When used in a networking environment, the computer system 201 may be
connected to the network through an interface 233, such as a wireless or wired
network interface card (NIC) or similar device. While the interface 233 is illustrated

as an internal interface in Fig. 2, it may alternately be an external interface as is well

-8-
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known in the art. Of course, it will be appreciated that the network connections
shown in this figure are for example only, and other means of establishing a

communications link with other computers may be used.
An End Point Control Server System

[30] Figure 3 illustrates one example of a server system 301 that may Be used to
implement various embodiments of the invention. As seen in this figure, the server
system 301 includes an access server 303, workplace server 305, a provisioning
server 307, an end-point-control (EPC) server 309, and a policy server 311. Figure 3
also illustrates a client 313, which communicates with the access server 303 through
a network 315. Typically, the network 315 will be a public network, such as the
Internet. With some implementations of the invention, however, the network 315
may be a private network, such a corporate or institutional intranet. The client 313
may be implemented by any suitable computing device or combination of
computing devices. For example, the client 313 may be a programmable computer,
such as the programmable computer 201 described above. The computer may be,
for example a personal desktop oomputer a laptop computer or even a personal

: d1g1ta1 assistant or ”” telephone.

' '[31.]' ‘As employed herem the term “user” w111 réfer to the md1v1dual usmg the cllent 313 .

I (or other chent) ‘to obtain resources from the server system 301. For some h
applications of the invention, the client 313 may be implemented on a computing
device owned by its user or by the same corporation or institution maintaining the
server system 301 (or by a related corporation or institution). With still other
applications of the invention, the client 313 may be implemented on a'computing
device owned by a third party, and may even be provided in a publicly available

kiosk.

[32] As will be discussed in greater detail below, the client 313 transmits requests to the
access server 303 for the use of or access to one or more resources provided through

the workplace server 305. With various embodiments of the invention, the client

-9-
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313 may request one or more resources from the workplace server 305 through a
secure communication channel. For example, the client 313 may seek to establish a
secure communication channel using any desired conventional security protocol,
such as the Secure Socket Layers (SSL) protocol, the Hypertext Transfer Protocol
Secure (HTTPS) protocol, (which employs the Secure Socket Layers (SSL)
protocol), the Internet Protocol Secure protocol (IPSec), the SOCKet Secure
(SOCKS) protocol, the Layer Two Tunneling Protocol (L2TP), the Secure Shell
(SSH) protocol, or the Point-to-Point Tunneling Protocol (PPTP). Further, the client
313 may seek to establish a secure communication channel using a secure remote
computer connection technique, such as Windows Remote Desktop, Citrix, Virtual

Network Computing (VNC) or other “screen-scraping” technology.
The Workplace Server

[33] It also should be noted that the workplace server 305 shown in Figure 3 is merely
representative of any combination of servers that can provide a requested resource.
Thus, the workplace server 305 may be any server or combination of servers
responsible for providing one or more resources to clients. For example, the

: Workplaée server 305-ﬁ1ay be an electronic mail server, a server that maintains a
database, a print server, a.data storage server, -a file or document management :

.“:Jserver a Voice' over Internet Protocol’ (VoIP) server, ‘4 .rémote shell or terminal " :
service or the like. With some implementations, the workplace server 305 may only
be indirectly responsible for providing requested resources. For example, the
workplace server 305 may be a proxy server providing a connection to another
server 319 through, for example a private network 317, which w111 actually provide
requested resources to the client 313. Thus, the resource belng sought by the user
over the network does not have to be in physical or logical proximity to the
workplace server 305. It also should be appreciated that the workplace server 305
may be responsible for providing a variety of different types of resources, including

any combination of data files and services.

-10 -
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The Access Server

[34] The access server 303 may be any device or combination of devices that provides a
gateway to the remainder of the server system 301 or other resource servers 319.
Typically, the access server 303 will be responsible for establishing both secure and
unsecured communication channels with the client 313. For example, as known in
the art, the client 313 may use an unsecured communication channel to contact the
access server 303. The access server 303 may then respond to the client 313 that the
client 313 needs to establish a secure communication channel and the manner n
which this may be done. In reply, the client 313 will request that the access server
303 establish a secure communication channel for the client 313 to obtain the
requested resource. The access server 303 can then use an encrypted communication
protocol, to create a secure communication channel between the client 313 and the

server system 301.

[35] | It also should be noted that, in some applications of the invention, the client 313 will
contain special-purpose software for establishing a secure connection with the
server system 301 through the access server 303. For exarrlple, the access server 303
may bé conﬁgured to cooperato with software résident on the client 31.3 to create a

.. ‘Virtual Private Network (VPN) secure commumcatlon session between the client

.: 313 and the server system: 301 using' secure, encryptlon communication protocols‘ .
such as the Secure Sockets Layer (SSL) protocol or the Internet Protocol Secure
(IPSec) protocol. With other applications, a user may employ a general purpose
software application on the client 313, such as a browser application, to establish a
secure connect1on to the server system 301 through the access server 303. For
.example a user may attempt to employ a browser application on the cl1ent 313,
such as the Microsoft Internet Explorer or Mozilla, to access a Universal Resource
Locator (URL) address in the server system 301. The access server may therefore be
configured to use appropriate secure communication protocols, such as the Secure
Hypertext Transfer Protocol (HTTPS), to establish secure communication with a

client 313 using such a general purpose software application. Accordingly, the

-11 -



WO 2005/059684 PCT/US2004/041487

Patent Application Atty. Docket No.: 005313.00023

access server 303 may include multiple components or be comprised of multiple

servers for handling multiple communication techniques.

[36] In some embodiments of the invention, the access server 303 may maintain the
secure communication channel with the client 313. With other embodiments of the
invention, however, the access server 303 may simply establish the secure
communication channel. It may then pass off responsibility for maintaining and
administering the secure communication channel to another server, such as the

workplace server 305.
The Policy Server

[37] The policy server 311 determines the conditions under which a user of the client
313 may obtain the requested resources. More particularly, as will be explained in
detail below, the policy server 311 administers policy rules specifying the
conditions under which a user may obtain a requested resource. With various
embodiments of the invention, these conditions may include both the identity of the
user and the operating environment of the client 313. With various embodiments of
the invention, the policy server 311 also rhay validate authentication crede'ntials“
submltted by a user w1th a request to obtaln resources from the server system 301.

B '_ As used hereln the term “admlmstrator” will refer to a person authonzed to .

conﬁgure pohcy ritles for enforcement by the pohcy server 311.

[38] As shown in Figure 4, the policy server 311 includes a credentials and profile
information analysis module 401. It also includes a rule set 403, and a rule
configuration module 405. As will be discussed in further detail below, the

| credentials end proﬁle analysis module 401 receives credential and profile
information regarding a user requesting to access or use resources on the client
computer 313. The credentials and profiles analysis module 401 then compares this
received information with rules in the rule set 403, to determine if the requested
access should be granted. With various embodiments of the invention, the

credentials and profiles analysis module 401 may also require some action from the

-12 -
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[39]

[40]

-

client computer 313 based upon requirements specified in the rule set 403. The rule
configuration module 405 then provides the server system administrator with a user

interface for configuring and revising rules in the rule set 403.

The access server 303 may support a variety of different communication techniques
by which the client 313 may securely communicate with the server system 301, as
noted above. Accordingly, with various embodiments of the invention an
administrator may employ the policy server 311 to implement a single access
control policy for multiple communication techniques provided by the access server

303.

Figures 5A-5E illustrate examples of user interfaces that such a unified policy
server 311 may provide to an administrator according to various embodiments of
the invention. In particular, Figure 5A illustrates a user interface 501 that may be
provided by the policy server 311 to display existing rules according to various
embodiments of the invention. As seen in this figure, the user interface 501 displays
a list of rules (sometimes refereed to as “access control list” (ACL) rules) that have

been conﬁgured for controlhng access to one or more resources accessible through

.. the server system 301.

“The entry for each rule may mclude for example a selectlon check box 503 a rule

B 'number 505 and an actlon 1ndlcat0r 507 The selection check box 503 can be used

to select the associated rule in order to, for example, delete or reorder the rule. The
rule number then indicates the order in which the rule will be evaluated. With

various embodiments of the invention, the rule number may also serve as an edit

.command control that the administrator can activate when he or she wishes-to edit

the rule. The action indicator then indicates the function of the rule. For example, a
green action indicator may be used to indicate that the rule will permit access to the
associated resource for a compliant user, while a red action indicator may be used to
indicate that the rule will prohibit access to an associated resource for a compliant

user.
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[43]

[44]

A rule may also include a description 509, a user identification 511, a destination
513, a communication method indicator 515, and a zone indicator 517. The
descriptton indicator 509 can be used by the administrator to provide a convenient
description of the function and/or applicability of the rule. The user indicator then
indicates the users to which the rule applies. For example, an administrator may
designate that a rule applies to one or more specific users, one or more particular
communities, one or more particular realms, or any combination of these.
Alternately, the administrator may designate the rule to be applicable to any user.
The destination indicator 513 is then associated with the resource being controlled
by the rule. With some embodiments of the invention, the destination indicator 513
may indicate the location in the server system through which the resource may be
accessed. With still other embodiments of the invention, however, the destination

indicator 513 may identify the resource itself,

The communication method indicator 515 indicates the particular type of
communication method to which the rule will be applied. As will be discussed in
detail below, various embodiments of the invention provide multiple
communication techniques. for -establishing a -secure cornmunlcatlon session .

between the client 313 and the server system 301. As will be apprec1ated by those of |

ordmary sk111 in the art, some commumcatlon techniques W111 be friore mherently -

sécure than others Accordmgly, a rulé can be conﬁgured to spemfy 1ts apphcablhty ?
to one or more particular communication techniques. Advantageously, as described
herein, various embodiments of the invention allow an administrator to designate

rules for all communication techniques using a unified set of user interfaces

. provided by a single rule configuration system. Lastly, the zone indicator indicates

the zone in which the operating environment of the client 313 must be classified in

order to comply with the requirements of the rule.

Figure 5B illustrates a portion 519 of a user interface that may be provided by the
policy server 311 to edit or create an access control rule for unified application over

different communication techniques, according to various embodiments of the
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[46]

[47]

invention using the. As seen in this figure, this user interface portion 519 includes a
number control 521, a description control 523, and a series of action controls 525.
The number control 521 is used to specify the number for the rule (i.e., the order in
which the rule will be applied to a client). The administrator can then use the
description control 523 to enter a useful description of the purpose or intent of the

purpose or application of the rule.

The action controls 525 allow the administrator to specify the action that the rule
will take if 4 client 313 complies with the requirements of the rule. For example, if
the administrator selects the “permit” action control 525, then the client 313 will be
permitted to access the associated resource upon compliance with the rule.
Similarly, if the administrator selects the “deny” action control 525, the client 313
will be denied access to the resource if the policy server determines that the client is
in compliance with the provisions of the rule. An administrator can then select the

“disabled” action control in order to disable the rule.

Figure 5C illustrates another portion 527 of a user interface that may be provided by

a pohcy server 311 to allow an admlmstrator to edit or create a rule according to

.Vanous embodiments of the invention. This user interface portion 527 includes a-
. user group control . 529A, and a user group edit command control 529B, It also _
: "mcludes a destination resources control 531A and, a destmatlon resources edltj -

' command control 531B. When conﬁgurmg a rule the admmlstrator may select the

individual users, a group of users (such as a community or realm of users), or a
combination of both to which the rule will be applied. Accordingly, the
administrator may activate the user edit command control 529B to obtain a list of
available users and/or groups of users. The admlnlstrator can then select from the

list in order to designate a selected user or group to appear in the user control 529A.

Similarly, when configuring a rule, the administrator must designate the resource
whose access will be controlled by the rule. The administrator may therefore

activate the destination resource edit command control 531B to obtain a list of
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[48]

(49]

resources available through the server system 301. The administrator may then
select from this list in order to specify the resources will be included in the

destination resources control 53 1A, to which the rule will be applied.

Figure 5D illustrates still another portion 533 of a user interface that may be
provided by a policy server 311 to edit or create a rule. As seen in this figure, the
user interface portion 533 includes a first set of communication technique selection
controls 535, and a second set of communication technique selection controls 537,
The first set of selection controls 535 allow an administrator to easily choose
between applying a rule to all supported communication techniques, or choosing to
selectively apply the rule to one or more specific communication techniques. If the
administrator chooses to apply the rule to specific communication techniques, the
administrator can then select among the communication technique selection controls
537 to specify one or more particular communication techniques for which the rule

will be applied.

Figure 5E then illustrates a user interface portion 539 that may be provided by
various embodiments of the policy server 311 to create or edit a rule. The user '

iﬁterfade poftion 539 includes a zone seléction control 541 and a zone selection edit . °

- command control 543.. If the aciministratof ‘w.i's.hes the rule to-apply only wheﬁ the. ‘ |

~ - .client’s operating.environmen_t complies with o’né‘or more particular zones of trust, .

[50]

the administrator can activate the zone selection edit command control to, for
example, view a list of available zones of trust that have already been defined. The
administrator can then select one Or more zones of trust from this list to include

those zones of trust in the zone selection contro] 541. The zones of trust specified in

the zone selection control 541 will then be included in the edited or new rule.
The Provisioning Server And The End Point Control Server

The provisioning server 307 and the EPC server 309 assist the policy server 311 to
enforce the access rules. For example, the provisioning server 307 and the EPC

server 309 cooperate to interrogate the client computer 313 to detect the presence of
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[51]

desired process objects. Further, depending upon the rules specified in the rule set
403, the provisioning server 307 and the EPC server 309 may cooperate to install
and activate desired process objects on the client computer 313. For example, if a
rule requires that the client 313 have a specific portfolio of security process objects
installed and operational, then the provisioning server 307 and the EPC server 309 -
may cooperate to install and activate one or more of those security process objects
on the client 313. Also, with some embodiments of the invention, the provisioning
server 307 and the EPC server 309 can determine if the client 313 is capable of
executing a communication process object that will implement a more preferred or
alternate communication technique. With these embodiments, the provisioning
server 307 and the EPC server 309 may cooperate to install and activate one or more

such communication process objects on the client device 313.

The security objects may be any software such as, for example, anti-malware or
anti-virus agents. As used herein, the term “malware” generally will refer to
software agents or processes that are intended to obtain information for illicit

purposes. The term “virus” will then generally be used to refer to software agents or

- ‘processes intended to damage data or obstruct the operatlon of the host computer It

should be appreciated, however, that these terms stiould not be construed as

." hrmtmg, since many software agents and processes may both obtam mformatlon for

- IIHICIt purposes and damage data or obstruct the operat1on of the host computer The '

security objects may also include client certification agents, client integrity agents,
client inventory agents, data protection agents, patch management agents, personal

firewall agents, system audit agents, and vulnerability assessment agents. Still

. further, with various embodiments-of the invention, the provisioning server 307 and

the EPC server 309 can cooperate to check for and/or install any desired security

object on the client computer 313.
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Security Zones

[52] As noted above and as will be discussed in detail below, a policy rule may
determine the availability of a resource based upon the identity of the user and the
operating environment of the client 313. In order to allow an administrator to
simultaneously specify a variety of client operating environments for a rule,
multiple client operating environments may be categorized into a “zone of trust.”
Accordingly, a policy rule may specify that a user may access a resource when his
or fler client operating environment can be categorized into zone of trust 1 or zone
of trust 2, but will be refused access if his or her client operating environment is
categorized into zone of trust 3. Another policy rule may then specify that a
different user, user B, can only obtain that same resource if his or her client

operating environment is categorized in zone of trust 1.

[53] Accordingly, the provisioning server 307 and the EPC server 309 cooperate to
interrogate a client’s operating environment, and if necessary, to change a client’s
operating environment by provisioning the client 313 with specified security
objects. Wifch various embodiments of the invention, however, the 4pr9vjsioning

‘ 'ser've"r 307 and .the .EPC se,f,ver .36§.may split the‘ interrogation and prbvisionin‘»g_ o
- process. iﬁto tWo stagés.._One stage will be pe;formed before the user authenticates. -
: .‘hisf or her i‘('ieqtity,...an@'the _.s'ecbn'd;stagé will :thép"b'.e_ Apé,r_fo‘r-rﬁed after the use has

authenticated his or her identity.

[54] This approach advantageously allows the provisioning server 307 and the EPC
server 309 to ensure that the client 313 is provisioned with specified anti-malware
-agents - or other desired agents before the authentication process begins. The
specified anti-malware agents will then prevent malware from illicitly obtaining the

user’s credentials during the authentication process. Moreover, by provisioning the

client 313 in stages, the provisioning server 307 and the EPC server 309 can avoid
unnecessary provisioning steps if, for example, the user’s credentials are not

accepted during the authentication process.
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[55]

[56]

B

Various embodiments of the invention may therefore factor the client operating
environment required before the authentication process begins and the client
operating environment required after the authentication process has been completed
in determining the zone of trust into which the client computer will be categorized
Moreover, by partitioning the criteria for a zone of trust into pre-authentication
requirements and post authentication requirements, various embodiments of the
invention can customize the process for determining the post authentication
requirements based upon the user’s identification obtained during the authentication
process. Accordingly, the tools employed to interrogate the user’s client regarding

its operating environment can be varied based upon the identity of the user.

The state of the client’s operating environment when requesting a resource is
referred to as the client’s “signature.” This signature is a list of pre-existing static
process objects or “artifacts” on the client 313. The signature may also include
processes or “agents” running on the client 313. The information in the signature

can be used to determine the identity of the client 313.

For example an admmlstrator for a corporate -managed server system 301 may

expect all co:porate—owned computers to. be conﬁgured with a particular set of -

.artlfacts and agents.. L1kew1se, the administrator may expect a responsible employee

L to ensure that h1s or her personal computer is’ configured with a different set.of *

partlcular art1facts and agents. On the other hand, the administrator may expect a
computer provided in a public kiosk to have only a minimal set of artifacts and
agents. Accordingly, the EPC server 309 may use the signature of a client 313 to

d1st1ngu1sh a corporate-owned computer from a personal computer owned by an

- employee of the company from a computer ata pubhc kiosk. The 1dent1ty inherently

[58]

provided by the signature may then subsequently used to classify the client 313 into

a zone.

With various embodiments of the invention, a signature definition may be

configured as a Boolean logic expression of “literal” values that conform to the
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standard Conjunctive Normal Form (CNF) (i.e. a conjunction of disjunctions). More
particularly, a signature can be defined as a group of artifact literal values associated
by the logical AND operator and one or more groups of agent literal values
associated by the logical OR operator. The group of artifact literal values is then
associated with the group (or groups) of agent literal values by a logical AND
operator. Thus, for a client operating environment to match a particular signature,
each artifact literal value must be TRUE and one agent literal value from each group

of agents literal values also must be TRUE.

[59] For example, if artifact literal A=ARTIFACT, agent literal PEW=Personal Firewall,
agent literal AV=AntiVirus, agent literal CC=ClientCertification, and agent literal
O= Other (for a yet to be defined agent type), a signature definition can then be

expressed as:

Signature = A[1] && ... && A[n_a] && (PFW[1]] ...]| PFW[n_pfw]) && (AV[1]
... | AV[n_av]) && (CC1] || ... | €Cln_c]) && (O[1] | ... || Ofn_o])

[60] For various embodiments of the invention, the artifact literals may include “DIR,”

' -where the value of this artifact literal will be-a directory pathname to be found on .
client, “FILE,” where the value of this artifact literal will be a file to be found on fhie

" client, and “REGISTRY,” where the value of this artifact literal will be a KeyName™ "

L to bé foundln the .fegisﬁ'y of the client:-The aftifact'liferais f n;ay aiéo ~*i‘n(‘:1udé4‘= o
“PROCESS,” where the value of this artifact literal value is a running process to be

found on the client, “DOMAIN,” where the value of this artifact literal will be a
domain of which the client is a member, and “OS,” where the value of this artifact

. literal will be an operating system employed by the client.

[61] The agent literals may include the “PFW_AGENT” literal and the “AV_AGENT”
literal. The values of these agent literals will specify a particular instance of that
agent. For example, the PFW_AGENT literal value “ZONE_PFW” may correspond
to the Personal Firewall provided by Zone Labs Corporation. Thus, for a client 313
to have a signature matching a signature definition requiring this PFW_AGENT
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literal value, the Personal Firewall software application provided by ZONE
ALARMS Corporation must exist and be running on the client 313. The
PFW_AGENT literal value SYGATE _PFW may then correspond to the Sygate
Personal Firewall software application, while the PFW_AGENT literal value
“MS_PFW” may correspond to the Microsoft Personal Firewall software
application. Similarly, the AV_AGENT literal value “MCAFEE_AV” may
correspond to the McAfee Anti-Virus software application, while the AV_AGENT
literal value “NORTON_AV” may correspond to the Norton Anti-Virus software

application.

[62] It should be noted, however, that this list of possible artifact and agent literals is one
possible example, and should not be considered limiting. Various embodiments of
the invention may provide any combination of desired artifacts and agents for
inclusion in a signature definition. Still further, various embodiments of the
invention may even allow an administrator to create define new artifact and agent
literals as desired. Vaﬁous embodiments of the invention also may allow an
administrator to employ any combination of literal comparison operators in addition
to the default equahty comparison operator. to define a signature, such as the literal
companson operators <, > <= >= and !=. . This permits, for examiple, the

' ~eva1uat10n of the Mlcrosoft Wmdovvs operatlng system reglstry entrles dunng the h

authentwatlon process.

[63] With various embodiments of the invention, the policy server 311 may maintain a
global list of signatures. An administrator can then select one or more signatures
from this global hst to deﬁne a zone of trust. Whlle the premse conﬁguratlon of the

':.IIS'C structure will be 1mp1ementatlon spec1ﬁc the structure of one example of such a

list is provided below.

1. GlobalListOfSignatures[0-co]
a. Signature
i. Artifacts[0-co]
ii. PersonalFirewallAgents[0-co]
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iii. AntiVirusAgents[0-oo]

[64] A “zone of trust” or “zone” is an assertion of state on a client. As previously noted,
the client state defining a zone of trust is a combination of the static and dynamic
state existing on the client device prior to instantiating an authenticated secure
communication session, (i.e., the signature), and the dynamic state added to the
client during the lifecycle of the authenticated secure communication session. State
assertions that are added to the client 313 during the authenticated secure
communication session also are expressed as individual literals in a zone of trust
definition. Like the signature definitions, a definition of a zone of trust may be
created as a Boolean logic expression of literals that conform to the standard

Conjunctive Normal Form (CNF).

[65] With the illustrated embodiments of the invention, the definition of a zone of trust
will first include one or more signature literal values. A signature literal value is true
if the pre-authentication operating environment of the client 313 (i.e., its signature)
matches the signature definition for that literal. The definition of a zone of trust may

~ be expressed as a group of compound signature literals associated by the logical OR .

operator, followed by one or more groups of agent literals associated by the logical -
" . OR-operator. Because the agent. literals employed in this -definition: correspond to
i 'agéﬁt.s; that are provisioned. and/or after. .-fhe,éuthénticétidn-“pré.‘jce'ss,sthe‘se. agent
literals are referred to below as “ADDED_AGENT” literals. The group of
compound signature literals is associated with the group (or groups) of
ADDED_AGENT literals by the logical AND operator. Accordingly, for a client
operating environment to match a zone, one of the values of the signature. literals
must bé TRUE. Also; one of the values in each group of the ADDED_AGENT
literals also must be TRUE in order for the client operating environment to match a

zone of trust definition.
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[66]

[67]

- [68]

For example, if signature literal S=SIGNATURE, agent literal DP= DataProtection,
agent literal CI = ClientIntegrity, and agent literal O= other (representing a yet to be

defined agent type), then the definition of a zone may be expressed as:

Zone = (S[1] || ... || S[n_s]) && (DP[1] || ... || DP[n_dp]) && (CI[1] | ... |
CI[n_ci]) && (O[1]]] ... || O[n_o])

The policy server 311 may provide literals for a variety of different types of agents.
These agents may include, for example, anti-malware or anti-Trojan agents, anti-
virus agents, client certification agents and client integrity agents. Anti-malware and
anti-Trojan agents detect and protect against key-stroke loggers, back doors, remote
hick jacking, spy-ware, and other processes intended to obtain information for illicit
purposes. Anti-virus agents then detect and protect against viruses and other similar
threats. Client certiﬁcation'agents determine the identity of a client device through a
set of heuristics and/or cryptographic certification. Client integrity agents determine
the integrity of the client device by performing multiple threat category functions

rather than a single function.

The policy server 311 also may provide literals for client inventoty agents, data’

brbtedtibn agents, and patch management agents. Ciient inventory agents search for

~ artifacts on the client. They inje}y' be used, for éxéi@lé, 'to. determine the 'si@aﬁné of

[69]

the clienf.'"Tyf)'icéHy; however, these agents will not be included in signature or zone
of trust definition. Instead, one or more agents of this type are provisioned on the
client in advance of determining a client’s signature or zone of trust. Data protection
agents protect data being used in authenticated secure communication sessions from
being disclosed ‘to' parties’ other than the authenticated session user. Patch
management agents manage client system patches, in order to ensure that, where

possible, security holes have been repaired by software vendors.

Still further, the policy server 311 may provide literals for personal firewall agents,
system audit agents, and vulnerability assessment agents. Personal firewall agents

wall the client off from unauthorized network traffic and the associated threats of
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direct client system network attack and indirect network attack. System audit agents
audit the compliance of end point security policy, while vulnerability assessment
agents perform vulnerability scans of the client and assess its resistance to external

threats.

[70] The value of an agent will then correspond to a particular software application or
other process. For example, a value of “ACC” for the data protection agent literal
DP_AGENT will correspond to the Cache Cleaner software application available
from Aventail Corporation of Seattle, Washington. Similarly, a value of “ASD” for
the data protection agent literal DP_AGENT will correspond to the Aventail Secure
Desktop software application also available from Aventail Corporation of Seattle,
Washington. The value of “SSP” for the client integrity agent literal CL_AGENT
will correspond to the Sygate Security Portal (also referred to as the Sygate On

Demand product) available from Sygate Technologies of Fremont, California.

[71] It should be noted, however, that this list of possible agent literals is one possible

example, and should not be considered limiting. Various embodiments of the

' mventmn may provide any combmatlon of desired agents for inclusion in a zone

. deﬁmtlon Stlll further, various embodlments ‘of the invention may even allow an -
adrmmstrator to create define new agent literals as des1red Vanous embodlments of

the mventlon also may allow an- administrator to. employ any combmatlon of literal :
comparison operators in addition to the default equality comparison operator to
define a signature, such as the literal comparison operators <, >, <=, >=, and !=.

This permits, for example, the evaluation of operating system registry entries, such

as entries in the Mlcrosoft Wmdows operatlng system reg1stry, dunng the o

authentlca‘aon process.

[72] Moreover, it should be noted that the above-described definition of a zone is
described with respect to embodiments of the invention that divide the interrogation
process into a pre-authentication interrogation of the client’s operating environment

and a post-authentication interrogation of the client’s operating environment.
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[73]

[74]

[75]

[76]

Various embodiments of the invention may alternately define a zone with any
combination of artifact and agent literal values associated by any combination of

logical operators and comparison operators.

Various embodiments of the policy server 311 may provide a global list of zones of
trust for selection by an administrator. While the precise configuration of the list
structure will be implementation specific, the structure of one example of such as

list is provided below.

1. GlobalListOfZones[1-0]
a. Zone
1. Signatures[0-co]
1. GlobalListOfSignatures[ordinal]
ii. DataProtectionAgents[0-co]
iii. ClientIntegrityAgents[0-co]

In addition to one or more zones of trust that specify a particular signature, the list

of zones also typically will include a default zone that does not require a specific

signature. Thus, if the client 313 fails to match any other zone of trust, its operating

enyironmeﬁt will be matched with - this zone of trust.‘by default. In various

- implementations of the invention, however, this zone of trust may. still require that . -

g t.he“clienAt} 313 be provisioned with one ot more édgiitiph’al ﬁrqdéss objects.

With various embodiments of the invention, a user will be categorized into a
“realm.” As used herein, a realm is any group of one more users that is permitted to

authenticate against a specific set of authentication servers, such as, for example, an

" LDAP authentication setver, a Radius authentication, or an-Active Directory

authentication server. In order to allow an administrator to more conveniently
associate a user with one or more zones, various embodiments of the policy server

311 may provide for the use of one or more “communities.”

As used herein, a community is a group of one or more users within a realm that is

associated with one or more defined zones. Thus, a community may be considered a
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[77]

[78]

subset instance of a realm authentication and authorization name space. With some
applications of the invention, a community definition may have some additional
usefulness outside of the scope of end point control. Accordingly, only the features

of a community definition that relate to end point control will be discussed herein.

From the perspective of the EPC server 309, a community represents a
configuration of zones of trust in the form of a scoped list, into which a specific
authenticated user is authorized to be classified. As will be discussed in further
detail below, after a user.has authenticated his or her identity, the provisioning
server 307 installs a post-authentication interrogator agent onto the client 313, in
order to ascertain more information regarding the client’s operating environment
(e.g., to ascertain the remainder of the client’s signature that was not discovered by
the pre-authentication interrogator agent). The EPC server 309 can thus program
this post-authentication interrogator agent with a specific manifest of artifacts to
search for on the client 313 that correspond only to the zones of trust in which the
user can be categorized. That is, the post-authentication interrogator agent will not

need to search for the artifacts and agents included in every defined zone of trust;

- only for those zones .of trust that are applicable to-that user. The interrogation résults
" returned from this post-authenitication interfogator agent is then used to classify the
tser’s ‘client 313 jﬁto & specific Zone of trust accoiding to_the Booléan Togic’

. previously described.

While the precise configuration of the structure of a community will be
implementation specific, the structure of one example of a list of realms is provided

below.

1. GlobalListOfRealms[1-o0]
a. Realm

i. Authentication servers [0-00]

1. GlobalListOfAuthenticationServers[ordinal]
ii, ListOfUserCommunities|1-c0]

1) User Community

a) Members[1-o0]
i. User@Realm or Group@Realm
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b) Non End Point Control Related Elements
) v
d).......

e) ZoneOfTrust[0-0]
i. GlobalListOfZones[ordinal]
f) DefaultZone

[79] Once the user of the client 313 has been authenticated and the client operating
environment has been categorized into a zone of trust, the policy server 311 will
determine whether the client 313 may obtain a particular resource based upon a
policy rule. With various embodiments of the invention, the makeup and use of
policy rules may have some additional usefulness outside the scope of end point
control. Accordingly, only the features of a realm definition that relate to end point

control will be discussed herein.

[80] From the perspective of the EPC server 309, a policy rule represents the
enforcement mechanism of a zone of trust. That is, in order for the client operating
environment to be factored into a security policy, it must be associated with a policy
rule. With various embodiments of the invention, this association is made with the
use of. a zone.of trust literal. More particularly, when a zone of trust. literal is

" _encountered during evaluation of a policy rule, the eﬁrrently classified zone of trust
for the user 1s employed in Boolean conjunctlve logic for the zone of trust literal,
.-and therefore factored into ‘the- seeurlty pohcy While- the precnse conﬁguratlon of o
the structure of policy rules will be implementation specific, the structure of one

example of a list of policy rules is provided below.

- 1. GlobalListOfAccess Control Lists[1-c0] .
a. Access Control List

i. Non End Point Control Related Literals

i ...

. ...

iv. ZoneOfTrust[0-co]

1. GlobalListOfZones[ordinal] literal-comparison-operator
CurrentClassifiedZone
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[81]

[82]

[83]

[84]

It should be noted that various embodiments of the policy server 311 may provide

for hierarchical and other forms of aggregating zones in a policy rule definition.

Operation Of The Server System

The operation of an end point control process that may be implemented by the
server system 301 according to various embodiments will now be described in detail
with reference to Figure 6. In step 601, the user employs the client 313 to request a
resource available through the workplace server 305. For example, the user may
employ a browser application on the client 313 to provide the access server 303
with a Universal Resource Locator (URL) associated with a desired resource
available through the workplace server 305. As previously noted, this initial request

may be submitted via an unsecured communication channel.

In response, the access server 303 performs an authorization check of the
communication with the policy server 311 in step 603. If the communication is part

of an existing authenticated communication session (and the end point control

"process thus has already been performed for the client 313) the remamder of the
~end pomt control process may bé sklpped Likewise, if the requested resource does
“not réquire authentlcatlon or end pomt control (e. g , it is a pubhcly avallable '

':resource), then again the remainder-of the énd pomt control process thay bé sklpped

and the client 313 allowed to obtain the requested resource.

If, however, a secure communication session has not been initiated and the
requested resource is not a public resource, then the access server 303 transfers
control of communications with the client 313 to the provisioning se.rver 307, ‘so
that the provisioning server 307 may begin the pre-authentication interrogation of
the client 313. Accordingly, in step 605, the provisioning server 307 downloads the
pre-authentication interrogator to the client 313. If the pre-authentication
interrogator is successfully installed, then the pre-authentication interrogator will

transmit a report of the client’s operating environment back to the EPC server 309.
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[85]

With some embodiments of the invention, the pre-authentication interrogator may
also send a message to the EPC server 309 confirming its successful information.
The interrogation report may include information regarding artifacts on the client
313, such as its operating system name and version, whether the browser supports

the Java programming language, and the like.

The pre-authentication interrogator agent may be, for example, a Java applet that
can be installed and activated through the browser without being blocked by any
security features of the client 313. The pre-authentication interrogator agent requires
no input, and returns various data to the provisioning server 307. The pre-
authentication interrogator agent is used by the server system 301 to determine
artifacts on the client 313, in order to select the kind of post-authentication
interrogator to employ to complete the determination of artifacts and agents. In
addition, the provisioning server 307 may use the information provided by the pre-
authentication interrogator agent to facilitate provisioning of additional agents on

the client 313.

~ The fundamental data structure used to communicate 1nterrogat10n results between\ .

' the prov1s1on1ng server 307 and the pre-authentlcatlon mterrogator agent is the pre-.

'authentlcatlon mterrogator agent artlfacts schema This data structure is a fixed set

S of elements that the pre-authentlcatmn mterrogator agent populates and sends to'the

provisioning server 307. Wh11e the precise configuration of the structure of schema
will be implementation specific, various examples of elements that may be
employed in the schema may include operating system information for the client
313, such as the operating system name, Versmn most recent serv1ce pack and
bu11d and the client’s processor type The elements may also 1nclude information
regarding the browser being used to access the resources, such as the browser name,
and version, the version of JavaScript supported by the browser, the vender and the
version of Java supported by the browser. Still further, the schema elements may

include the local (human) language used by the client 313, the size of the monitor
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employed by the client 313, and any other desired environmental information that

may be accessible by the pre-authentication interrogator agent.

[87] With various embodiments of the invention, the pre-authentication interrogator
agent will obtain the information to populate the artifacts schema from
conventionally available sources on the client 313. For example, if the client 313 is
employing the Microsoft Internet Explorer browser application available from
Microsoft Corporation of Redmond, Washington, then the pre-authentication
interrogator agent may obtain the information from the Document Object Model of
the browser. It should be noted that other methods well known in the art can
alternately or additionally be used to determine information to populate the artifacts
schema, such as the availability of Active-X or Java, if the pre-authentication
interrogation of the client environment does not report on them. Once the schema is
populated, the pre-authentication interrogator agent may then report the schema

back to the EPC server 307 using, for example, a cookie.

[88] The provisioning server 307 then transfers control to the EPC server 309, so that the
_EPC server 309 .can process the results prov1ded by the pre- authenucatlon_,' .
- interrogator. In step 607, the EPC server 309. determmes whether it has received an
interrogation report from the pre-authentlcatlon interrogator installed on the client
- 313, If it d1d not receive an 1nterrogat10n report, then the EPC server 309 may
| terminate communications with the client 313. If the EPC server 309 did receive an
interrogation report, then in step 609 the EPC server 309 determines which process
objects, if any, should be downloaded to the client 313. More particularly, based
upon the information obtained by the pre-authentication interrogator agent, such as
. 'the operating s&stefn, p}ocessor, J eva runtime, and Active—X runﬁme used by the
client 313, the EPC server 309 identifies various security objects that should be
installed on the client 313.

[89] For some client configurations, the administrator may not require any process

objects to be downloaded to the client. For example, if the client 313 is employing
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[90]

[91]

an operating system that is an infrequent target of malware (such as the Macintosh
operating system provided by Apple Computers), then the EPC server 309 may
determine that no process objects should be downloaded to the client 313. If,
however, the client 313 is employing an operating system that is a frequent target of
malware (such as the Microsoft Windows operating system available from
Microsoft Corporation of Redmond, Washington), then the EPC server 309 may
identify one or more security process objects that should be downloaded to the
client 313. As discussed in detail ‘above, these process objects are downloaded
before the authentication process is started. Accordingly, the administrator may
desire that security process objects, such as anti-malware agents, be downloaded to
the client 313 to better protect the confidentiality of the user’s credentials during the

subsequent authentication process.

Accordingly, in step 611, the provisioning server 311 downloads any process
objects designated by the EPC server 309 to the client 313. If the process objects
downloaded to the client 313 were successfully installed and operating, they will

transmit a communication reporting their successful installation to the EPC server

" +309. Thus; in step 613 the EPC server 309 checks to confnm that thé downloaded

) 'process obJects were suecessfully installed. If they were not then the EPC server'

309 may termmate communlcatlons w1th the chent 313. If the downloaded process '

objects were successfully installed, however then the EPC sérver 309 transfers R

control of communication with the client 313 to the policy server 311 to

authenticate the user.

Accordlngly, in step 615, the policy server 31 1, requests credentlal information
from the user, and subsequently authenticates the user in step 617. If the user fails to
authenticate, then communications with the client 313 are terminated. If the user is
successfully authenticated, then control over the communication with the client 313
is transferred back to the EPC server 309 in order to perform the post-authentication

portion of the end point control process.
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[92] During the authentication process, the user will identify himself or herself, either
directly or indirectly, as a member of a community or a realm. Accordingly, in step
619, the EPC Server determines which zones of trust, if any, are configured for the
community or realm for which the user is an authenticated member. If one or more
zones of trust are configured for the user’s community (or realm), then, in step 621,
the provisioning server 307 downloads an end point installer agent to the client 313.
If a zone of trust was not configured for the user’s community (or realm), then the

process proceeds to step 629.

[93] As noted above, various embodiments of the invention may allow a user to request a
resource using a variety of different communication techniques. Moreover, as will
be discussed in more detail below, some embodiments of the invention may even
provision the client 313 with communication process objects necessary to switch
communication techniques while requesting a resource, thereby enabling the client
313 to employ the most convenient or beneficial communication technique available
to obtain the resource. In order to allow the client 313 to switch communication
techniques without having to reauthenticate the user, these embodiments of the

- invention ' may- provide the ¢lient 313 with ‘a set’ of authentication crederitials
conﬁrmmg that the user’s 1dent1ty already has been authentlcated by the pohcy‘

: server 309

[94] For example, some embodiments of the invention may create a cookie on the client
313 that includes authentication information confirming that the user’s identity

already has been authenticated by the policy server 309. Because this authentication

mformatmn may be universal for the dlfferent commumcahon techmques prov1ded o

by the server system 301, the client 313 will not have to resubmit the user’s
credentials in order to establish a secure communication channel after switching to a

different communication technique.

[95] The end point installer agent is used to facilitate the subsequent provisioning of

process objects on the client 313. Accordingly, the end point installer agent will be
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an agent configured to work with the client’s operating environment to reliably
install specified process objects onto the client 313. As previously noted, a client
may employ a browser application, such as the Microsoft Internet Explorer browser
application, to communicate with the server system 301. Accordingly, various
embodiments of the invention will employ an end point installer agent compatible

with the Microsoft Internet Explorer browser application.

[96] For example, some embodiments of the invention may employ an end point installer
agent implemented as an ActiveX control. Depending upon the user's privileges for
installing new software applications on the client 313, the browser may install the
end point installer agent onto the client directly from a .cab file downloaded from
the provisioning server 307. If the user does not have sufficient privileges to install
ActiveX controls, various embodiments of the invention may employ additional

processes to facilitate the installation of the end point installer agent.

[97] Thus, if the client 313 is employing the Microsoft Windows operating system
available from Microsoft Corporation of Redmond, Washington, some
embod1ments of the 1nvent10n may also download a Java applet referred to as an
end po1nt loader, to fac1htate the download and mstallatlon of the end pomt mstaller
agent. The end pomt loader will download a .cab. for the end pomt mstaller agent,
file, and then use the J ava Nat1ve Interface (JNI) to. extract the cab ﬁle mto, for
example, one or more . dll and .inf ﬁles and instantiate the end pomt lnstaller agent.
The end point loader will then instruct the end point installer agent to register itself
with the operating system. When this process is employed, however, the end point
installer agent is conﬁgured to register itself in the "users" portion of the Microsoft
Windows COM regrstry instead of the "system" portlon of the Mlcrosoft Windows
COM registry where ActiveX controls typically are registered, thereby allowing the
end point installer agent to install and run regardless of the user’s installation

privileges.
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[98]

[991

Various embodiments of the invention may use a variety of techniques to avoid
obstructions presented by the security protections of different operating systems.
For example, when updated with the Microsoft Windows Service Pack 2, the
Microsoft Windows operating system may not allow a user to install an Active X
control without requiring the user to acknowledge an additional prompt. To avoid
requiring the user to specifically acknowledge this prompt, various embodiments of

the invention may employ JavaScript programming to acknowledge the prompt and

" complete the installation of the end point installer agent. For a client 313 that does

not employ the Microsoft Internet Explorer browser application, various
embodiments may employ similar Java-based or other software language-based end

point installer agents.

Once the end point installer agent is installed, it will then accept instructions from
the provisioning server 307. When the provisioning server 307 desires to install a
process object, it may instruct the end point installer agent to download one or more
process components from the provisioning server 307. For example, the

provisioning server 307 may send the end point installer agent HTTP format

- . instructions to install components located at the provisioning server 307. The- end '

point installer agent ‘will obtain an .inf file for the components, which lists the

requlred pieces of components and the version mformatlon for the components The B '.

end point- installer agent will ‘then compare the ‘version " informiation in -the °
downloaded file with version information for any corresponding components

already present on the client 313.

[100] If the version mformatmn md1cates that the resident components are newer, the end

pomt installer agent Wlll then enter this determination and any associated
information into a log, and discontinue the installation process. If, however, the end
point installer agent determines from the version information that the components
on the provisioning server, it will request the new components from the
provisioning server and install them. The network-intense download of components

is thus performed only when required. More particularly, it will rename the resident
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components, install the newly obtained components, and then delete the renamed
components (e.g:, marks them for deletion upon rebooting of the client 313). This
ensures that some form of the components can be salvaged for use by the client 313
if the installation process fails. With various embodiments of the invention, the end
point installer agent will only install components that have a verifiable signature

confirming their authenticity from trusted source.

[101] With some embodiments of the invention, the end point installer agent will keep a
record of files that it installs, and has the capability of subsequently uninstalling all
these files in a single operation, so that all of these file can be subsequently
uninstalled at the conclusion of the communication session. For example, if the
process object is installed through various browser software applications, the
browser may provide a feature to uninstall specified processes. For process objects
installed via the end point loader or the Java native interface, an uninstaller agent
may be installed with the end point installer agent. This uninstaller agent can then
uninstall all previously loaded process objects. This may be done by specific

prompt, or by automatic detection of end of communication session.

[102] Next in step 623, the EPC server 309 creates an mterrogatlon mamfest request
. based upon the zones conﬁgured for the user’s community or realm. One example-. .
" of how this mterrogatlon manifest request may be created W111 be d1scussed w1th'
reference to Figure 7. More particularly, figure 7 illustrates one technique that may
be used by various embodiments of the invention to create a post-authentication

interrogator agent manifest request according to various embodiments of the

_ invention. As seen in this ﬁgure 1n step 701 the EPC server 309 initially selects the

next available realm from among the list of all available realms If there are no
further realms to select, then the EPC server 309 concludes that the manifest request
creation process is completed. If, however, there is a realm remaining in the list of
available realms, in step 703 the EPC server selects the next available user
community in the realm. If there is no remaining user community available for the

realm, then the process returns to the step 701. If, however, there is a user
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[103]

o4

community in the realm that has not yet been processed, in step 705 the EPC server

309 creates a literal graph for that user community.

Next, in step 707, the EPC server will obtain the next available zone in the list of
zones associated with the user community. If there are no further zones listed for
that user community, then the process returns to step 705. Otherwise, the EPC
server 309 will obtain the first signature listed for the current zone. If there are no
further available signatures, then the EPC server will return to step 707 to obtain the
next available zone for the user community. If, however, a signature is available for
analysis, then in step 711 the EPC server 309 will obtain the first literal specified in
the definition of that signature. If there is no remaining literal designated for the
signature, then the process returns to step 709, where the EPC server 309 will obtain
the next available signature for the current zone. If however, there is another literal
specified for the signature, then in step 713 the EPC server determines whether the
literal is unique to the current literal graph for the user community. If it is, then in
step 715, the literal is added to the graph, and the EPC server 309 obtains the next
literal for the signature. Otherwise, the process simply returns directly to step 711.

Iﬁ this manner, each literal for each signétu:& making up each zone -for each user -

dorpmunity— in all available real;n$ are identified and a graph is created for each zone-

* of each user community. ‘When a user is identified as being a member of a user

"[105] -

community, the EPC server 309 can then simply identify the appropriate graphs for
that user community, and incorporate the graph into a manifest request for

processing by the post-authentication interrogator agent.

After the EPC server 309 create$ an interrogation manifest request, in step 625, the
provisioning server 307 downloads and installs the post-authentication interrogator
with the manifest request onto the client 313. More particularly, after the installer
agent has been installed on the client 313, the provisioning server 307 sends a
message to the installer to instantiate the post-authentication interrogator agent. The

message may be, for example, an HTML message. This message may also include,
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[106]

[107]

[108]

for example, a URL identifying a configuration file containing the manifest request.
This configuration file may use, for example, the Microsoft Windows .ini file

format.

As will be discussed in detail below, the configuration file will include commands
for the post-authentication interrogator to search for specific artifacts or process
objects. For example, it may include commands instructing the post authentication
interrogator to look for a specified file, directory, running procéss, registry key,
registry value or data, whether a specific personal firewall is running, user domains.
This information may be obtained through conventional operating system
application programming interfaces (APIs), or through APIs specifically made

available by third parties, such as the providers of a process object.

The manifest request may use Hash Message Authentication Code (HMAC) signing
techniques to ensure that information contained in the manifest request (or in the
manifest response) is not forged by a third party for illicit uses. Also, to ensure
security, queries in the manifest request may be formulated as questions prompting
§peqiﬁc prior known answers rather than open ended questions,, as open-ended.

qﬁestions.could ‘be viewed as a privacy threat if abused by-the. server admiinistrator

| via clever signature definitions. For example, wildcard queries ‘may be prohibited -

* from the mamfest request to ﬁrevent'diSCloéﬁré of ‘information Beyt;nd that needed "~

for evaluation of access control and authentication of the user session.

With various embodiments of the invention, the fundamental data structure that may
be used to exchange data between the EPC server 309 and the post-authentication
interrogator agent is the interrogation manifest. Unlike  the pre-authentication
interrogation manifest, the post-authentication interrogation manifest includes a
variable number of questions in the form of literals sent from the EPC server 309 to
the post-authentication interrogator agent in the manifest request, and answers
added to the literals on responses sent back to the EPC server 309 by the post-

authentication interrogator agent. The following presents an abstract definition of
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this manifest, but it should be noted that different embodiments of this structure will

be implementation specific.

1. Individual Generic Queries
These literals have no input and are answered with values pertaining to the literal.
There may be 0-1 occurrences per literal present in the manifest.

a. Literal = User Privilege
i. Input =None
ii. Output= Admin | Power User | Restricted User
b. Literal = MAC Addresses
i. Input=None
ii. Output = List of MAC addresses
c. Literal = Link Speed
i. Input=None
ii. Output=Kbps of SSL VPN link
d. Literal = User Home Directory
i. Input=None
ii. Output = User Home Directory
e. Literal = System Directory
1. Input = None
ii. Output= User‘ Home Directory

- 2. Indwxdual Speclfic Queries : C e -
These literals all have input that is mterpreted asan equahty expressmn ‘There may

* be 0-c0 occurrences per literal present in the manifest.
a. Literal = File
i. Input= Leaf Path Name
ii. Output =TRUE if found, else FALSE
b. Literal = Directory
i~ Input = Intermediate Path Name
il. Output = TRUE if found, else FALSE
c. Literal = Process
i. Input= Process Name [AUTHENTICODE_CHECK]

ii. Output = TRUE if running and if required, authenticode verified, else
FALSE

d. . Literal = Registry (WIN-ONLY)
i. Input=Key Name [Value [Data]], Literal Comparison Operator
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ii. Output=TRUE if Key Name present, and if present, Value and Data
match Literal Comparison Operator, else FALSE

e. Literal =User Domain
i. Input= WINS_DOMAIN | DNS_DOMAIN
ii. Output = TRUE if user is logged into domain, else FALSE
f. Literal = Machine Domain
i. Input= WINS Name | DNS Name
ii. Output=TRUE if client device is a domain member, else FALSE

3. Set Individual Keyword Queries
These literals all have input that is interpreted as described by the output. There may

be 0-1 occurrences per literal in the set.
a. Literal Set=ZONE_PFW | Sygate PFW | MS_PFW
i. Input = None
ii. Output= TRUE if firewall running, else FALSE; for each keyword
present in the set

b. Literal Set = McAfee AV |Nortal AV
i. Input=None
ii. Output=TRUE if AV running, else FALSE; for each keyword present
in the set

c. Literal Set= CONNECT, BET, ODX, ODJ, NG
i. . Input = None,

- ii. Output=NOT_ INSTALED or INSTALLED or RUNNING for each
keyword present in the set ' ‘

t109j After'it has' been installed en the client 313, the'poetiaﬁthenticaﬁon"iﬁterrogator' 3
examines the operating environment of the client 313, looking for artifacts and
process objects specified in the post-authentication interrogator manifest request. It
then reports back its findings via a post-authentication interrogator manifest

. response to the EPC server 309 in step .627. For example, the post-authentieation
interrogator may create an XML file containing the interregation results, and ﬁost

these results back to the EPC server 309.

[110] Based upon the information returned by the post-authentication interrogator agent,

the EPC server 309 will classify the client’s operating environment into a zone of

-39 -



WO 2005/059684 PCT/US2004/041487

Patent Application Atty. Docket No.: 005313.00023

trust in step 629. This process will be described in more detail with reference to

Figure 8.

[111] Figure 8 illustrates a process by which a client’s operating environment is matched
to the appropriate zone of trust. As seen in this figure, in step 801, the policy server
311 obtains the next available zone of trust from the list of all zones of trust
associated with the user’s community. If there are no further zones of trust available
for the user’s community that have not already been analyzed, then the policy server
311 classifies the client’s operating environment in the default zone of trust. If,
however, there is an available zone of trust in the user’s community that has not
been analyzed, the next available signature for the zone of trust is obtained in step

803.

[112] If there are no further signatures in the definition of the current zone of trust, then
the process returns to step 801. Otherwise, the policy server 311 obtains the next the
next available literal in the obtained device profile in step 805. If there are no
further literals in the signature, then the operating environment of ‘the client 313 is

N categonzed into the current zone. Otherwise, the obtamed 11tera1 is compared with
the correspondmg state of the chent’s operatmg enwronment If the value of the
.htera,l.ls true for the eurrent operating environment, then the process returns to step.
.805 to examine the next literal available in the signature. If, however, the value of -
the literal is-not' true fOI‘ the client 313, then the process returns to step 803 to obtain

the next available signature for the current zone.

[113] Next, in step 631, the policy server 311 may provision the client 313 with any
- suitable with communication process ebjects that will enable the client 313 to "~

employ an alternate communication technique for communicating with the server

system 313. As previously discussed, various embodiments of the invention may

provide different communication techniques for securely communicating with the

server system 301, and subsequently obtaining resources from or through the server

system 301.
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[114]

[115]

[116]

For example, some embodiments of the invention will accommodate one
communication technique employing a conventional browser. Various embodiments
of the invention may alternately or additionally accommodate another
communication technique employing the Microsoft Windows Internet Explorer
browser where the communication functionality has been enhanced by an ActiveX
control. These embodiments of the invention may further accommodate a
communication technique implemented by a Java-enabled application that is
specifically configured for securely communicating with the server system 301. Still
further, various embodiments of the invention may accommodate a communication
technique implemented by a special purpose software application that works with
the client’s operating system. For example, some embodiments may support a
communication technique implemented by a software application that is a client of
the Microsoft Windows operating system provided by Microsoft Corporation of
Redmond, Washington.

As will be appreciated by those of ordinary skill in the art, in some situations, one
communication technique may be preferable to another communication technique.
For example ifa chent 313§ employlng the Microsoft Wlndows operatmg system

the user may obtaln more effective commumcatlon ‘with the server system 301 by

‘.employlng a spec1a1 purpose software apphcatlon than by usmg a. browser

application to communicate with the server system 301. On the other’ hand, if the" " " " °

client 313 is not employing the Microsoft Windows operating system, then a special
purpose software application which requires the Microsoft Windows operating
system to run would not be useful for communication with the server system 301.
Instead, the user would be better -served . using a communication- technique :

implemented by a Java-enabled application,

Accordingly, various embodiments of the invention may provision a client 313 with
communication process objects that will enable the client 313 to employ a
communication technique most suitable to the client’s operating environment. More

particularly, these embodiments of the invention may employ the information
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[117]

obtained from one or more interrogator agents to determine which communication
techniques can be supported by the client 313. The provisioning server 313 can then
provision the client 313 with the communication process objects to implement one

or more of these communication techniques.

For example, the provisioning server 307 may determine from the client’s signature
whether the client 313 is employing the Microsoft Windows operating system. If the
client 313 is employing the Microsoft Windows operating system, then the
provisioning server 307 may download and install a software application that is a
client of the Microsoft Windows operating system to establish a secure connection
with the server system 301. Similarly, the provisioning server 307 may determine
from the client’s signature whether the client 313 is Java enabled and, if it is, then
the provisioning server 307 may download and install a Java-based software
application to establish a secure connection with the server system 301. Still further,
the provisioning server 307 may determine from the client’s signature whether the
client 313 is employing the Microsoft Internet Explorer browser and will allow the

installation of ActiveX controls. If it does, then the provisioning server 307 may

~- download and install an"ActiveX contrel to" help the Microsoft Internét Explofer- -

[118]

browser establish a secure connection with the server system: 301.

With various embodim_'enfé of the invention, the provisioning server ‘307 may .
provision the client 313 with communication process objects in this manner
according to any desired criteria. For example, the provisioning server 307 may

provision the client 313 with every communication process object that the client 313

- will support. Alternately, the provisioning sgryer‘ 307 may provision the client 313

with a communication process object based upon a preset hierarchy, or based upon
heuristics accounting for communication process objects already installed on the
client 313. It also should be noted that, if the end point installer agent was not
previously installed during step 621, it may be installed at this point to facilitate the

installation of the communication process objects.
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[119] In step 633, the EPC server 309 determines whether the client 313 should be

[120]

provisioned with any additional security process objects based upon the zone of
trust into which the client 313 has been classified. In addition to specifying artifacts
and process objects that must be resident on the client 313 in order to be classified
in the zone of trust, the definition of the zone of trust may also require that
additional process objects, such as additional security process objects, be installed
on the client 313 in order for the client to remain classified in that zone of trust.
Accordingly, the provisioning server 307 will provision the client 313 with any
additional security process object required by the EPC server. It should be noted
that, if the end point installer agent was not previously installed during step 621, it
may be installed at this point to facilitate the installation of the additional security

process objects.

After being installed on the client 313, the additional security process objects may
report the results of their successful installation to the provisioning server 307.
Accordingly, the provisioning server 307 will confirm that the required additional

security process objects were properly installed on the client 313. Upon successful

“installation, these-additional security process objects report back their security statis =

to the EPC server 309. If one or more of the additional éécﬁrity process objects were

" not prdpbrlj} .iiistaiiléd or failed to report positive status o the E?C.sewér 309, then .

- the server system may discontirile: commiunicating with-the cliént 313. Aliernately,

e

various embodiments of the server system 301 may attempt to remediate the
classification of the client 313 into another zone of trust that does not require

installation of the additional security process objects.

Léstly, in step 635 the EPC server 309 may asynchronously and periodi‘cal.lsv/.
revalidate the state of the client’s operating environment, For example, the EPC
server 309 may periodically request that the post-authentication interrogator verify
the compliancy state of agents associated with the current zone of trust. It then -
proceeds to re-classify the zone of trust, where a zone of trust change may occur due

to the current compliancy state of the client device.
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[122] It should be noted that, while particular examples of the invention are described in

[123]

- [124]

" t12‘5]

detail above, there are numerous variations and permutations of the invention. For
example, some embodiments of the invention may employ zones of trust without
regard to the user’s identity. Thus, all clients may be assigned the same set of zones
of trust, regardless of the identity of their individual users. By employing these
embodiments, an administrator can ensure that all clients have an operating

environment that meets minimum security requirements.

Still further, various embodiments of the invention may employ a single interrogator
agent. With some of these embodiments, the single interrogator agent may
interrogate the client 313 to obtain its entire signature before the authentication
process. Other of these embodiments may deploy the single interrogator agent after
the authentication process. Of course, still other embodiments of the invention may
employ any desired number of interrogator agents to ascertain the client’s operating

environment.

Additionally, varlous embodnnents of 'the mventlon may perform ~some task i
associated with a zone of trust when a client is class1ﬁed into that zone of h'ust For
example, the server . system 301 “may log the chent 313 off of a secure
communication session if the- client 313 is ass1gned a zone of trust associated w1th.
this command. Of course, any desired command to be enacted by the server system
301 or one of its components can be associated with a zone of trust being assigned

to a client 313.

Tt also should be noted that, while various connections have been described above,
unless otherwise expressly indicated these connections should be considered to
include both direct connections between two elements or indirect connections that
may include any number of intermediate elements between the connected elements.
Further, while various functions have been ascribed to one or more components of

particular embodiments of the invention (such as servers), various embodiments of
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[126]

the invention may collect or redistribute these functions in any desired
configuration. For example, a single server may be used to implement the
functionality of both the provisioning server 307 and the EPC server 309 described
above. Alternately, some embodiments of the invention may provide three or more
servers to perform that functionality. Still further, various functions ascribed to a
particular server may be implemented in different embodiments of the invention by
another server. For example, with some embodiments of the invention, one or more
of the functions of the EPC server 309 may be performed by the policy server 311

and vice versa in alternate embodiments of the invention.

While the invention has been described with respect to specific examples including
presently preferred modes of carrying out the invention, those skilled in the art will
appreciate that there are numerous variations and permutations of the above
described systems and techniques that fall within the spirit and scope of the -
invention as set forth in the appended claims. For example, while particular
software services and processes have been described as performing various

functions, it should be appreciated that the functionality of one or more of these

- services-and processes may be combined-into a singlé service or process, or divided

among additional services and processes."
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What is claimed is:

1. A method of determining an operating environment of a remote computer,
comprising:

installing an interrogator agent onto the remote computer; and

receiving interrogation results produced by the interrogator agent.

2. The method recited in claim 1, wherein the interrogator agent is installed onto the
remote computer without the cooperation of a user of the remote computer.

3. The method recited in claim 1, further comprising assigning a zone of trust to the
remote computer based upon the interrogation results produce by the interrogator .

4, The method recited in claim 3, further comprising:

determining one or more process objects required for the zone of trust assigned to the
remote computer; and

1nsta11mg the one or more determlned process objects onto the remote computer .

5.A method of controllmg an end point computer s access 10 a resource comprrsmg

receiviné a requeet for a resource from a remote computer; . | -

in respouse. to Arecei‘ving trle ’request, rnstallrng a ﬁrst .interro gator agent onto the
:emote computer;

rece1v1ng first interro gatlon results produced by the first interrogator agent

1dent1fy1ng one or ’ more secur1ty process Ob_] ects correspondmg to the recewed
nterrogation results;

installing the identified security process objects onto the remote computer;

authenticating an identity of a user of the remote computer;
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after authenticating the identity of the user of the remote computer, installing a second
interrogator agent onto the remote computer;

receiving second interrogation results produced by the second interrogator agent; and

based upon the first interrogation results and the second interrogation results,
assigning the remote computer a zone of trust; and

determining whether the remote computer can access the requested resource based
upon the assigned zone of trust.

6. The method recited in claim 5, further comprising:

identifying one or more security process objects required by the assigned zone of
trust; and

installing the identified one or more security process objects onto the remote
computer;

. 7. The .m.ett.lod .rgcited 1n clai{n .6,. further comprising:
dete;rmining' if the identiﬁeci ohe or more security ﬁroce’ss' objects are properly
. >pérating on the remote pqmioui:er, and | o
o if the: idéntiﬁecl: se&ﬁity | process c;b;j ects afe pfope:fiy o-perating‘ oﬁ the fe'rno;cé

somputer, allowing the remote computer to obtain the requested resource, and

if one or more of the identified security process objects is not properly operating on
he remote .éofnbufef,. refusing to allow the remote corﬁputér o obtain the reduésfed feééurce.

8. The method recited in claim 5, further comprising assigning the zone of trust based
ipon the identity of the user.

9. A method provisioning resources to a remote computer, comprising:

creating at least one rule identifying
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a remote computer operating environment, and
one or more process objects to be provisioned onto the remote computer in
response to a request from the remote computer for a resource:
10. The method recited in claim 9, further comprising:
creating the rule to further require that the user of the remote computer have a specific
identity before provisioning the one or more process objects onto the remote computer.
11. A method of provisioning a remote computer, comprising:
receiving a communication from a remote computer;
installing at least one interrogator agent onto the remote computer;
receiving interrogation results produced by the at least one interrogator agent;
based upon the interrogation results, identifying one or more process objects that may
be supported by an operating environment of the remote computer; and
' installing the one of MOre Process objects onto.th.e remqte. computer. -
E 12. The meth:bd‘recite;l ‘in claim-'l 1‘; wherein * S
“the ﬁrdqesé bbje.(‘{ts 5re communication prdc'ess' objects:
' 13 The m.ethoé: récited in‘él’aim ‘1 2‘,’Whereiln o
the communication from the remote computer employs a first communication
.echnique; and
" at least one of the communication process- objects - implemer.xts' a “second
sommunication technique different from the first communication technique.
14. The method recited in claim 11, further comprising installing an end point

nstaller to facilitate subsequent installation of the process objects.
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15. A method of performing an activity based upon an operating environment of a
remote computer, comprising:
installing an interrogator agent onto the remote computer; and
receiving interrogation results produced by the interrogator agent;
assigning a zone of trust to the remote computer based upon the interrogation results
produce by the interrogator; and
performing an action associated with the zone of trust.
16. The method recited in claim 15, wherein the action is to log the remote computer
off of a secure communication session.
17. A server system, comprising:
an access server that receives communications from a client computer;
a provisioning server that installs at least one interrogator agent onto a client
computer commpnicat'ing with the access server;
A 4 ani'exid p§iﬂt éo;ﬁroi éér;/er tliai : |
o ﬁrialjzés"ﬁférrb@tién results pf()"\'li&edfby'the. at least one i}riteri'oge;"cof égeﬁt;
md |
assigns a zone of trust to the client computer based upon the interrogation
-esults provided by the at least one interrogator agent.
'18. The server sys;celﬁ recited in claim 18, further compriéiﬁg:
a policy server implementing rules for associating a zone of trust with an operating

snvironment of a client computer.
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