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Method and Device for Identifying Objects
(Revised version for US national phase entry)

The present invention relates to a method and a device for identifying objects
and for the verification of the authenticity of the labeled objects and particularly
for a counterfeit-proof labeling of drugs and/or medicines as well as for the
verification of the identification by a consumer.

Various methods have been developed for the labeling of goods, such as
medicines, garments, sound carriers or the like, in order to give manufacturers,
dealers, customs authorities, consumers etc. the possibility of verifying the
authenticity of the goods. These methods are supposed to enable consumers,
for example, to verify the authenticity of the acquired goods, in order to thus
protect themselves from counterfeit products, particularly from counterfeit drugs
and/or medicines, which possibly do not have the desired effects or even have
harmful effects.

DE 43 41 880 A1 describes a control system for objects with data carriers, on
which data can be stored as an identification code, and with external equipment
for data acquisition and for computer-aided data processing, which can be used
for protection from prohibited imitation and recreation of articles. The control
system checks manufacturer-specific data, which is stored as an identification
code on the data carrier, such as on a RFID chip. The data carrier is attached to
the article to be protected. Such known RFID chips are, however, not
counterfeit-proof, since a counterfeit or recreation of similar data carriers as well
as a reprogramming or destruction of the data carrier are possible by known
methods. The possibility of manipulating the data carriers limits the reliability of a
corresponding control system considerably. Furthermore a special device, with
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which the data carrier is read, is required for the verification of the authenticity of
the identification code. This equipment is normally not available, especially to the
consumer, because of the diversity of the different data carriers and objects, so
that a simple and accurate verification of items is not available especially to the
consumer.

EP 0 889 448 B1 describes a method in which the objects are provided with a
label, on which a non-reproducible pattern is placed. The non-reproducible
pattern is produced from the description of the object. In this method, the
verification of the label is carried out by sensing with a special device. However,
such devices are not available on-site to the consumers and the verification of
the labels is therefore not available especially for consumers. Furthermore, such
special devices for verification are not easy to operate, so that there are
unavoidable errors in verification by inexperienced persons, like the consumer,
which further affects the reliability of the concerned method.

The object of the invention therefore is to propose a method and a device for
identification of objects and for verifying the authenticity of appropriately labeled
objects, which are very accurate and easy to use.

The object of the invention is solved by a method for identifying an object, which
has at least one object identifier, with an object code, which is used for the
verification of the authenticity of the object, and which has these steps:
generating of a unique random system code, consisting of a first and a second
part of the system code, the first part of the system code being generated from a
first character set by a first random method and the second part of the system
code
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from a second character set by a second random method, and storing the
system code together with at least one first object-specific information in a first
data memory, whereby the first part of the system code is encrypted by a first
encryption method and the second part of the system code by a second
encryption method prior to being saved; generating of a random encryption key
from a third character set by a third random method, generating of a unique
assignment identifier by an assignment method and storing of the encryption
key, the assignment identifier and at least one second object-specific information
in a second data memory; generating of the object code, consisting at least of
the first part of the system code and the assignment identifier, encrypting of the
system code by a third encryption method, encrypting of the object identifier by a
fourth encryption method and storing the encrypted system code together with
the encrypted object identifier in a third data memory; and attachment of the
object code to the object.

One aspect of the invention on hand proposes that the method includes the
feature whereby an activation information is stored in the first data memory in
addition to the stored system code, which indicates whether the system code is
active or non-active, whereby the system code can be checked only after an
activation. The security of the identification of the object is further improved
advantageously by this, since the identification of the object is activated only
before the sale of the object to the consumer and thus an unsafe supply chain
from the producer to the consumer is bridged.

Another aspect of the invention on hand proposes that the object code is divided
into a first and a second object code. It is further proposed that the second part
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of the object code is attached to the object in such a manner that it is not
accessible from outside and the first part of the object code is attached to the
object on the outside. It is further proposed that the first part of the object code is
attached under a visual protection. Through this, the security and reliability of the
identification of the object can be advantageously increased further.

Furthermore, the invention on hand proposes a method for verifying the
authenticity of an object with an object code, whiéh has at least one object
identifier which is labeled by one of the proposed methods for identifying objects
as per the invention on hand. The method has the following steps: transferring
the object code through a transmission medium and receipt of the transferred
object code by the verification device, dividing of the object code into at least a
first part of the system code and an assignment identifier, encrypting of the first
part of the system code by a first encryption method, comparing of the encrypted
first part of the system code with the first parts of the system codes which are
stored in the first data memory and, if the encrypted first part of the system code
is found in the first data memory, decoding the second part of the system code
stored in the first data memory by the second encryption method, combining the
first and the second part of the system codes together to form a system code,
comparing of the assignment identifier with assignment identifiers which are
stored in the second data memory and, if a matching assignment identifier is
found, encrypting of the system code by a third encryption method, comparing of
the encrypted system code with encrypted system codes stored in the third data
memory and, if a matching encrypted system code is found, decoding an
assigned encrypted object identifier by a fourth encryption method and display of
a decoded object identifier for comparing
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the displayed object identifier with the object identifier on the object. The
method therefore permits a particularly simple and reliable verification of the
identification.

Another aspect of the aforementioned method proposes that the method, in
which the system code is stored in the first data memory with an additional
activation information, displays whether the system code is active or non-active,
and has a step in which the activation information is activated by one of the
system codes. This aspect of the method is particularly useful in closing the
unsafe supply chain between producers and consumers.

As per further asbects of the invention, the transmission medium is the Internet
or a cell phone network. Over and above that, retrieval-specific data, which is
generated during the verification of the object code, is stored in a fourth data
memory. It is proposed for practical purposes that, depending on the
transmission medium, the retrieval-specific data contains, on entry of the code
via the Internet, at least the time, the IP-address, the Internet service provider
and the number of entry attempts and, on entry of the code via SMS, at least the
time, the cell phone number and the SMS selection number. This is
advantageous, since the proposed transmission medium is widespread and is
thus accessible for almost every consumer. Furthermore the storing of retrieval-
specific data is advantageous in order to verify, for example, wheh, how and
through whom an object code was verified for the first time.

The invention on hand further proposes a device for labeling an object with an
object code and a device for verifying an object code of an object, whereby the
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devices have facilities configured to execute the steps of the method of the
invention on hand. Furthermore, the invention on hand proposes a computer
program which, when run on a computer, makes it execute the method
according to the invention on hand, as well as a data carrier on which the
computer program is stored.

Another aspect of the invention on hand proposes an object which is identified
with an object code, which was produced by the method according to the
invention.

Preferred implementation forms of the invention are explained below, purely as
an example and without any restriction, with the aid of the attached drawings, in
which:

Fig. 1 is a flowchart of an implementation form of the method according to the
invention;

Fig. 2 is a detailed flowchart for the generation of the system code of an
implementation example of the implementation form as per Fig. 1;

Fig. 3 shows a detailed flowchart for the generation of the encryption keys
according to an implementation example of the implementation form as per Fig.
1;

Fig. 4 shows a detailed flowchart for the generation of the object code according
to an implementation example of the implementation form as per Fig. 1;

Fig. 5A shows an object with a first part of the object code attached on the
outside under a visual protection and a second part of the object code not
accessible from outside;
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Fig. 5B shows the object as per Fig. 5A, in which the visual protection was
removed from the first part of the object code and the second part of the object
code is accessible by opening the object;

Fig. 5C shows a schematic flow of a verification of the object code of the object
as per Fig. 5B by a consumer, using the method as per Fig. 1;

Fig. 6 shows a schematic representation of an implementation form of the device
for labeling of objects; and

Fig. 7 shows a schematic representation of an implementation form of the device
for verification of an object code.

An implementation example of a device for labeling an object is shown in Fig. 6.
The device 600 comprises a System Code Generation Facility 610, which
creates a unique random system code and transfers it to a First Data Memory
Facility 620 for storage in a data memory 625; an Encryption Key Generation
Facility 630, which creates a random encryption key and transfers it to a Second
Data Memory Facility 640 for storage in a data memory 645; an Object Code
Generation Facility 650, which creates an object code and transfers it to a Third
Data Memory Facility 660 for storage in a data memory 665; and an Object
Code Attachment Facility 670, which attaches the object code created by the
Object Code Generation Facility 650 to an object. Furthermore, the system code
created by the System Code Generation Facility 610 and the encryption key
created by the Encryption Key Generation Facility 630 are transferred to the
Object Code Generation Facility 650.
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The Data Memory Facilities 620, 640 and 660 and the data memories 625, 645
and 665 are preferably implemented physically separated for improving the
security; in a simplified implementation example, the data memories 625, 645
and 665 are integrated also into the corresponding Data Memory Facilities 620,
640 and 660. Furthermore the data memories 625, 645 and 665 are preferably
implemented as physically separate data memories, in order to ensure a
maximum amount of security. The data memories 625, 645 and 665 are
combined in one data memory in an implementation example for the
simplification of the device 600. It is self-evident to the expert that two of the data
memories each can also be combined into one data memory and an additional
separate data memory for the third data memory is considered as part of the
invention.

In the implementation example of a method as per Fig. 1, the system code is
created in step 105, the encryption keys in step 110 and the object code in step
115. The implementation examples in Figs. 2, 3 and 4 show respectively the
generation of the individual codes or keys in detail. As a simplification, the data
memories 625, 645 and 665 are shown as one data memory 120 in Fig. 1.

The generation of the system code is shown in detail in Fig. 2. As an example,
the generation of a system code with a length of 128 characters is described
here, in which the system code is formed from a first part of the system code
215, which contains the first ten characters of the system code, and a second
part of the system code 245, which contains the other 118 characters of the
system code. It is self-evident for the expert that other arbitrary character
lengths, such as 64, 256, 512 characters, can be used in a suitable way for the
system code and for the respective system code parts 215, 245. The first part of
the system code 215
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with a length of ten characters is created by the System Code Generation
Facility 610 from a first character set 200 by using the first random method 205.
The first character set 200 contains, for example, a number of characters which
are selected from a complete character set, which is available to the method or
to the device. In the implementation form described here, the complete character
set contains the capital letters A to Z and the numbers 0 to 9 but no special
characters. The first character set 200 is reduced in this implementation example
by characters and numbers, such as Z and 2, in order to ensure the unambiguity
of the first part of the system code 215. The first random method 205 is an
arbitrary state of the art method, in which a number of characters are selected
randomly, i.e. not predictably, from a predefined character set. As an example,
the string “F37E4A1BD8” is generated here as the first part of the system code
215 by the System Code Generation Facility 610. This first part of the system
code 215 is encrypted in step 220 by using a state of the art encryption method
into an encrypted first part of the system code 225. In this implementation
example preferably a cryptographic hash function, such as the Message Digest
Algorithm 5 (in short: MD5) or the Secure Hash Algorithm (in short: SHA) is used
as encryption method.

Furthermore, in step 240 the System Code Generation Facility 610 creates a
second part of the system code 245 from a second character set 230 by means
of a second random method 235. The second character set 230 contains
preferably the complete character set described above. The second random
method 235 is also an arbitrary random method with the same features as
already described above, the second random method 235 is preferably identical
with the first random method 205. The second part of the system code 245
created in this manner with a length of 118 characters is encrypted by the
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second encryption method in step 250. In this implementation example a
symmetrical encryption method, such as, for example, the Advanced Encryption
Standard (in short: AES) or the Data Encryption Standard (in short: DES), is
preferably used, which uses the first part of the system code 215 as key for the
encryption. The result of step 250 is an encrypted second part of the system
code 255.

The encrypted first part of the system code 225 and the encrypted second part
of the system code 255 together with a first object-specific information 260 are
stored in step 265 by the First Data Memory Facility 620 in the data memory 625
in such a manner, that the encrypted first part of the system code 225, the
encrypted second part of the system code 255 and the first object-specific
information 260 are 'assigned to each other. In this implementation example, the
first object-specific information 260 preferably includes a production unit number,
which identifies a number of objects from a production, and the current date.

The first part of the system code 215 and the second part of the system code
245 form the system code when both parts of the system codes are combined
with each other. As per the implementation form shown in Fig. 2, the system
code is not formed such that it is available for use in further steps of the method,
rather the system code is formed afresh for the individual step in which it is
needed, by combination of the first part of the system code 215 with the second
part of the system code 245 in this single step. The combination is a
concatenation of the first and the second parts of the system code to a system
code of corresponding length. It is self-evident for the expert that the system
code can be provided as such by a corresponding additional step for use in
further methods.
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Furthermore, in an implementation example an activation information, not shown
in Fig. 2, is additionally saved by the Data Memory Facility 620 in the data
memory 120, which assigned to an encrypted first part of the system code 215
indicates whether this is locked or free. In order to be able to verify the object
code, this activation information must be activated before verification of an object
code by an activation step, which is described in more detail below.

In another step 110, the method in Fig. 1 produces an encryption key 315 and
an assignment identifier 330. The generation of the encryption key 315 and the
assignment identifier 330 is shown in detail in Fig. 3 according to an
implementation example. The encryption key 315 is created in step 310 by the
Encryption Key Generation Facility 630 by using a third random method 305
from a third character set 300. The third character set 300 contains, for example,
the complete character set described above and in addition also all lower case
letters and special characters. The third random method 305 is for practical
purposes identical with the first random method 205 and the second random
method 235, whereby other known random methods may also be used. The
encryption key 315 has preferably a character length between 200 and 500
characters and is variable, i.e. the character length changes in predetermined
intervals. The encryption key has a length of 256 characters in the
implementation example preferred here.

Furthermore, in step 325 an assignment identifier 330 is created by using a fixed
assignment method 320. A preferred assignment method 320 calculates, for
example, the number of days between a reference date and the encryption day,
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and gives this out as the assignment identifier 330. Furthermore, an encryption
of the assignment identifier 330 is possible by the assignment method 320. In
the implementation ‘example preferred here, the assignment identifier 330 is
encrypted by using a simple encoding method, in which every individual
character is coded. For example, if there are 121 days between the reference
date and the encryption day, the number of days is first divided by the
assignment method 320 into two parts, such as 1 as the first part and 21 as a
second part. After that the first and the second part are converted by using a
transformation formula, such as 1=A, 2=B, 3=C, ..., 21=U, ..., 26=Z, 27=A, ...,
52=7, 53=A etc., to give the letters “A” for the first part and “U” for the second
part, whereby by concatenating the first and second part the combination of
letters “AU” results as assignment identifier 330.

In step 340, the encryption key 315 and the assignment identifier 330 together
with a second object-specific information 335 are stored by the Second Data
Memory Facility 640 in the data memory 120. The second object-specific
information 335 comprises preferably the production unit number and the current
date.

The generation of the object code 405 is carried out in step 115 in Fig. 1, which
is shown in detail according to an implementation example in Fig. 4. An object
code 405, which consists of at least the first part of the system code 215 and the
assignment identifier 330, is created in step 400 by the Object Code Generation
Facility 650. The first part of the system code 215 and the assignment identifier
330 are preferably combined together, whereby in the example described here
the object code 405 “F37E4A1BD8AU” with 12 characters results from the first
part of the system code 215 with ten characters and the assignment identifier
330 with two characters, described above.
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Furthermore, the system code, which consists of the first part of the system code
215 and the second part of the system code 245, is encrypted by the Object
Code Generation Facility 650 in step 410 by a third encryption method to give an
encrypted system code 415. The third encryption method is a state of the art
encryption method, preferably an asymmetrical encryption method, such as the
RSA algorithm, which uses the encryption key 315 as key. In the implementation
form described here, the asymmetrical encryption method is not used as a
classical public-key method but as a one-way encryption, since the method uses
the encryption key 315 as a public key without providing another key as a priVate
key for decoding.

Furthermore, the Object Code Generation Facility 650 encrypts an object
identifier 420 in step 425 by a fourth encryption method. The fourth encryption
method is an arbitrary known encryption method; for example a symmetrical
encryption method, such as the Advanced Encryption Standard (in short: AES)
or the Data Encryption Standard (in short: DES), is used here, which uses the
system code that consists of the first part of the system code 215 and the
second part of the system code 245, as key. The object identifier 420 contains in
this implementation example preferably the product name, the production unit
and/or the product specification or information of the exact contents of the
product, which has to be provided with the object code. The result of step 425 is
an encrypted object identifier 430.
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In step 440, the encrypted system code 415 from step 410 and the encrypted
object identifier 430 from step 425 are stored by the Third Data Memory Facility
660 in the data memory 120.

In step 125 shown in Fig. 1, the object code 405 is attached to the object, for
which the object code 405 was created, by the Object Code Attachment Facility
670. The object was thereby manufactured by the production with the
corresponding production unit number and provided with the corresponding
object identifier 420. The object code 405 is attached to the object in such a
manner that it is, for example, readable by a consumer and thus verifiable
thereafter.

In another implementation example, the object code is divided into a first and a
second part of the object code. The division as well as the character lengths of
the first and the second part of the object code can be selected arbitrarily. In the
implementation example preferred here, the first part of the object code
represents two thirds and the second part of the object code one-third of the
object code 405. When dividing the object code 405, as described in the
example above, the first part of the object code is “F37E4A1B” and the second
part of the object code is “D8AU". It is self-evident to the expert that other
divisions, such as a quarter and three-quarters for the respective parts of the
object code, are also possible.

It is therefore evident to the expert that the security of the method is achieved by
decoding the object identifier 420 from the data memory 645, and the
assignment of object code to object identifier is only possible if the used
encryption method as well as the keys used for it are known, which, however,
exist only as encrypted information in the data memories 625 and 645.
Unencrypted information, consisting of the encryption key 315, the assignment
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identifier 330 and the second object-specific data 335, is available only in the
data memory 635, which however by itself alone does not suffice to decode the
encrypted information in the data memories 625 or 645 or to produce an
assignment of object code to object identifier. Therefore, even with the
knowledge of the information from one of the data memories 625, 635 or 645, it
is not possible to restore all encrypted information, particularly the object
identifier and the assignment of object code to object identifier.

With reference to Fig. 5A and Fig. 5B, it will now be described how the object
code 405 is attached to the object 500. The first part of the object code and the
second part of the object code, which according to the implementation example
described above have been created by dividing the object code 405, are
attached in a preferred implementation example at different positions to the
object 500. The first part of the object code 520 is thereby attached without
being visible, accessible from outside, to the object 500 itself or on the packing
of the object, in Fig. 5A. The second part of the object code 530 is attached, not
accessible from outside, on the object 500, for example on the inside of the
packing of the object or on the packed product. In the implementation example
shown in Fig. 5A the first part of the object code 520 is attached under a visual
protection 510, such as for example a scratch field, whereby the visual
protection 510 must be destroyed in order to see the first part of the object code
520. Furthermore, as per Fig. 5B, the second part of the object code 530 is

- accessible if, for example, the packing of the object has been opened.

A device for verifying an object code of an object is shown in an implementation
example in Fig. 7. The device 700 contains a Receiving Unit 720, which receives
the object code of the object, which is transmitted over a transmission medium
710, and transfers it to a Verification Facility 740, by which this object code is
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verified. The result of the verification is displayed by a Display Facility 790. The
Verification Facility 740 comprises an Object Code Division Facility 750, which
divides the object code and passes it on to a First Comparison Facility 760 and a
Second Comparison Facility 770 for further processing. The First Comparison
Facility 760 processes the transferred part of the object code and compares the
result of this processing with data from a data memory 765, whereby the First
Comparison Facility 760, on finding an entry in the data memory 765 matching
the processed part of the object code, reads data from the data memory 765
which is assigned to the matching entry. The data read is kept available by the
First Comparison Facility 760 in the Verification Facilty 740 for further
processing. The Second Comparison Facilty 770 compares the transferred
other part of the object code with data in a data memory 775 and, on finding a
matching entry in the data memory 775, reads data assigned to this entry from
the data memory 775. The data read is further processed by the Second
Comparison Facility 770 and kept available in the Verification Facility 740. A
Third Comparison Facility 780 takes over the data, which is kept available in the
Verification Facility 740, and processes this data, whereby the processed data is
compared with data which is stored in a data memory 785. On finding a
matching entry in the data memory 785, the Third Comparison Facility 780 reads
out data assigned to this entry and transfers it to the Display Facility 790 as the
result of the verification of the object code.

In an implementation example, the data memory/memories 765, 775 and 785
is/are identical with the corresponding data memory/memories 625, 645 and 665
in Fig. 6. In another implementation example, in which the data memories in Fig.
7 and the data memories in Fig. 6 are not identical, at least the data stored in the
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data memories 765, 775, 785 of Fig. 7 is identical with the data stored in the
corresponding data memories 625, 645 and 665 in Fig. 6. Furthermore, in an
implementation example, the device 700 includes an Activatioh Facility 730,
which stores activation information in the data memory 765.

Following below, an implementation form of the method for the verification of an
object code is described with reference to Fig. 1. In Fig. 1 the data memories
765, 775 and 785 are shown as data memory 120 as a simplification. The object
code, which was created with the method described above and which is
attached to an object, is transferred in step 130 to the transmission medium 710
for verification. The transmission medium 710 transmits the object code to the
Receiving Unit 720. The Receiving Unit 720 then transfers the received object
code to the Verification Facility 740. The transmission medium 710 is either the
Internet or a cell phone network. Both the Internet and the cell phone network
are alternatively usable as a transmission medium 710 in a particularly preferred
implementation example for the transfer of the object code to the Verification
Facility 740. If the transmission medium 710 is the Internet, the Receiving Unit
720 is preferably a web page 560 and, if the transmission medium 710 is the cell
phone network, it is a message 550, such as the state of the art known Short
Message Service (SMS). The object code received by the Receiving Unit 720 is
then transferred in step 135 to the Verification Facility 740 for verification.

In step 135 the object code is divided by the Object Code Division Facility 750
into at least a first part of the system code and an assignment identifier. In the
example described here, in which the object code consists of 12 characters,
wherein the first ten characters correspond to the first part of the system code
and
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the last two characters the assignment identifier, the object code is divided into a
first part of the system code with ten characters and an assignment identifier
with two characters. As described above, the first part of the system code is then
encrypted in the First Comparison Facility 760 by the selected first encryption
method. Thereafter, this encrypted first part of the system code is compared with
the encrypted first parts of the system codes, which are stored in the data
memory 120. If a stored encrypted first part of the system code is found in the
data memory 120, which matches the encrypted first part of the system code of
the object code to be verified, the First Comparison Facility 760 reads the
assigned data stored in the data memory 120. In the implementation example
preferred here, this stored data comprises an encrypted second part of the
system code and a first object-specific information. The encrypted second part of
the system code is decoded to a second part of the system code by the First
Comparison Facility 760 by using the second encryption method, which is
identical with the symmetrical encryption method selected above, and with the
first part of the system code as key. In an implementation example, the first part
of the system code and the decoded second part of the system code are then
combined together giving a system code. The first and second part of the system
code, the first object-specific information and, as far as computed, the system
code are kept available in the Verification Facility 740 for further use in other
facilities of the Verification Facility 740. In addition, in an implementation
example, the data read and/or a message indicating that a match was found in
the data memory 120 is transferred to the Display Facility 790 for display. If the
First Comparison Facility 760 does not find a matching encrypted first part of the
system code in the data memory 120, then an error message 145 is transferred
to the Display Facility 790, which indicates that
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no match could be found. In this case, the method is terminated and the Display
Facility 790 displays the error message 145.

If the First Comparison Facility 760 found a matching encrypted first part of the
system code in the data memory 120, the method continues with the transfer of
the assignment identifier, obtained by dividing in the Object Code Division
Facility 750, to the Second Comparison Facility 770. The Second Comparison
Facility 770 compares the transferred assignment identifier with assignment
identifiers stored in the data memory 120. If a matching assignment identifier is
found in the data memory 120, the Second Comparison Facility 770 reads the
data assigned to this assignment identifier, such as for example an encryption
key and a second object-specific information, which is kept available for further
processing in the Verification Facility 740. The data read and/or a suitable
message, which says that data was found in the data memory 120 and is
available for further processing in the Verification Facility 740, is/are transferred
to the Display Facility 790 for display. If no matching assignment identifier could
be found in the data memory 120, an appropriate error message 145 is sent to
the Display Facility 790, which indicates that the assignment identifier was not
found in the data memory 120 by the Second Comparison Facility 770. In this
case the method is terminated and the Display Facility 790 displays the error
message 145.

If the Second Comparison Facility 770 found a match in the data memory 120,
the method continues with the Third Comparison Facility 780. The Third
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Comparison Facility 780, by using the third encryption method, encrypts the
system code kept available in the Verification Facility 740, which is formed from
the first and the second part of the system code, with the encryption key. The
third encryption method is identical with the third encryption method described
above. The system code thus encrypted is compared with encrypted system
codes in the data memory 120. If a matching encrypted system code is found in
the data memory 120, then the data assigned to this encrypted system code,
here for example an encrypted object identifier here, is read by the Third
Comparison Facility 780. The encrypted object identifier is decoded by using the
fourth encryption method described above by the Third Comparison Facility 780
with the system code kept available in the Verification Facility 740 as key. The
decoded object identifier and/or a suitable message that a matched encrypted

. system code was found in the data memory 120 is/are transferred to the Display

Facility 790 to be displayed by the Display Facility 790. If no match is found in
the data memory 120, an error message 145 is sent to the Display Facility 790,
which indicates that the system code was not found in the data memory 120. In
this case, the method is terminated and the Display Facility 790 displays the
error message 145.

The Display Facility 790 displays the data and/or messages received from the
first, second and third comparison facilities. For example in a preferred
implementation example the error message 145 is displayed, which says that the
transferred object code does not exist, which implies that there was a wrong
entry of the object code or a counterfeit of the object. If the object code was
found, i.e. the first system code was found in the data memory 120, the
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assignment identifier was found in the data memory 120 and matching data was
found in the data memory 120, then the decoded object identifier 180 is
displayed by the Display Facility 790.

Following below, the verification of an object code by a consumer using the
method described above is described with the Figs. 5A, 5B and 5C. The
consumer acquires, for example from a dealer, an object 500, which has an
object code creafed using the method for identifying an object according to the

invention on hand. The first part of the object code 520 “F37E4A1B” becomes

visible by destroying the visual protection 510. The second part of the object
code 530 “D8AU” becomes visible by opening the packing of the object 500. The
consumer now combines the two parts of the object codes together to get the
object code “F37E4A1BD8AU". This object code is transmitted by the consumer
to the Verification Facility 740 by the transmission medium 710. In Fig. 5C a web
page 540 is shown, which functions as a Receiving Unit 720, if the transmission
medium 710 is the Internet. There is an entry field 541 on the web page 540, in
which the consumer enters the object code. The transfer of the entered object
code to the Verification Facility 740 is carried out by operating the function
switch 542 provided on the web page 540. As described above, the Verification
Facility 740 now verifies the transmitted object code in step 135. The result of
the step 135 is transferred to the Display Facility 790. If the transmission
medium 710 is the Internet, the Display Facility 790 displays the result preferably
as a web page 560, in which the object identifier 561 for the verified object code
is displayed. Furthermore the Display Facility 790 can also display the entered
object code, for example for control purposes. If the step 135 is not executed
successfully, then the Display Facility 790 displays the error message 145 on the
web page 560, which says that the object code was
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not found. The consumer now compares in a step 580 whether the transmitted
object identifier 561 matches the object identifier on the object 500. If these two
object identifiers are the same, then the object is authentic according to the
method.

According to another implementation example which is described now in
reference to Fig. 5C, the consumer enters the object code of the object 500 in an
SMS message 550, if the cell phone network is used as a transmission medium
710. The SMS message 550 contains the number 551 of the Verification Facility
as well as the object code to be verified as message text 552. The SMS
message 550 is transmitted to the Verification Facility 740 when the consumer
presses the “send” button 553 on his/her device, such as a mobile telephone
which uses the cell phone network. The Verification Facility 740 verifies the
object code by executing the step 135. The result of the verification is sent by a
reply-SMS 570 to the device of the consumer over the cell phone network. In the
case of a successful verification the reply-SMS contains as reply text 572, for
example, the object code for control purposes and the object identifier. In the
case of an unsuccessful verification the reply text 572 contains the message
145. The consumer now compares in a step 580 the transmitted object identifier
in the reply text 572 with the object identifier on the object 500. If these two
object identifiers are the same, the object is authentic according to the method.

According to a preferred implementation example, as shown in Fig. 5C, the
Display Facility 790 displays the object identifier as a web page 580, if the
transmission medium is the Internet and, if the transmission medium is a cell
phone network, as a reply message 570. The displayed object identifier can be
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now compared with the object identifier attached on the object, in order to
determine the authenticity of the object. The object is authenticated if the
displayed object identifier and the attached object identifier are identical.

In a preferred implementation example of the method as per Fig. 1, the system
code is provided with activation information in the data memory 120 which
indicates whether the object code is activated. After the verification of the object
code in step 135 it is additionally checked in step 160 whether the verified object
code is also released for verification. The query of a deactivated object code
leads to a corresponding message 165 in the Display Facility 790. If it is found in
the verification in step 160 that the object code is released for verification, then
this is transferred to the Display Facility 790 for display 150.

The object code is preferably set to “deactivated” by default during the
generation of the first part of the system code in step 110, and so also of the
system code as well as the object code. The system code is activated by a step
155, which has to be executed in step 135 before a verification. The object code
is activated by entering the first part of the system code in the Activation Facility
730 only if a matching first part of the system code, which is not activated yet, is
found in the data memory 765. If a matching non-activated first part of the
system code is found, then the activation information for the first part of the
system code is activated and the object code is thus released for verification.
Furthermore a suitable message, that the object code was activated, is sent to
the Display Facility 790. Otherwise a corresponding message is displayed by the
Display Facility 790, which indicates that the entered first part of the system
code is not available in the data memory 765 or that although the entered first
part of the
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system code was found in the data memory 765, it is already activated.

In other implementation examples of the method as per Fig. 1, query-specific
data is stored in another data memory which is not shown. This query-'speciﬁc
data comprises, in the case of transmission of the object code over the Internet,
preferably the time when the object code was transmitted, the IP-address which
gives the origin of transmission, the Internet service provider and the number of
entry attempts. If a cell phone network is used as a transmission facility 710, the
query-specific data comprises preferably the time, the cell phone number of the
querying person and the SMS dialing number. The SMS dialing number is, for
example, a so-called SMS abbreviated dialing number. However, the SMS
dialing number can also be a corresponding SMS long dialing number in the
case of some cell phone networks. Other formats of SMS dialing number are
possible depending on the cell phone network. It is self-evident to the expert that
further query-specific data can be stored and that the mentioned additional data
memory is also identical with the data memories described above.

Other preferred implementation examples of the invention on hand include,
during verification of a transferred object code, a query of the query-specific
data, in order to determine whether the object code was already queried. In
these implementation examples, a query identifier and a query keyword are
generated in addition during the first query of the object code, and stored as
query-specific data in a query data memory which is not shown. The query
identifier and the query keyword are shown, for example, via the Display Facility
790 to the consumer, who verifies a certain object code for the first time, i.e. the
object code has not been queried or verified yet. In further query attempts of this
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object code, which has been queried once already, the query identifier and the
query keyword are transmitted in addition by the consumer, in order to ensure
that only the consumer who has queried the object code for the first time can
carry out further successful queries for this object code. Other consumers, who
do not have the corresponding query identifier and the query keyword for this
object code, can either not query the object code successfully or they receive a
corresponding message that the object code has already been verified for the
first time.

The method according to the invention is executed preferably as a computer
program running on a computer and controlling the computer. The computer
includes various data processing facilities including single-user PCs, client-
server architectures or other networked computer systems, insofar as they are
set up accordingly and are suitable for the implementation of the methods,
devises and systems described herein.
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PATENTIKRAYV

1. Fremgangsmade til identifikation af et objekt (500), hvilket er forsynet med i det
mindste en objektidentifikator (420), ved hjeelp af en objektkode (405), der anvendes til
efterprgvning af objektets (500) autenticitet, omfattende trinnene:

a) frembringelse (105) af en entydig vilkarlig systemkode, der omfatter en fgrste og
en anden systemkodedel! (215, 245), hvor den fgrste systemkodedel (215) frembringes af
et fgrste tegnsaet (200) ved hjeelp af en farste vilkarlig fremgangsmade (205), og den an-
den systemkodedel (245) frembringes af et andet tegnszet (230) ved hjselp af en anden
vilkarlig fremgangsmade (235), og lagring (265) af systemkoden sammen med i det mind-
ste en farste objektspecifik information (260) i et fgrste datalager (625), hvor den fgrste
systemkodedel (215) krypteres fgr lagringen vea hjeelp af en fgrste krypteringsfrem-
gangsmade (220), og den anden systemkodedel (245) krypteres fgr lagringen ved hjaelp af
en anden krypteringsfremgangsmade (250), som anvender den farste systemkodedel
(215) som nagle,

b) frembringelse (110, 310) af en vilkarlig krypteringsnggle (315) af et tredje tegn-
st (300) ved hjaelp af en tredje vilkarlig fremgangsmade (305), frembringelse (325) af en
entydig tildelingsidentifikator (330) ved hjeelp af en tildelingsfremgangsmade (320), og
lagring (340) af krypteringsngglen (315), tildelingsidentifikatoren (330) og i det mindste
en anden objektspecifik information (335) i et andet datalager (635),

cl1) frembringelse (115, 400) af objektkoden (405), der i det mindste omfatter den
farste systemkodedel (215) og tildelingsidentifikatoren (330),

c2) kryptering (410) af systemkoden ved hjzelp af en tredje krypteringsfremgangs-
made, som anvender krypteringsngglen (315) som nggle, kryptering (425) af objekt-
identifikatoren (420) ved hjxlp af en fjerde krypteringsfremgangsmade, som anvender
systemkoden som nggle, og lagring af (435) af den krypterede systemkode (415) sammen
med den krypterede objektidentifikator (430) i et tredje datalager (645),

d) anbringelse (125) af objektkoden (405) pd objektet (500),

hvor fremgangsmaden stiller et fjerde datalager til radighed, hvori forespgrgselsspe-
cifikke data frembragt ved efterprgvningen af objektets (500) autenﬁcitet lagres, 0g

hvor datalagrene (625, 635, 645) er fysisk adskilt fra hinanden.

2. Fremgangsmade ifglge krav 1, hvor der til den i trin a) lagrede systemkode yderti-
gere lagres (155) en aktiveringsinformation i det farste datalager (625), hvilken aktive-
ringsinformation identificerer, hvorvidt systemkoden er aktiv eller ikke aktiv, hvor system-
koden fgrst kan efterprgves efter en aktivering, og/eller hvor objektkoden (405) er opdelt i
en fgrste og en anden objektkodedel (520, 530).

3. Fremgangsmade ifgige krav 2, hvor den anden objektkodedel (530) er sddan an-
bragt pd objektet (500), at den ikke er tilgeengelig udefra, og den fgrste objektkodedel
(520) er anbragt uden pd objektet (500), og hvor fortrinsvis den farste objektkodedel
(520) er anbragt under en afskaermning (510).

4. Fremgangsmade til efterprgvning af autenticiteten af et objekt (500), som er for-
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synet med i det mindste en objektidentifikator (420), ved hjzlp af en objektkode (405),
hvor objektkoden (405) er frembragt ifglge et af de foregdende krav, omfattende trinnene:

e) overfgrsel af objektkoden (405) ved hjalp af et overfgrselsmiddel, modtagelse af
den overfarte objektkode (405) ved hjalp af en efterprgvningsindretning og lagring af fo-
respgrgselsspecifikke data i et fjerde datalager, hvilke data frembringes ved efterprgvnin-
gen af objektkodens (405) autenticitet,

f) opdeling af objektkoden (405) i i det mindste en systemkodedel (215) og en tilde-
lingsidentifikator (330),

g) kryptering af den fgrste systemkodedel (215) med en fgrste krypteringsfrem-
gangsmade, sammenligning af den krypterede fgrste systemkodedel (225) med den fgrste
systemkodedel, som er lagret i det fgrste datalager (625), og i fald den krypterede fgrste
systemkodedel (225) findes i det fgrste datalager (625), dekryptering af en anden system-
kodedel (255) lagret i det forste datalager (625) med en anden krypteringsfremgangsma-
de, som anvender den fgrste systemkodedel (215) som nggle, sammenfgjning den farste
og den anden systemkodedel (215, 245) til en systemkode,

h) sammenligning af tildelingsidentifikatoren (330) med tildelingsidentifikatorer, som
er lagret i det andet datalager (635), og i fald en overensstemmende tildelingsidentifikator
findes, kryptering af systemkoden med en tredje krypteringsfremgangsmade, hvilken som
nggle anvender en krypteringsnggle (315), som er lagret i det andet datalager sammen
med tildelingsidentifikatoren (330),

i) sammenligning af den krypterede systemkode (415) med krypterede systemkoder,
som er lagret i det tredje datalager (645), og i fald der findes en overensstemmende kryp-
teret systemkode, dekryptering af en tildelt krypteret objektidentifikator (430) ved hjzelp
af en fjerde krypteringsfremgangsmade, som anvender systemkoden som nggle, og

j) visning (150) af en dekrypteret objektidentifikator til sammenligning af den viste
objektidentifikator med objektidentifikatoren (420) pa objektet (500),

hvor datalagrene (625, 635, 645) er fysisk adskilt fra hinanden.

5. Fremgangsmade ifglge krav 4, hvor systemkoden i det forste datalager (625) er
lagret med en ydérligere aktiveringsinformation, som viser, hvorvidt systemkoden er aktiv
eller ikke aktiv, -hvor fremgangsmaden omfatter et yderligere trin, som udfgres fgr trinnet
e), hvor aktiveringsinformationen aktiveres (155) af en af systemkoderne, og/eller hvor
overfgrselsmidlet er internettet eller et mobiltelefonnet.

6. Fremgangsmade ifgige et af kravene 4 eller 5, hvor de forespgrgselsspecifikke da-
ta ved indlaesning af koden per internet i det mindste omfatter en tidsangivelse, IP-
adressen, internettjenesteudbyderen og antallet af indlaesningsfors@g, og/eller hvor de
forespgrgselsspecifikke data ved indleesning af koden per sms i det mindste omfatter en
tidsangivelse, mobiltelefonnummeret og sms-opkaldsnummeret.

7. Indretning (600) til identifikation af et objekt (500), hvilket er forsynet med i det
mindste en objektidentifikator (420), ved hjzlp af en objektkode (405), der anvendes til

efterpr@gvning af objektets autenticitet, omfattende:
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en systemkodefrembringelsesindretning (610), som er indrettet til at frembringe en
entydig vilkarlig systemkode, der omfatter en fgrste og en anden systemkodedel (215,
245), hvor den fgrste systemkodedel (215) frembringes af et fgrste tegnsaet (200) ved
hjeelp af en farste vilkarlig fremgangsmade (205), og den anden systemkodedel (245)
frembringes af et andet tegnszet (230) ved hjelp af en anden vilkarlig fremgangsmade
(235),

en fgrste datalagringsindretning (620, 625), som er indrettet til at lagre systerhko-
den, som er frembragt ved hjeelp af systemkodefrembringelsesindretningen (610), sam-
men med i det mindste en fgrste objektspecifik information (260), hvor den farste system-
kodedel (215) krypteres fgr lagringen ved hjalp af en fagrste krypteringsfremgangsmade,
og den anden systemkodedel (245) krypteres fgr lagringen ved hjelp af en anden krypte-
ringsfremgangsmade, som anvender den forste systemkodedel (215) som nggle,

en krypteringsngglefrembringelsesindretning (630), som er indrettet til at frembringe
en vilkarlig krypteringsnagle (315) af et tredje tegnsaet (300) ved hjaelp af en tredje vilkar-
lig fremgangsmade (305) og at frembringe en entydig tildelingsidentifikator (330) ved
hjeelp af en tildelingsfremgangsmade (320),

en anden datalagringsindretning (640), som er indrettet til at lagre den frembragte
krypteringsnggle (315), tildelingsidentifikatoren (330) og i det mindste en anden objekt-
specifik information (335),

en objektkodefrembringelsesindretning (650), som er indrettet til at frembringe en
objektkode (405), der i det mindste omfatter den fgrste systemkodedel (215) og tildelings-
identifikatoren (330),

en tredje datalagringsindretning (660), som er indrettet til at lagre systemkoden
(415), der er krypteret ved hjelp af en tredje krypteringsfremgangsmade, som anvender
krypteringsngglen (315) som nggle, sammen med objektidentifikatoren (420), der er kryp-
teret ved hjeelp af en fjerde krypteringsfremgangsmade, som anvender systemkoden som
nagle,

en objektkodeanbringelsesindretning (670), som er indrettet til at anbringe objekt-
koden (405) p3 objektet (500), og

et fjerde datalager, som er indrettet til at lagre forespgrgselsspecifikke data, som
frembringes ved efterprgvningen af objektets (500) autenticitet, og

hvor datalagringsindretningerne (620, 640, 660) er fysisk adskilt fra hinanden.

8. Indretning (600) ifglge krav 7, yderligere omfattende:

en deleindretning, som er indrettet til at dele objektkoden (405) i en fgrste og en
anden objektkodedel (520, 530).

9. Indretning (700) til efterprgvning af autenticiteten af et objekt (500), som er for-
synet med i det mindste en objektidentifikator (420), ved hjeelp af en objektkode (405),
hvor objektkoden (405) er frembragt ved hjeaelp af en indretning ifglge et af kravene 7 eller
8, omfattende:

en modtageindretning (720), som er indrettet til at modtage objektkoden (405), som
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overfgres ved hjaelp af i det mindste et overfgrselsmiddel (710),

en efterprgvningsindretning (740), som er indrettet til at dekryptere objektkoden
(405), som er indleest i indlaesningsindretningen, og muligggre dekryptering af den indlae-
ste objektkode (405), omfattende:

en objektkodeopdelingsindretning (750), som er indrettet til at opdele den indlaeste
objektkode (405) i i det mindste en fgrste systemkodedel (215) og en tildelingsidentifikator
(330),

en fgrste sammenligningsindretning (760), som er indrettet til at kryptere den fgrste
systemkodedel (215) med en fgrste krypteringsfremgangsmade og sammenligne den kryp-
terede fgrste systemkodedel (225) med den fgrste systemkodedel, som er lagret i den
farste datalagringsindretning (620), og i fald den krypterede fgrste systemkodedel (225)
findes i den fgrste datalagringsindretning (620) dekryptere en anden systemkodedel (255)
lagret i den fgrste datalagringsenhed (620) med en anden krypteringsfremgangsmade,
som anvender den fgrste systemkodedel (215) som nggle, og sammenfgje den fgrste og
den anden systemkodedel (215, 245) til en systemkode,

en anden sammenligningsindretning (770), som er indrettet til at sammenligne tilde-
lingsidentifikatoren (330) med tildelingsidentifikatorer, som er lagret i den anden datalag-
ringsenhed (640), og i fald der findes en overensstemmende tildelingsidentifikator, krypte-
re systemkoden med en tredje krypteringsfremgangsmade, hvilken som nggle anvender en
krypteringsnggle (315), som er lagret i det andet datalager (635; 775) sammen med tilde-
lingsidentifikatoren (330),

en tredje sammenligningsindretning (780), som er indrettet ti! at sammenligne den
krypterede systemkode (415) med krypterede systemkoder, som er lagret i den tredje
datalagringsenhed (660), og i fald der findes en overensstemmende krypteret systemkode
(415), dekryptere en tildelt krypteret objektidentifikator (430) ved hjeelp af en fjerde kryp-
teringsfremgangsmade, som anvender den fgrste systemkodedel (215) som nggle,

en visningsindretning (790), som viser objektidentifikatoren (420), som er dekrypte-
ret af efterprovningsindretningen (740), og

en fjerde datalagringsindretning, som er indrettet til at lagre forespgrgselsspecifikke
data, som frembringes ved efterprgvningen af objektkodens (405) autenticitet,

hvor datalagringsindretningenerne (620, 640, 660) er fysisk adskilt fra hinanden.

10. Indretning (700) ifglge krav 9, yderligere omfattende:

en aktiveringsindretning (730), som er indrettet til at aktivere en systemkode, som
er lagret som ikke-aktiv i den farste datalagringsindretning (620), og/elter hvor overfgr-
selsmidlet (710) er internettet eller et mobiltelefonnet.

11. Indretning (700) ifglge krav 10, hvor den fjerde datalagringsindretning ved ind-
laesning af objektkoden (405) per internet i det mindste lagrer en tidsangivelse, IP-
adressen, internettjenesteudbyderen og antallet af indlaesningsforsgg.

12. Indretning (700) ifglge krav 10, hvor den fjerde datalagringsindretning ved ind-

laesning af objektkoden (405) per sms i det mindste lagrer en tidsangivelse, mobiltelefon-
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nummeret og sms-opkaldsnummeret. _

13. Objekt (500), som er identificeret ved en objektkode (405), som er frembragt
med fremgangsmaden ifglge et af kravene 1 til 3.

14. Computerprogram, som, nar det afvikles pd en computer, styrer denne til at ud-
fore fremgangsmaden ifglge et af kravene 1 til 6.

15. Databeerer, hvorpa der maskinlasbart er lagret et computerprogram ifglge krav
14,
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