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(57) ABSTRACT 

The present invention relates to a method and apparatus for 
transmitting a narrow signal beam that allows the precise 
location of RFID tags to be determined and reduces tag 
collisions. The present invention further relates to a method 
and apparatus for combing an RFID reader with an optical 
source to visualize the interrogation Zone of the reader. The 
present invention also relates to a method and apparatus for 
improving the efficiency of RFID systems. 
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METHOD AND APPARATUS FOR IMPROVING 
THE EFFICIENCY AND ACCURACY OF RFID 

SYSTEMS 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001) This application claims the benefit of U.S. Provi 
sional Application No. 60/550,355, filed Mar. 5, 2004, U.S. 
Provisional Application No. 60/550,411, filed Mar. 5, 2004, 
U.S. Provisional Application No. 60/561,433, filed Apr. 12, 
2004, U.S. Provisional Application No. 60/603,531, filed 
Aug. 20, 2004, U.S. Provisional Application No. 60/613, 
428, filed Sep. 27, 2004, and U.S. patent application Ser. No. 
11/066,048, filed Feb. 25, 2005, each of which is hereby 
incorporated by reference in its entirety. 

BACKGROUND OF THE INVENTION 

0002 Radio Frequency Identification (“RFID) is a 
generic term for technologies that use radio waves to auto 
matically identify individual items. Objects can be identified 
using RFID by storing a serial number that identifies the 
object on a chip that is attached to an antenna. The chip and 
the antenna together are called an RFID tag. An RFID reader 
sends out electromagnetic waves that are received by the 
antenna on the RFID tag. Passive RFID tags draw power 
from this electromagnetic field to power the chip. Active 
tags use their own batteries to power the chip. The tag 
responds to the reader by transmitting a bit stream to the 
reader that contains information about the tag (serial num 
ber, etc.). The current state of RFID technology is described 
by 1 K. Finkenzeller in “RFID Handbook” (John Wiley & 
Sons, 2003). 
0003) RFID systems operate at many different frequen 
cies. The most common are low frequencies around 135 
KHZ, high frequencies around 13.56 MHz, ultra-high fre 
quencies around 900 MHz, and microwave frequencies 
around 2.45 GHZ, and 5.8 GHZ. 

0004 Current RFID systems are not suited for precise 
location of tags because readers transmit very broad beams 
that cause tags in a large region to respond. Moreover, when 
two or more tags respond simultaneously, the transmissions 
from the tags get scrambled and become unintelligible to the 
reader. This phenomenon is known as tag collision. Proce 
dures that involve repeated transmissions of tag data have 
been developed to deal with tag collisions 1, Chapter 7). 
However, the interrogation speed (number of tags interro 
gated per second) is reduced when a large number of 
repeated transmissions are needed, so it is desirable to 
reduce tag collisions as much as possible. 
0005. The RFID reader's efficiency is related to its cov 
erage or “accuracy,” which is measured by the percentage of 
tags within range that are read correctly. The accuracy of 
today's readers is not acceptable for many applications, 
which require 100 percent accuracy. For example, a study 
published in the article “SmartTags for Your Supply Chain.” 
McKinsey Quarterly, 2003, Number 4, found that RFID 
tagged pallets failed 3 percent of the time even when 
double-tagged, and only 78 percent of the individually 
tagged pallets were read accurately. 
0006. According to the article “RFID will present a stiff 

test,” published in Supply Chain Management Review, Jan. 
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15, 2004, the main cause of low reader accuracy is the 
inability of readers to transmit enough power to activate tags 
that are surrounded by other objects such as tags affixed to 
items stored in the middle of a pallet. The article reports that 
ad hoc repositioning of the RFID tags or increasing reader 
power can often fix this problem. 

0007. The problem of reader collisions is another barrier 
to the large-scale deployment of RFID. Reader collisions 
can occur when the interrogation Zones of two or more 
readers overlap. In the article “Why UHF RFID Systems 
Won't Scale.” RFID Journal, July 2004, H. L. van Eeden 
states that "The main technical problem facing end-user 
companies is the possibility of large-scale reader interfer 
ence that could render UHF RFID installations completely 
inoperable and severely limit the rollout of UHF RFID 
systems.” 

0008. The problems of reader collision and low reader 
accuracy are related: if one attempts to solve the problem of 
low reader accuracy by increasing the reader power, then the 
interrogation Zones grow and reader collisions become more 
frequent. 

0009. The following five U.S. Provisional Applications 
describe RFID readers that transmit data signals that cause 
the tags to respond and Scramble signals that do not cause 
the tags to respond: 2"Method and apparatus for secure 
transmission of data using array.” U.S. Provisional Appli 
cation No. 60/550,355, filed Mar. 5, 2004, 3“Method and 
apparatus for preventing unauthorized transmitters from 
gaining access to a wireless network, U.S. Provisional 
Application No. 60/550,411, filed Mar. 5, 2004, 4"Method 
and apparatus for precise location of RFID tags.” U.S. 
Provisional Application No. 60/561,433, filed Apr. 12, 2004, 
5"Optically guided reader of RFID tags.” U.S. Provisional 
Application No. 60/603,531, filed Aug. 20, 2004, and 
6"Method and apparatus for improving the efficiency of 
RFID systems.” U.S. Provisional Applications No. 60/613, 
428, filed Sep. 27, 2004. These five provisional applications 
are incorporated herein by reference in their entirety. 

0010. The data and scramble signals are transmitted with 
different beams that are adjusted such that the scramble 
signals overshadow the data signals in all but selected 
regions. Hence, a tag will respond only if it is located in one 
of the selected regions, called the interrogation Zones. 

0011 Provisional patent application 2 describes meth 
ods for using sum and difference patterns of array antennas 
to transmit data into selected narrow angular regions. The 
data signal is shielded by a scramble signal that makes the 
total transmitted signal unintelligible everywhere except in 
the narrow angular region. The Scramble signal is also 
allowed to contain its own data that is different from the data 
carried by the data signal. Provisional patent application 2 
further describes how the precise angular positions of RFID 
tags can be determined. Provisional patent application 4 
describes how the width of the interrogation Zone can be 
reduced and how the absolute location of a tag can be 
obtained from triangulation. Provisional patent application 
5 describes how the interrogation Zone can be visualized 
with optical sources. Provisional patent application 6 
describes how the efficiency of RFID readers and reader 
networks can be improved through measurements, model 
ing, and inversion. 
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BRIEF SUMMARY OF THE INVENTION 

0012. The present invention is directed to a method for 
interrogating RFID tags comprising transmitting a data 
beam that causes the tags to respond, transmitting one or 
more scramble beams that do not cause the tags to respond, 
and adjusting the data beam and the scramble beams such 
that the scramble beams overshadow the data beam in all but 
selected regions. A tag can respond to the data signal either 
by broadcasting or changing its stored information. A 
scramble beam can contain a separate intelligible data 
stream and can charge tags that are not being interrogated. 
0013 In one embodiment of the present invention, the 
data signal bits are divided into two or more parts. For each 
part of the data signal, a corresponding scramble-beam 
direction is defined that is slightly away from the direction 
of the data beam. Each part of the data signal is then 
transmitted while the scramble beam has its central null 
steered towards a corresponding scramble-beam direction. 
The division of the data signal must be such that a tag 
responds only if it receives all the data bits. 
0014. In one embodiment of the present invention, the 
scramble signal is a sine wave. In one embodiment of the 
present invention, the Scramble beams have approximately 
constant amplitudes away from their central null, so that the 
total radiated power from the reader is approximately omni 
directional. Constant-amplitude scramble beams are 
achieved by moving Zeros far off the Schelkunoff unit circle 
or by iterative methods. 
0015. In one embodiment of the present invention, the 
method further comprises employing two or more array 
readers that scan an area with data and Scramble beams to 
determine the angular positions of each tag within range. In 
one embodiment the angular positions obtained with two or 
more readers determine the absolute position of the tags 
through triangulation. In one embodiment, anti-collision 
methods are employed when more than one tag responds at 
any given scan angle. 
0016. In one embodiment of the present invention, the 
reader and tags are inductively coupled and the reader 
employs two or more loops to transmit data and Scramble 
signals. In one embodiment of the present invention, the 
loop configuration of the reader is optimized with iterative 
techniques to ensure that the magnetic field of the data signal 
is overshadowed by the magnetic field of the scramble signal 
except in selected regions. 
0017. In one embodiment the security measures 
described in 2 and 3 are employed to enhance the security 
of the RFID system. 
0018. The present invention is further directed to a 
method for optically displaying the interrogation Zone of an 
RFID reader that includes the steps of attaching an optical 
Source to an RFID reader and transmitting one or more light 
beams with said optical source to visualize the interrogation 
Zone. In one embodiment of the present invention, the light 
beam is pointed in the direction of the center of the inter 
rogation Zone. In another embodiment of the present inven 
tion, two or more light beams are transmitted Such that each 
light beam coincides with a boundary of the interrogation 
ZO. 

0019. In a further embodiment of the present invention, a 
light beam is scanned back and forth between the boundaries 
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of the interrogation Zone. In another embodiment of the 
present invention, the light beams are transmitted with 
lasers. 

0020. In one embodiment of the present invention, the 
optical source is built into the housing of the RFID reader. 
In another embodiment of the present invention, the optical 
source is attached to the housing of the RFID reader. 
0021. The present invention is additionally directed to 
methods for improving the efficiency of RFID systems. In 
one embodiment of the present invention, the reader 
employs two antennas that broadcast both data and Scramble 
signals. In one embodiment of the present invention, the 
antennas are patch antennas. In one embodiment of the 
present invention, the reader employs three antenna ele 
ments where two of them transmit the Scramble signal and 
one interrogates the tags. In one embodiment of the present 
invention, the reader employs one standard commercially 
available reader and two additional antennas that broadcast 
a scramble signal. In one embodiment of the present inven 
tion, the array excitation coefficients for the data and 
scramble signals are adjusted to create an interrogation beam 
that precisely fits an opening in a container. 

0022. In one embodiment of the present invention, the 
reader employs an antenna that transmits two or more 
interrogation beams designed such that any tag in the 
interrogation Zone receives sufficient power to operate from 
at least one of the interrogation beams. In one embodiment 
of the present invention, the reader employs two or more 
scramble beams to prevent leakage of the data signal. In one 
embodiment of the present invention, two sets of scramble 
beam coefficients are mirror images. 

0023. In one embodiment of the present invention, a 
network of readers transmits both data and scramble beams 
adjusted to create closely spaced independent interrogation 
Zones. In one embodiment of the present invention, the 
positions of the readers is determined from the solution of an 
inverse source problem. In one embodiment of the present 
invention, the excitation coefficients are determined from 
the Solution to an inverse source problem. In one embodi 
ment of the present invention, the inverse source problem is 
Solved with an iterative optimization scheme. 

0024. In one embodiment of the present invention, the 
tags are placed at locations where the tag antenna creates 
maximum disruption of the field distribution. In one 
embodiment of the present invention, the field distribution 
on an object is computed with a numerical method. 

0025. In one embodiment of the present invention, an 
RFID reader uses a bistatic mode of operation. In one 
embodiment of the present invention, the RFID reader uses 
a multistatic mode of operation. In one embodiment of the 
present invention, the location of the RFID reader receivers 
are determined by Solving a scattering problem with a model 
for a typical tagged item. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0026 FIG. 1 illustrates an 18-element linear array. 

0027 FIG. 2 illustrates a sum pattern of the 18-element 
array evaluated at 0=90°. The excitation coefficients are 
shown above the plot. 
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0028 FIG. 3 illustrates a difference pattern of the 18-el 
ement array evaluated at 0=900. The excitation coefficients 
are shown above the plot. 
0029 FIG. 4 illustrates the sum and difference patterns of 
the 18-element array evaluated at 0=900. Both sets of 
excitation coefficients are shown above the plot. 
0030 FIG. 5 illustrates a square planar array with 324 
elements. 

0031 FIG. 6 illustrates a mapping of the excitation 
coefficients for the sum pattern of the 324-element planar 
array. 

0032 FIG. 7 illustrates a 3-D mapping of the array sum 
pattern corresponding to the excitation coefficients. 
0033 FIG. 8 illustrates a mapping of the excitation 
coefficients for the cosine difference pattern of the 324 
element planar array. 
0034 FIG. 9 illustrates a 3-D mapping of the array 
difference pattern corresponding to the excitation coeffi 
cients. 

0035 FIG. 10 illustrates a circular ring array. 
0.036 FIG. 11 is a perspective view of a reflector antenna 
with its feed at the focal point. 
0037 FIG. 12 illustrates a linear array with 4 elements 
having element spacing equal to 10 cm. 
0038 FIG. 13 illustrates data and scramble beams of the 
array in FIG. 12 evaluated at 0=90°. The array elements are 
z-directed dipoles and both sets of excitation coefficients are 
shown above the plot. 
0039 FIG. 14 illustrates data and scramble beams of the 
array in FIG. 12 evaluated at 0=90°. The array elements are 
patch antennas and both sets of excitation coefficients are 
shown above the plot. 
0040 FIG. 15 illustrates one data beam and two scramble 
beams of the array in FIG. 12 evaluated at 0=90°. The array 
elements are patch antennas and both sets of excitation 
coefficients are shown above the plot. 
0041 FIG. 16 illustrates a linear array with 8 elements 
having element spacing equal to 6.25 cm. 
0.042 FIG. 17 illustrates one set of data and scramble 
beams of the array in FIG. 16 evaluated at 0=90°. The array 
elements are z-directed dipoles and both sets of excitation 
coefficients are shown above the plot. 
0.043 FIG. 18 illustrates another set of data and scramble 
beams of the array in FIG. 16 evaluated at 0=90°. The array 
elements are z-directed dipoles and both sets of excitation 
coefficients are shown above the plot. 
0044 FIG. 19 illustrates a scanning-array positioning 
system that employs two array-antenna readers. 

004.5 FIG. 20 illustrates an inductive RFID reader 
employing two loops parallel to the X-y plane. 

0046 FIG. 21 illustrates the magnitudes of the Z-compo 
nents of the magnetic fields for the data and scramble signals 
transmitted by the inductive reader in FIG. 20. 
0047 FIG. 22 illustrates an RFID tag reader with an 
optical source attached to its housing. 
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0048 FIG. 23 illustrates the ratio of the scramble signal 
and data signals for a four-element array reader operating 
around 900 MHz. The data signal dominates in the black 
shaded Zone. The two light beams mark the boundaries of 
the interrogation Zone. 
0049 FIG. 24 illustrates the geometry for an array of two 
antenna elements that can be tilted independently with 
respect to the array axis. 
0050 FIG. 25 illustrates a schematic of RF control elec 
tronics for a two-element array. Each antenna element is 
driven by a linear combination of two RF signals: a data 
signal and a scramble signal. The beam patterns for each 
signal are determined by the weighting coefficients (in 
boxes); phase shifts (time delays) can be used to steer the 
total beam pattern in a specific direction. 
0051 FIG. 26 illustrates free-space signal strength of 
data beam (Left) and Scramble beam (Right). Axis units are 
meters. 

0052 FIG. 27 illustrates interrogation Zones of data beam 
(Left) and of combined data and scramble beams (Right). 
0053 FIG. 28 illustrates total signal strength of the data 
beam (Left) and the scramble beam (Right) when the beams 
are broadcast toward a concrete wall. 

0054 FIG. 29 illustrates interrogation Zones of data beam 
(Left) and of combined data and scramble beams (Right) 
when the reader broadcasts toward a concrete wall. 

0.055 FIG. 30 illustrates geometry for an array of three 
identical patch antennas. The middle antenna broadcasts the 
data signal. The outer antennas broadcast scramble signals. 
The two outer elements are tilted by the angle C. 
0056 FIG. 31 illustrates a schematic of RF control elec 
tronics for a three-element array. The middle antenna ele 
ment is driven by the data signal. The two outer elements are 
driven by the scramble signal. The beam patterns for each 
signal are determined by the weighting coefficients (in 
boxes). 
0057 FIG. 32 illustrates free-space signal strength of 
data beam (Left) and Scramble beam (Right). Axis units are 
meters. The distance between array elements is d=17 cm, 
and the tilt angle is C=30°. 
0058 FIG.33 illustrates interrogation Zones of data beam 
(Left) and of combined data and scramble beams (Right). 
0059 FIG.34 illustrates the geometry for an array of four 
identical antenna elements. 

0060 FIG. 35 illustrates a schematic of RF control elec 
tronics for a four-element array. Each antenna element is 
driven by a linear combination of two RF signals: a data 
signal and a scramble signal. The beam patterns for each 
signal are determined by the weighting coefficients (in 
boxes); phase shifts (time delays) can be used to steer the 
total beam pattern in a specific direction. 
0061 FIG. 36 illustrates the geometry of a 3D model of 
an RF tag reader (array), operating in front of a conveyor 
belt in a room with a metal wall and concrete floor and 
ceiling. 

0062 FIG. 37 illustrates interrogation Zones above the 
conveyor belt where the data signal is more than 10 dB 
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greater than the scramble. The top plot shows the interro 
gation Zone for a simple Superposition of one data beam and 
one scramble beam. Because of multi-path effects, the 
scramble beam has nulls that cause leakage of the data signal 
into undesired regions. The bottom plot shows the results of 
a more Sophisticated Scheme that uses two scramble beams 
to eliminate leakage. 
0063 FIG. 38 illustrates top and side views of a 3D 
model of a network consisting of two RF tag readers and one 
scramble transmitter that each uses a 2-element antenna 
array. The readers operate in front of a concrete wall in a 
room with concrete floor and ceiling. 
0064 FIG. 39 illustrates signal strengths of the data 
beams of the two readers in FIG. 38. Reflections in the wall, 
floor, and ceiling are included. Axis units are in meters. 
0065 FIG. 40 illustrates interrogation Zones of the data 
beams of the two readers in FIG. 38 when they broadcast 
toward the concrete wall. Reader collision occurs near the 
origin. Both readers set off tags on both conveyer belts so it 
is not possible to determine which conveyer belt carried a 
given item. 
0.066 FIG. 41 (Left) illustrates the ratio of total scramble 
beam (obtained with the scramble transmitter and the two 
readers) to data beam of the reader on the left. FIG. 41 
(Right) illustrates the ratio of total scramble beam to data 
beam of the reader on the right. Tags are interrogated only 
in the regions where a data beam dominates. 
0067 FIG. 42 illustrates two independent interrogation 
Zones obtained with the combined data and scramble beams 
of the scramble transmitter and the two readers. Reader 
collision is avoided, and it is possible to tell which conveyer 
belt carries a given item. 
0068 FIG. 43 illustrates a 2D model of a reader that 
interrogates a tag placed on a high-dielectric object. The 
field of a line source (the reader) illuminates a dielectric 
cylinder (bottle containing a liquid). A conducting wire (the 
tag) is close to the Surface of the cylinder. 
0069 FIG. 44 illustrates the total field in the vicinity of 
the dielectric cylinder when the wire is removed. The white 
circle marks the surface of the cylinder. 
0070 FIG. 45 illustrates the total field in the vicinity of 
the dielectric cylinder when the wire is placed on the side of 
the cylinder (as seen from the reader). 
0071 FIG. 46 illustrates the total field in the vicinity of 
the dielectric cylinder when the wire is placed on the back 
of the cylinder (as seen from the reader). 
0072 FIG. 47 illustrates the difference far field for tag 
placed on the side of the cylinder. The amplitude of the 
backscattered field is very low. 
0073 FIG. 48 illustrates the difference far field for tag 
placed on the back of the cylinder. The amplitude of the 
backscattered field is large. 
0074 FIG. 49 illustrates a Bistatic RFID reader with a 
transmitter and a receiver that interrogates a collection of 
tags that are placed on items in a box. 

DETAILED DESCRIPTION OF THE 
INVENTION 

0075. The present invention provides (a) designs for 
RFID readers, (b) a method for reducing the width of the 
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interrogation region, (c) a method for providing a user 
defined interrogation Zone for one or more readers, (d) a 
method for location of transceivers in 2D and 3D using more 
than one information-steering transmitter, (e) a method for 
precise tag location that works in the induction regime 
where the wavelength is much longer than the physical 
dimensions involved, (f) a new set of security measures for 
RFID Systems, (g) a method for optically displaying the 
interrogation Zone, (h) a method for overcoming multipath 
effects, (i) a method for optimal tag placement, and () a 
bistatic RFID reader. A common feature in items (a)-(f) is 
that two or more signals are transmitted simultaneously, 
including: 

0076 1. A data signal that causes the tags to respond. 
The data signal may instruct the tags to broadcast or 
modify stored information. The data signal may contain 
information about Scan angles that the tags can retrans 
mit back to the reader. Also, the data signal may employ 
any of the methods developed to solve the problem of 
tag collision that occurs when two or more tags trans 
mit simultaneously 1, Chapter 7). 

0077 2. One or more scramble signals that do not 
cause the tags to respond. The tags neither broadcast 
nor modify their stored information. A pure sine wave 
works as a scramble signal for UHF tags. The scramble 
signals can be used to charge the tags and to convey a 
separate intelligible information stream. The scramble 
signal can also be referred to as a guard signal. 

0078. A reader is said to employ information steering 
when it transmits both data and Scramble signals. The 
present invention makes extensive use of antenna arrays. 
The following references describe the theory and design of 
phased arrays: R. C. Hansen, “Phased Array Antennas.” 
John Wiley & Sons, 1998; R. J. Mailloux, “Phased Array 
Antenna Handbook, Artech House, 1994; and, R. S. Elliot, 
“Antenna Theory and Design.” IEEE Press, 2003. With 
adaptive phased arrays, also known as Smart antennas, the 
received signals and environmental parameters are fed to 
powerful processors that steer the beams to optimize per 
formance. The technology for designing and constructing 
adaptive phased arrays with hundreds of elements that 
produce prescribed Sum and difference patterns has reached 
a mature stage, as described in the following references: M. 
I. Skolnik, “Radar Handbook,” McGraw-Hill, 1990, 2nd 
edition; R. T. Compton, “Adaptive Antennas.” Prentice 
Hall, 1998; and, G. V. Tsoulos, ed. "Adaptive Antennas for 
Wireless Communications, IEEE Press, 2001. 

007.9 Two types of array patterns widely used in radar 
applications are of particular interest to the present inven 
tion: (1) the sum pattern and (2) the difference pattern, the 
relevance of which will be seen in the context of FIG. 1. 

Linear Arrays 

0080 FIG. 1 is a graph of a linear array with 18 elements 
having element spacing of half of a wavelength. The data 
time signal is represented by act), which depends on the 
chosen modulation and coding techniques, and on the trans 
fer functions of the antenna elements. The present invention 
works for any modulation and coding techniques and for any 
set of array elements. 
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0081. In standard operation, one would feed array ele 
ment hip with a signal of the form: 

where is the excitation coefficient and C is the time 
delay. Generally, one could feed each array element with 
time functions that have different time dependence to com 
pensate for array imperfections, end-element effects, or 
array elements differences. Such adjustments would be well 
known and straightforward to those working in this area. 
Therefore, it is assumed presently that the time dependence 
of each input signal is the same (the amplitudes and time 
delays are different). The array excitation coefficients and 
time delays (A and C, p=1, 2, . . . , N, where N is the 
number of elements) are determined by standard methods to 
achieve a desired radiation pattern of the array that adapts to 
its environment. 

0082 FIG. 2 is a graph of a sum pattern of the 18 element 
array in FIG. 1, evaluated at 0=90°. A typical array radiation 
pattern and the associated excitation coefficients are shown 
in FIG. 2 for the 18-element linear array shown in FIG. 1. 
The element spacing is equal to half a wavelength. All time 
delays are Zero, so the array operates in broadside mode. 
Since all the excitation coefficients have the same sign, the 
array radiates a Sum pattern, which is characterized by a 
main beam and side lobes that are below a certain level (-55 
dB in the embodiment shown in FIG. 2). Beam steering can 
be achieved by assigning nonzero values to the time delays, 
which results in the complex excitation coefficients 
Aexp(i2tfoC) when the exp(-i2 ft) time dependence is 
Suppressed and f is the frequency at which the Sum pattern 
is evaluated. These issues are well known to those working 
in this area. 

0083. In addition to the sum pattern, a difference pattern 
may be broadcast. A difference pattern and the associated 
excitation coefficients are shown in FIG. 3 for the 18-ele 
ment array shown in FIG. 1. The difference pattern has a 
deep null in the center that is Surrounded by two steep peaks. 
The term “difference pattern' is used because half of the 
excitation coefficients are positive and the other half nega 
tive. The time delays in FIG. 3 are all Zero. As seen for the 
Sum pattern, beam steering can be achieved by assigning 
nonzero values to the time delays. 
0084. A narrow interrogation Zone is obtained with the 
present invention by feeding each element with a total signal 
that is obtained by adding at least one scramble signal to the 
data signal. In the case of one scramble signal b(t), the total 
input signal to array element hip is: 

where B (p=1,2,..., N) are the excitation coefficients and 
f (p=1,2,..., N) are time delays for the scramble signal. 
This arrangement of signals creates a narrow interrogation 
Zone when the data excitation coefficients A (p=1,2,..., 
N) produce a sum pattern and the scramble excitation 
coefficients B (p=1,2,..., N) produce a difference pattern. 
To steer the sum and difference beams in the same direction, 
one simply sets C=f3. 
0085 To see how the narrow interrogation Zone is pro 
vided, the sum and difference patterns of FIGS. 2 and 3 are 
plotted together as shown in FIG. 4. The data signal act) is 
transmitted through the Sum pattern, and the scramble signal 
is transmitted through the difference pattern. An observer 

Nov. 1, 2007 

located at the nulls of the difference pattern will receive only 
the data signal. Conversely, an observer located at nulls of 
the Sum pattern will receive only the scramble signal. In 
most locations, however, there are no nulls and an observer 
would receive a weighted sum of the data and scramble 
signals. The weights are simply the sum and difference 
patterns at that particular location. 

0086 As shown by way of example in FIG. 4, it is 
evident that everywhere outside the narrow angular region 
87°.<p-93°, the difference pattern is greater in magnitude 
than the Sum pattern. Hence, an observer located at the angle 
(p will receive the following signals: 

0087 (p=90°: the pure data signal act). 

0088 87°-cp-93°: a weighted sum of data and 
Scramble signals in which the weight for the data signal 
is greatest. 

0089) 0°-p<87° or 93°<(p<180°: a weighted sum of 
data and Scramble signals in which the weight for the 
Scramble signal is greatest. 

0090 Consequently, in this example, only observers in 
the narrow angular region 87°.<cp-93° will understand the 
data signal. Additionally, the angular region in which the 
data signal can be understood is likely even narrower due to 
O1SC. 

Planar Arrays 

0091. The present invention may also be used with planar 
arrays such as the 324-element array (18 elements by 18 
elements) shown in FIG. 5. The element spacing is half a 
wavelength. FIG. 6 shows a typical set of sum excitation 
coefficients, and FIG. 7 shows the corresponding array sum 
pattern. The array pattern is almost independent of p and has 
a main beam in the broadside direction. Standard methods, 
as previously noted, can be used to steer the beam in any 
desired direction. 

0092 For planar arrays, the difference patterns with sharp 
nulls have cos(p) or sin(p) angular dependence. The (p 
independent difference patterns for planar arrays result in a 
broadening of the angular regions in which the signals are 
intelligible. FIG. 8 shows a set of difference excitation 
coefficients with cos(p) angular dependence, and FIG. 9 
shows the corresponding difference pattern. 

0093. The excitation coefficients for both the sum and 
difference patterns for the planar array may be obtained with 
semi-analytical methods to achieve prescribed side lobe 
levels and main beam widths. Alternatively, the coefficients 
may be obtained with nonlinear optimization techniques. 
The coefficients as shown in FIGS. 6 and 8 are obtained with 
the MATLABTM function FMINUNC, which minimizes a 
user-defined cost function. The cost function is designed to 
ensure that the side lobes are below a certain level for all (p. 

0094) The difference pattern shown in FIG. 9 has a null 
for cp=90° and (p=270°. With only one difference beam, the 
data signal leaks out at observation points with p=90° or 
(p=270°. Therefore, at least two difference beams are used for 
a planar array. The excitation coefficients and array pattern 
for a sin(cp) difference pattern are obtained by rotating the 
plots as shown in FIGS. 8 and 9 ninety degrees around the 
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Z axis. The input to array element hip is therefore a sum of 
the three terms: 

where B, and C are the excitation coefficients, f, and X are 
time delays, and b(t) and c(t) are the scramble signals 
applied to the cos(p) and sin(p) difference patterns, respec 
tively (p=1,2,..., N). As before, A (p=1,2,..., N) are 
the excitation coefficients and C (p=1,2,..., N) are the 
time delays for the data signal. With at least two independent 
scramble signals, one achieves a narrow interrogation Zone 
around 0=0°. To steer the sum and difference beams in the 

same direction, one simply sets C=|B=%. 
Other Antennas 

0.095 User defined interrogation Zones in accordance 
with the present invention may also be achieved with arrays 
that are neither linear nor planar. For example, the circular 
ring array shown in FIG. 10 is useful for providing 360° 
coverage. For ring arrays, the interrogation Zones can be 
obtained with sum and difference patterns obtained from 
standard theory. Similar interrogation Zones can be realized 
with reflector antennas as shown in FIG. 11 by applying the 
present invention to its feed, which is typically a smaller 
antenna located at the focal point. More generally, one may 
use the present invention for any antenna type to obtain Sum 
and difference patterns that can be combined to achieve the 
desired interrogation Zones. 
0096. For purposes of illustration, the examples herein 
are confined to Sum and difference patterns because Such 
patterns have been studied extensively in the radar literature. 
Interrogation Zones in accordance with the present invention 
can be achieved, however, with any combination of array 
patterns in which one of the patterns (the “difference pat 
tern') has a null in the direction of the tags of interest and 
is larger in magnitude than the other pattern (the "sum 
pattern') in directions where other tags may be present. 
0097. The difference patterns must be slightly broader 
than the Sum patterns to achieve the desired interrogation 
Zones. The numerical examples presented herein demon 
strate that difference patterns may be designed to have beam 
widths that are just slightly broader than the beam widths of 
the corresponding Sum patterns. 

A Four-Element Reader 

0.098 Consider a four-element tag reader operating at 
frequencies around 900 MHz. (RFID systems are allowed to 
operate at 915 MHz in the United States and at 869 MHz in 
Europe.) FIG. 12 shows a four-element array for a hand-held 
tag reader operating around 900 MHz, with element spac 
ing=10 cm and total array length=30 cm. The tags to be 
interrogated are near the (0.(p)=(90°, 90°) direction. As in 
2, one feeds element hip with a signal of the form: 

where a(t) is the data signal and b(t) is a scramble signal. A 
and B are the excitation coefficients for the data and 
scramble signals, respectively. 

0099 FIG.13 shows the far field of the reader for the case 
where the array elements are z-directed dipoles with array 
excitation coefficients given above the plot. This design 
results in a data-signal width of about 30 degrees. Hence, 
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only those tags that are located in a 30 degree region 
centered on cp=90° will respond to this reader, allowing the 
operator to narrow the region in which a given tag is located. 
Since the z-directed dipoles are omni-directional in the 
0=90° plane, the array radiates equal amounts of power in 
the forward and backward directions. 

0.100 The present invention also contemplates a design 
for a hand-held reader that radiates little energy in the 
backward direction (towards the operator). Assume that the 
array elements are made of patch antennas with sin(p) 
radiation patterns in the forward direction and very low 
radiation pattern in the backward direction. FIG. 14 shows 
the field of this reader for forward directions 0<cp-180°. The 
patterns of the patch antennas ensure that the field in the 
backward directions 180°-cp-360° is low. 

A Method for Reducing the Width of the Data 
Beam 

0101 The width of the angular region of the data signal 
is reduced by dividing the data signal bits into two parts: the 
first part and the second part. The first part is transmitted 
while the scramble beam has its central null steered slightly 
to one side of the direction of the data beam. The second part 
of the data signal is transmitted while the scramble beam has 
its central null steered slightly to the other side of the 
direction of the data beam. The division of the data signal 
must be such that a tag responds only if it receives both the 
first and second part of the data signal. 
0102 FIG. 15 shows how this method can be imple 
mented with the four-element array in FIG. 12, with patch 
antennas. Scramble beam #1 is obtained by steering the 
central null to p=99. Scramble beam #2 is obtained by 
steering the central null to p=81. The excitation coefficients 
are provided above the plot. A tag must then be located in a 
very narrow region (at most, 15° wide in this example) 
around (p=90° in order to receive both the first and second 
part of the data signal. 
0103) In principle, there is no lower limit on the width of 
the data-signal region obtainable with this method. One may 
even divide the data signal into three or more parts and 
employ three or more scramble beams, as long as the tags 
respond only if they receive all parts of the data signal. This 
method of reducing the width of the data-signal region 
works also for other the types of antennas described above 
and in 2. In particular, the method works for planar arrays 
if the two scramble-beams nulls are steered in orthogonal 
directions (planar arrays require two scramble beams as 
explained above and in 2). Another way of reducing the 
width of the data-signal region is to continuously vary the 
direction of the scramble beam while the data signal is being 
transmitted. Yet another way of reducing the width of the 
data-signal region is to increase the power of the scramble 
beam(s), and thereby move the scramble-beam shoulders 
above the peak of the data beam. 
0.104 Systems that employ these highly localized data 
signal beams may be used to locate tags or transceivers with 
Such accuracy that they can replace more costly laser posi 
tioning systems. Such applications are discussed below. 

A Constant-Level Scramble Beam 

0105. A reader can be designed such that its radiated 
power is omni-directional while its data signal stays highly 
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directional. Consider the 8-element array in FIG. 16 that 
consists of z-directed dipoles and operates at 2.4 GHz, with 
element spacing=6.25 cm and the total array length=50 cm. 
The tags to be interrogated are near the (0, (p)=(90°, 90°) 
direction. 

0106 Typical data and scramble beams for this array are 
shown in FIG. 17. All the Zeros of the scramble beam, except 
the central one at (p=90°, are moved radially off the Shelkun 
off unit circle to points on a circle in the complex plane of 
radius 1.06. (The theory related to the Shelkunoff unit circle 
is described in the book “Antenna Theory and Design by R. 
S. Elliot, IEEE Press, 2003.) As a result, the scramble beam 
has only one null (the central one) and stays above the data 
beam everywhere else. Notice that the scramble beam “fol 
lows the data beam closely, so that the power of the 
scramble beam is extremely low away from a 60° angular 
region centered on cp=90°. Hence, the reader provides little 
energy to charge or communicate with the tags that are 
located outside this 60° angular region. 
0107 FIG. 18 shows a scramble beam that has all its 
Zeros, except the central one, located on a circle in the 
complex plane of radius 1.46. This scramble beam has an 
almost constant amplitude away from the central Zero at 
(p=90°. Hence, it is well suited for charging and communi 
cating with any tag located away from (p=90°. The excitation 
coefficients are given above the figure. All the excitation 
coefficients for the scramble beam in FIG. 18 are positive 
except the last one, which equals -1. The sum of these 
coefficients equals Zero. 
0108. The array used in this section operates at 2.4 GHz. 
The method for creating a reader with omni-directional 
power pattern works for any frequency that results in 
electromagnetic wave propagation, and in particular for the 
popular RFID frequencies around 900 MHz. Instead of 
using the Schelkunoff unit circle representation to achieve 
the constant-level Scramble signal, one can use the iterative 
array-synthesis methods discussed above and in 2 with 
appropriate cost functions. The iterative methods can be 
used directly to achieve constant-level scramble beams for 
ring arrays and planar arrays. 

Scanning Array Readers that Employ Triangulation 

0109) This section describes the method of the present 
invention for determining the precise location of tags. The 
method may be explained with reference to FIG. 19 where 
the tags are located inside a room with two array readers 
placed on the walls. The array readers transmit narrow signal 
beams surrounded by scramble beams as described above. 
The beams are scanned using standard beam steering. 
0110. In one embodiment, the data signal simply causes 
a tag to transmit its tag identification number. In a more 
advanced embodiment, the data signal contains the current 
scan angle and a reader identification number, and the tags 
respond by re-transmitting that scan angle and reader iden 
tification number along with a tag identification number. If 
two or more tags are present in the region of the data signal 
at any given scan angle, prior art anti-collision methods are 
employed 1, Chapter 7. The tag transmissions can be 
recorded by the readers or by other receivers. 
0111 Hence, after the two array readers have completed 
a scan, a table is populated with a field for each tag that 
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contains the scan angles for which the tag received a signal 
beam from each of the two readers. A tag typically receives 
the data signal from a reader at more than one scan angle 
since the scan-angle increments are Smaller than the width of 
the data-signal beam. For location purposes, one can average 
the angles to obtain a table for each tag that contains one 
scan angle for each reader. This procedure is illustrated in 
FIG. 19 where the scan angles for one of the tags are V and 
V. The location of the tag is easily determined from these 
two angles and the positions of the readers. 
0112 To determine the position of tags located directly in 
the line-of-sight between array reader #1 and array reader #2 
requires an additional array reader. For many applications, 
however, it is possible to place array reader #1 and array 
reader #2 such that no tag can be located directly between 
the readers, and all tag positions can be determined with 
array reader #1 and array reader #2. 
0113. The optimal positions for the readers depend on the 
spatial distribution of the tags and on possible obstacles that 
can interfere with the transmissions. For some indoor appli 
cations, it is advantageous to hang from the ceiling ring 
array readers that each can scan 360 degrees. The position of 
a tag could be determined from the transmission of two 
ring-array readers, provided the tag is not directly between 
those readers. A combination of ring-array, planar-array, and 
linear-array readers may be optimal in complicated sce 
narios. 

0114. In the example above, the readers are stationary and 
the tags are allowed to move around. In certain applications, 
it is advantageous to permit the readers to move as well. For 
example, one can record the position of the inventory of a 
large warehouse with one or more readers that move around, 
provided the location and orientation of the readers are 
known at all times. 

0.115. A reader can be any type of active transceiver with 
a narrow signal beam, including planar array antennas that 
have pencil-like signal beams suitable for 3D location. A tag 
can be any type of passive or active transceiver that can be 
placed on an object whose precise location is sought. Such 
tag-reader systems can replace laser and GPS positioning 
systems in certain applications. 

0116 For example, if a tag is placed on a moving vehicle 
and readers continuously scan as described above, the tag 
can continuously transmit the positions of the vehicle to any 
receiver within range. Another application of Such precision 
tag-reader systems is land Surveying, where the locations in 
3D are sought for surface features in the area of interest. Yet 
another application is remote sensing where the position of 
receivers must be known precisely. 
0.117) The present invention also provides a method for 
determining the position of a vehicle in an area where 
multiple tags are placed at known locations on stationary 
objects such as walls. An RFID reader mounted on the 
vehicle can determine the position of the vehicle by record 
ing the angles of at least two tags using triangulation. 

Inductive RFID Systems 
0118 Inductive RFID systems operate at frequencies 
below 50 MHz, where the wavelength is much longer than 
the physical dimensions involved, and the reader and tags 
are inductively coupled. Precise tag location and user 
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defined interrogation regions can be achieved with inductive 
RFID systems as described below. 
0119) Consider the tag-reader system in FIG. 20 where 
the reader is at the origin and the tags are placed on a line 
parallel to the x axis given by Z=30 cm, y=0. The tag 
antennas are loops parallel to the x-y plane, so the tags 
respond only to Z-directed magnetic fields. 
0120) The reader employs two small loops that lie in the 
x-y plane with their center points 10 cm apart. The spatial 
dependence of the magnetic fields emitted by Such loops can 
be approximated well by the spatial dependence of the 
magnetic fields of Z-directed Static magnetic dipoles, as 
described in the reference “Plane-wave theory of time 
domain fields” by T. B. Hansen and A. D. Yaghjian, IEEE 
Press, 1999. 

0121 The loops of the reader each transmit two signals, 
so that the total signal transmitted by loop hip is 

where a(t) is the data signal and b(t) is a scramble signal. A 
and B (p=1,2,..., N) are the excitation coefficients for the 
data and Scramble signals, respectively. FIG. 20 shows an 
inductive RFID reader employing two loops parallel to the 
x-y plane. The center points of the loops are on the X axis at 
x=-5 cm and X=5 cm. The tags are located along the line 
Z=30 cm, y=0 and respond to z-directed magnetic fields. For 
the reader shown in FIG. 20, the coefficients are set as 
follows: 

A1 = 1 B1 = 5 A2 = 1 B = -5. 

0122 FIG. 21 shows the magnitudes of the Z-components 
of the resulting magnetic fields at the tag locations obtained 
from the magnetic dipole approximation. Also shown in 
FIG. 21 is the noise floor that determines the minimum 
signal strength required to interrogate a tag. If the scramble 
signal is turned off, all tags within a 75 cm region respond 
to the reader (75 cm is approximately the interrogation width 
obtained with a reader that employs only a single loop 
antenna). With the scramble signal turned on, only tags 
within a 10 cm region respond to the reader, thereby 
allowing the precise location of individual tags and reducing 
tag collisions. The Scramble signal can charge and prepare 
the tags for interrogation in a scenario where the reader 
scans along a line. 
0123 This example involving a reader that employs two 
loops demonstrates the use of data and scramble signals in 
inductive RFID systems. Optimization methods can be 
employed by those skilled in the art of coil design to obtain 
loop configurations for which the magnetic field of the data 
signal is overshadowed by the magnetic field of the scramble 
signal except in selected regions. See, for example, U.S. Pat. 
Nos. 5,157,605 and 6,557,794 and the references therein. 
Thus, one obtains inductive readers with user-specified 
interrogation Zones. 

RFID Security 
0.124. According to 1, Chapter 8), high-security RFID 
systems should have defense mechanisms against the fol 
lowing three types of attacks: (1) Unauthorized reading of a 
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data carrier in order to duplicate and/or modify data. (2) The 
placing of a foreign data carrier within the interrogation 
Zone of a reader with the intention of gaining access to a 
building or receiving services without payment. (3) Eaves 
dropping into radio communications and replaying the data 
in order to imitate a genuine data carrier ("replay and 
fraud'). 
0.125. As with other types of wireless communication 
systems, RFID Systems currently use authentication and 
encryption methods to defend against these attacks. These 
defense methods have certain inherent weaknesses as 
described in 2 and 3). Additional security measures can be 
obtained by using the secure transmission and reception 
techniques described in 2 and 3). These techniques work 
for any wireless communication system, including systems 
that operate in the inductive regime as demonstrated above. 
0.126 The scramble signals can prevent an eavesdropper 
located outside the interrogation Zone from gaining access to 
the data stream that is broadcast by the RFID reader. Highly 
directive antennas can be employed to prevent eavesdrop 
ping and unauthorized access to the network. Nulls can be 
placed in the receiving pattern of the reader to prevent 
unauthorized access to the network. 

Method for Optically Displaying Interrogation 
Zones 

0127. This section describes a method for optically dis 
playing the interrogation Zone of an RFID reader. The reader 
interrogates only tags located in the interrogation Zone. 
0128. An optical source attached to the RFID reader, as 
shown in FIG. 22, sends out one or more light beams that 
visualize the interrogation Zone. For hand-held readers, the 
optical source can be a small laser pointer that transmits a 
beam in the direction of the center of the interrogation Zone. 
With this embodiment, the user will see a laser dot on an 
object that is located in the center of the interrogation Zone. 
Hence, the reader can be pointed precisely toward a selected 
object. With more than one laser pointer, the boundaries of 
the interrogation Zone can be displayed, as illustrated in the 
following example. 

0.129 FIG. 23 shows an optical source that sends out two 
light beams and is attached to a four-element hand-held tag 
reader that operates at frequencies around 900 MHz. The 
element spacing is 10 cm and the total array length is 30 cm. 
This type of tag reader is described in 4). FIG. 23 shows the 
ratio in dB of the Scramble signal and the data signal in a 20 
meter by 20 meter region of space, color coded with a gray 
scale color map. The data beam dominates in the shaded 
region, which therefore is the interrogation Zone for the 
reader. 

0.130. The optical source transmits two light beams that 
coincide with the boundaries of the interrogation Zone, as 
shown in FIG. 23 and described in 5). In one embodiment, 
the two light beams are generated by two laser pointers that 
produce red dots on objects that are at the edges of the 
interrogation Zone. Thus, the user can see which objects are 
in the interrogation Zone. 
0131 Multiple readers that work together can be used 
with triangulation to determine the absolute location of tags, 
as described above and in 4). If optical sources are attached 
to each reader, the intersection of light beams shows the 
absolute position of tags. 
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A Two Element Reader 

0132 FIG. 24 shows a compact RFID reader design that 
employs a two-element antenna array, as described in 6. 
The antenna elements can be of any type suitable for 
broadcasting at the RFID frequencies. The array elements 
can be tilted independently with respect to the array axis. 
FIG. 25 shows the schematic of RF control electronics for 
the two-element array. Each antenna element is driven by a 
linear combination of two RF signals: a data and a scramble 
signal. The beam patterns for each signal are determined by 
the weighting coefficients A, A, B, and B. Phase shifts 
(time delays) can be used to steer the beam patterns in a 
specific direction. To achieve a difference pattern for the 
scramble signal, one can set B=-B. 
0.133 FIG. 26 shows the free-space field distributions in 
the x-y plane when the array elements are patch antennas 
with (1+cos(v)) patterns, where v is the angle between the 
element normal and the observation point in the x-y plane, 
displaying the strength of the data beam (Left) and the 
scramble beam (Right). (See R. J. Mailloux, “Phased Array 
Antenna Handbook.” Artech House, 1994, Chapter 4.) The 
elements are located at (x, y, z)=(2 m, 8.3 cm, 0) and (x, y, 
Z)=(2 m, -8.3 cm, 0), with element normals pointing in the 
X direction. The antennas operate at 900 MHz with weight 
ing coefficients A=A=B=-B=1. All time delays are Zero 
so the beams point in the broadside direction. 

0134) The sum pattern carries the data signal and the 
difference pattern carries the scramble signal. The data 
signal (FIG. 26 Left) has its peak in the broadside direction 
where the scramble signal (FIG. 26 Right) has its null. 
Assume that the power level of the data signal is adjusted so 
that tags in the broadside direction at a distance of 10 m 
receive just enough power to function, and that the modu 
lated scattering from these tags can be correctly understood 
by the reader. The plot on the left in FIG. 27 shows the tag 
interrogation Zone achieved with a reader that broadcasts 
only the data signal. All tags at the edge of the interrogation 
Zone receive just enough power to function. Tags outside the 
interrogation Zone do not receive enough power. The right 
plot in FIG. 27 shows the interrogation Zone obtained when 
the reader broadcasts both data and Scramble signals. For a 
tag to function in this mode of operation, it must be in a 
location where two conditions are met: (1) the power of the 
data signal is sufficient to set off a tag and (2) the data signal 
overshadows the Scramble signal (the data signal is at least 
10 dB larger than the scramble signal in the dark shaded area 
of the right plot in FIG. 27; this 10 dB threshold is an 
arbitrary figure chosen for illustration purposes only, the 
actual threshold will depend on the particular system being 
used). The interrogation Zone obtained with information 
steering is much narrower than the interrogation Zone 
achieved with a standard broadcast scheme. Moreover, the 
angular extent of the interrogation Zone is independent of the 
power levels of the signals, provided the ratio of the 
scramble signal power and data signal power is kept con 
stant. For example, the interrogation Zone in the right plot of 
FIG. 27 is achieved with A=A=B=-B=1. The same 
angular interrogation width can be obtained with A=A= 
B=-B=0.5 (since less power is transmitted, however, the 
interrogation range is reduced). 

0135 The angular extent of the interrogation Zone can be 
adjusted by changing the ratio of the scramble signal power 
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and data signal power. For example, A=A=1 and B=- 
B=0.5 would produce an interrogation Zone that is wider 
than the one in the right plot of FIG. 27. The array excitation 
coefficients for the data and scramble signals can thus be 
adjusted to create an interrogation beam that precisely fits an 
opening of a container. 
0.136. A concrete wall is now placed 4 m from the reader. 
FIG. 28 shows the total field distributions (direct field plus 
reflected field) for the data and scramble signals. More 
specifically, FIG. 28 shows the total signal strength of the 
data beam (Left) and the scramble beam (Right) when the 
beams are broadcast toward a concrete wall. The field 
distributions have ripples (peaks and nulls) that result from 
the direct and reflected fields being in and out of phase. 
Close to the reader, however, the direct field dominates. FIG. 
29 shows the interrogation Zones based on the same value 
for the required power level that was used in FIG. 27. The 
interrogation Zone of the data signal alone (FIG.29 Left) has 
widened because the reflected field from the wall can set off 
additional tags. The interrogation Zone achieved by broad 
casting both data and scramble signals (FIG. 29 Right) is 
much narrower and the power of the reflected scramble 
signal prevents additional tags from being set off. This 
example illustrates that the two-element reader can work in 
a multipath environment. 

A Three-Element Reader 

0137 A standard commercially available reader can be 
augmented to achieve a narrow well-defined interrogation 
Zone. The standard reader employs one antenna that broad 
casts a single interrogation beam. From the discussion that 
follows, it is straightforward to augment standard readers 
that employ multiple antennas. 
0.138 FIG. 30 shows the antenna array consisting of the 
antenna of the standard reader in the middle surrounded by 
two scramble-signal antennas, where the array comprises 
three identical patch antennas. The middle antenna broad 
casts the data signal. The outer antennas broadcast Scramble 
signals. The two outer elements are tilted by the angle C. The 
signals fed to the scramble antennas are 180° out of phase 
and generated by a scramble signal generator as shown in 
FIG. 31. The signal fed to the middle antenna is simply the 
signal from the standard reader, which need not be modified. 
The two outer elements are driven by the scramble signal. As 
indicated in FIG. 30, the antenna elements can be tilted to 
achieve the desired interrogation Zone as described in 2. 
The beam patterns for each signal are determined by the 
weighting coefficients, as shown in the boxes in FIG. 31. 
0.139 Consider a special design where the three elements 
are the 900 MHz patch antennas used above in the two 
element reader. The element distance is chosen to be 17 cm, 
and the scramble signal antennas are tilted by the angle 
C=30° as indicated in FIG. 30. FIG. 32 shows the resulting 
field distribution of the data beam (Left) and scramble beam 
(Right). FIG. 33 shows the interrogation Zones (assuming 
that the power level is adjusted to achieve a 10 m range) for 
the standard reader that broadcasts only a data signal (Left) 
and for the augmented reader in FIG. 31 that broadcasts both 
scramble and data beams (Right). The augmented reader has 
a much narrower interrogation Zone. 
0140. The design in FIG. 31 does not require data and 
scramble signals to be mixed since each antenna element 



US 2007/0252687 A1 

transmits only a data or a scramble signal. This design can 
therefore be a cost-effective embodiment of a reader that 
operates in accordance with the principles of 2. 

Using Multiple Sets of Excitation Coefficients to 
Overcome Multipath Effects 

0141. In indoor environments, signals bounce off walls 
and other objects, so the field at a given observation point is 
the sum of signals that have traveled through different paths. 
In some areas the multipath field components can sum to 
produce a total field that is too weak to communicate with 
a tag. Further, one must consider areas of low field strength 
in the scramble signal, which cause the data signal to “leak 
out into unintended regions. 
0142 FIG. 34 shows a reader that consists of four x-di 
rected dipole antennas that operate at 900 MHz with the 
excitation coefficients in FIG. 35. FIG. 35 shows a schematic 
of RF control electronics for the four-element array shown 
in FIG. 34. Each antenna element is driven by a linear 
combination of two RF signals: a data signal and a scramble 
signal. The beam patterns for each signal are determined by 
the weighting coefficients (in boxes). Phase shifts (time 
delays) can be used to steer the total beam pattern in a 
specific direction. To interrogate tags that are placed on 
items that move on a conveyer belt, the reader broadcasts 
toward a metal wall 3 m away as shown in FIG. 36. The 
frame of the conveyer belt is modeled as metal cylinders 
with a thin-wire approximation. Floor and ceiling are made 
of concrete. The field distribution is computed with a 
geometrical optics model that includes single bounces off 
the metal wall, floor, ceiling, and cylinders. FIG. 37 (Top) 
shows the interrogation Zones for a simple Superposition of 
one data beam and one scramble beam 50 cm above the 
conveyer belt where the data signal is at least 10 dB greater 
than the scramble. The data signal leaks out in several 
locations as indicated because multipath effects produce 
areas where the scramble signal is too weak. 
0143. This leakage can be eliminated by a modification of 
the broadcast scheme, which uses complementary Scramble 
signals broadcast from the same array and creates the narrow 
interrogation Zone shown in the bottom plot of FIG. 37. This 
new scheme operates as follows: Two complementary 
scramble patterns are created, for example, using the set of 
scramble array coefficients in FIG. 35 and its mirror image. 
These two scramble patterns can be broadcast simulta 
neously using two different scramble signals and additional 
mixing elements in the control electronics. Alternatively, the 
two signals can be broadcast sequentially during the same 
interrogation cycle. The bottom plot of FIG. 37 illustrates 
how narrow interrogation Zones can be achieved even in 
severe multipath environments with the additional scramble 
signal. 

0144. The data signals can also be affected by multipath 
making it impossible to interrogate tags at certain locations. 
This problem can in some cases be overcome by broadcast 
ing the data signal with multiple sets of excitation coeffi 
cients. To avoid interference, the various data beams should 
be broadcast sequentially. 
0145 These examples serve to illustrate a general method 
for reducing the effect of multipath: broadcast multiple 
beams with the same purpose (either data or scramble 
beams) by applying different sets of excitation coefficients to 
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the array. For non-symmetric excitations coefficients (such 
as the scramble beam coefficients in FIG. 35), one can 
employ sets of excitation coefficients that are mirror images 
of each other. Sets of excitation coefficients that steer the 
beams in slightly different directions can also help overcome 
multipath effects. 

0146) Optimal sets of excitation coefficients can be deter 
mined from modeling and/or on-site measurements with the 
following procedure: (1) Set all excitation coefficients equal 
to Zero except the excitation coefficient for the first array 
element, which is set equal to one. (2) Compute or measure 
the one-element field distribution over the desired interro 
gation Zones. (3) Repeat this procedure for all other array 
elements to obtain N sets of one-element field distributions 
for an array with N elements. (4) Use linear combinations of 
the one-element field distributions to compute the total field 
distribution when the array is driven by a particular set of 
excitation coefficients. (5) Select sets of excitation coeffi 
cients so that the combined beams result in correct interro 
gation of tags placed at arbitrary locations in the interroga 
tion Zone. 

0147 Step (5) of the procedure can be achieved as 
follows: Start with a first set of excitation coefficients that 
would work for free space. Determine the locations in the 
interrogation Zones where the corresponding field distribu 
tion is too weak when the reader operates in the multipath 
environment of interest. Determine a second set of excita 
tion coefficients by modifying the first set of excitation 
coefficients, which creates a field distribution that fills out 
the areas where the field distribution of the first set of 
excitation coefficients is too weak. The modification of the 
first set of excitation coefficients can be achieved, for 
example, by slightly changing the phase and by changing the 
order of the excitation coefficients. 

Creating Well-Defined Interrogation Zones and 
Preventing Reader Collisions 

0.148. This section considers a network of readers and 
shows how to prevent interference and collisions between 
readers, as described in 6). FIG. 38 shows two readers that 
are located in a room with a concrete wall, floor, and ceiling. 
The readers interrogate tags placed on items that move on 
two conveyer belts. Each reader uses the two-element array 
of patch antennas illustrated in FIGS. 24 and 25. The readers 
are in close proximity of each other and the concrete wall. 
Concrete is modeled by a homogeneous medium with a 
relative permittivity of 6 and a conductivity of 0.1 S/m. The 
field distributions are computed from geometrical optics 
with one bounce off each surface included. Polarization, 
reflection coefficients, and geometrical spreading are 
included in these calculations (this simulation and the other 
simulations are included simply for purposes of illustration; 
a different calculation of the field can be used in any given 
configuration to determine the fields to whatever order is 
needed). The power levels are adjusted so that when a reader 
operates in free space the data signal is just strong enough 
to set off tags 10 m away from the reader in the main-beam 
direction, as shown in FIG. 27. 

0149 FIG. 39 shows the total field distributions 1.5 m 
above the concrete floor of the data signals of the left and 
right reader. The direct and reflected fields being in and out 
of phase cause the ripples of the total field. FIG. 40 shows 
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the interrogation Zones of the two readers when they broad 
cast only data signals. A tag placed near the origin will 
receive enough power from both readers to be powered up. 
However, such a tag would not function properly, even if the 
two readers broadcast at different frequencies, because it 
simultaneously receives two sets of instructions (reader 
collision occurs). Hence, the readers cannot operate simul 
taneously. Moreover, both readers interrogate tags on both 
conveyer belts, so it would not be possible to determine 
which belt carried a tagged item. 
0150. For this example, assume that the two readers 
broadcast both data and scramble signals, and in addition 
place a scramble signal transmitter between the two con 
veyer belts as indicated in FIG.38. FIG. 41 (Left) shows the 
ratio of total scramble beam (obtained with the scramble 
transmitter and the two readers) to data beam of the reader 
on the left. FIG. 41 (Right) shows the ratio of total scramble 
beam to data beam of the reader on the right. Tags are 
interrogated only in the regions where a data beam domi 
nates. The data signals dominate in the dark shaded regions. 
FIG. 42 shows the interrogation Zones of the two readers 
where (1) the power of the data signal is sufficient to set off 
a tag and (2) the data signal overshadows the scramble signal 
by at least 10 dB (where the value 10 dB is chosen for 
illustration purposes). The interrogation Zones are now dis 
joint and each reader interrogates only the tags on one 
conveyer belt. This aspect of the present invention solves 
two problems: (1) Reader collision is avoided: tags near the 
origin stay quiet and do not modify their stored data because 
they receive a scramble signal that does not instruct them to 
operate. (2) It is now possible to determine which belt 
carried a tagged item. 
0151 More generally, one can set up a reader network 
with unknown parameters (array excitation coefficients, 
reader locations, and reader orientations) and optimize the 
parameters to create desired interrogation Zones in a given 
environment. The optimization can be carried out by inter 
active methods that minimize a user-defined cost function 
(see, for example, P. Venkataraman, “Applied Optimization 
with MATLAB Programming.” Wiley, 2001). This approach 
is equivalent to an inverse source problem where the task is 
to determine the strength and location of Sources that result 
in a desired field distribution. 

0152 One type of solution would determine the optimal 
source distribution (excitation coefficients) to maximize the 
signal from a tag placed on a particular object using the 
techniques described in the paper by David Isaacson entitled 
“Distinguishability of Conductivities by Electric Current 
Computed Tomography” (IEEE Trans. on Medical Imaging, 
Vol. MI-5, No. 2, 91-95, 1986). 
0153. In one embodiment of this method, the array ele 
ment locations are fixed and on-site measurements are 
carried out to determine the N one-element field distribu 
tions described above. These N data sets are subsequently 
used in an optimization procedure that determines array 
coefficients that produce the desired interrogation regions. 

Optimum Tag Placement 

0154) Numerous studies have demonstrated the difficulty 
of reading tags accurately, especially when other objects 
shield the tags from the interrogation signal (see, for 
example, "RFID will present a stiff test, Supply Chain 
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Management Review, Jan. 15, 2004). This section describes 
a systematic method for determining the optimal tag place 
ment that will maximize the scattered field from the tags. 
The method involves the following steps: 
0.155 (1) Create a model of the environment in which the 
tags must operate. For example, if the tags are to be placed 
on individual soda bottles that are stacked on a pallet, the 
model would consist of a collection of stacked high-dielec 
tric scatterers shaped as Soda bottles. 
0156 (2) Numerically determine the total electric field 
for the scattering problem in which the field of the reader 
illuminates the model. For the soda bottles on the pallet, a 
finite-difference time-domain method would be suitable for 
determining the total electric field everywhere (A. Taflove 
and S. Hagness, “Computational Electrodynamics: The 
Finite-Difference Time-Domain Method.” Artech House, 
2 Ed., 2000). High-frequency methods (A. K. Bhatta 
charyya, "High-Frequency Electromagnetic Techniques.” 
John Wiley & Sons, 1995) and exact solutions (W. C. Chew, 
“Waves and Fields in Inhomogeneous Media.” IEEE Press, 
1995) are also useful for solving the scattering problems. 
0157 (3) Based on the computed field distribution, place 
the tag antennas such that the electric field is disturbed as 
much as possible. For example, if the tag antenna is a linear 
dipole and the object is a soda bottle, the dipole should be 
placed at a point on the surface of the bottle where the 
electric field is strongest. Moreover, the tag antenna should 
be aligned with the electric field at that point. For soda 
bottles on a pallet, the optimum tag locations may vary from 
bottle to bottle. 

0158) As shown by the 2D model in FIG. 43, this method 
works in the following way: the item to be tagged is modeled 
by an infinite dielectric cylinder of radius 5 cm with a 
relative dielectric constant of 81 and a conductivity of 0.01 
S/m. The field of a line source (the reader) illuminates a 
dielectric cylinder (bottle containing a liquid). A conducting 
wire (the tag) is close to the surface of the cylinder. The 
reader is modeled with an electric line source 5 m away that 
broadcasts at 900 MHz. Assume that the reader is mono 
static: the transmitting and receiving antennas are collo 
cated. FIG. 44 shows the resulting total electric field inside 
and outside the dielectric cylinder, whose circumference is 
indicated by a distinct circle. An optimal tag placement for 
this object would be either the front or back (as seen from 
the reader) where the electric field attains its maximum 
values. A tag placed on the sides of the dielectric cylinder 
would not scatter much. The field distributions obtained with 
a thin wire placed on the side and on the back of the 
dielectric object are shown in FIGS. 45 and 46, respectively. 
As expected, the wire placed on the back (FIG. 46) alters the 
field much more than the wire placed on the side (FIG. 45). 
0159. To compute the modulated scattered field that 
would be observed by the reader, one may model the two 
states of a tag as follows: A short-circuited tag antenna is a 
thin wire, and an open-circuited tag antenna is an absent 
wire. With this model, a tag placed on the side of the 
dielectric object communicates with the reader by changing 
the field distribution from the one displayed in FIG. 44 (tag 
antenna open-circuited) to the distribution in FIG. 45 (tag 
antenna short-circuited). Similarly, a tag placed on the back 
of the dielectric object communicates with the reader by 
changing the field distribution from the one displayed in 
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FIG. 44 (tag antenna open-circuited) to the distribution in 
FIG. 46 (tag antenna short-circuited). 
0160 The difference fields recorded by the reader far 
from the dielectric cylinder are shown in FIG. 47 (tag placed 
on side of cylinder) and FIG. 48 (tag placed on back of 
cylinder). As expected from the discussion above, the dif 
ference field is very weak when the tag is placed on the side 
of the cylinder, so the tag may not be read correctly. By 
placing the tag on the back of the cylinder in accordance 
with the method of the present invention, a much stronger 
difference field results (at least 100 times stronger) and the 
chances that the reader accurately obtains the information 
stored on the tag greatly improves. 

Bistatic RFID Reader Configuration 

0161 Abistatic reader configuration is shown in FIG. 49 
where the transmitter and receiver are not collocated. FIG. 
49 shows a bistatic RFID reader consisting of a transmitter 
and a receiver that interrogates a collection of tags that are 
placed on items in a box. The difference field in FIG. 47 
attains its maximum values at locations that are approxi 
mately 90° away from the transmitting antenna of the reader. 
Hence, if the receiving antenna of the reader were placed 90° 
away from the transmitting antenna, the reader would more 
effectively interrogate the tag in this configuration where the 
tag is on the side of the cylinder. Moreover, by separating the 
transmitter from the receiver, the direct coupling is signifi 
cantly reduced and the read range is no longer limited by the 
condition that the tag signal may be no more than 100 dB 
below the level of the transmitters carrier signal. (See page 
145 of reference 1 cited above for a discussion of the 100 
dB condition.) 
0162 This example illustrates two advantages of a 
bistatic reader over a monostatic reader: (1) a bistatic reader 
may be able to correctly read certain tags that cannot be read 
accurately by a monostatic reader because the back scattered 
field is much weaker than the scattered field at an optimal 
receiver location, and (2) the direct coupling between the 
transmitter and receiver is much weaker for a bistatic reader, 
thus making it possible to correctly interrogate tags that are 
further away. 
0163 An even more effective reader would have several 
receiving antennas distributed around the objects of inter 
rogation to pick up scattered fields that peak in many 
different directions (multistatic reader). For fixed geom 
etries, such as Soda bottles on a pallet, numerical simulations 
can determine the optimal bistatic configuration. The use of 
numerical simulations to optimize the placement of tags and 
reader antennas is illustrated by the example above, which 
shows that a 90° bistatic configuration is optimal for a tag 
placed on the side of a dielectric cylinder. 
0164. Although the present invention and its advantages 
have been described in detail, it should be understood that 
various changes, Substitutions, and alterations can be made 
herein without departing from the invention as defined by 
the appended claims. Moreover, the scope of the present 
application is not intended to be limited to the particular 
embodiments of the process, machine, manufacture, com 
position of matter, means, methods, and steps described in 
the specification. As one will readily appreciate from the 
disclosure, processes, machines, manufacture, compositions 
of matter, means, methods, or steps, presently existing or 
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later to be developed that perform substantially the same 
function or achieve substantially the same result as the 
corresponding embodiments described herein may be uti 
lized. Accordingly, the appended claims are intended to 
include within their scope Such processes, machines, manu 
facture, compositions of matter, means, methods, or steps. 

What is claimed is: 
1. A method for interrogating RFID tags comprising: 

transmitting a data signal that causes said RFID tags to 
respond, 

transmitting one or more scramble signals that do not 
cause said RFID tags to respond, and 

adjusting said data signal and said one or more scramble 
signals such that said one or more scramble signals 
overshadow said data signal in all but selected regions. 

2. The method of claim 1, wherein at least one of said one 
or more scramble signals contains a separate intelligible data 
Stream. 

3. The method of claim 1, wherein at least one of said one 
or more scramble signals charges said RFID tags when said 
RFID tags are not being interrogated. 

4. The method of claim 1, wherein at least one of said one 
or more Scramble signals broadcasts a sine wave. 

5. The method of claim 1, wherein said selected regions 
are varied during the transmission of said data signal. 

6. The method of claim 1, wherein said data signal 
comprises a plurality of bits, and said plurality of bits is 
divided into a first part and a second part. 

7. The method of claim 6, wherein for each of said first 
part and said second part, a corresponding scramble-signal 
null direction is defined that is slightly away from the peak 
direction of said data signal. 

8. The method of claim 6, wherein each of said first part 
and said second part is transmitted while at least one of said 
one or more scramble signals has its central null steered in 
the direction of a corresponding scramble-signal null direc 
tion. 

9. The method of claim 1, wherein said one or more 
scramble signals have approximately constant amplitudes 
away from a central null for each scramble signal, and the 
total radiated power is approximately omni-directional. 

10. The method of claim 9, wherein constant-amplitude 
scramble signals are achieved by moving Zeros off the 
Schelkunoff unit circle. 

11. The method of claim 9, wherein constant-amplitude 
scramble signals are achieved by iterative methods. 

12. The method of claim 1, further comprising the steps 
of: 

employing two or more array readers that scan an area 
with data and scramble signals to determine the angular 
positions of each tag within range, and 

determining the absolute position of said RFID tags 
through triangulation using the angular positions 
obtained with said two or more array readers. 

13. The method of claim 12, further comprising the step 
of: 

employing anti-collision methods when more than one of 
said RFID tags responds at any given scan angle. 
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14. The method of claim 1, wherein said reader and said 
RFID tags are inductively coupled and said reader employs 
two or more loops to transmit said data signal and said one 
or more scramble signals. 

15. The method of claim 14, wherein the configuration of 
said loops of said reader is optimized with iterative tech 
niques to ensure that the magnetic field of said data signal is 
overshadowed by the magnetic fields of said one or more 
scramble signal except in selected regions. 

16. The method of claim 1, further comprising the step of 
employing one or more security measures. 

17. The method of claim 16, wherein said one or more 
security measures comprises placing of nulls in receiving 
patterns. 

18. The method of claim 16, wherein said one or more 
security measures comprises using highly directive anten 
aS. 

19. The method of claim 16, wherein said one or more 
security measures comprises transmitting scramble signals. 

20. A method for optically displaying the interrogation 
Zone of an RFID reader, comprising the steps of: 

attaching an optical source to an RFID reader, and, 
transmitting one or more light beams with said optical 

Source to visualize said interrogation Zone. 
21. The method of claim 20, wherein at least one of said 

one or more light beams is pointed in the direction of the 
center of said interrogation Zone. 

22. The method of claim 20, further comprising the step 
of transmitting two or more light beams such that each light 
beam coincides with a boundary of said interrogation Zone. 

23. The method of claim 20, further comprising the step 
of scanning a light beam back and forth between boundaries 
of said interrogation Zone. 

24. The method of claim 22, wherein said light beams are 
transmitted with lasers. 

25. The method of claim 20, wherein said optical source 
is built into the housing of said RFID reader. 

26. The method of claim 20, wherein said optical source 
is attached to the housing of said RFID reader. 

27. A method for improving the efficiency of RFID 
systems having RFID readers and RFID tags, comprising the 
steps of 

employing an antenna array by an RFID reader, 
broadcasting a data signal using said antenna array, and, 
broadcasting a scramble signal using said antenna array. 
28. The method of claim 27, wherein said antenna array 

employs patch antennas. 
29. The method of claim 27, further comprising the step 

of employing three antenna elements by said RFID reader, 
wherein two antenna elements transmit said Scramble signal 
and one antenna element interrogates RFID tags. 

30. The method of claim 27, further comprising the step 
of adjusting the array excitation coefficients for said data 
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signal and said Scramble signal to create an interrogation 
beam that fits an opening in a container. 

31. The method of claim 27, further comprising the step 
of employing an antenna, wherein said antenna transmits 
two or more interrogation beams and wherein any of said 
RFID tags in said interrogation Zone receive sufficient power 
to operate from at least one of said two or more interrogation 
beams. 

32. The method of claim 27, further comprising the step 
of employing two or more scramble signals, wherein said 
two or more scramble signals prevent leakage of said data 
signal. 

33. The method of claim 32, wherein two or more 
scramble signals employ coefficients that are mirror images. 

34. The method of claim 27, further comprising the step 
of transmitting said data signal and said Scramble signal 
adjusted to create closely spaced disjoint interrogation 
ZOS. 

35. The method of claim 27, wherein the position of said 
RFID reader is determined from the solution of an inverse 
Source problem. 

36. The method of claim 35, wherein the inverse source 
problem is solved with an iterative optimization scheme. 

37. The method of claim 27, wherein the position of said 
RFID reader is determined from measurements. 

38. The method of claim 27, wherein the array excitation 
coefficients are determined from the solution to an inverse 
Source problem. 

39. The method of claim 38, wherein the inverse source 
problem is solved with an iterative optimization scheme. 

40. The method of claim 27, wherein the array excitation 
coefficients are determined from measurements. 

41. A method for interrogating RFID tags comprising the 
steps of 

providing a tag antenna to interrogate said RFID tags, 
and, 

placing said RFID tags at locations where said tag antenna 
creates maximum disruption of a field distribution. 

42. The method of claim 41, wherein the field distribution 
on an object is computed with a numerical method. 

43. The method of claim 41, wherein the field distribution 
on an object is obtained from measurements. 

44. The method of claim 41 further comprising the step of 
transmitting and receiving signals in a bistatic mode of 
operation. 

45. The method of claim 41 further comprising the step of 
transmitting and receiving signals in a multistatic mode of 
operation. 

46. The method of claim 45 further comprising the step of 
determining the location of said receivers by solving a 
scattering problem. 


