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(7) ABSTRACT

A distributed subscriber management system and method
that controls access to a network preventing unauthorized
traffic through the access network and providing centralized
access control between user networks. The system and
method provide controlled access through the use of one of
several technologies including user authentication, using
PAP, CHAP, RADIUS, TACACSH+, or other standard authen-
tication means. The method includes the steps of receiving
a connection request from a user located on one of the User
Networks; interrogating the user for userid and password
information; encrypting the userid and password informa-
tion; transmitting the encrypted information, via the access
network, to an authentication server attached to one of a
plurality of external networks; decrypting the information at
the authentication server; and transmitting an authentication
message from the authentication server of the external
network to the access control node via the access network.
The preferred method includes the additional step of chal-
lenging all data leaving the access control node.
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DISTRIBUTED SUBSCRIBER MANAGEMENT
SYSTEM

FIELD OF THE INVENTION

[0001] This invention relates to the management of user
access rights on networks, and is particularly concerned with
the distribution of resources used to authenticate and autho-
rize users while allowing for accounting activities on user
access to provided facilities.

BACKGROUND OF THE INVENTION

[0002] Typically, in the interoperation of various net-
works, a user is challenged to provide access control infor-
mation, such as user identification and password, by a
system residing at the gateway between the two networks. In
the event that a user is denied access to the next portion of
the network, all of that user’s packets can be discarded, or
the user can be re-challenged to provide access control
information. This scheme is common in the art. Although
this authorization scheme does succeed in preventing unau-
thorised access it allows unauthorized traffic to fully traverse
the first network before it is discarded. This generates
unnecessary traffic which is transmitted over the first net-
work consuming precious bandwidth.

[0003] Authorization for such schemes is provided
through the use of systems like the Remote Authentication
Dial-In User Service (RADIUS) protocol. RADIUS is a
fully open protocol, distributed as source code, known in the
art, which is a client/server system designed to prevent
unauthorized access to networks. RADIUS clients run on
network devices and send authentication requests to a cen-
tral RADIUS server that contains both user authentication
information and network access rights. RADIUS can be
modified to work with any common security system. Com-
mon implementations for RADIUS include networks with
multiple vendor access servers such as an Internet Protocol
(IP) based network, where dial-in users can be authenticated
through a RADIUS server customized to work with the
KERBEROS security system, a common security system on
UNIX®-like computer networks. Other common implemen-
tations include networks in which a user is permitted access
to a particular service. In this type of implementation a user
could be restricted to a single utility, such as telnet, or a
single server, or even a single protocol. This would permit
RADIUS to identify a certain user as having access only to
Point-to-Point-Protocol (PPP) using an IP address in a given
range using only one service such as telnet or File Transfer
Protocol (FTP).

[0004] RADIUS follows a client-server operational
model. A Network Access Server (NAS), Remote Access
Server (RAS), or the like, operates as a client of RADIUS.
The client is responsible for passing user information to
designated RADIUS servers, and then acting on the
response that is returned. RADIUS servers are responsible
for receiving user connection requests, authenticating the
user, and then returning all configuration information nec-
essary for the client to deliver service to the user. ARADIUS
server can act as a proxy client to other RADIUS servers or
other kinds of authentication servers.

[0005] RADIUS is carried in UDP (Port number 1812
decimal) and IP data units. At times, the source IP address
field in client requests is zero since the client may not yet
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have an address, in which case the RADIUS system will
allocate an address to the user from a pool of unused
network addresses.

[0006] When a user attempts to login, the following steps
occur to authenticate the user with RADIUS:

[0007] 1. The user is prompted for and enters a
username and password.

[0008] 2. The username and encrypted password are
sent over the network to the RADIUS server.

[0009] 3. The user receives one of the following
responses from the RADIUS server:

[0010] ACCEPT (The user is authenticated)

[0011] REJECT (The user is not authenticated and
is prompted to re-enter the username and pass-
word, or access is denied)

[0012] CHALLENGE (A challenge is issued by
the RADIUS server to collect additional data from
the user)

[0013] CHANGE PASSWORD (A request is
issued by the RADIUS server, asking the user to
select a new password)

[0014] RADIUS authentication must be performed before
RADIUS authorization. The ACCEPT or REJECT response
contains additional data that is used for EXEC or network
authorization. The additional data included with the
ACCEPT or REJECT packets consists of services that the
user can access, including Telnet, rlogin, PPP, FTP, EXEC
services, or connection parameters, including the host or
client IP address, access list, and user timeouts.

[0015] User IP addresses can be statically provisioned or
dynamically assigned using RADIUS or the like. In
RADIUS, the ACCEPT or REJECT response contains the
host or client IP address, access list, and user timeouts. Upon
a user timeout, the user may be disconnected and if dynami-
cally assigned, the IP address is returned to a pool of
available addresses. BootP, DHCP, and TACACS+ can also
be used to dynamically assign IP addresses to users but these
protocols are less common than RADIUS.

[0016] Normally, a pool or group of addresses are pre-
assigned by a network administrator and given out by the
RADIUS server as users sign-on to the service provider.
Typically used to oversubscribe IP addresses, a pool allows
many clients to share a small number of IP addresses based
on usage and contention patterns.

[0017] The Boot Protocol (BootP) is a UDP-serviced
protocol that can be IP-routed to a BootP address server.
Through the BootP protocol, the server can do many func-
tions including IP address assignment, bootstrapping, oper-
ating system loading, desktop configuration, and hardware/
interface configuration. BootP does not completely replace
RADIUS as a subscriber management protocol. Dynamic
Host Configuration Protocol (DHCP) is a newer alternative
to BootP and possesses all the capabilities of BootP. As a
rule, any BootP relay Agent (e.g., in a router or gateway) will
work with DHCP. As with BootP, DHCP does not com-
pletely replace RADIUS as a subscriber management pro-
tocol.
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[0018] An example of a known authentication scheme is
depicted in FIG. 1. Here different User Networks § are
connected to an Access Network 4, which in turn has a
RADIUS clients at an egress edge. This RADIUS client 3
serves to ensure that only data with the correct authorization
is allowed to go to the various ISP hosted networks 2a-2c.
If a packet is not authorized it is discarded at the RADIUS
client 3. To obtain the authorization, the RADIUS client 3
forms a connection to the RADIUS server 1 attached to the
target ISP network which the packet is trying to enter. After
forming this connection to the RADIUS server 1, the
RADIUS client 3 can determine whether the user who
initiated the packet transmission has authorization to trans-
mit packets onto the target network. In such an implemen-
tation, the RADIUS client only controls access to the ISP
hosted networks 2a-2¢, while not controlling access to the
Access Network 4, or between the User Networks 5. Thus,
it is left to the administrators of the various User Networks
5 to ensure their own security and prevent admission of users
from other User Networks 5 to systems to which those users
should not have access.

[0019] Because data fully traverses the Access Network 4
before authorization is obtained, bandwidth on the Access
Network 4 is needlessly consumed by transmissions that fail
authentication. The unnecessary unauthorized traffic travers-
ing the Access Network 4 can be problematic if there are
restrictions on the available bandwidth, or if traffic is heavy.
It would be desirable to stop this traffic as it enters the access
network 4, so as to reduce loading problems. Moreover, the
lack of centralized access control between the User Net-
works 5 is also undesirable.

[0020] One system addressing the problem of unnecessary
traffic has been offered by CISCO Systems in the form of
their Authentication, Authorization and Accounting (AAA)
software. AAA acts to verify the authorization of a packet to
enter an external network prior to entry of the packet into the
access network. AAA also secks to distribute the subscriber
management features of the RADIUS client. Distributed
subscriber management (DSM) provides a more fault toler-
ant implementation than a single RADIUS client does.
However, in order to offer this service, a AAA client can
only be attached to one User Network, since when multiple
User Networks are connected to the same AAA client, one
User Network, without challenge by the AAA system, could
gain access to another User Network connected to the same
AAA system. An example of an implementation known in
the art and using AAA is found in FIG. 2. In that imple-
mentation, RADIUS Servers 1 are attached to ISP networks
2a-2¢, a multitude of such networks are, in turn, connected
to an Access Network 4. The Access Network 4 connects to
a multitude of User Networks 5a-5c¢ through AAA routed
systems 6. Each User Network 5a-5¢ has its own AAA
routed system 6 thus preventing one User Network S5a, 5b,
or 5c from gaining access to another ISP User Network 5a,
5b, or 5c. The AAA system 6 is used to verify the authori-
zation of the packets with the RADIUS Server 1, and will
discard any user packets that do not have the correct
authorization. Unfortunately this requires a different AAA
system 6 for each ISP User Network 5a-5c that is connected
to the Access Network 4, which can greatly add to the cost
of a network.

[0021] Alternatives to RADIUS do exist, providing DSM
systems with the option of implementing another type of
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security system. One of the alternatives to RADIUS is
Terminal Access Controller Access Control System
(TACACS). Three distinct versions of TACACS exist. The
first is TACACS, which was the original product that pro-
vided password checking and authentication, as well as
notification of user actions for security and accounting
purposes. This original system is now considered obsolete.
The second version is Extended TACACS, which is an
extension to the older TACACS protocol that provides
information about protocol translator and router information
that can be used in UNIX like systems for auditing trails and
accounting files. Extended TACACS is also now considered
to be obsolete. TACACS+ is a recent protocol that provides
detailed accounting information and flexible administrative
control over authentication and authorization processes.
TACACSH+ is facilitated through Authentication, Authoriza-
tion and Accounting (AAA) and can be enabled only
through AAA commands. A full description of the imple-
mentation of TACACS+ can be found in a draft Request For
Comment (RFC) 1492. For the purposes of simplicity all
three TACACS implementations will be referred to as
TACACS in this document, and it should be understood that
any derivative of such a system can be substituted for
TACACS. PPP is used to carry IP over dial configurations
and supports both Password Authentication Protocol (PAP)
and Challenge Handshake Authentication Protocol (CHAP)
as methods of password transfer. PPP has been modified to
support numerous always-on access technologies including
PPP over ATM (PPPoA), PPP over Frame Relay (PPPoF),
and PPP over Ethernet (PPPoE).

[0022] With the creation of Competitive Local Exchange
Carriers (CLECs) it is common to find a company which is
delivering telephony over packet based networks and sup-
plying clients with data based services. In addition, if there
are two clients in close physical proximity to each other it
would be advantageous to connect them to a common access
network so that there is a single connection to the CLEC.
However, this single connection to the CLEC is only feasible
if a stronger user authorization scheme is implemented.
Thus, a need exists in the art for an improved user authen-
tication and authorization system.

SUMMARY OF THE INVENTION

[0023] Tt is an object of this invention to provide a DSM
system and method that obviates or mitigates at least one
disadvantage of previous systems and methods. In particu-
lar, the present invention provides a DSM system and
method that controls access to a network to prevent unau-
thorized traffic through the access network and provides
centralized access control between user networks. Other
features of the invention can include providing a DSM
system which allows set-up, maintenance, and tear-down of
the user connection, allows users to choose their destination
as opposed to tying a user to a single destination, and
provides for the administration of the assignment and release
of network addresses.

[0024] The DSM system of the invention preferably
allows for at least one of several technologies including
facilities for the enforcement of service levels as defined in
Service Level Agreements, facilities for resource manage-
ment and facilities for billing by a service provider through
the collection of statistics and accounting data. Moreover,
the system of the invention preferably alerts service provid-
ers of system problems through the use of alarm reporting.
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[0025] In a first aspect, the present invention provides a
distributed subscriber management method. This method
allows a user network to perform user authentication for an
external network at an access control node, such as an
integrated access device, the external network being con-
nected to the access control node by means of an access
network. The method includes a first step of receiving a data
unit at an access control node that is connected to a plurality
of user networks. The second step is to determine whether
the data unit requires authentication. The third step is to
authenticate the determined data unit. The fourth step is to
determine that the authenticated data unit is eligible for
transmission. The step of authenticating may include any
combination of interrogating the user for access information,
transmitting the access information to an authentication
server on an external network, and transmitting an authen-
tication message from the authentication server to the access
control node. Both the transmitting of the access information
to an authentication server and the transmitting of an authen-
tication message may be preceded by a step of encrypting
the message, and then decrypting it after transmission. The
authentication server of the external network may optionally
employ one of the following protocols: remote authentica-
tion, dial-in user service protocol (RADIUS), password
authentication protocol (PAP), challenge handshake authen-
tication protocol (CHAP), and terminal access controller
access control system (TACACS). The distributed sub-
scriber management method of the first aspect of the present
invention may also include the step of packet labelling the
data units at the access control node. Optionally, after the
step of determining that the authenticated data unit is
eligible for transmission, the steps of the contents of the
authentication message at the access control node; dropping
the data unit if the contents indicate rejection; examining the
authentication message for authenticity; and collecting sta-
tistical usage information at the access node may be per-
formed.

[0026] In accordance with a second aspect of the present
invention there is provided an integrated access device, for
placement between a user network and an external network,
the external network having an access rights authentication
server. The integrated access device is comprised of a user
network interface for operatively connecting to a plurality of
user networks to receive data units from the plurality of user
networks, an authentication agent, operatively connected to
the user network interface for authenticating, authorising
and forwarding data units received from the plurality of user
networks and an external network interface, operatively
connected to the authentication agent, for forwarding data
units authorised by the authentication agent to an external
network. In one embodiment of the second aspect of the
present invention the user network interface includes a
plurality of ingress cards and the external network interface
includes an egress card. In other embodiments the authen-
tication agent may include a combination of a local autho-
risation table for authorising data units, network address
assignment and release means, service level enforcing
means, network resource management means, statistical
usage collection means, and alarm monitoring means. In
further embodiments of the second aspect of the present
invention the authentication client includes a combination of
a PAP client, a CHAP client, a TACACS client or a RADIUS
client.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0027] The invention will now be described in more detail
by way of example only and with reference to the attached
drawings, wherein

[0028] FIG. 1 is a schematic diagram of an authentication
scheme known in the art;

[0029] FIG. 2 is a schematic diagram of another authen-
tication scheme known in the art;

[0030] FIG. 3 is a schematic illustration of the presently
preferred authorization system in accordance with the inven-
tion;

[0031] FIG. 4 is a schematic illustration of an application
of the preferred DSM system of the invention in a mixed
voice/data environment;

[0032] FIG. 5 is an overview of a DSM method of the
present invention;

[0033] FIG. 6 is an overview of an authorization method
used in conjunction with the present invention.

DETAILED DESCRIPTION OF THE
INVENTION

[0034] A Distributed Subscriber Management system and
method are disclosed which control access to a network,
preventing unauthorized traffic through an access network
and provide centralized access control between user net-
works. The system, in accordance with the invention, pro-
vides controlled access through the use of one of several
technologies including user authentication, using PAP,
CHAP, RADIUS, TACACS, or other standard authentica-
tion means. The preferred system allows set-up, mainte-
nance, and tear-down of the user connection and allows
users to choose their destination as opposed to tying a user
to a single destination. The system also preferably provides
for the administration of the assignment and release of
network addresses. The invention also provides a Distrib-
uted Subscriber Management (DSM) method for performing
user authentication for an external network at an access
control node, which external network is connected to, by
means of an Access Network, while the access control node
is connected to a plurality of User Networks. The method
can include the steps of receiving a connection request from
a user located on one of the User Networks; interrogating the
user for access control information such as user identifica-
tion and password; optionally encrypting the userid and
password information; transmitting the optionally encrypted
information, via the Access network, to an authentication
server attached to an external network; decrypting the infor-
mation, if necessary, at the authentication server; and trans-
mitting an authentication message from the authentication
server of the external network to the access control node via
the Access Network. The preferred method includes the
additional step of challenging all data leaving the access
control node. The authentication server of the external
network normally employs one of Radius, PAP, CHAP, and
TACACS. A more detailed description of the method of the
present invention is provided later in a description of FIG.
5.
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[0035] The following terms and acronyms are used in the
following description:

DMS Distributed Subscriber Management

RADIUS Remote Authentication Dial-In User Service

IP Internet Protocol

PPP Point-to-Point Protocol

FTP File Transfer Protocol

TACACS Terminal Access Controller Access Control System
AAA Authentication, Authorization, Accounting

PAP Password Authentication Protocol

CHAP Challenge Handshake Authentication Protocol
PPPoA PPP over ATM

ATM Asynchronous Transfer Mode

PPPoE PPP over Ethernet

PPPoF PPP over Frame Relay

CLEC Competitive Locale Exchange Carrier

ISP Internet Service Provider

IAD Integrated Access Device

QoS Quality of Service

VPN Virtual Private Network

ISDN Integrated Services Digital Network

UDP/IP User Datagram Protocol/Internet Protocol
L2TP Layer 2 tunnelling protocol such as IP over PPP over UDP/IP
L2F layer 2 forwarding such as IP over PPP over IP
IPSec Secure Internet Protocol

VPN IP over PPP over IPSec

BootP Boot Protocol

DHCP Dynamic Host Configuration Protocol

SNMP Simple Network Management Protocol

CLI Command Line Interface

MAC Media Access Control

SIP Service Interworking Platform

[0036] In order to provide secure Distributed Subscriber

Management (DSM) in an efficient manner so as to allow
multiple end user networks to co-exist with a single con-
nection to the central network, while providing security to
those users, it is necessary to consider various aspects of
DSM, including: location of functionality; user authentica-
tion; efficient method of transport; secure dialogue; concen-
tration and scalability; customer ease-of-use; IP address
assignment; bandwidth management; accounting/billing;
multiple ISP selection; and VPN capability.

[0037] The location of the functionality is of importance
so that traffic can be reduced by eliminating data units
without sufficient permission before they travel to the exter-
nal network gateway. It is a concept of the DSM method of
the invention that the subscriber management functionality
is located at an access control node at the user network edge
of the access network. In the preferred embodiment, this
functionality is provided by the Integrated Access Device
(IAD). The DSM method of the invention preferably takes
the subscriber management functionality and distributes it
across many IADs instead of centralizing it at the Service
Provider.

[0038] A function of the DSM method is user authentica-
tion. DSM is a method of verifying that the user is autho-
rized to use network resources or to access certain applica-
tions. At session start-up, a user on a user network initiates
a connection to a system on an external network, the user is
challenged to provide access control information (name or
user identification and password). The authentication chal-
lenge can be one-time at session start-up, issued periodi-
cally, issued on a per data unit basis, or can be issued after
session-timeout or interruption, at the discretion of the
network administrators.

Nov. 22, 2001

[0039] The operation of the presently preferred embodi-
ment of the invention is illustrated in FIGS. 3 and 4. FIG.
3 depicts an exemplary network using the current invention.
Here a RADIUS Server 1 is connected through an ISP 2a-2¢
to an Access Network 4. At the user network edge of the
Access Network 4 is an Integrated Access Device (IAD) 7.
Internal to the IAD 7 is a RADIUS client 3. The IAD 7 is
placed between the Access Network 4 and a plurality of User
Networks 5. This allows the RADIUS Client 3 in the IAD 7
to authorize all packets leaving the User Networks 5 before
they traverse the Access Network 4. In addition, due to the
manner in which the IAD is designed, all traffic leaving the
IAD 7 is challenged for authorization, thus different User
Networks 5 cannot inadvertently gain access to each other.

[0040] FIG. 4 depicts an exemplary embodiment of the
invention being used in a mixed data/voice environment,
where each of the different ISP networks require their own
set of authorizations. Here both Voice Networks 8 and ISP
data networks 2 are connected to a Services Interworking
Platform (SIP) 9. The ISP networks 2 transmit and receive
data signals, while the voice networks 8 transmit and receive
voice messages. Each ISP network 2 has its own RADIUS
Server 1 internal to the network. The SIP 9 is connected to
both the Voice Networks 8 and the ISP networks 2 and
provides them access to the Access Network 4. The Access
Network is connected to the IAD 7, which has a plurality of
RADIUS clients 3 internal to it. The IAD 7 allows the
Access Network 4 to communicate with the telephony
networks 11 and the User Devices 10. The IAD’s plurality
of RADIUS Clients 3 each establish a client/server relation-
ship with one of the RADIUS Servers 1 so that they may
perform AAA services on the packets that arises from both
the telephony networks 11 and the User Devices 10. It
should be noted for clarity that there need not be a direct
relationship between the number of RADIUS clients 3 and
the number of RADIUS servers 1 they connect to. The
RADIUS clients 3 need not be dedicated to a particular
RADIUS server 1 unless so desired by a system architect or
a network administrator.

[0041] The IAD 7 can be represented by three basic
elements, a user network interface, an authentication agent,
and an external network interface. The user network inter-
face is designed so that the IAD 7 can connect to the user
networks 5. The external network interface connects to the
external networks 2a-2c¢ through the access network 4. The
authentication agent is responsible for the authorisation,
authentication and forwarding of packets, and communi-
cates with authentication servers. Authentication servers
authorise and authenticate access rights and user identity,
and are typically represented by RADIUS servers.

[0042] Upon receiving a data unit from a user, the source
Media Access Control (MAC) and/or IP address is verified
in the LAD Forward Table against a list of authorized users.
If authorized, the user data unit is marked by a data unit
labelling system, sent across the access network to the egress
edge and then forwarded to the destination provider. Ses-
sion/interface states and statistics on session duration, num-
ber of packets/bytes sent/received and so on, can be col-
lected by the IAD 7 and forwarded to the operator upon
Command Line Interface (CLI) or Simple Network Man-
agement Protocol (SNMP) request.

[0043] If a particular user is not authorized to use a
provider’s domain, the IAD 7 challenges the user based on



US 2001/0044893 Al

information received from the provider’s RADIUS server 1.
The user provides access control information to the IAD 7,
which is forwarded to the RADIUS server 1. The RADIUS
server 1 will respond with an authentication message. Once
authenticated, the user data is allowed to flow through the
access network 4 and SIP 9 to the destination service
provider 2a-2¢. The flow between the IAD 7 and the service
provider network 2a-2c¢ consists of pure data units, marked
by a data unit labelling system, without any of the additional
tunnel overhead incurred when using Point to Point Protocol
over Ethernet (PPPoE) or Layer 2 Tunnelling protocols
(L2TP).

[0044] The IAD DSM module 7 is responsible for authen-
tication, authorization and accounting as well as interacting
with the user across the user dialogue protocol (e.g., PPPoE,
L2TP, etc.). It processes access control information and
builds a table of authorized user-to-Domain mappings which
is consulted for each incoming packet. The table can be at
least partly constructed with information from the provider’s
RADIUS server 1.

[0045] An efficient method of transport allows the reduc-
tion of data carried over the network starting at the user
device 10, flowing towards the IAD 7 and then on to the
external network 2a-2c¢ through the access network 4. There
are many methods of carrying user sessions from user device
to the IAD 7. Methods known in the art include the numer-
ous encapsulation choices for transporting user data includ-
ing: IP over PPP over dial-up; IP over PPP over ISDN; IP
over PPP over Ethernet (PPPoE); IP over PPP over Frame
Relay (PPPoF); IP over PPP over ATM (PPPoA); IP over
PPP over UDP/IP (L2TP); IP over PPP over IP (L2F); IP
over PPP over IPSec (VPN); as well as any number of
proprietary encapsulation techniques. As is apparent, public,
or non-proprietary, methods share the use of PPP to carry
subscriber management information. Traditionally these
methods have been used to transport the user PPP session
across the access network. This contributes significantly to
the protocol overhead in the process and increases traffic
across the Access Network. In the presently preferred
embodiment, this invention uses the PPPoE or L2 TP
protocols between the IAD 7 and user device 10. These
protocols do not extend over the access network 4 thus
reducing the overhead that these techniques apply to the data
units.

[0046] The IAD 7 is charged with performing user authen-
tication and communicates with the RADIUS server 1
becoming in effect a RADIUS client 3. If the IAD 7 supports
multiple destination networks (i.e., multiple Virtual Private
Networks), then multiple RADIUS clients 3 can be sup-
ported. The communication of authentication information
across the access network 4 can be secured to avoid the
discovery of user names and passwords through the use of
snooping techniques. Thus, to provide secure dialogue secu-
rity transactions between the IAD RADIUS client 3 and
RADIUS server I are authenticated through the use of a
shared secret code, which is never sent over the network.
Access control information can be encrypted using industry
standard encryption technologies, such as MD 5, when sent
between the client 3 and RADIUS server 1, to eliminate the
possibility of password compromise.

[0047] To secure data units that are accidentally released
to the wrong network a data security system is preferably
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implemented so as to prevent these errant data units from
being decoded. Numerous techniques of data unit labelling
can be applied to solve this so that data units that are not
intended for a given network are never read by it. A data unit
labelling scheme that can render a data unit illegible to
foreign devices while in transit across the access network,
while at the same time introducing no overhead is presently
preferred for use with this invention. This data unit marking
process must be undone at the egress edge of the access
network 4 so that data units can be restored for delivery to
the ISP or corporate router.

[0048] The method of the present invention is illustrated,
in exemplary form, in FIG. 5. The process starts in step 100
when an access node, such as the IAD, receives a data unit
from a user network. The access node examines the desti-
nation of the data unit and determines whether the access
rights to the destination network need to be authenticated in
step 102. If no authentication is required, the data unit may
be transmitted in step 108. If authentication of access rights
to the destination network is required, authentication of the
access rights is obtained in step 104. A detailed example of
the authentication of access rights is provided in FIG. 6, and
will be described later. A determination-of the authenticated
access rights is made at step 106. If the authentication failed
then the data unit may be dropped in step 110. If the
authentication was successful the data unit is transmitted in
step 108, and the method returns to step 100.

[0049] FIG. 6 illustrates an exemplary method of authen-
tication that can be used in step 104. Upon beginning the
authentication process, access control information is
obtained in step 112. The access node checks a local cache
or table of authenticated information in step 114 to see if the
authentication can be provided locally. If the authentication
can be provided locally then the locally provided authenti-
cation is forwarded to step 106 in step 116. By providing
locally stored authentication in this manner, the access node
reduces latency times for data unit transit, and also reduces
the amount of data that is transmitted over an access network
to a remote authentication server. If authentication informa-
tion is not stored locally, access control information is
transmitted to a remote authentication server in step 118.
The remote authentication server transmits an authorization
message to the access control node in step 120. The com-
munications between the access control node and the remote
authorization server can optionally be encrypted for security.
The information from either step 116 or step 120 is then
provided to step 106.

[0050] The locally stored information accessed in step 116
can be added to upon each communication with the remote
authentication server. Thus the contents of this local
resource can serve as a cache for the remote network. The
local information can optionally be given a timestamp or
other information so that the remote server can have the
access control node remove information when predeter-
mined conditions are met. This allows the information in the
access control node to expire after a period of inactivity for
example.

[0051] The access control information obtained in step 112
can include user identification and password information,
and can further include network address values. After an
initial connection requiring user identification and password
information for authorization, the access control node can
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assume that further data units from that network address are
from the same user so long as the contents of the locally
stored authentication information has not expired.

[0052] The presently preferred embodiment of the inven-
tion as described so far can be considered both scalable and
concentrated. The IAD is connected to a number of users
networks, and is thus able to serve a large number of
individual users from a central location, this gives it con-
centration. Additionally, since the LAD serves a number of
networks it is possible to introduce a second IAD to a
location and simply shift some of the networks from the first
IAD to the second, this allows an IAD to be used until it is
near capacity and then provides a simple scaling path to
support more users. A high concentration of users is con-
sidered important for the service provider to make a viable
business case. In today’s world of cut-rate Internet access,
service providers must groom many hundreds or thousands
of subscribers onto one high-speed data stream. The ISP or
corporate router should not be troubled with managing these
many user sessions while trying to route incoming data units
at say, DS3 (45 MBPS) or OC3 (155 MBPS) wire rate.

[0053] Scalability is a potential problem for products that
perform subscriber management in a box located at the ISP
end of the access network. This has been addressed with the
present invention, where subscriber management is prefer-
ably distributed across multiple IADs 7, each IAD 7 only
having to manage at most, 1 or 2 dozen subscribers. This
means that if a given subscriber increases their load, and
requires more resources at the IAD 7 it is possible to add or
upgrade a single unit that affects a small part of the user base
as opposed to upgrading a centralized unit and inconve-
niencing all users of the system during the upgrade process.
Conventional systems lack either the scalability or the
concentration of the IAD. AAA systems need not be scaled
in the same manner because they serve a single network, and
are thus not concentrated. Conventional RADIUS clients,
though concentrated, are difficult to scale because each user
attempting the access the external network accesses the
RADIUS client as a gateway. Simply adding a second
gateway will not allow for proper load balancing or load
sharing, as users must change the previously specified
gateway if they want to access the second RADIUS client.
Expensive load balancing systems can be applied to solve
this problem, but typically they are difficult to design and
maintain.

[0054] With the preferred embodiment of this invention,
subnet and mask information are tied to a Domain which
appears as a logical RAS module. IP host numbers can then
be dynamically assigned to users as they connect. Typically
each user network connected to the IAD will have a different
subnet address, so that requests that stay on the network are
easily identified, and that requests destined for other net-
works are easily routed. The subnet mask information, as
would be known to a person skilled in the art, is a code
resembling a network address, that when bitwise logically
AND’ed with a network address results in the subnet
address.

[0055] The DSM system in accordance with the invention
allows providers to sell services based on guaranteed bit
rates by allocating discrete bandwidth levels to individual
users and enforcing the bandwidth through bandwidth man-
agement techniques. These bandwidth management tech-
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niques can be used to enforce service level agreements that
access providers have with the user networks. Typically, the
user network interface of the IAD is designed to offer
different levels of bandwidth availability to the different
networks. For example, an IAD connecting three networks,
may guarantee the first network two megabits per second of
bandwith, but allow up to three megabits per second if
capacity allows; the second network may be guaranteed a
bandwidth of one megabit per second, with a maximum
permitted bandwidth of four megabits per second; and the
third network may be allocated a minimum of one and a half
megabits per second with no defined maximum capacity.
Enforcing such a level of service, with the discrete band-
width limits can be carried out through methods known in,
and common to, the art.

[0056] Service providers require resource accounting to
bill users or to prove service levels have been met by the
network/system. A service provider is likely to use RADIUS
access control and accounting software defined by RFC
2139 to meet these special needs. RADIUS accounting is
independent of RADIUS authentication or authorization.
RADIUS accounting allows reports to be sent at the start and
end of services, indicating the amount of resources (e.g.
session duration, data transferred, etc.) used during the
session. It is possible for an ISP to use Simple Network
Management Protocol (SNMP)-based statistics collected by
the IAD for the above purposes. An SNMP management
station periodically ‘polls’ the IAD SNMP agent to upload
the accumulated statistics. Neither of these technologies is
incompatible with the implementation described.

[0057] The present invention can provide the ability of a
client network to select from a number of ISPs. Multiple ISP
selection has not traditionally been regarded as an ability of
networks but is now seen as a necessary feature for products
providing access network services. The user has the capa-
bility of switching between destination ISPs or corporations
via the DSM service. This service is possible through the
IAD because the IAD is designed to connect to numerous
network services, whereas in the prior art systems access
devices were designed for communication with specific
networks. The IAD is able to interface with and act as an
authentication agent for numerous networks, thus allowing
the user network to connect to any of the supported net-
works.

[0058] Through the implementation of both this invention
and a secure data unit labelling system it is possible to
enable Virtual Private Networking, as will be apparent to
those of skill in the art. Once authenticated by DSM and
marked by the data unit labelling, data units are secure until
they reach the egress interface of the network.

[0059] The above-described embodiments of the present
invention are intended to be examples only. Alterations,
modifications and variations may be effected to the particu-
lar embodiments by those of skill in the art without departing
from the scope of the invention, which is defined solely by
the claims appended hereto.

What is claimed is:

1. A distributed subscriber management method for a user
network for performing user authentication for an external
network at an access control node, the external network
being connected to the access control node by means of an
access network; comprising:
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(a) receiving, at an access control node operatively con-
nected to a plurality of user networks, a data unit from
a user located on one of the plurality of user networks;

(b) determining that the data unit requires authentication;
(c) authenticating the determined data unit; and

(d) determining that the authenticated data unit is eligible

for transmission.

2. The distributed subscriber management method as
claimed in claim 1, wherein authenticating includes inter-
rogating the user for access information.

3. The distributed subscriber management method as
claimed in claim 2, wherein authenticating includes trans-
mitting the access information to an authentication server of
an external network.

4. The distributed subscriber management method as
claimed in claim 3, wherein authenticating includes trans-
mitting an authentication message from the authentication
server to the access control node to permit the user to access
the external network.

5. The distributed subscriber management method as
claimed in claim 4, further including encrypting the access
information at the access control node prior to transmitting
the access information; and decrypting the access informa-
tion at the authentication server.

6. The distributed subscriber management method as
claimed in claim 3, wherein the authentication server of the
external network employs remote authentication dial-in user
service protocol.

7. The distributed subscriber management method as
claimed in claim 3, wherein the authentication server of the
external network employs password authentication protocol.

8. The distributed subscriber management method as
claimed in claim 3, wherein the authentication server of the
external network employs challenge handshake authentica-
tion protocol.

9. The distributed subscriber management method as
claimed in claim 3, wherein the authentication server of the
external network employs terminal access controller access
control system.

10. The distributed subscriber management method as
claimed in claim 1, further including packet-labelling the
data unit.

11. The distributed subscriber management method as
claimed in claim 4, further including determining the con-
tents of the authentication message at the access control
node.

12. The distributed subscriber management method as
claimed in claim 11, further including dropping the data unit
if the contents indicate rejection.

13. The distributed subscriber management method as
claimed in claim 11, further including examining the authen-
tication message for authenticity.
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14. The distributed subscriber management method as
claimed in claim 1, further including collecting statistical
usage information at the access node.

15. An integrated access device, for placement between a
user network and an external network, the external network
having an access rights authentication server, comprising:

a user network interface for operatively connecting to a
plurality of user networks to receive data units from the
plurality of user networks;

an authentication agent, operatively connected to the user
network interface for authenticating, authorising and
forwarding data units received from the plurality of
user networks;

an external network interface, operatively connected to
the authentication agent, for forwarding data units
authorised by the authentication agent to an external
network.

16. An integrated access device as claimed in claim 15,
wherein the user network interface includes a plurality of
ingress cards and the external network interface includes an
egress card.

17. An integrated access device as claimed in claim 15,
wherein the authentication agent includes a local authorisa-
tion table for authorising data units.

18. An integrated access device as claimed in claim 15,
wherein the authentication agent includes network address
assignment and release means.

19. An integrated access device as claimed in claim 15,
further including service level enforcing means.

19. An integrated access device as claimed in claim 15,
further including network resource management means.

20. An integrated access device as claimed in claim 19,
further including means for statistical usage collection
means.

21. An integrated access device as claimed in claim 20,
further including alarm monitoring means.

21. An integrated access device as claimed in claim 15,
wherein the authorization client includes a password authen-
tication protocol client.

22. An integrated access device as claimed in claim 15,
wherein the authorization client includes a challenge hand-
shake authentication protocol client.

23. An integrated access device as claimed in claim 15,
wherein the authorization client includes a terminal access
controller access control system client.

24. An integrated access device as claimed in claim 15,
wherein the authorization client includes a remote authen-
tication dial-in user service protocol client.



