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METHODS AND APPARATUS TO DISCOVER AUTHENTICATION INFORMATION IN A
WIRELESS NETWORKING ENVIRONMENT

RELATED APPLICATIONS
[0001] This Patent claims the benefit of U.S. Patent Application No. 12/504,500 filed on July
16, 2009, and U.S. Provisional Patent Application No. 61/172,597, filed on April 24, 2009, both
of which are hereby incorporated herein by reference in their entireties.
FIELD OF THE DISCLOSURE
[0002] The present disclosure relates generally to network communications and, more
particularly, to methods and apparatus to discover authentication information in a wireless
networking environment.
BACKGROUND
[0003] Wireless network deployments, such as wireless local area networks (WLANSs), allow
wireless terminals to access network and Internet services when within proximity of wireless
communication signals of those wireless networks. Commercially available WLANS, such as
those located in retail environments or other publically accessible establishments, operate in
unsecure modes to enable wireless terminals to establish communications with the WLANs and
external networks (e.g., service provider networks, carrier networks, etc.) accessible via those
WLANS. This unsecure mode of operation allows wireless terminals to negotiate connection and
registration information with the external networks via high-level communications using Internet
protocol (IP) addresses and a hypertext transfer protocol (HTTP) to enable registration of the
wireless terminals with the external networks. However, such unsecure modes of operation

using high-level communications leaves external networks vulnerable to malicious attacks or
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other undesirable activity aimed at circumventing network procedures created for orderly and
deterministic wireless terminal registration.

BRIEF DESCRIPTION OF THE DRAWINGS
[0004] FIG. 1 depicts an example communication network in which a plurality of wireless
local area network access locations are communicatively coupled to one or more networks.
[0005] FIG. 2 depicts an example communication layer architecture.
[0006] FIG. 3 depicts an example authentication parameters (AuPs) data structure.
[0007] FIG. 4 depicts an example basic service set (BSS) capabilities data structure that may
be used in connection with the example messaging exchange process of FIG. 6 to discover
authentication information in a wireless network.
[0008] FIG. 5 depicts an example authentication information data structure that may be used
in connection with the example messaging exchange process of FIG. 6 to discover authentication
information in a wireless network.
[0009] FIG. 6 depicts an example messaging exchange process that may be used to discover
authentication information in a wireless network.
[0010] FIG. 7 depicts another example basic service set (BSS) capabilities data structure that
may be used in connection with the example messaging exchange process of FIG. 9 to discover
authentication information in a wireless network.
[0011] FIG. 8 depicts another example authentication information data structure that may be
used in connection with the example messaging exchange process of FIG. 9 to discover
authentication information in a wireless network.
[0012] FIG. 9 depicts another example messaging exchange process that may be used to

discover authentication information in a wireless network.
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[0013] FIG. 10 depicts an example wireless terminal that may be used to implement the
example methods and apparatus described herein.
[0014] FIG. 11 depicts an example wireless access point that may be used to implement the
example methods and apparatus described herein.
[0015] FIG. 12 depicts an example flow diagram representative of computer readable
instructions that may be used to discover authentication information in a wireless network.
DETAILED DESCRIPTION
[0016] Although the following discloses example methods and apparatus including, among
other components, software executed on hardware, it should be noted that such methods and
apparatus are merely illustrative and should not be considered as limiting. For example, it is
contemplated that any or all of these hardware and software components could be embodied
exclusively in hardware, exclusively in softvs;are, exclusively in firmware, or in any combination
of hardware, software, and/or firmware. Accordingly, while the following describes example
methods and apparatus, persons having ordinary skill in the art will readily appreciate that the
examples provided are not the only wéy to implement such methods and apparatus.
[0017] The example methods and apparatus described herein can be used by a wireless
terminal to discover authentication information (Al) and authentication parameters (AuP)
required to authenticate the wireless terminal for connection to a wireless network. The example
methods and apparatus described herein can be used in connection with mobile communication
devices, mobile computing devices, or any other device capable of communicating wirelessly
with a wireless network. Such devices, also referred to as terminals, wireless terminals, or user
equipment (UE), may include mobile smart phones (e.g., a BLACKBERRY® smart phone),

wireless personal digital assistants (PDA), laptop/notebook/netbook computers with wireless
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adapters, etc. The example methods and apparatus are described herein in connection with the
wireless local area network (WLAN) communication standard known as IEEE® (Institute for
Electrical and Electronics Engineers) 802.11, which, among other things, defines interworking
with external networks. However, the example methods and apparatus may additionally or
alternatively be implemented in connection with other wireless communication standards
including other WLAN standards, personal area network (PAN) standards, wide area network
(WAN) standards, or cellular communication standards.

[0018] Although the example methods and apparatus described herein can be implemented in
any environment providing WLAN access for network connectivity, the example methods and
apparatus can be advantageously implemented in WLAN access locations or environments in
which it is expected that one or more users carrying respective wireless terminals will frequently
connect and disconnect from a WLAN as they enter and exit the WLAN access locations or
environments. WLAN locations or environments are sometimes known as “hotspots” in
reference to a location or environment that is within communication reach of WLAN signals.
Such example WLAN locations or environments include coffee shops, retail stores, educational
facilities, office environments, airports, public transportation stations and vehicles, hotels, etc.
[0019] The user experience associated with known techniques or standards for connecting a
wireless terminal to an access point (AP) of a WLAN hotspot can often prove frustrating. For
example, it is often necessary to correctly discover the radio network identifier (e.g., an IEEE®
802.11 Service Set Identifier (SSID) parameter), and it may also be necessary to discover
particular Al and AuPs (chosen by the hotspot owner/provider) required to connect to the

WLAN-supported network (e.g., an external network) behind the AP of the hotspot.
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[0020] In some instances, it may be sufficient for a wireless terminal to provide a Network
Address Identifier (NAI) indicating the user’s identity to the AP for authentication to proceed
and to place the wireless terminal in communication with the external network behind the AP. In
other instances, a wireless terminal may have to be provided with, for example, a subscriber
identity module (SIM) card for authentication to proceed. Such situations often create frustrating
user experiences when wireless terminals fail to connect to WLAN access locations due to
missing or lacking authentication information. In other situations, even when users do know the
particular authentication information that must be provided, the process of providing such
authentication information from the wireless terminal to the AP can be burdensome (e.g., manual
input).

[0021] Referring particularly to WLAN access locations (or WLAN hotspots) operating
under the IEEE® 802.11 wireless communication standard, this standard is currently lacking in
provisions to provide wireless terminals with the necessary authentication-related details about
WLAN-supported networks (e.g., external networks) to which WLAN APs are connected. Thus,
a user desiring access to the network is typically required to manually configure some aspects of
an [EEE® 802.11 compliant wireless terminal, unless the AP is operating in an open unsecure
manner, in which case, no AuPs are needed to access the network. As WLAN technology is
further deployed throughout different locations, open unsecure access will appeal to fewer and
fewer WLAN hotspot providers. The example methods and apparatus described herein can be
used to enable wireless terminals to discover or obtain Al and AuP requirements associated with
WLAN hotspots, thus, substantially reducing or eliminating the reliance on user involvement

when accessing wireless services, and thereby, improving user experiences with such services.
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Example scenarios in which the example methods and apparatus can be advantageously used are
described below in connection with FIG. 1.

[0022] Although the example methods and apparatus are described herein in connection with
enabling wireless terminals to discpver Al and AuP requirements of APs, the example methods
and apparatus may also be used to enable APs to discover Al and AuP requirements of wireless
terminals. For example, when a wireless terminal is already connected to an external network
(e.g., a wireless service provider’s network via a cellular data link, a PAN via a BLUETOOTH®
link, etc.), an AP may be configured to discover Al and AuP requirements associated with that
external network by querying the wireless terminal using the example techniques described
herein. The example methods and apparatus described herein may also be used in connection
with mesh networking environments to enable a first AP to discover Al and AuP requirements
associated with a second AP by querying a wireless terminal that is directly connected to the
second AP or indirectly connected to the second AP via one or more other wireless terminals. In
this manner, the first AP can connect to an external network associated with the second AP if the
first AP has the required Al and/or AuP values.

[0023] Turning now to FIG. 1, an example communication network 100 in which the
example methods and apparatus described herein may be implemented is shown. As shown in
FIG. 1, the example communication network 100 includes a plurality of WLAN access locations
102a-c that provide access to one or more networks (e.g., WLAN-supported networks or external
networks) via respective access points 104a-c. In the illustrated example, the access point (AP)
104a provides access to a private network 106a, which in turn provides access to a subscription
service provider network A (SSPN-A) 108a. Also in the illustrated example, AP 104b provides

access to a private network 106b, which in turn provides access to a subscription service provider
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netwbrk B (SSPN-B) 108b. The SSPNs 108a-b may be owned and/or operated by data
subscription service providers, Internet subscription service providers, media (e.g., audio/video)
subscription service providers, wireless communications subscription service providers, or any
combination thereof.

[0024] The AP104c provides access to a public network 110, which is shown as providing
access to the Internet 112. Although not shown, each of the APs 104a-c is provided with an AP
station (i.e., an AP STA), which is the interface or component, such as a network adapter or
network interface card (NIC), that connects to a wireless medium.

[0025] Each of the WLAN access locations 102a-c may be associated with different sets of
AuPs required of a wireless terminal 114 to gain access to the networks 106a, 106b, and/or 110
through the APs 104a-c. These AuPs can be selected by respective owners or operators of the
networks 106a, 106b and 110. The AuPs may be selected based on different factors such as, for
example, desired security levels and/or business objectives. For instance, if the WLAN access
location 102a is an airport, the private network 106a may require relatively more authentication
parameters from a wireless terminal than would a retail establishment to minimize or prevent
vulnerabilities in airport/airline computer networks. Additionally or alternatively, the private
networks 106a-b may have different contract agreement terms with respective ones of the service
providers of the SSPNs 108a-b, thus leading to different sets of AuP requirements. Such
differing AuPs may be related to different network access charging/pricing structures or different
wireless device roaming agreements. Some networks, such as the public network 110, may
require fewer or no AuPs.

[0026] In any case, the example methods and apparatus described herein can be

advantageously used to enable the wireless terminal 114 to move between different WLAN
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access locations (e.g., the WLAN access locations 102a-c) without requiring the wireless
terminal 114 to be preconfigured or pre-loaded with different sets or lists of AuP requirements
associated with accessing those different WLAN access locations. In this manner, the wireless
terminal 114 can dynamically receive or learn required AuPs from any AP that it has not
encountered before or that has had its required AuPs changed since a previous access session
between the wireless terminal 114 and the AP. In the illustrated examples described herein, the
wireless terminal 114 includes a non-AP station (i.e., a non-AP STA), while each of the APs
104a-c includes a respective AP STA.

[0027] As shown generally in connection with the WLAN access location 102a, the wireless
terminal 114 can retrieve required Al (including AuPs) from the AP 104a by transmitting an Al
request message 116 and receiving an Al response message 118 including identifiers indicating
one or more required Al and/or AuPs. In the illustrated example, the Al request message 116
and the Al response message 118 can be exchanged prior to an authentication process using a
pre-defined query protocol such as a Generic Advertisement Service (GAS) query/response
format. The GAS query format, as defined in IEEE® 802.11, enables non-AP STAs (e.g., the
wireless terminal 114) to discover the availability of information (e.g., AP capabilities, AI, AuPs,
etc.) related to desired network services. Alternatively, the Al request message 116 and the Al
response message 118 can be exchanged during an authentication process in accordance with, for
example, provisions in the IEEE® 802.11 standard involving secure handshake communications
that securely exchange information to ensure confidentiality of such information.

[0028] Turning to FIG. 2, an example communication layer architecture 200 is shown as
having seven layers which may be implemented in accordance with the well-known Open

Systems Interconnection (OSI) Reference Model. In the illustrated example, the communication
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layer architecture 200 includes a data link layer 202, which includes a media access control
(MAC) sub-layer 204. To enable wireless terminals (e.g., the wireless terminal 114 of FIG. 1) to
retrieve Al and AuPs from wireless APs (e.g., the wireless APs 102a-c of FIG. 1), the example
methods and apparatus described herein can be used to perform operations or processes
including Al messaging 206 (e.g., the Al request message 116 and the Al response message 118
of FIG. 1) at the MAC sub-layer 204. That is a wireless terminal can retrieve required Al values
and/or AuP values from a memory or other hardware of the wireless terminal using one or more
authentication value retrieval processes performed by the wireless terminal at the MAC sub-layer
204 without needing to allow the authentication value retrieval process(es) to perform operations
at or above an internet protocol (IP) layer (e.g., a network layer 208) nor needing to otherwise
provide the authentication value retrieval process(es) with access to the IP layer.

[0029] Some authentication techniques that use hyper text transfer protocol (HTTP) or other
internet protocol (IP) processes to display login websites and/or terms and conditions websites
require establishing a connection between a wireless terminal and a wireless AP at one or more
of the layers between and including a network layer 208 (e.g., an internet protocol (IP) layer) and
an application layer 210 of the communication layer architecture 200. However, such techniques
can often create certain vulnerabilities to WLAN-supported networks (e.g., one of the private
networks 106a-b) that can be exploited in harmful ways by malicious or mischievous users. That
is, users can access network resources using authentication-bypass techniques based on IP or
HTTP communications or other communication protocols at or above the network layer 208.
The Al messaging 206 used in connection with the example methods and apparatus described
herein can substantially reduce or eliminate such vulnerabilities by using an authentication

process involving operations at a MAC sub-layer network connection making it relatively more
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difficult or impossible for users to access such low-level network resources to bypass
authentication processes.

[0030] In addition, authentication techniques implemented at or above the network layer 208
require relatively more processing power of a wireless terminal than implementing processes at
the MAC sub-layer 204. Mobile wireless terminals (e.g., the wireless terminal 114 of FIG. 1)
such as mobile smart phones, PDA’s, etc. often have relatively limited processor cycles and
available electrical power than fixed-location computing devices powered using alternative
current (AC) electricity sources. Thus, the example methods and apparatus described herein can
be advantageously used to configure, design, or otherwise engineer mobile wireless terminals to
operate more efficiently (i.e., do more with fewer processor cycles) while minimizing battery
power use. That is, the example methods and apparatus described herein can be advantageously
used to promote mobile wireless terminal designs that consume relatively less power
consumption and operate relatively more efficiently.  For example, low-level resource operations
at the MAC sub-layer 204 require relatively less system resources than user-interface-intensive
and operating system (OS)-intensive operations (e.g., web-browser operations) at the application
layer 210.

[0031] Another example advantage of the AI messaging 206 at the MAC sub-layer 204 is
that a wireless terminal can, without user involvement or with minimal user involvement,
determine whether connecting to a particular AP is even an option based on the required Al
and/or AuPs advertised by that AP and which may be requested by the network behind the AP.
For example, if the AP 104a indicates that it requires a SIM card identifier, and the wireless
terminal 114 does not have a SIM card storing a particular code, a user of the wireless terminal

114 is not given the option to discover that the AP is available for connection. Thus, during a

-10-
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WLAN discovery process initiated by the user of the wireless terminal 114, the wireless terminal
114 does not return the SSID of the AP 104a because it would not be possible for the wireless
terminal 114 to connect to the AP 104a without a SIM card. Such an implementation would
substantially reduce or eliminate user frustration because the user would not engage in any
attempts to connect when such a connection is impossible based on the user’s credentials. In
such an example, the SIM card requirement may be imposed by a wireless service provider that
owns or operates the SSPN-A 108a to, for example, ensure that only wireless terminals (e.g.,
smart phones) associated with its service can gain network access. That is, when the wireless
terminal 114 determines that it does have the SIM card requirement, it displays the SSID of the
AP104a because it is capable of being authenticated by the AP104a. Although an SSID is used
in connection with the above example and in other examples described below, an AP may
alternatively be configured to broadcast a Homogeneous Extended Service Set Identifier
(HESSID). An HESSID includes an SSID associated with a particular AP and a network
identification corresponding to a supported SSPN. For instance, if the AP 104a of FIG. 1 were
configured to broadcast an HESSID, it would include the SSID of the AP 104a and the network
identification corresponding to the SSPN-A 108a.

[0032] FIG. 3 depicts an example authentication parameters (AuPs) data structure 300 shown
in table format to facilitate its description. The example AuPs data structure 300 includes a
plurality of AuP names 302, each of which is associated with a respective one of a plurality of
AuP identifiers 304. In the illustrated example, the AuP identifiers 304 are not themselves AuP
values, but instead are identifiers used by wireless APs (e.g., the wireless APs 104a-c of FIG. 1)
to indicate to wireless terminals (e.g., the wireless terminal 114 of FIG. 1) which AuP values the

wireless terminals must have to be authenticated and establish network communications via the

-11-
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wireless APs. For example, according to the AuPs data structure 300, a NAI AuP ID (i.e., AuP
ID = 1) is used to indicate to the wireless terminal 114 that the wireless terminal 114 must
provide an AuP value equal to a user’s identity associated with the wireless terminal 114.
[0033] The AuP identifiers 304 identify AuPs that typically involve authentication at the
MAC sub-layer 204. However, in some example implementations, some AuPs may involve
requesting a user password entry or PIN entry. In the illustrated example, the AuPs data
structure 300 includes a network address indicator (NAI) parameter (e.g., a wireless terminal
user’s identity), a server subject parameter, a server storage area network (SAN) parameter, and
entries reserved for vendor-specific parameters. In other example implementations, the AuPs
data structure 300 may be provided with fewer, more, and/or different AuPs.

[0034] Owners or operators of WLAN-supported networks can select one or more of the
AuPs in the AuPs data structure 300 as required AuPs to allow authentication and connection to
their WLAN-supported networks. In some example implementations, the wireless terminal 114
may be configured to store a complete list of the AuPs in the AuPs data structure 300, while in
other example implementations, the wireless terminal 114 can be configured to store select ones
of the AuPs. For example, if the wireless terminal 114 is provided by a wireless mobile phone
service provider that elects to allow its devices to wirelessly connect only to sponsored or
approved WLAN hotspots using SIM card identification values, the wireless terminal 114 may
store only a NAI AuP identifier (AuP ID = 1) associated with the AuPs data structure 300 in
addition to a security hardware identifier discussed below in connection with FIG. 5. In such an
example implementation, the NAI AuP identifier refers to requiring a user identification value,

and the security hardware identifier refers to requiring a SIM card identification value (or other

-12-
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identification value corresponding to another security hardware element (e.g., a universal SIM
(USIM) card or a near field communication (NFC) secure element)).

[0035] The wireless terminal 114 can be configured to discover one or more of the AuPs in
the AuPs data structure 300 using the example Al discovery technique described below in
connection with FIGS. 4-6, or using the example Al discovery technique described below in
connection with FIGS. 7-9.

[0036] As discussed below in connection with FIGS. 4-6, an AP may be configured to
advertise its authentication requirements as two separate types of authentication capabilities, the
first one of which involves a wireless terminal performing operations or processes at or above
the network layer 208 (FIG. 2) and the second one of which involves the wireless terminal
performing operations at the MAC sub-layer 204 (or the data link layer 202) (FIG. 2).
Operations at or above the network layer 208 (e.g., IP operations at the network layer 208, HTTP
operations at the application layer 210, etc.) can include obtaining a confirmation that a user
accepted particular terms and conditions and/or obtaining login username and/or password
credentials using a login page displayed with a uniform resource locator (URL) redirect
operation.

[0037] In alternative example implementations, as discussed below in connection with FIGS.
7-9, an AP can be configured to advertise a single authentication capability that can indicate
authentication requirements involving operations at the MAC sub-layer 204 (or the data link
layer 202) and authentication requirements involving operations at or above the network layer
208.

[0038] Now turning to FIGS. 4-6, FIG. 4 depicts an example basic service set (BSS)

capabilities data structure 400, FIG. 5 depicts an example layer-2 authentication information (AI)

-13-
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data structure 500, and FIG. 6 depicts an example messaging process (e.g., which may be used to
implement the Al messaging 206 of FIG. 2) to discover Al in a WLAN environment (e.g., one of
the WLAN access locations 102a-c of FIG. 1). The example messaging process of FIG. 6 can be
used in connection with the information in the BSS capabilities data structure 400 and the layer-2
Al data structure 500 to implement an example Al discovery technique involving using a first Al
query to discover Al requirements associated with operations at the MAC sub-layer 204 (FIG. 2)
and a second Al query to discover Al requirements associated with operations at or above the
network layer 208 (FIG. 2).

[0039] The example BSS capabilities data structure 400 stores CAP IDs 402 (i.e., capability
identifiers) of APs and/or wireless terminals. In the illustrated example, the BSS capabilities
data structure 400 includes a layer-3+ authentication type information capability entry 404 and a
layer-2 authentication type information capability entry 406, each associated with a respective
one of the CAP IDs 402. The layer-3+ authentication type information capability entry 404 and
the layer-2 authentication type information capability entry 406 are used to indicate capabilities
of the APs 104a-c of FIG. 1. Thus, in the illustrated example, the BSS capabilities data structure
400 can be stored in the APs 104a-c and are discoverable using pre-defined query protocol
formats by wireless terminals (e.g., the wireless terminal 114) attempting to connect to respective
WLAN supported networks (e.g., the networks 106a-b and 110 of FIG. 1). An example pre-
defined query protocol format includes the GAS query format described above.

[0040] In the illustrated example, the layer-3+ authentication type information capability
entry 404 can be used to indicate that the associated AP requires an HTTP-level authentication.
Such an authentication can be implemented using URL redirect techniques that involve

redirecting a wireless terminal’s web browser to a particular URL requiring a wireless terminal
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user to perform additional steps required for access (e.g., accept terms and conditions, on-line
login enrollment, etc.). The layer-2 authentication type information capability entry 406 can be
used to indicate that the associated AP requires one or more of the AuPs shown in the AuPs data
structure 300 of FIG. 3 and/or Al described below in connection with FIG. 5.

[0041] The example layer-2 Al data structure 500 of FIG. 5 stores authentication information
that is retrieved by the wireless terminal 114 from an AP (e.g., one of the APs 104a-c of FIG. 1).
In the illustrated example, the layer-2 Al data structure 500 can be used to indicate protocols or
information that an AP requires to exchange information and perform authentication processes.
The Al types or protocols are shown as Al types 502, and each Al type is identified by a
corresponding AI ID 504.

[0042] In the illustrated example, the layer-2 Al data structure 500 stores an Extensible
Authentication Protocol (EAP) method Al type 506, which can be used to indicate that an AP
(e.g., one of the APs 104a-c of FIG. 1) supports and/or requires one or more EAP authentication
protocols. EAP is a type of protocol that can be used to perform authentication processes in
wireless networks and is sometimes used in connection with the well-known Wi-Fi Protected
Access (WPA) standards. In operation, EAP communications can be invoked by any of the APs
104a-c of FIG. 1 in accordance with the well-known IEEE® 802.1X standard, which is part of
the IEEE® 802.11 architecture. Known EAP methods include EAP-MD35, EAP-OTP, EAP-
GTC, EAP-TLS, EAP-IKEv2, EAP-SIM, EAP-AKA, and PEAP. Each EAP method can be
identified using a corresponding integer-format value assigned by an industry-standard resource
coordination body such as the Internet Assigned Numbers Authority (IANA)

(http://www.iana.org). Other EAP methods can also include vendor-specific methods.
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[0043] The example layer-2 Al data structure 500 also stores an inner authentication mode
Al type 508, a certificate type Al type 510, a security hardware Al type 512, an AuP Al type
514, and vendor-specific Al types 516. The inner authentication mode Al type 508 can be used
to indicate that an AP (e.g., one of the APs 104a-c of FIG. 1) supports and/or requires secure
tunneling protocols to securely exchange information between the AP and a wireless terminal.
The certificate type Al type 510 can be used to indicate that an AP (e.g., one of the APs 104a-c
of FIG. 1) supports and/or requires security certificates to securely exchange information. The
security hardware Al type 512 can be used to indicate that an AP supports and/or requires a
wireless terminal to have one or more credentials provided by or supplied by a hardware element
associated with the wireless terminal. The enumerated hardware elements in the illustrated
example of FIG. 5 include a SIM card, a USIM card, a NFC secure element, and a hardware
token.

[0044] The AuP Al type 514 can be used to indicate which of the AuPs in the AuPs data
structure 300 of FIG. 3 are required by an AP (e.g., one of the APs 104a-c of FIG. 1) to allow a
wireless terminal to be authenticated for establishing a network connection with the AP. The
vendor-specific Al type 516 can be used to define additional or alternative Al types defined by
owners or operators of WLAN supported networks (e.g., the networks 106a-b, 108a-b, and 110
of FIG.. 1). Example messaging frame formats that can be used by a wireless terminal to retrieve
the Al of the layer-2 Al data structure 500 are described below in connection with FIG. 6.

[0045] Referring now to FIG. 6, the illustrated example shows a messaging exchange process
600 that may be used to discover Al requirements in a wireless network in connection with the
data structures described above in connection with FIGS. 3-5. As shown, the messaging

exchange process 600 involves a plurality of query/response exchanges between the wireless
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terminal 114 and the AP 104a to discover Al supported and/or required by the AP 104a to allow
the wireless terminal 114 to establish a network connection to the WLAN-supported private
network 106a and/or the SSPN-A 108a of FIG. 1. In the illustrated example, the capabilities of
the AP 104a include support for layer-3+ authentication type information described above in
connection with the layer-3+ authentication type information capability entry 404 of FIG. 4 and
layer-2 authentication type information described above in connection with the layer-2
authentication type information capability entry 406 of FIG. 4.

[0046] As shown in FIG. 6, the wireless terminal 114 and the AP 104a perform a first set of
message exchanges involving a first capabilities query 602 and a first capabilities response 604,
which allow the wireless terminal 114 to discover which ones of the AI and AuPs from the layer-
2 Al data structure S00 and the AuPs data structure 300 are required by the AP 104a to
authenticate the wireless terminal 114. In the illustrated example, the wireless terminal 114 and
the AP 104a also perform a second set of message exchanges involving a second capabilities
query 606 and a second capabilities response 608, which allow the wireless terminal 114 to
discover the layer-3+ authentication type information (e.g., IP-level authentication information,
HTTP-level authentication information, etc.) that is supported and/or required by the AP 104a.
The queries 602 and 606 can be performed by the wireless terminal 114 using the GAS query
format described above. Although the queries/responses 602/604 and 606/608 are described as
first and second query/responses, such description does not imply any required ordering of the
sets of message exchanges. That is, the query/response 606/608 exchange could alternatively be
performed prior to the query/response 602/604 exchange. In addition, either of the

query/response 602/604 and 606/608 exchanges could occur without the other.
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[0047] To allow the wireless terminal 114 to discover layer-2 authentication type
information, the AP 104a responds to the capabilities query 602 by communicating a layer-2
authentication type information frame 610 to the wireless terminal 114 via the capabilities
response 604. In the illustrated example, the layer-2 authentication type information frame 610
includes a CAP ID field 612, a length field 614, a count field 616, and a plurality of
authentication information identifier (Al ID) fields and corresponding Al value fields.

[0048] The CAP ID field 612 identifies the BSS capability with which the frame 610 is
associated. Thus, to indicate that the frame 610 is a layer-2 authentication type information
frame, the CAP ID field 612 of the illustrated example stores the capabilities identifier (e.g.,
CAP ID = 270) corresponding to the layer-2 authentication type information 406 of the BSS
capabilities data structure 400 of FIG. 4.

[0049] The length field 614 stores the byte length of the layer-2 authentication type
information frame 610 to enable retrieval of the same from memory after the frame 610 is
received by the wireless terminal 114. The count field 616 stores the quantity of AI IDs to
follow in the layer-2 authentication type information frame 610.

[0050] In the illustrated example, each of the AI ID fields (AI ID #1 through AI ID #M) in
the layer-2 authentication type information frame 610 stores a unique one of the Al IDs 504 of
the layer-2 Al data structure 500 to denote one or more of the Al types 502 that are supported
and/or required by the AP 104a. A first one of the AI ID fields (i.e., AI ID #1) is denoted by
reference numeral 618 and its corresponding Al value field (i.e., Al value #1) is denoted by
reference numeral 620. A second one of the Al ID fields (i.e., AI ID #2) is denoted by reference
numeral 622 and its corresponding Al value field (i.e., Al value #2) is denoted by reference

numeral 624. In some example implementations, the AI ID #1 field 618 can store an AI ID
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identifier equal to 1, which corresponds to the EAP method Al type 506 as shown in the layer-2
Al data structure 500 of FIG. 5. In such examples, the Al value #1 field 620 can store the
integer-format value of a particular EAP authentication protocol (e.g., EAP-MDS5, EAP-OTP,
EAP-GTC, EAP-TLS, EAP-IKEv2, EAP-SIM, EAP-AKA, PEAP, etc.).

[0051] In the illustrated example, the AI ID #2 field 622 stores an Al ID identifier equal to 5,
which corresponds to the AuP Al type 514 as shown in the layer-2 Al data structure 500. In
addition, the Al value #2 field 624 stores an AuP list 626, which includes one or more comma-
separated AuPs from the AuPs data structure 300 of FIG. 3 (e.g., NAI [AuP ID = 1], server SAN
[AuP ID = 3], etc.).

[0052] Referring now to the query/response 606/608 exchange, to allow the Wireleés terminal
114 to discover layer-3+ type information, the AP 104a responds to the capabilities query 606 by
communicating a layer-3+ authentication type information frame 628 to the wireless terminal
114 via the capabilities response 608. In the illustrated example, the layer-3+ authentication type
information frame 628 includes a CAP ID field 630, a length field 632, and a plurality of layer-
3+ authentication type unit fields 634a and 634b.

[0053] The CAP ID field 630 identifies the BSS capability with which the frame 628 is
associated. Thus, to indicate that the frame 628 is a layer-3+ authentication type information
frame, the CAP ID field 630 of the illustrated example stores the capabilities identifier (e.g.,
CAP ID = 260) corresponding to the layer-3+ authentication type information capability entry
404 of the BSS capabilities data structure 400 of FIG. 4. The length field 632 stores the byte
length of the layer-3+ authentication type information frame 628 to enable retrieval of the same

from memory after the frame 628 is received by the wireless terminal 114.
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| [0054] Each of the layer-3+ authentication type unit fields 634a-b stores a re-direct URL
frame 636, only one of which is shown. The re-direct URL frame 636 can be used to implement
other authentication procedures when additional steps are required for access (e.g., accept terms
and conditions, on-line login enrollment, etc.) for establishing a connection with the AP 104a. In
the illustrated example, the re-direct URL frame 636 enables authentication or additional
procedures associated with processes implemented at the application layer 210 of the
communication layer architecture 200 of FIG. 2. Such procedures may be in addition to or
instead of authentication processes associated with the layer-2 authentication type information
frame 610 discussed above. In some example implementations, the re-direct URL frame 636
may specify that a web browser of the wireless terminal 114 must display terms and conditions
that must be accepted by a user or an on-line login enrollment page in which a user must login.
The re-direct URL frame 636 may additionally or alternatively specify a HTTP/HTTPS
redirection and/or a domain name server (DNS) redirection.

[0055] Turning to FIGS. 7-9, FIG. 7 depicts another example basic service set (BSS)
capabilities data structure 700, FIG. 8 depicts an example layer-2+ authentication information
(AI) data structure 800, and FIG. 9 depicts another example messaging process (e.g., which may
be used to implement the AI messaging 206 of FIG. 2) to discover Al in a WLAN environment
(e.g., one of the WLAN access locations 102a-c of FIG. 1). As discussed below, the BSS
capabilities data structure 700 is a modified version of the BSS capabilities data structure 400 of
FIG. 4, and the layer-2+ Al data structure 800 is a modified version of the layer-2 Al data
structure 500 of FIG. 5.

[0056] Unlike the BSS capabilities data structure 400 of FIG. 4 which stores the layer-3+

authentication type information capability entry 404 separate from the layer-2 authentication
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type information capability entry 406, the BSS capabilities data structure 700 of FIG. 7 stores a
layer-2+ authentication type information capability entry 702. In the illustrated example, the
layer-2+ authentication type information capability entry 702 indicates that an AP (e.g., the APs
104a-c of FIG. 1) supports all of the authentication processes and data (involving operations at or
above the MAC sub-layer 204 of FIG. 2) that are otherwise indicated separately by the layer-3+
authentication type information capability entry 404 and the layer-2 authentication type
information capability entry 406 of FIG. 4. That is, the layer-2+ authentication type information
capability entry 702 indicates that all of the Al types of the layer-2 Al data structure 500 of FIG.
5 are combined with the URL re-direct capability described above in connection with the re-
direct URL frame 636 of FIG. 6. In this manner, when a wireless terminal queries an AP for
supported and/or required capabilities associated with authentication, the wireless terminal can
perform a single GAS query to discover all of the authentication information and/or parameters
discussed above in connection with FIGS. 3-6 instead of two separate queries as described in
connection with FIG. 6.

[0057] To enable a single-query authéntication discovery, the layer-2+ Al data structure 800
of FIG. 8 is a modified version of the layer-2 Al data structure 500 of FIG. 5. That is, in addition
to the Al types 506, 508, 510, 512, 514, and 516 shown in connection with the layer-2 Al data
structure 500, the layer-2+ Al data structure 800 also includes a re-direct URL Al type 802,
which corresponds to the authentication capabilities that are otherwise indicated by the layer-3+
authentication type information capability entry 404 of FIG. 4 and the re-direct URL frame 636
of FIG. 6.

[0058] Turning now to FIG. 9, the illustrated example shows a single-query messaging

exchange process 900 that may be used to discover Al requirements in a wireless network in
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connection with the data structures described above in connection with FIGS. 3, 7, and 8. As
shown, the single-query messaging exchange process 900 involves a single capabilities query
902 communicated by the wireless terminal 114 followed by a single capabilities response 904
communicated by the AP 104a. In the illustrated example, the capabilities of the AP 104a
include support for the layer-2+ authentication type information described above in connection
with the layer-2+ authentication type information capability entry 702 of FIG. 7.

[0059] As shown in FIG. 9, a layer-2+ authéntication type information frame 906
communicated via the capabilities response 904 is capable of carrying the same information as
described above in connection with the layer-2 authentication type information frame 610 of
FIG. 6. In addition, the layer-2+ authentication type information frame 906 is also capable of
carrying the re-direct URL frame 636 described above in connection with the layer-3+
authentication type information frame 628 of FIG. 6. In the illustrated example, an AI ID #3
field 908 stores an AI ID value of 6, which is shown as corresponding to the re-direct URL Al
type 802 in FIG. 8.

[0060] Referring now to FIG. 10, an illustrated example of the wireless terminal 114 of
FIGS. 1, 6 and 9 is shown in block diagram form. In the illustrated example, the wireless
terminal 114 includes a processor 1002 that may be used to control the overall operation of the
wireless terminal 114. The processor 1002 may be implemented using a controller, a general
purpose processor, a digital signal processor, or any combination thereof.

[0061] The wireless terminal 114 also includes a terminal message generator 1004 and a
terminal data parser 1006. The terminal message generator 1004 may be used to generate
queries (e.g., the queries 602 and 606 of FIG. 6 and the query 902 of FIG. 9) in accordance with

any query protocol including the GAS query protocol format discussed above. The terminal data

22



WO 2010/122315 PCT/GB2010/000834

parser 1006 may be used to retrieve frames of information from memory (e.g., a RAM 1010) and
retrieve particular information of interest from those frames. For example, the terminal data
parser 1006 may be used to retrieve Al and/or AuPs from any of the data frame formats
discussed above in connection with FIGS. 6 and 9. Although the terminal message generator
1004 and the terminal data parser 1006 are shown as separate from and connected to the
processor 1002, in some example implementations, the terminal message generator 1004 and the
terminal data parser 1006 may be implemented in the processor 1002 and/or in a wireless
communication subsystem (e.g., a wireless communication subsystem 1018). The terminal
message generator 1004 and the terminal data parser 1006 may be implemented using any
desired combination of hardware, firmware, and/or software. For example, one or more
integrated circuits, discrete semiconductor components, and/or passive electronic components
may be used. Thus, for example, the terminal message generator 1004 and the terminal data
parser 1006, or parts thereof, could be implemented using one or more circuit(s), programmable
processor(s), application specific integrated circuit(s) (ASIC(s)), programmable logic device(s)
(PLD(s)), field programmable logic device(s) (FPLD(s)), etc. The terminal message generator
1004 and the terminal data parser 1006, or parts thereof, may be implemented using instructions,
code, and/or other software and/or firmware, etc. stored on a machine accessible medium and
executable by, for example, a processor (e.g., the example processor 1002). When any of the
appended claims are read to cover a purely software implementation, at least one of the terminal
message generator 1004 and the terminal data parser 1006 is hereby expressly defined to include
a tangible medium such as a solid state memory, a magnetic memory, a DVD, a CD, etc.

[0062] The wireless terminal 114 also includes a FLASH memory 1008, a random access

memory (RAM) 1010, and an expandable memory interface 1012 communicatively coupled to
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the processor 1002. The FLASH memory 1008 can be used to, for example, store computer
readable instructions and/or data. In some example implementations, the FLASH memory 1008
can be used to store one or more of the data structures discussed above in connection with FIGS.
3,4,5, 7, and 8 and can also store AuP values associated with the wireless terminal 114. The
RAM 1010 can also be used to, for example, store data and/or instructions.

[0063] The wireless terminal 114 is provided with a security hardware interface 1014 to
receive a SIM card (or a USIM card or a NFC secure element) from a wireless service provider.
As discussed above, a SIM card may be used as an authentication parameter to authenticate the
wireless terminal 114 for establishing a connection with a WLAN-supported network. The
wireless terminal 114 is also provided with an external data I/O interface 1016. The external
data I/O interface 1016 may be used by a user to transfer information to the wireless terminal
114 through a wired medium. A wired data transfer path may, for example, be used to load an
encryption key or other type of AuP onto the wireless terminal 114 through a direct and, thus,
reliable and trusted connection to provide secure device communication.

[0064] The wireless terminal 114 is provided with a wireless communication subsystem
1018 to enable wireless communications with WLAN APs (e.g., the APs 104a-c of FIG. 1).
Although not shown, the wireless terminal 114 may also have a long-range communication
subsystem to receive messages from, and send messages to, a cellular wireless network. In the
illustrated examples described herein, the wireless communication subsystem 1018 can be
configured in accordance with the IEEE® 802.11 standard. In other example implementations,
the wireless communication subsystem 1018 can be implemented using a BLUETOOTH® radio,

a ZIGBEE® device, a wireless USB device, or an ultra-wideband (UWB) radio.
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[0065] To enable a user to use and interact with or via the wireless terminal 114, the wireless
terminal 114 is provided with a speaker 1020, a microphone 1022, a display 1024, and a user
input interface 1026. The display 1024 can be an LCD display, an e-paper display, etc. The user
input interface 1026 could be an alphanumeric keyboard and/or telephone-type keypad, a multi-
direction actuator or roller wheel with dynamic button pressing capability, a touch panel, etc. In
the illustrated example, the wireless terminal 114 is a battery-powered device and is, thus,
provided with a battery 1028 and a battery interface 1030.

[0066] Turning now to FIG. 11, the example AP 104a of FIGS. 1, 6, and 9 is shown in block
diagram form. The example AP 104a includes a processor 1102 to perform the overall
operations of the AP 104a. In addition, the AP 104a includes an AP message generator 1104 to
generate query and/or response messages and an AP data parser 1106 to retrieve information
from received data frames. The AP message generator 1104 is substantially similar to the
terminal message generator 1004 of FIG. 10, and the AP data parser 1106 is substantially similar
to the terminal data parser 1006 of FIG. 10. Thus, the AP message generator 1104 and the AP
data parser 1106 may be implemented in the processor 1102 and/or a wireless communication
subsystem (e.g., a wireless communication subsystem 1112) using any combination of hardware,
firmware, and/or software including instructions stored on a computer-readable medium.

[0067] The example AP104a also includes a FLASH memory 1108 and a RAM 1110, both
of which are coupled to the processor 1102. The FLASH memory 1108 may be configured to
store required AuPs from the AuP data structure of FIG. 300, supported capability indicators
from the BSS capabilities data structures 400 or 700, and supported Al types from the data

structures 500 or 800.
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[0068] To communicate with wireless terminals such as the wireless terminal 114, the AP
104a is provided with a wireless communication subsystem 1112, which may be substantially
similar or identical to the wireless communication subsystem 1018 (FIG. 10) of the wireless
terminal 114. To ‘communicate with a WLAN-supported network (e.g., the networks 106a-b,
110, and 108a-b), the AP 104a is provided with a network uplink communication interface 1114.
[0069] FIG. 12 depicts an example flow diagram representative of computer readablé
instructions that may be used to discover AuPs associated with accessing a WLAN-supported
network (e.g., the networks 106a-b, 108a-b, and 110 of FIG. 1). The example operations of FIG.
12 may be performed using a processor, a controller and/or any other suitable processing device.
For.example, the example operations of FIG. 12 may be implemented using coded instructions
stored on a tangible medium such as.a flash memory, a read-only memory (ROM) and/or
random-access memory (RAM) associated with a processor (e.g., the processor 1002 of FIG. 10
and/or the processor 1102 of FIG. 11). Alternatively, some or all of the example operations of
FIG. 12 may be implemented using any combination(s) of application specific integrated
circuit(s) (ASIC(s)), programmable logic device(s) (PLD(s)), field programmable logic device(s)
(FPLD(s)), discrete logic, hardware, firmware, etc. Also, some or all of the example operations
of FIG. 12 may be implemented manually or as any combination(s) of any of the foregoing
techniques, for example, any combination of firmware, software, discrete logic and/or hardware.
Further, although the example operations of FIG. 12 are described with reference to the flow
diagram of FIG. 12, other methods of implementing the operations of FIG. 12 may be employed.
For example, the order of execution of the blocks may be changed, and/or some of the blocks

described may be changed, eliminated, sub-divided, or combined. Additionally, any or all of the
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example operations of FIG. 12 may be performed sequentially and/or in parallel by, for example,
separate processing threads, processors, devices, discrete logic, circuits, etc.

[0070] In general, the example flow diagram of FIG. 12 can be used to implement the
example messaging exchange process 600 of FIG. 6 and/or the example messaging exchange
process 900 of FIG. 9 during a WLAN discovery process. The example flow diagram of FIG. 12
includes a wireless terminal process 1202 and an AP process 1204. The wireless terminal
process 1202 can be implemented using the wireless terminal 114 (FIGS. 1, 6, 9, and 10) to
query the AP 104a to discover AuPs required by the AP 104a. The AP process 1204 can be
implemented using the AP 104a (FIGS. 1, 6, 9, and 11) to transmit the AI and/or AuPs required
by the AP 104a.

[0071] Turning in detail to FIG. 12, initially, the wireleés terminal 114 transmits a probe
request (block 1206) via the wireless communication subsystem 1018. In the illustrated
example, the probe request is used to query the AP 104a on whether it supports interworking
with external networks (e.g., the networks 106a-b, 108a-b, and 110). The AP 104a receives the
probe request (block 1208) via the wireless communication subsystem 1112 and transmits a
probe response (block 1210) to indicate whether it supports interworking with external networks
and whether it requires authentication.

[0072] The wireless terminal 114 receives the probe response (block 1212) via the wireless
communication subsystem 1018 and the terminal data parser 1006 (FIG. 1) parses the probe
response to determine whether authentication is required (block 1214). For example, the probe
response may include an Additional Step Required for Access (ASRA) bit field (e.g., an
authentication required bit field) (not shown) to indicate whether authentication is required.

When authentication is required (block 1212) (e.g., the ASRA bit field is true), the wireless
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terminal 114 transmits an authentication capabilities request message (block 1216) (e.g., one of
the queries 602 of FIG. 6 or 902 of FIG. 9) using, for example, a GAS query. The wireless
terminal 114 then waits until it receives a response (block 1218).

[0073] The AP 104a receives the authentication capabilities request message (block 1220),
and the AP message generator 1104 (FIG. 11) packs or inserts the required Al and AuP
identifiers in an authentication capabilities response message (block 1222) (e.g., one of the
capabilities responses 604 of FIG. 6 or 904 of FIG. 9). The Al and AuP identifiers associated
with the AP 104a may be stored in a memory (e.g., one of the flash memory 1108 or the RAM
1110 of FIG. 11) of the AP 104a. The AP 104a then transmits the authentication capabilities
response message (block 1224).

[0074] If the example method of FIG. 12 is implemented using the Al discovery technique
described above in connection with FIGS. 4-6, the authentication capabilities request message of
block 1216 is the capabilities query 602 of FIG. 6, the authentication capabilities response
message of block 1222 is the capabilities response 604 of FIG. 6, and the authentication
capabilities response message is implemented using the format of the layer-2 authentication type
information frame 610 of FIG. 6. If the example method of FIG. 12 is implemented using the Al
discovery technique described above in connection with FIGS. 7-9, the authentication
capabilities request message of block 1216 is the capabilities query 902 of FIG. 9, the
authentication capabilities response message of block 1224 is the capabilities response 904 of
FIG. 9, and the authentication capabilities response message is implemented using the format of
the layer-2+ authentication type information frame 906 of FIG. 9.

[0075] When the wireless terminal 114 receives the authentication capabilities response

message (block 1218), the terminal data parser 1006 (FIG. 10) retrieves the AI and AuP
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identifiers from the received message frame (block 1226). If the wireless terminal 114
determines that it has the required Al and/or AuP values indicated by the received Al and AuP
identifiers (block 1228), the terminal message generator 1004 (FIG. 10) packs or inserts the Al
and/or AuP values in a connect request message (block 1230). For example, the wireless
terminal 114 can execute one or more authentication value retrieval process that perform |
operations at the MAC sub-layer 204 to retrieve the Al and/or AuP values without needing to
allow the authentication value retrieval process(es) to perform operations at or above an internet
protocol (IP) layer (e.g., the network layer 208 of FIG. 2) nor needing to otherwise provide the
authentication value retrieval process(es) with access to the IP layer.

[0076] In some example implementations, when the wireless terminal 114 determines at
block 1228 that it has the required Al and/or AuP values, a user may be prompted with the SSID
(or HESSID) associated with the AP 104a before generating the connect request message. In this
manner, the user may be given the option of whether to connect to the AP 104a instead of
allowing the wireless terminal 114 to automatically connect to the AP 104a. In some example
implementations, if the wireless terminal 114 determines at block 1228 that it does not have the
required Al and/or AuP values, the wireless terminal 114 (e.g., the processor 1002 of FIG. 10)
can refrain from displaying the SSID (or HESSID) associated with the AP 104a. In this manner,
the private network 106a is not shown as available for connecting since the wireless terminal 114
would not be able to connect to it without the required AI and/or AuP values. In addition, in
some example implementations, the wireless terminal 114 can be configured to store the Al and
AuP identifiers obtained at block 1226 in connection with an SSID of the AP 104a as a profile
for the AP 104a. In this manner, when the wireless terminal 114 subsequently re-discovers the

presence of the AP 104a, the wireless terminal 114 may use the stored AI and AuP identifiers to
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determine the AI and/or AuP values that it must provide to the AP 104a to be authenticated
without having to re-request required Al and/or AuPs from the AP 104a.

[0077] After the Al and/or AuP values are packed or inserted into a connect request message
(block 1230) or if the wireless terminal 114 determined at block 1214 that the AP 104a does not
require authentication, the wireless terminal 114 transmits the connect request message (block
1232). After the AP 104a receives the connect request message (block 1234), the AP data parser
1106 (FIG. 11) parses the Al and/or AuP values from the connect request message (block 1236)
and the AP 104a (or another system or computer networked to the AP 104a) performs an
authentication process (block 1238). The AP 104a then authenticates and establishes a
connection to the wireless terminal 114 or denies a connection to the wireless terminal 114 based
on whether the Al and/or AuP values provided by the wireless terminal 114 were satisfactory for
authentication.

[0078] After the AP 104a connects to the wireless terminal 114 or denies the connection
(block 1240), or if the wireless terminal 114 determines that it does not have the required Al
and/or AuP values, the example process of FIG. 12 ends.

[0079] Although certain methods, apparatus, and articles of manufacture have been described
herein, the scope of coverage of this patent is not limited thereto. To the contrary, this patent
covers all methods, apparatus, and articles of manufacture fairly falling within the scope of the

appended claims either literally or under the doctrine of equivalents.
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What is Claimed is:
1. A method to discover authentication requirements in a wireless network, the
method comprising:
transmitting a request to a network access point, the request requesting
authentication information, the authentication information being indicative of an
authentication value required from a wireless terminal;
receiving a response to the request from the network access point; and

retrieving from the response, the authentication information.

2. The method of claim 1, wherein the authentication value is obtainable by the

wireless terminal.

3. The method of claim 1, wherein the authentication value is obtainable by the

wireless terminal at a media access layer.

4. The method of claim 1, wherein the authentication value is pre-stored in the

wireless terminal.

5. The method of claim 1 further comprising sending the authentication value to the

network access point.

6. The method of claim 1, wherein the request is a Generic Advertisement Service

Request.
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7. The method of claim 1 further comprising sending a second request to the
network access point, the second request requesting second authentication information, wherein

the first authentication information is different from the second authentication information.

8. The method of claim 1, further comprising:
determining that the authentication value is located in the wireless terminal; and
displaying a service identifier based on the authentication value being located in

the wireless terminal.

9. The method of claim 1, wherein the authentication value is indicative of a

subscriber identity module card credential.

10. The method of claim 1, wherein the wireless terminal is a mobile communication

device.

11.  The method of claim 1, wherein the authentication value is selected by a
subscription service provider to allow access to a subscription service provider network

communicatively coupled to the network access point.

12. The method of claim 1, wherein the authentication value is further indicative of an

extensible authentication protocol method.
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13. An apparatus to discover authentication requirements in a wireless network, the
apparatus comprising:
a processor configured to:
transmit a request to a network access point, the request requesting
authentication information, the authentication information being indicative of an
authentication value required from a wireless terminal;
receive a response to the request from the nefwork access point; and

retrieve from the response, the authentication information.

14.  The apparatus of claim 13, wherein the authentication value is obtainable by the

wireless terminal at a media access layer.

15.  The apparatus of claim 13, wherein the authentication value is pre-stored in the

wireless terminal.

16. The apparatus of claim 13, wherein the processor is further configured to send the

authentication value to the network access point.

17.  The apparatus of claim 13, wherein the request is a Generic Advertisement

Service Request.
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18. The apparatus of claim 13, wherein the processor is further configured to send a
second request to the network access point, the second request requesting second authentication
information, wherein the first authentication information is different from the second

authentication information.

19.  The apparatus of claim 13, wherein the processor is further configured to:
determine that the authentication value is located in the wireless terminal; and
display a service identifier based on the authentication value being located in the

wireless terminal.

20.  The apparatus of claim 13, wherein the authentication value is indicative of a

-subscriber identity module card credential.

21. The apparatus of claim 13, wherein the authentication value is selected by a
subscription service provider to allow access to a subscription service provider network

communicatively coupled to the network access point.

22.  The apparatus of claim 13, wherein the authentication value is further indicative

of an extensible authentication protocol method.
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23. A method to discover authentication information in a wireless network, the
method comprising:

transmitting a request message to a network access point requesting identifiers indicative
of authentication information required by the network access point to authenticate a wireless
terminal; and

retrieving at least one authentication requirement identifier from a response message
transmitted by the network access point, wherein the at least one authentication requirement
identifier is indicative of an authentication value obtainable using operations performed by the
wireless terminal at a media access control layer without providing access to an internet protocol

layer to retrieve the authentication value.

24. A method as defined in claim 23, further comprising providing the authentication
value to the network access point in response to determining that the authentication value is

located in the wireless terminal.

25. A method as defined in claim 23, further comprising refraining from displaying a
service identifier of the network access point in response to determining that the authentication

value is not located in the wireless terminal.

26. A method as defined in claim 23, wherein the at least one authentication

requirement identifier is indicative of a subscriber identity module card credential.

27. A method as defined in claim 23, further comprising transmitting a second request

message to the network access point requesting second identifiers indicative of second
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authentication information required by the network access point, and wherein the second
authentication information is indicative of at least a second authentication value obtainable using

an authentication value retrieval process that accesses the internet protocol layer.

28. A method as defined in claim 23, wherein the request message is further operable
to request second identifiers indicative of second authentication information required by the
network access point, wherein the second authentication information is indicative of at least a
second authentication value obtainable using an authentication value retrieval process that

accesses the internet protocol layer.

29. A method as defined in claim 23, further comprising transmitting the request
message in response to determining that the network access point requires an authentication

process to authenticate the wireless terminal.

30. A method as defined in claim 23, wherein the wireless terminal is a mobile

communication device.

31. A method as defined in claim 23, wherein the authentication information required
by the network access point is selected by a subscription service provider to allow access to a

subscription service provider network communicatively coupled to the network access point.

32. A method as defined in claim 23, further comprising retrieving at least a second
authentication requirement identifier from the response message transmitted by the network

access point, wherein the at least the second authentication requirement identifier is indicative of
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an extensible authentication protocol method used by the network access point to receive the

authentication value from the wireless terminal.

33.  An apparatus to discover authentication information in a wireless network, the

apparatus comprising:
a processor;

a memory coupled to the processor and having instructions stored thereon that, when
executed, cause the processor to:

transmit a request message to a network access point requesting identifiers indicative of
authentication information required by the network access point to authenticate a wireless
terminal; and

retrieve at least one authentication requirement identifier from a response message
transmitted by the network access point, wherein the at least one authentication requirement
identifier is indicative of an authentication value obtainable using operations performed by the
wireless terminal at a media access control layer without providing access to an internet protocol

layer to retrieve the authentication value.
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34.  An apparatus as defined in claim 33, wherein the instructions stored on the
memory, when executed, further cause the processor to provide the authentication value to the
network access point in response to determining that the authentication value is located in the

wireless terminal.

35.  An apparatus as defined in claim 33, wherein the instructions stored on the
memory, when executed, further cause the processor to refrain from displaying a service
identifier of the network access point in response to determining that the authentication value is

not located in the wireless terminal.

36.  An apparatus as defined in claim 33, wherein the at least one authentication

requirement identifier is indicative of a subscriber identity module card credential.

37.  An apparatus as defined in claim 33, wherein the instructions stored on the
memory, when executed, further cause the processor to transmit a second request message to the
network access point requesting second identifiers indicative of second authentication
information required by the network access point, and wherein the second authentication
information is indicative of at least a second authentication value obtainable using an

authentication value retrieval process that accesses the internet protocol layer.
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38.  An apparatus as defined in claim 33, wherein the request message is further
operable to request second identifiers indicative of second authentication information required by
the network access point, wherein the second authentication information is indicative of at least a
second authentication value obtainable using an authentication value retrieval process that

accesses the internet protocol layer.

39. An apparatus as defined in claim 33, wherein the instructions stored on the
memory, when executed, further cause the processor to transmit the request message in response
to determining that the network access point requires an authentication process to authenticate

the wireless terminal.

40. An apparatus as defined in claim 33, wherein the wireless terminal is a mobile

communication device.

41.  An apparatus as defined in claim 33, wherein the authentication information
required by the network access point is selected by a subscription service provider to allow
access to a subscription service provider network communicatively coupled to the network

access point.
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42.  An apparatus as defined in claim 33, wherein the instructions stored on the
memory, when executed, further cause the processor to retrieve at least a second authentication
requirement identifier from the response message transmitted by the network access point,
wherein the at least the second authentication requirement identifier is indicative of an extensible
authentication protocol method used by the network access point to receive the authentication

value from the wireless terminal.

43. A computer readable medium having instructions stored thereon that, when
executed, cause a machine to:

transmit a request message to a network access point requesting identifiers indicative of
authentication information required by the network access point to authenticate a wireless
terminal; and

retrieve at least one authentication requirement identifier from a response message
transmitted by the network access point, wherein the at least one authentication requirement
identifier is indicative of an authentication value obtainable using operations performed by the
wireless terminal at a media access control layer without providing access to an internet protocol

layer to retrieve the authentication value.

44. A computer readable medium as defined in claim 43 having instructions stored
thereon that, when executed, cause the machine to provide the authentication value to the
network access point in response to determining that the authentication value is located in the

wireless terminal.
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45. A computer readable medium as defined in claim 43 having instructions stored
thereon that, when executed, cause the machine to refrain from displaying a service identifier of
the network access point in response to determining that the authentication value is not located in

the wireless terminal.

46. A computer readable medium as defined in claim 43, wherein the at least one

authentication requirement identifier is indicative of a subscriber identity module card credential.

47. A computer readable medium as defined in claim 43 having instructions stored
thereon that, when executed, cause the machine to transmit a second request message to the
network access point requesting second identifiers indicative of second authentication
information required by the network access point, and wherein the second authentication
information is indicative of at least a second authentication value obtainable using an

authentication value retrieval process that accesses the internet protocol layer.

48. A computer readable medium as defined in claim 43, wherein the request message
is further operable to request second identifiers indicative of second authentication information
required by the network access point, wherein the second authentication information is indicative
of at least a second authentication value obtainable using an authentication value retrieval

process that accesses the internet protocol layer.
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49. A computer readable medium as defined in claim 43 having instructions stored
thereon that, when executed, cause the machine to transmit the request message in response to
determining that the network access point requires an authentication process to authenticate the

wireless terminal.

50. A computer readable medium as defined in claim 43, wherein the wireless

terminal is a mobile communication device.

51. A computer readable medium as defined in claim 43, wherein the authentication
information required by the network access point is selected by a subscription service provider to
allow access to a subscription service provider network communicatively coupled to the network

access point.

52. A computer readable medium as defined in claim 43 having instructions stored
thereon that, when executed, cause the machine to retrieve at least a second authentication
requirement identifier from the response message transmitted by the network access point,
wherein the at least the second authentication requirement identifier is indicative of an extensible
authentication protocol method used by the network access point to receive the authentication

value from the wireless terminal.
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53. A method to discover authentication information in a wireless network, the
method comprising;:

receiving a request message from a wireless terminal requesting identifiers indicative of
authentication information required by a network access point to authenticate the wireless
terminal; and

inserting at least one authentication requirement identifier from an authentication
information data structure in a response message, wherein the at least one authentication
requirement identifier is indicative of an authentication value obtainable using operations
perfohned by the wireless terminal at a media access control layer without providing access to an

1internet protocol layer to retrieve the authentication value.

54. A method as defined in claim 53, wherein the at least one authentication

requirement identifier is indicative of a subscriber identity module card credential.

55. A method as defined in claim 53, receiving a second request message from the
wireless terminal requesting second identifiers indicative of second authentication information
required by the network access point, wherein the second authentication information is indicative
of at least a second authentication value obtainable using an authentication value retrieval

process that accesses the internet protocol layer.
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56. A method as defined in claim 53, wherein the request message is further operable
to request second identifiers indicative of second authentication information required by the
network access point, wherein the second authentication information is indicative of at least a
second authentication value obtainable using an authentication value retrieval process that

accesses the internet protocol layer.

57. A method as defined in claim 53, wherein the wireless terminal is a mobile

communication device.

58. A method as defined in claim 53, wherein the authentication information required
by the network access point is selected by a subscription service provider to allow access to a

subscription service provider network communicatively coupled to the network access point.

59. A method as defined in claim 53, further comprising inserting at least a second
authentication requirement identifier from the authentication information data structure in the
response message, wherein the at least the second authentication requirement identifier is
indicative of an extensible authentication protocol method used by the network access point to

receive the authentication value from the wireless terminal.
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60.  An apparatus to discover authentication information in a wireless network, the
apparatus comprising:

a processor;

a memory coupled to the processor and having instructions stored thereon that, when
executed, cause the processor to:

receive a request message from a wireless terminal requesting identifiers indicative of
authentication information required by a network access point to authenticate the wireless
terminal; and

insert at least one authentication requirement identifier from an authentication
information data structure in a response message, wherein the at least one authentication
requirement identifier is indicative of an authentication value obtainable using operations
performed by the wireless terminal at a media access control layer without providing access to an

internet protocol layer to retrieve the authentication value.

61. An apparatus as defined in claim 60, wherein the at least one authentication

requirement identifier is indicative of a subscriber identity module card credential.
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62.  An apparatus as defined in claim 60, wherein the instructions stored on the
memory, when executed, further cause the processor to receive a second request message from
the wireless terminal requesting second identifiers indicative of second authentication
information required by the network access point, wherein the second authentication information
1s indicative of at least a second authentication value obtainable using an authentication value

retrieval process that accesses the internet protocol layer.

63.  An apparatus as defined in claim 60, wherein the request message is further
operable to request second identifiers indicative of second authentication information required by
the network access point, wherein the second authentication information is indicative of at least a
second authentication value obtainable using an authentication value retrieval process that

accesses the internet protocol layer.

64.  An apparatus as defined in claim 60, wherein the wireless terminal is a mobile

communication device.

65.  An apparatus as defined in claim 60, wherein the authentication information
required by the network access point is selected by a subscription service provider to allow
access to a subscription service provider network communicatively coupled to the network

access point.
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66.  An apparatus as defined in claim 60, wherein the instructions stored on the
memory, when executed, further cause the processor to insert at least a second authentication
requirement identifier from the authentication information data structure in the response
message, wherein the at least the second authentication requirement identifier is indicative of an
extensible authentication protocol method used by the network access point to receive the

authentication value from the wireless terminal.

67. A computer readable medium having instructions stored thereon that, when
executed, cause a machine to:

receive a request message from a wireless terminal requesting identifiers indicative of
authentication information required by a network access point to authenticate the wireless
terminal; and

insert at least one authentication requirement identifier from an authentication
information data structure in a response message, wherein the at least one authentication
requirement identifier is indicative of an authentication value obtainable using operations
performed by the wireless terminai at a media access control layer without providing access to an

internet protocol layer to retrieve the authentication value.

68. A computer readable medium as defined in claim 67, wherein the at least one

authentication requirement identifier is indicative of a subscriber identity module card credential.
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69. A computer readable medium as defined in claim 67 having instructions stored
thereon that, when executed, cause the machine to receive a second request message from the
wireless terminal requesting second identifiers indicative of second authentication information
required by the network access point, wherein the second authentication information is indicative
of at least a second authentication value obtainable using an authentication value retrieval

process that accesses the internet protocol layer.

70. A computer readable medium as defined in claim 67, wherein the request message
is further operable to request second identifiers indicative of second authentication information
required by the network access point, wherein the second authentication information is indicative
of at least a second authentication value obtainable using an authentication value retrieval

process that accesses the internet protocol layer.

71. A computer readable medium as defined in claim 67, wherein the wireless

terminal is a mobile communication device.

72. A computer readable medium as defined in claim 67, wherein the authentication
information required by the network access point is selected by a subscription service provider to
allow access to a subscription service provider network communicatively coupled to the network

access point.
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73. A computer readable medium as defined in claim 67 having instructions stored
thereon that, when executed, cause the machine to insert at least a second authentication
requirement identifier from the authentication information data structure in the response
message, wherein the at least the second authentication requirement identifier is indicative of an
extensible authentication protocol method used by the network access point to receive the

authentication value from the wireless terminal.
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