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INTERNET PROTOCOLTELEPHONY SECURITY 
ARCHITECTURE 

0001. This application claims priority from co-pending 
PCT Application No. PCT/US00/09318 filed on Apr. 7, 2000 
entitled, "Built-in Manufacturer's Certificates for a Cable 
Telephony Adapter to Provide Device and Service Certifi 
cation,” which claims priority from U.S. application Ser. No. 
60/128,772 entitled, “Internet Protocol Telephony Security 
Architecture' filed on Apr. 9, 1999, as well as PCT Appli 
cation No. PCT/US00/02174 filed on Jan. 28, 2000 entitled 
“Key Management for Telephone Calls to Protect Signaling 
and Call Packets Between CTA's,” all of which are hereby 
incorporated by reference for all that they disclose and for all 
purposes. 

BACKGROUND 

0002 This invention relates generally to network Secu 
rity, and more particularly, to a System for providing key 
management between a Server and a client, e.g., in a tele 
phony or an IP telephony network. 

0003. In networks that are based on a client/server con 
figuration, there is a need to establish a Secure channel 
between the Server and the clients. In addition, in networks 
that utilize a third party to certify a trust relationship, there 
is a need to provide an efficient mechanism that allows a key 
management message to be initiated by the Server. In Such 
networks that utilize a trusted third party for the server and 
client, the client can typically request an encrypted authen 
tication token from the trusted third party that can be used 
to initiate key management with the Specified Server; how 
ever, the Server will typically initiate the key management 
session directly with the client. It is less preferable for the 
server to obtain from the trusted third party encrypted 
authentication tokens for each of the clients. Such an 
approach would add overhead to a Server, requiring it to 
maintain cryptographic State for each of the clients. If Such 
a Server were to fail, a backup Server would be required to 
undergo a recovery procedure in which it has to obtain new 
authentication tokens for each of the clients. The clients 
need to be initialized during their provisioning phase to 
allow them to Successfully authenticate to a trusted third 
party and obtain the encrypted authentication tokens. One 
proposed method for client initialization is disclosed in PCT 
Application No. PCT/US00/09318 entitled “BUILT-IN 
MANUFACTURERS CERTIFICATES FOR A CABLE 
TELEPHONY ADAPTER TO PROVIDE DEVICE AND 
SERVICE CERTIFICATION. Nevertheless, a need exists 
to provide an efficient mechanism through which the Server 
can initiate the key management Session with the client, as 
opposed to a System in which only the client can initiate Such 
a Session. 

0004 One such client/server network is the client/server 
network that exists in IP telephony. In IP telephony systems, 
a cable telephony adapter (CTA) device can be used to allow 
a user to Send and receive information in Secure transactions 
over an IP telephony network. In typical operation, a Series 
of Signaling messages are exchanged that register the CTA 
device with the IP telephony network before a secure 
channel with another user can be established. Therefore, the 
CTA device needs to be authenticated by the IP telephony 
System. Otherwise, the proceSS would be open to denial of 
Service attackS-Since Some provisioning eXchanges can be 
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forged. In addition, it is desirable for the service provider to 
identify the CTA device-to make Sure that only authorized 
devices are allowed in its IP Telephony network. 

SUMMARY OF THE INVENTION 

0005 One embodiment of the invention comprises a 
System for providing key management in a client/server 
network. This embodiment of the invention utilizes a 
method to provide key management by providing a server; 
providing a client configured to be coupled to the Server; 
providing a trusted third party configured to be coupled to 
the client; and allowing the Server to initiate the key man 
agement Session with the client. 

0006. One embodiment is operable as a method to gen 
erate a trigger message at the Server, generate a nonce at the 
Server; and, convey the trigger message and the nonce to the 
client. At the client, the client receives the trigger message 
and the nonce and responds by conveying a response mes 
Sage with a return nonce. The Server can then determine that 
the response message is valid by comparing the values of the 
returned nonce and the nonce that was generated by the 
SCWC. 

0007. In addition, one embodiment can be implemented 
in code and by circuitry operable to produce the acts of the 
method. 

0008 A further understanding of the nature of the inven 
tions disclosed herein will be realized by reference to the 
remaining portions of the Specification and the attached 
drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0009 FIG. 1 shows a flow chart demonstrating an over 
view of one embodiment of the invention. 

0010 FIGS. 2A and 2B show a more detailed flow chart 
demonstrating a key management Session between a Server 
and a client. 

0011 FIG. 3 shows steps of a key management session 
after the key management Session is initiated. 

0012 FIG. 4 shows a general block diagram of a client/ 
server/trusted third party network. 
0013 FIG. 5 shows a block diagram of an IP telephony 
network in which a cable telephony adapter, a Signaling 
controller, and a key distribution center are coupled with one 
another. 

0014 FIG. 6 shows the implementation of the data 
Structures for establishing a key management Session as 
implemented by one embodiment of the invention. 

DESCRIPTION OF THE SPECIFIC 
EMBODIMENTS 

0015 FIG. 1 shows a flow chart demonstrating an over 
view of one embodiment of the invention. In flow chart 100, 
a server is provided 104 and a client coupled to the server is 
also provided 108. A trusted third party for the server and the 
client is provided 112 and the server is allowed to initiate a 
key management Session with the client by utilizing a nonce 
116. 
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0016. It should be understood that a server is a shared 
computer on a network, Such as a signaling controller used 
in an IP telephony network. Furthermore, it should be 
understood that a client is a computer or device Served by 
another network computing device, Such as a cable tele 
phony adapter (client) being Served by a signaling controller 
(server) via an IP telephony system. In addition, it should be 
understood that a trusted third party for the server and the 
client is a device or computer utilized by at least two parties 
that facilitates cryptographic processes Such as certifying the 
identity of one of the two parties to the other. Finally, it 
should be understood that a nonce is a number generated that 
is utilized only once. The use of a nonce helps to prevent an 
attacker from implementing a replay attack. Such a nonce 
can be generated randomly. 
0017. The method of FIG. 1 can be better understood by 
reference to FIG.2A and FIG.2B. In the method designated 
200 in FIG. 2A and FIG. 2B, a server Such as a signaling 
controller in an IP telephony system is provided 204. In 
addition, a client Such as a cable telephony adapter in an IP 
telephony system is also provided 208. A trusted third party 
for the client and Server, Such as a key distribution center in 
an IP telephony system, is provided 212, as well. The server, 
client, and trusted third party are coupled to one another. 
Typically, the client initiates key management Sessions with 
the server. However, there will be times when the server will 
need to initiate a key management Session with the client. 
Rather than authenticating the trigger message (e.g. with a 
digital signature and certificate), the invention can utilize a 
nonce in the authentication of the Subsequent AP Request 
message from the client. This embodiment of the invention 
does not prevent an adversary (imperSonating a legitimate 
Server) from Sending an illicit trigger message to the client 
and fooling it into responding with an AP Request. Instead 
it provides that such an AP Request will be rejected by the 
legitimate Server. This mechanism is designed to reduce the 
Server's overhead of initiating key management eXchanges 
with its clients, while Still maintaining Sufficient Security. 
Thus, in 216 a trigger message is generated at the Server to 
initiate a key management Session. Then, a nonce is gener 
ated at the Server 220 and the nonce and trigger message are 
coupled together and conveyed to the client 224. The client 
receives the trigger message and the nonce 228. Then the 
client designates the nonce as a returned nonce 232. In this 
way, the client can return the received nonce to the Server for 
Verification that the message is from the client. In 236, a 
Second nonce is generated at the client. The Second nonce is 
for use by the Server and client as part of the key manage 
ment Session being initiated. The client generates a response 
message to the trigger message that was received from the 
Server 240. Then the response message, the returned nonce, 
and the Second nonce are conveyed to the Server 244. 
0018. At the server, the value of the returned nonce is 
compared to the value of the nonce which was generated at 
the Server. If the values of the returned nonce and the nonce 
Stored at the Server are equivalent, the key management 
Session can proceed. However, if the value of the returned 
nonce does not equal the value of the nonce Stored at the 

Server then a determination is made that the returned nonce 
is actually a false nonce 252. In Such a case there is a 
possibility that the Signal has been corrupted; or, there is a 
possibility that an attacker is trying to initiate a Service 
attack. In a Service attack, the attacker tries to fraudulently 
initiate a rekeying Session in order to cause the Server to 
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utilize processor cycles which prevent the processor from 
utilizing those cycles for other operations. Thus the Server 
would become less effective under Such an attack than it 
would be under normal conditions. By repeating Such an 
attack, an attacker can prevent the Server from operating 
efficiently and thus can compromise the operation of the 
client server network, such as an IP telephony network. If 
the returned nonce is determined to be not equivalent to the 
value of the nonce Stored at the Server, the response message 
sent with the returned nonce is disregarded as being unau 
thenticated 256. However, if the returned nonce does equal 
the value of the nonce Stored at the Server, then the key 
management Session continues 260. 

0019 FIG. 3 shows additional steps in a typical key 
management session as highlighted by block 260 in FIG. 
2B. In FIG. 3, method 300 shows that an application (AP) 
REPLY is generated 364 by the server. The AP REPLY is 
conveyed to the client with the Second nonce that was 
generated by the client 368. The AP Request is an abbre 
viation for Application Request and AP Reply stands for 
Application Reply. For example, these two messages can be 
Specified by the Kerberos Key Management standard (see 
IETF RFC 1510). As a further example, in the context of 
Kerberos, the Second notice can be the client's time 
expressed in microseconds. When the AP REPLY and sec 
ond nonce are received at the client, the client transmits a 
Security association (SA) recovered message to the server 
372. This completes the applicable Kerberos key manage 
ment Session. 

0020 FIG. 4 shows a block diagram of a client/server/ 
trusted third party network. A client 401 is coupled with a 
server 402. In addition, the client is coupled with a trusted 
third party 404. The trusted third party is also coupled with 
the server 402. FIG. 4 thus demonstrates the network within 
which one embodiment of the invention can be imple 
mented. 

0021. In FIG. 5 an IP telephony network implementing 
one embodiment of the invention is demonstrated. A client 
such as a cable telephony adapter 501 is coupled with a 
server, such as signaling controller 502. Furthermore, the 
cable telephony adapter and Signaling controller are also 
coupled to a trusted third party, illustrated as key distribution 
center 504. Furthermore the signaling controller is coupled 
with the IP telephony network 508. Such a network as that 
illustrated in FIG. 5 would be useful for establishing an IP 
telephony call from a user who is coupled to the cable 
telephony adapter through the IP telephony network 508 to 
another user connected to a similar network. Thus the user 
can be authenticated as the calling party through the cable 
telephony adapter and Signaling controller when the call is 
placed across the IP telephony network. Further details of 
Such a network are illustrated in the references which were 
incorporated by reference. 

0022 FIG. 6 illustrates data structures for implementing 
a Kerberos key management Session initiated by a Server in 
a client/server network. In FIG. 6 a nonce number 1 is 
coupled with an initiation signal Such as a trigger or wakeup 
message and the combined message is transmitted acroSS an 
interface 601 to the client. The client stores nonce number 1. 
It then adds nonce number 2 and an application request in 
data structure Such as that shown in FIG. 6. This set of data 
is then transmitted across the interface back to the Server. 
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The Server compares the value of received nonce number 1 
with the value of nonce number 1 stored at the server So as 
to confirm the authenticity of the AP Request. Upon authen 
ticating the AP Request, the Server generates an AP Reply 
and couples it with nonce number 2 which was generated by 
the client. The combined nonce number 2 and AP Reply are 
then transmitted acroSS the interface to the client. The client 
is able to verify the authenticity of the AP Reply by 
comparing the value of nonce number 2 received from the 
server with the value of nonce number 2 stored at the client. 
Upon authenticating the AP Reply, the client generates a 
Security ASSociation (SA) recovered message and transmits 
that across the interface to the server. This Kerberos-based 
key management protocol is thereby implemented in an 
efficient way and furthermore allows the server to initiate the 
key management Session with the use of only an additional 
nonce as overhead to the initiation message. Thus the 
method is highly efficient in that only a nonce need be used 
in the authentication process of the initiation message. 

0023. In addition to embodiments where the invention is 
accomplished by hardware, it is also noted that these 
embodiments can be accomplished through the use of an 
article of manufacture comprised of a computer usable 
medium having a computer readable program code embod 
ied therein, which causes the enablement of the functions 
and/or fabrication of the hardware disclosed in this specifi 
cation. For example, this might be accomplished through the 
use of hardware description language (HDL), register trans 
fer language (RTL), VERILOG, VHDL, or similar program 
ming tools, as one of ordinary skill in the art would 
understand. The book “A Verilog HDL Primer” by J. 
Bhasker, Star Galaxy Pr., 1997 provides greater detail on 
Verilog and HDL and is hereby incorporated by reference for 
all that it discloses for all purposes. It is therefore envisioned 
that the functions accomplished by the present invention as 
described above could be represented in a core which could 
be utilized in programming code and transformed to hard 
ware as part of the production of integrated circuits. There 
fore, it is desired that the embodiments expressed above also 
be considered protected by this patent in their program code 
means as well. 

0024. It is noted that embodiments of the invention can 
be accomplished by use of an electrical Signal, Such as a 
computer data Signal embodied in a carrier wave, to convey 
the pertinent Signals to a receiver. Thus, where code is 
illustrated as Stored on a computer medium, it should also be 
understood to be conveyable as an electrical signal. Simi 
larly, where a data Structure is illustrated for a message, it 
should be understood to also be capable of being embodied 
in an electrical Signal for transmission across a medium, 
Such as the internet. 

0.025. It is also noted that many of the structures and acts 
recited herein can be recited as means for performing a 
function or Steps for performing a function, respectively. 
Therefore, it should be understood that Such language is 
entitled to cover all Such Structures or acts disclosed within 
this specification and their equivalents, including the matter 
incorporated by reference. 

0026. It is thought that the apparatuses and methods of 
the embodiments of the present invention and many of its 
attendant advantages will be understood from this specifi 
cation and it will be apparent that various changes may be 
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made in the form, construction and arrangement of the parts 
thereof without departing from the Spirit and Scope of the 
invention or Sacrificing all of its material advantages, the 
form herein before described being merely exemplary 
embodiments thereof. 

1. A method of providing key management comprising: 

providing a Server; 
providing a client configured to be coupled with Said 

Server, 

providing a trusted third party configured to be coupled 
with said client; 

allowing Said Server to initiate a key management Session 
with Said client by conveying a Server key management 
message comprising a Server nonce to Said client; 

receiving at Said Server Via Said client a client key 
management response message comprising a crypto 
graphic message comprising a returned nonce and a 
ticket; 

determining if Said client key management response mes 
Sage should be accepted by Said Server by determining 
whether said returned nonce matches said server 
nonce and whether said ticket is validated. 

2. The method as described in claim 1 wherein said 
allowing Said Server to initiate Said key management Session 
with Said client comprises: 

providing said server nonce at said server; 
generating Said Server key management message at Said 

Server, 

conveying Said Server key management message to Said 
client. 

3. The method as described in claim 2 and further 
comprising: 

receiving Said Server key management message compris 
ing said server nonce at Said client; 

providing said returned nonce at Said client; 
generating Said key management response message at Said 

client comprising said returned nonce; 
conveying Said key management response message com 

prising said returned nonce to said server. 
4. The method as described in claim 3 and further 

comprising: 

predetermining an out-of-bounds value for Said returned 
nonce to prevent an attacker from Simulating a server 

initiated key management Session; 

checking said returned nonce to determine whether the 
value of Said returned nonce is said out-of-bounds 
value. 

5. The method as described in claim 3 and further 
comprising: 

confirming the value of Said returned nonce at Said 
Server; and 

conveying a reply message from Said Server to Said client. 
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6. The method as described in claim 1 and further 
comprising: 

receiving from Said client an attacker induced response 
message comprising a false nonce at Said Server, 

determining that said false nonce is not equivalent to any 
valid nonce Sent by Said Server to Said client; 

disregarding Said client response message as not being 
Sent in response to a message Sent by Said Server. 

7. A method of providing key management in a Kerberos 
based System, Said method comprising: 

providing a Server; 
providing a client configured to be coupled with Said 

Server, 

providing a key distribution center configured to act as a 
trusted third party for Said client and Said Server; 

generating a server nonce at Said Server, 
generating a trigger message to trigger Said key manage 

ment, 

coupling Said trigger message with Said Server nonce; 
conveying Said trigger message and Said Server nonce to 

Said client; 
initiating a key management Session by Said Server with 

Said client by utilizing said server nonce coupled with 
Said trigger message; 

receiving at Said Server a client key management response 
message comprising a returned nonce and a ticket 
issued to Said client by Said key distribution center. 

8. (canceled) 
9. The method as described in claim 7 and further 

comprising: 

receiving Said trigger message and Said Server nonce at 
Said client; 

generating Said client key management response message 
to Said trigger message at Said client; 

conveying Said client key management response message 
comprising said returned nonce to Said Server from 
Said client. 

10. The method as described in claim 9 and further 
comprising: 

confirming the value of Said returned nonce at said 
Server; and then 

continuing with Said key management Session. 
11. The method as described in claim 7 and further 

comprising: 

receiving at Said Server Said client key management 
response message comprising a false nonce from Said 
client; 

determining that said false nonce does not match said 
Server nonce, 

determining that Said Server did not initiate Said key 
management Session since said false nonce does not 
match said Server nonce. 
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12. A method of initiating a key management Session for 
a cable telephony adapter (CTA) and a Signaling Controller 
in an IP Telephony network, the method comprising: 

providing Said Signaling Controller; 
providing Said CTA configured to be coupled with Said 

Signaling Controller; 
providing a key distribution center (KDC) configured to 

be coupled with Said Signaling controller and coupled 
with said KDC; 

issuing a ticket to said CTA by said KDC; 
generating a trigger message at Said Signaling Controller; 
generating a nonce at Said Signaling Controller; 
coupling Said nonce with Said trigger message; 
transmitting Said nonce coupled with Said trigger message 

from said Signaling Controller to said CTA so as to 
initiate Said key management Session by Said Signaling 
Controller; 

generating a response message to Said trigger message 
comprising Said ticket; 

using the value of Said nonce as the value of a returned 
nOnce, 

coupling Said response message with Said returned 
nOnce, 

transmitting said returned nonce and said response mes 
Sage to Said Signaling Controller; 

comparing said returned nonce to said nonce So as to 
confirm that said response message is in response to 
Said trigger message and not in response to a message 
Sent to Said client by an attacker; 

transmitting an AP reply from Said Signaling Controller in 
reply to Said response message; 

transmitting an SA recovered message from Said CTA to 
Said Signaling Controller. 

13. (canceled) 
14. A method of confirming that a message received by a 

Server from a client was triggered by the Server: 
receiving an AP request message from Said client; 

receiving a client nonce from Said client wherein said 
client nonce is associated with said AP request; 

determining whether said client nonce matches a server 
nonce previously conveyed from said server to Said 

client. 
15. The method as described in claim 14 and further 

comprising: 

determining that said client nonce does not match said 
Server nonce conveyed from Said server; and then 

disregarding Said AP request. 
16. The method as described in claim 15 and further 

comprising: 

awaiting at Said client for a reply from Said Server to Said 
AP request; 

aborting Said AP request Session after a predetermined 
time period if no reply is received from Said Server. 
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17. The method as described in claim 14 and further 
comprising: 

determining that Said client nonce does match said Serv 
er nonce conveyed from Said server; and 

generating an AP reply at Said Server in response to Said 
AP request. 

18. A System for providing key management in a Kerberos 
based System, Said System comprising: 

a SerVer, 

a client configured to be coupled with Said Server, 
a key distribution center configured to act as a trusted 

third party for Said client and Said Server, 
computer code coupled with Said Server operable to 

initiate a key management Session by Said Server with 
Said client; 

computer code coupled with Said Server operable to 
generate a server nonce at Said Server; 
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computer code coupled with Said Server operable to 
convey said trigger message and said server nonce to 
Said client. 

19. (canceled) 
20. The system as described in claim 18 and further 

comprising: 

computer code coupled with Said client operable to gen 
erate a response message to Said trigger message; 

computer code coupled with Said client operable to con 
vey said response message and a returned nonce to 
Said Server. 

21. The system as described in claim 20 and further 
comprising: 

computer code coupled with Said Server operable to 
confirm the value of Said returned nonce at said server. 


