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(57) Abstract: In some embodiments, an authentication method comprises receiving a request for a digital signature of data from a
delegate computer over a secure channel using cryptography to provide authentication, wherein the secure channel comprises at least
one wireless communications link; displaying information derived from the data; prompting a user for approval of the request with
information derived from the data; in response to receiving approval from the user, creating the digital signature of the data using one
or more private keys stored in a key enclave; and sending the digital signature to the delegate computer over the secure channel.
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SYSTEMS AND METHODS FOR DELEGATED CRYPTOGRAPHY

Cross-Reference to Related Applications

{8601} The present application claims priority to U.S. Provisional Patent Application No.
62/370,613 filed August 3, 2016 and U.S. Provisional Patent Application No. 62/441,088
filed December 30, 2016, the disclosures of which are incorporated herein n their entirety by

reference thereto.

Incorporation by Reference

{0602} All reference cited herein are incorporated herein in their entirety by reference

thereto,

Technical Field

{8603} Disclosed apparatuses, systems, and methods relate generally to cryptographic

applications inchuding encryption, digital signing, and key management.

Background

10004] A fundamental problem with deploving crvptographic svstems is the protection
and management of cryptographic kevs that are used to encrypt, decrypt, sign, and verify
data. Generally cryptographic kevs are kept in the same location as where the cryptographic
operations are performed. This can mean duplicating kevs on many devices, and giving
unfeticred access to private keys that are essential to the secunity of the svstem. Signatures
performed using these private kevs can prove that a principal possesses access to said private

kewv, thus allowing access to a Protected Resource such as a remote server,

Summary

[B005] In some embodiments, an authentication method comprises recetving a request for
a digital signature of data from a delegate computer over a secure channel using cryptography
to provide authentication, wherein the sccure channel comprnises at least one wircless

communications link; displayving information derived from the data; prompting a user for
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approval of the request with information derived from the data; in response to receiving
approval from the user, creating the digital signature of the data using one or more private
kevs stored in a key enclave; and sending the digital signature to the delegate computer over

B

the secure channel.

HEEEY In some embodiments, the asthentication method further comprises reading a furst
key displayed on the delegate computer with a camera, wherein the first key is a public key;
sending a second kevy to the delegate computer; and securing communication with the
delegate computer using at least one of the first and second keys or one or more keys denived

from the first and second keys.

{6607} In some embodiments, the asthentication method further comprises receiving
during a confirmation stage a message from the delegate computer secured using at least one
of the first and second keys or one or more kevs derived from the tirst and second kevs: and
confirming the secure channel in response 1o receiving the message from the delegate

computer.

{0608} In some embodiments, the asthentication method further comprises displaying a
first key, wherein the first key is a public key: receiving a second key from the delegate
computer; and securing commumnication with the delegate computer using at least one of the

first and second keys or one or more keys derived from the first and second keys.

{0009} In some embodiments, the authentication method further comprises sending
during a confirmation stage a message to the delegate computer secured using at least one of

the first and second kevs or one or more keys derived from the first and second keys.

{6010} In some embodiments, the data 1s SSH session data. In some embodiments, the
receiving a request for the digital signature of data from the delegate computer comprises
receiving from the delegate computer a signature request that contains a host signature of an
SSH session identifier; and the sending the digital signature to the delegate computer
compnses sending the digital signatare to the delegate computer in response to suceessfully

verifying the host signature; and the method further comprises verifving that the host

]
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signature is a signature of the SSH session identificr, wherein the verifying comprises using
at Jeast one public key m a list of known host keys stored on at least one of the kev enclave or

a computer distinct from the key enclave and the delegate computer.

{6611} In some embodiments, the one or more approved signature requests are recorded
i a log. In some embodiments, the one or more approved signature requests are recorded in
a log stored on the kev enclave. In some embodiments, the one or more approved signature
requests are recorded in a log stored on a computer distinet from the key enclave and the
delegate computer. In some embodiments, the data is a Git commit object. In some

embodiments, the data is a Git tag object.

[8012] In some embodiments, the asthentication method firther comprises computing a
hash of the data; and computing the digital signature using the hash. In some embodiments,
the authentication method further comprises recetving during a specified time nterval a
request for a second digital signature of second data from the delegate computer over the
secure channel; and sending the second digital signature to the delegate computer over the
secure channel without requiring approval from the user. in some embodiments, the
authentication method further comprises connecting to the delegate computer using a routing

service.

301 3] In some embodiments, a verification method comprises receiving a request from a
delegate computer for verification of a digital signature over a secure channel using
cryptography to provide anthentication, wherein the secure channel comprises at least one
wireless communications bink; and venifying the digital signature using at least one of one or
more public keys stored in a key enclave or data derived from the one or more public keys

stored in the key enclave.

j6314] In some embodiments, the verification method further comprises sending the
delegate compuier a response to the request for verification of the digital signature, wherein
the one or more public kevs are stored with an associated level of trust and the response

comprises the level of trust. In some embodiments, the verification method further comprises
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recading a first kev displaved on the delegate computer with a camera, wherein the first key 1s
a public key, sending a second kev to the delegate computer; and securing communication
with the delegate computer using at least one of the first and second keys or one or more keys

derived from the first and second keys.

{8015} In some embodiments, the verification method further comprises receiving during
a confirmation stage a message from the delegate computer secured using at least one of the
first and second kevs or one or more keys denved from the first and second keys; and
confirming the secure channel in response 1o receiving the message from the delegate
computer. In some embodiments, the verification method further comprises connecting to the

delegate compuier using a routing service.

{08616} In some embodiments, a verification method comprises receiving a request from a
delegate computer for at least one of one or more public kevs or data derived from the one or
more public keys over a secare channel using cryptography to provide authentication,
wherein the secure channel comprises at least one wireless communications hink and the one
or more public keys are stored in a key enclave; and sending at least one of one or more

public keys or data derived trom the one or more public kevs to the delegate computer.

{017} In some embodiments, the one or more public keys are stored with an associate
level of trust; and sending the at least one of one or more public kevs or data dernived from the
one of more public keys to the delegate computer comprises sending the level of trust. In
some embodiments, a verification method further comprises connecting to the delegate

computer using a routing service.

[6018] These and other aspects and embodiments of the disclosure are illustrated and

described below.
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Brief Description of the Drawings

106019} Exemplary embodiments are described with reference to the following figures,
which are presented for the purpose of illastration only and are not mtended to be imiting.
[6020] Figs. 1A through 1C show a process of generating and storing an asyrametric
wdentity key pair according to an exemplary embodiment.

6021} Figs. 2A through 2E show a process for setting up a mobile app according to some
embodiments where the user's device can complete phone and email proots of ownership
according to an exemplary embodiment.

{6622} Figs. 3A through 3B show each user’s device presenting a QR code encoding her
complete profile, mclading public key and signature of the profile, according to an exemplary
embodiment.

[6023] Figs. 4A through 4C show verification of identities through other communication
side-chanmels according to an exemplary embodiment.

[6024] Figs. SA through 5C show verification of identities through other communication
side-channels according to an exemplary embodiment.

{8625} Fig. 6 shows a contact hist that demonstrates the trust of each known profile in the
principal’s mobile enclave according to an exemplary embodiment.

{6626} Figs. 7A through 7B show users” devices publishing a self-signed revocation
statement from within the phone app if it 1s believed the phone was compromised according
to an exemplary embodiment.

[6627) Fig. 8 shows users’ devices pubhishing a self-signed revocation statement from
within the phone app if it 1s believed the phone was compromised according to an exemplary
embodiment.

[6028] Fig. 9A shows the inbox screen according to an exemplary embodiment and Fig.
OB shows an example conversation showing text, location, and approved or denied request
messages according to an exemplary embodument.

{029} Fig. 10 shows delegation from a mobile enclave to a workstation accomplished by
scanming a QR code according to an exemplary embodiment.

[6630] Fig. 11A shows users pairing their mobile kev enclave with the desktop by

scanning the QR code according to an exemplary embodiment and Fig. 11B shows after
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devices connected via the delegation framework after the code is scanned according to an
exemplary embodiment.

0031} Fig. 12A shows right clicking any file on a user’s machine to bring up the option
to Encrypt, Send, Sign, Venfy, or Decrypt if using a delegated wdentity according to an
excmplary embodiment and Fig. 128 shows a user picking from any of the trusted contacts
sent from the Key Enclave according to an exemplary embodiment.

{86032} Fig. 13A shows options that appear when dragging a file into an icon according to
an exemplary embodiment and Fig. 13B shows an access control list for any Protected Object
can also be viewed and modified within the desktop application according to an exemplary
embodiment.

[6633] Fig. 14 shows an embodiment where kr commands show the currently delegated
wdentity, an access control list on a file, and the filtered decryption of a file according to an
exermplary embodiment.

{8034} Fig. 15 shows a virtual machine’s access control hist used by decryvpting and
verifying its door file according to an exemplary embodiment.

[6035] Fig. 16 shows kr functionality and delegated identitics accessed using third-party
cloud command line tools according to an exemplary embodiment.

[6036] Fig. 17 shows a user’s device signing an object such as a code commit using a
delegated mobile enclave session according to an exemplary embodiment.

{8637} Fig. 18 shows a Protected Object encrypted with a nonce key and published
anvwhere according to an exemplary embodiment.

{0638} Fig. 19 shows ciphertext of a Protected Object stored anywhere (including the
cloud) and decryvpted using an opener service (.2, the KryptCo Opener Service) according to
an exemplary embodiment.

6039} Fig. 20 shows a TLS handshake mitiated through Edge then offloaded to the Key
Enclave according to an exemplary embodiment.

{8644} Fig. 21 shows supervised access between two partics accomphished with openers
that contain key shares according to an exemplary embodiment.

{0041} Figs. 22 A through 22H show a key enclave pairing with a workstation delegate

according to an exemplary embodiment.
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[0042] Fig. 23 shows a key enclave pairing with a workstation delegate according to an
exemplary embodiment.

{0043} Fig. 24 shows a paired computer performing SS5H authentication using the mobile
kev enclave’s identity by delegating private key signatures to the mobile key enclave
according to an exemplary embodiment.

0044} Figs. 25A through 25C show a process for a kev enclave paining with a
workstation delegate according to an exemplary embodiment.

{0045] Fig. 26 shows a key enclave that stores one or more public keys or data denved
from one or more public kevs verifies the signature of SSH session data as reqguested by a
delegate computer according to an exemplary embodiment.

{(3046] Fig. 27A shows a Key Enclave displaying the commit object to be signed and wait
for user approval or rejection according to an cxeraplary embodiment and Fig. 27B shows a
Key Enclave displaving the tag object o be signed and wait for user approval or rejection
according to an exemplary embodiment.

{0647} Fig. 28 shows a web-based visual interface for viewing and controlling the
delegation between Key Enclaves and delegates according to an exemplary embodimend.
048] Fig. 29 shows a key enclave device storing one or more public keys according to
an exemplary embodiment

[06049] Fig. 30 shows a kev enclave device storing one or more public kevs and

associated primcipal identities according to an exemplary embodiment.
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Detailed Description

[6050] In some embodiments, systems and methods disclosed herein can provide a way
1o store crvptographic keys and identities in an isolated environment, while providing a
device-agnostic delegation framework for giving access to only the outputs of cryptographic
operations. In some embodiments, a principal’s device can gain verifiable knowledge about
the relationship between a real-world entity and s cryptographic identity. In some
embodiments, a principal’s device can delegate access to its identity to another device. In
some embodiments, a set of services enables communication between principals” devices
where the services are not trusted; all communication can be private and authenticated
mdependently by the principals’ devices. In some embodiments, systems and methods
described herein can be applied to enterprise and consumer applications.

8051} In some embodiments, systems and methods disclosed herein can be implemented
i software using a memory. The software can run on a processor capable of executing
coraputer mstructions or computer code such as the exemplary source code included in the
Computer Program Listing Appendix. The processor can be implemented in hardware using
an application specific mntegrated circuit (ASIC), programmable logic array (PLA}, digital
signal processor (D8P}, ficld programmable gate array (FPGA), or any other integrated
circutt. Processors suitable for the execution of a computer program include, by way of
example, both general and special purpose microprocessors, digital signal processors, and any
ong or more processors of any kind of digital computer. Generally, processors receive
mstructions and data from a read-only memory or a random access memory or both.

[052] In some embodiments, disclosed method steps can be performed by one or more
processors executing a computer program to perform functions by operating on input data
and/or generating output data. One or more of the modules can be implemented in hardware
using an ASIC (application-specific integrated circuit), PLA (programmable logic array),
DSP (digital signal processor), FPGA (field programmable gate array), or other integrated
circutt. In some embodiments, two or more modules can be implemented on the same

ntegrated circuif, such as ASIC, PLA, DSP, or FPGA, thereby forming a system on chip.
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Subroutines can refer to portions of the computer program and/or the processor/special
circuitry that implement one or more functions.

053] In some embodiments, modules can be implemented 1n digital electronic circuitry,
or in computer hardware, firmware, software, or in combinations of them. The
implementation can be as a computer program product, ¢.g., a computer program tangibly
embodied i a machine-rcadable storage device, for execution by, or 1o control the operation
of, a data processing apparatus, ¢.g., a programmable processor, a computer, and/or multiple
computers. A computer program can be written in any form of computer or programming
language, including source code, compiled code, interpreted code and/or machine code, and
the computer program can be deploved in any form, including as a stand-alone program or as
a subroutine. element, or other unit suitable for use i a computing cavironment. A computer
program can be deployed to be exccuted on one computer or on multiple computers at one or
more sttes.

8054} In some embodiments, a computing device can be operatively coupled to external
cquipment, for example factory avtomation or logistics equipment, or 10 a conummications
network, for example a factory automation or Jogistics network, m order to receive
mstrniuctions and/or data from the eqoipment or network and/or to transfer instructions and/or
data to the equipment or network, Computer-readable storage devices suitable for
embodying computer program instructions and data include all forms of volatile and non-
volatile memory, mncluding by way of example semiconductor memory devices, e.g., DRAM,
SRAM, EPROM, EEPROM, and flash memory devices; magnetic disks, e.g., internal hard
disks or removable disks; magneto-optical disks; and optical disks, e.g., €D, BVD, HD-
DVD, and Blu-ray disks.

[055] In some embodiments, a computing device can include user equipment such as a
mobile device. The user equipment can comnuunicate with one or more radio access
networks and with wired communication networks. The user equipment can be a cellular
phone. The user equipment can also be a smart phone providing services such as word
processing, web browsing, gaming, e-book capabilities, an operating system, and a full
kevboard. The user equipment can also be a tablet computer providing network access and

most of the services provided by a smart phone. The user equipment operates using an
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operating systern such as Symbian 08, iPhone OS, RIM’s Blackberry, Windows Mobile,
Linux, HP WebO5, and Android. The screen might be a touch screen that 1s used o nput
data to the mobile device, i which case the screen can be used mstead of the full keyboard.
The user equipment can also keep global positioning coordinates, profile information, or
other location mformation.

{86656} In some embodiments, a computing device can mclude a server. The server can
operate using an operating system (038) software. In some embodiments, the 08 software is
based on a Linux sofiware kernel and rous specific applications in the server such as
monitoring tasks and providing protocol stacks. The O8 software allows server resources o
be allocated separately for control and data paths. For example, certain packet accelerator
cards and packet services cards are dedicated to performing routing or security control
functions, while other packet accclerator cards/packet services cards are dedicated to
processing user session traffic. As network requirements change, hardware resources can be
dynamically deploved to meet the requirements in some embodiments.

{8657} Background on the Secare Shell protocol (S5H) for accessing remote hosts can be
found in Network Working Group Request for Comments 4254, Internet Engincering Task

Foree, January 2006 at www.ietforg as well as the OpenSSH manual, found at

. Additional background regarding user authentication

m SSH can be found in Network Working Group Request for Conumenis 4232, Intemet
Engincering Task Force, Januvary 2006 at www ietf.org.
{6058} Background on the Pretty Good Privacy (OpenPGP) message format for signing,

encrypting, decrypting, authenticating texts, email, documents, and/or binary data can be

found in Network Working Group Request for Comments 4880, Internet Engincering Task

Force, January 2006 at }

HEIRS! Background on the signing of git commits and git tags can be found at

{heremafer “GitSignatures™),

{0061} These and other embodiments are described in further detail below.

Exemplary Explanations of Terms

10
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{0061} The following introduces exemplary explanations of terms, according to one or
more embodiments, as generally used herein. These explanations are not intended to be
himiting.

[6062] Kev Enclave. In some embodiments, a key enclave is a trusted computing base
that is responsible for managing one or more asyounetric private kevs, public keys
corresponding to the identity of other principals, and symmetric keys. In some embodiments,
the private kev does not leave the kev enclave. The private key can be generated mside a key
enclave or imported. In some embodiments, the key enclave runs in an isolated environment
on devices such as: mobile phones, enterprise servers, cloud servers, desktops, laptops, and
other workstations. The key enclave can delegate private key operations to cutside authorized
parties. In some embodiments, the computation takes place inside the key eaclave, where
only the result of the computation is released from the enclave.

{6663} Delegate. In some embodiments, a delegate is any machine {¢.g., workstation,
mobile, cloud server, virtual maching, ete.. ) that a Kev Enclave could delegate its identity to.
{0064} Principal. In some embodiments, a principal is a party that has an identity
corresponding to one or more public keys. A pnncipal can, for example, be an end-user, like
aperson, or an grgamzation like a company.

[(3065] Signature. In some embodiments, a signature refers to a cryptographic signature,
Two popular schemes are, for example, the RSA PKCS#1v135 and ECDSA signatre
schemes.

8066} Protected Object. In some embodiments, a protected object is an arbitrary
sequence of data byies that is encrypted with a randomly generated nonce symmetric key.
Protected objects can have Access Control Lists attached to them that determine which
Principals can decrvpt the object.

3067} Protected Resource. In some embodiments, a protected resource 1s a
computational facility with controlled access that can only be accessed by Principals that
possess specitic private kevs.  Examples of protecied resources include the ability 1o log into
and execute commands at remote S5H hosts. Protected Resounrces can have Access Control

Lists attached to them that determine which Prncipals can access the resource.

I3
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[0068] Level of trust or trust status. In some embodiments, a level of trust 15 associated
with a public key, message, or data. A level of trust may indicate to a user or Key Enclave
how likely a message or data is to be authentic. A level of trust may imdicate what measures
have been taken and verified in order to ascertain whether a cryptographic identity such as a
public kev s associated with a real-world wdentity such as an email, phone number, or name.
Levels of trust may be used as part of venfication of signed messages or data, for example a
Key Enclave may trust signed messages from a public key with a verified email level of trust
that matches the email in the from field of the message. The Key Enclave may store levels of
trust so that a compromise of a delegate will not necessanly result in modifications of levels
of trust. A level of trust may be referred to as a trust status.

[(3069] For background on cryptographic technigues, see, ¢.g., David K. Gifford,
Cryplographic Sealing for Information Secrecy and Authentication, Communications of the
ACM, Vol. 25, No. 4, April 1982, incorporated by reference herein. In some embodiments,
the systems and methods described herein can utilize cryptographic technigues such ags those

described 1 this paper.

A Kev Enclave safesuards identity

{0074] In some embodiments, a mobile phone Key Enclave allows users to bring their
wdentity wherever they go. In some embodiments, the identity s asymmetric key pair is
generated using the phone’s crypto co-provessor {e.g., a general or special purpose CPU and
memory for performing cryptographic operations) and stored in the phone’s secure storage.
In some embodiments, the private key of the identity 13 not comumunicated outside of the
device. Upon generating a profile, the profife 15, for example, published to the Web-of-Trust
PRI (WOTPKI), allowing other users” devices to find it

{6671} FIG. 1A through 1C ilustrate a process of generating and storing an asymmetric
wentity key pair according to some embodiments. As illustrated in FIG. 1A in some
embodiments, a mobile app 100 on mobile device 101 prompts a user to create an identity.
The user can create an identity by sclecting the “create idendity” button 102 on the app 100
mierface. The app 100 can then display a message 103 (e.g., “Generating Kevs™) to notify

the user that it 1s generating and storing an asymmetric identity key pair as illostrated 1in FIG.

12
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1B, Fmally, as illustrated in F1G. 1C, after generating and storing an asvmumetric identity key
pair, the app 100 can provide an interface 104 for the user to create a public profile.
[6072] In some embodiments, each principal has aceess to one or more key enclaves.
Their key enclave can run on their mobile phone, a cloud virtual machine, or any other
computer. Each principal’s device generates or imports a public/private key pair inside their
kev enclave. Next the principal creates a profile object containing one or more of the
followmg items of mformation:

2 X 509 Certificate

# Name

# Public Key

& 5SHA-256 Hash of Phone Number

& SHA-256 Hash of Email Address

¢ Profile Image URL

e SHA-256 Hash of Profile Image

e {(urrent Time

e Digital Signatare of any or all of the above with the private key

[6073] In some embodiments, the profile object above is publicly published to the Web-
of-Trust PKI Service.

[06674] In some embodiments, this profile along with the public key are also stored locally
i the key enclave. The private kev is stored securely in the key database in the key enclave.
In some ¢mbodiments, there is no function to export the private key from the key database.

In some embodiments, special hardware or software is used to prevent or detect the extraction
of private kevs even with physical access to the Key Enclave.

{ELFRY! In some embodiments, an organization may have a pre-existing PKIL A principal
from the organization’s PKI may be imported into a Key Enclave (along with the principal’s
private kev). Trust relationships in the organization’s PKI {c.g., X.509 certificate signatures)
may be imported into the WOTPKI and used by Key Enclaves as X 509 Certificate Signature

witness statements.

[
3
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[0076] FIG. 2A through 2E illustrate a process for sctting up a mobile app 200 on a user’s
mobile device 201 according to some embodiments where the user’s device can complete
phone and email proofs of ownership. For example, as lustrated in FI1G. 24, the app 200
can prompt the user to enter a phone number 202, The app 200 can then send a message 203
{c.g., via SMS) to the user’s device 201 with a confirmation code 204, which the user’s
device 201 uses to venify the phone number 202, The app 200 can additionally prompt the
gser to enter an email address 205 (FIG. 2} and provide a veritfication link 206 via email
{Fi(z. 2D), which the user’s device 201 can use to venfy his or her email address. Once the
user’s device 201 has signed the SMS confirmation code and email nonce to create proofs
(FI(z. 2E}, the user’s device can publish his or her profile with email and phone proofs to the
Web-of-Trust PKi 207,

{6677) In some embodiments, systems and methods descrbed herein support principal
identities for people and/or for groups of people. A Group principal identity can represent
anvthing from an organization like a corporation or just a set of other principals, for example.
As referenced above, Witness statements in WOTPKI as described below can offer proofs of
membership 1 groups.

{8078} In some embodiments, Groups have dedicated Keyv Enclaves which maintain the
Group principal’s identity (public/private keypair}. Typically, a set of group members,
denoted for example as “admins”, can access the Group Kev Enclave and request signatures
using the Group Kev Enclave’s private key. These admins can add/remove principals as
members of the organization by pablishing witness/revocation statements that are signed by
the Group privaie key,

{6079} In some embodiments, Group principals can endorse a message created by a group
member principal by appending a signature to the message signed by the Group’s private key.
A group principal’s Key Enclave may implement featares that automatically facilitate
endorsements.

{6684} In some embodiments, an Enterprise Server Key Enclave generates and stores
wlentities in the same manner as a Mobile Phone Key Enclave. In some embodiments, an
Enterprise Server can be more suitable when the identity must be used very frequently with

high availability or if the identity represents a group or organization as opposed to an
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mdividual. While an enterprise enclave can perform the samce identity operations as a mobile
phone enclave, in some embodiments, some use cases are better suited 1o an enterprise server
deployment.

{6081} In some embodiments, delegation of an Enterprise Key Enclave i1s accomplished
using full role-based DINS names (discussed in “Key Enclave ScH-Configuration™). Each
DNS name serves as a unigue identifier for that microservice, its general role in the
organtzation, and a reliable way to contact it {in combination with the ERS DNS service}.
{0682} In some embodiments, once a Key Enclave has been provisioned, it authenticates
the services that will be using the enclave 1o perform crypiographic operations. For example,
i some embodiments, X 509 certificates and the TLS protocol are applied to establish
authentication and secure channels between enclaves and peripheral services {delegates)
owned by the same organization. We refer to a gencral machine {e.g., Key Enclave or
delegate) as a microservice.

{6083} In some embodiments, before provisioning any microservices, the organization
first creates a cortificate authority which will be used to create the client certificates for each
microservice. In some embodiments, the administrative certificate authority iskeptina
secure location only accessible by system administrators. In some embodiments, each
microservice will only trust chient certificates that are issued by this overarching
adounistrative certificate authority. In some embodiments, microservices also have one or
more roles associated with their certificate. In some embodiments, each role 1s encoded n a
DNS KSubject Alternative Name (SAN) 1n the X 509 certificate such as m the following way:

<public key hash in lowercased base62>»,.<role

0084} In some embodiments, cach microservice will parse the BNS SANs of other
services to identity which roles they have and to decide whether to allow the connection. In
some embodiments, once a TLS handshake has been completed and cach microservice has
verified the other’s role, an authenticated and sccure connection has been established and can

be used in a similar way as the delegated secure sessions.
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[O085] In some embodiments, the routing service {¢.g., Enclave Router Service (ERS)) is
a system for discovering Key Enclaves and delegates that are advertising themselves on the
mtemet. In some embodiments, the ERS service can, for example, be used to enable the “self-
configuration” aspect of Key Enclaves. In some embodiments, the routing service
automatically connects kev enclaves with delegates without explicit pairing.

{0086} In some embodiments, ERS operates in a semi-trusted model. For example, in
some embodiments, ERS s not trusted to maintain any private information about {e.g.,
Enclave, Edge} servers, however, some or all information sent to ERS s on behalf of an
orgamizational Certificate Authority (CA). In some embodiments, each {e.g., Enclave, Edge}
server presents an x509 Certificate, signed by an organizational CA registered with ERS.
{6087] In some embodiments, the ERS comprises systems and methods comprising
and/or performing one or more of the following. In some embodiments, the ERS comprises a
database server maimntaining records of type (¢.g., Ping, Organization) for a data object. In
some embodiments, “Pimng” comprises one or more of the following fields: “Name™ - the
name of the {e.g., Enclave, Edge) server, “Organization Fingerprint”™ - the hash of the

organization’s public key, “Hostname™ -~ a static URL that the server can be reached on using

the ERS DNS server, and/or “Ephemeral URL™ - the current, possibly temporary, IP address
of the server. In some embodiments, “Organization” comprises one or more of the following
fields: “Name” - the common name of the organization and/or “Certificate” - the public key
certificate the organizational root CA. In some embodiments, the ERS comprises an AP to
publish, query “Ping” objects, and to “register” organizations. In some embodiments, there
exists an AP method to publish “Ping” objects. In some embodiments, the incoming Ping
from an {c.g., Enclave, Hdge} server declares tts ephemeral URL and name in the body of the
Ping. In some embodiments, the imcoming request is Two-way TLS, and the requester
presents a client certificate where the client certificate s signed by a valid, registered
organization CA. In some embodiments, the organization fingerprint is computed by
selecting the public kev of the corresponding registered organization CA. In some
embodiments, there exists an AP method to register an orgamization with a valid CA
certificate presented in a Two-way TLS connection. In some embodiments, the ERS

coraprses a DNS server mautaining the mapping of ERS DNS names to ephemeral {c g,

16



WO 2018/027059 PCT/US2017/045344

Enclave, Edge} IP addresses. In some embodiments, the ERS comprises the ERS DNS name
can be of the following exemplary format: “<public key hash 1o lowercased base62> <role
name>.duos krypt.co” where the first part 1s the public kev hash of the %509 certificate of this
server, the second part is the is the server type {Enclave, Hdge, ot }, and the remaining parts
constitie the hostname of the DNS server.

{0688} In some embodiments, Key Enclave and delegates that have been provisioned
with identities use the routing service {¢.g., Enclave Router Service) to discover other
services within the same organization. In some embodiments, discovered services are
contacted, for example, using the ERS DNS mapping. Trust policies can be configured to

automatically accept connections from certain roles such as “edge” or “admin.”

A Kev Enclave provides the trusted identity of others

{0089} In some embodiments, a simple way for two identitics to establish trust with ¢ach
other is to mect in person and use an in-person witnessing feature. As tlhustrated in FIG. 3A
and 3B, i some embodiments, cach user’s device presents a QR code 302 encoding her
complete profile, meluding public kev and signature of the profile. After scanning the other
user's device’s QR code 302, the scanned profile 303 can be displaved in the app 301 and onc
can choose whether to trust this profile 303, If a user’s device decides to trust the displayed
profile 303, an “In-Person” statement witnessing the profile is signed and published to the
WOTPKIE FIG. 3A shows an example of a 3R code 302 representing the bytes of the
principal’s profile, containing the principal’s public kev according to some embodiments. As
tHustrated i FIG. 3B, in some embodiments, upon scanning a QR code 302 with the scan
feature, the user is presented with the option fo trust this principal and post an in-person
witness staternent.

{60949] Meeting in person s not always feasible. As an alternative, in some
embodiments, users’ devices may also venfy identities through other communication side-
channels such as SMS and email as ithustrated in FIG. 4A-4C and FIG. 5A-5C. In some

embodiments, a side-channel challenge comprises some or all of the following steps:
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1. The challenging user’s device specifies the identity’s public kev to challenge and a
side-chanuel address to challenge it through, such as a phone number or email

address.

o]

The challenging user’s app generates a random nonee and stores it with the

challenged public key and side-chaone! address.

)

The challenging user’s app sends the random nonce, challenged public key, and
challenger public key over the side channel {asto-filling an email or SMS message for
the user or automatically sending 1o the background if possible}. The challenge s
encoded in a URL {e.g., beginning with “krvptonite: /7).

4. The challenged user’s device receives the challenge over the specified side-channel
on the mobile phone with the app installed and clicks the link (e.g., a “kryptonite://”
link}.

5. The challenged user’s app completes the challenge by signing the nonce and sending
the signatore in a message to the challenger.

6. The challenger’s app receives the signed challenge and verifies the signature of the

nonce matches the challenged public key stored with the nonce.

~

If verification succeeds, the challenger’s app signs and publishes a witness statement

for the corresponding side-channel address to the WOTPKL

{8091} For example, as llustrated in FIG. 44, in some embodiments, upon selecting a
phone number 401 1n the phone contact book, a lockup query is made for matching profiles
with the hash of the phone number. As iHlustrated in FIG. 4B, in some embodiments, afier
selecting “Verify by Phone™ 402, a challenge SMS 403 is sent to the target phone number.
As ilfustrated 1o FIG. 4C, in some embodiments, after the link 404 in the target SMS 403 is
tapped. the app opens and sends the response 405 to the challenge. if the signature 1s valid,
the “phone” witness statement 1s posted, and the principal 15 added trust base annotated by
trusted phone number.

{6692} Addrtionally, ag ilustrated n FIG. 5A, in some embodiments, upon selecting an
cmail address 501 in the phone contact book, a lookup query is made for matching profiles

with the hash of the email address. As illustrated 1n FIG. 5B, in some embodiments, after
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selecting “Verify by Email” 502, a challenge email is sent to the target email 503 address
501, Asillustrated in FIG. 5C, in some embodiments, after the link 504 in the target email
503 1s tapped, the app opens and sends the response 505 to the challenge. I the signatire is
vahid, the “email” witnegs statement is posted, and the principal is added trust base annotated
by trusted phone number.
{8693} Furthermore, in some embodiments, manually verifying each identity a user
wishes to commanicate with can be prohibitively cumbersome. For this reason, in some
embodiments, a user can mark any trusted identity as a Notary. When a user marks another
wdentity as a Notary, any witness statements signed by the Notary will also be trusted by this
user’s app. For example, in some embodiments, by default all users™ apps trust the KryptCo
identity as a notary. KryptCo sends email and SMS challenges to every profile, and publishes
corresponding witness statements upon success. 1f a user is scarching for an identity with a
specific phone number, she can choose to trust any user KryptCo has witnessed without
having to send a challenge herself. For example, FIG. 6 illustrates a contact hist 601
according to some embodiments that demonstrates the trust of each known profile 602 in the
principal’s mobile enclave.
[3094] In some embodiments, the task of distributing knowledge of principal’s pablic
kevs to other principals is accomplished using the “Web-of-Trust” Public Key Infrastructure
(PK1}. A fundamental unit of this scheme 15 a Witness Statement or Witnessing. Witness
statements publicly published to the Web-ot~Trust PKI Service, denoted as WOTPKIL
[8095] For example, in some embodiments, one principal can witness another principal
by creating a cryptographic digital signature of a statement about the identity. For example, if
Alice and Bob meet up and exchange public kevs m person both Alice and Bob can cach
write the following statements:

“I trust that this is Bob’s public kev because Bob showed me his public key in

person.” - Signed Alice

“I trast that this is Alice”s public kev because Alice showed me her public key in

person.” - Signed Bob.
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{0096] These are generally referred to as Witness Statements. Hach Witness Staterent
generally has one or more of the following attributes:

& Subject’s Public Key

& Wiiness Type (¢.g. “In Person™)

& Wiiness Atiributes {e.g. “met on 10/25/20157)

& Signer's Signature

[B097] Hence, m some embodiments, cach witness statement is a short crvptographic
proof that the Signer trusts the public key of the Subject, acquired in the manner of “Witness
Type”. The “Witness Atinbutes” is a special field to include details of attribute type.
[{(6098] In some embodiments, one or more of the following exemplary “Witness Types™
and/or other withess tyvpes are used. For cach of the exemplary “Witness Types” discussed
below, an exemplary protocol is described to further iflusirate the exemplary “Witness
Types.”
{6039} In some enmbodiments, the Witness Tvpe 1s an Email Address Witness Type. In
some embodiments, the Email Address Wiiness Type uses the following statement and
exemplary protocol for the signer:
& Starement: A subject who can send/roceive emails at the email address in question has
knowledge of the private key corresponding to “Subject’s Public Key”,
e Fxemplary Protocol for Signer
t.  Send an email to Subject contaiming Signer’s public key, a one-time
random token nonce
it.  Subject receives email, and uses private key to sign nonce, Signer’s
public kev, and their email address and sends the signed object to the
signer through any communication channel
i, Signer verfies the subject’s signature, and if the signature is valid the
Signer creates the Witness Statement as specified above, typed by

“Emal”, and publishes the witness statement to the WOTPKL
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{3180 In some embodiments, the Witness Type 1s a Phone Number Witness Type. In
some embodiments, the Phone Number Witness Type uses the following statement and
exemplary protocol for the signer:
8 Siatement: A subject who can send/receive SMS (Short Message Services) messages
using the phone number in question has knowiedge of the private key corresponding
o “Subject’s Public Key™.
e Ixemplary Protocol jor Signer
i Send an SMS message to Subject containing Signer’s publickey, a
one~time random token nonce
it.  Subject receives SMS, and uses private key to sign nonce, Signer’s
public key, and their ematl address and sends the signed chject to the
signer through any communication channel
1. Signer verifies the subject’s signature, and if the signature 1s valid the
Signer creates the Witness Statement as specified above, typed by
“Phone”, and publishes the witness statement to the WOTPKIL
{6181} In some embodiments, the Witness Type is an In Person Witness Type. In some
embodiments, the In Person Witness Type uses the following statement and exemplary
protocol for the signen:
& Starement: A subject who can mect in person with Signer has knowledge of the
private key corresponding to “Subject’s Public Key”,
e Fxemplary Protocol for Signer
t.  Meetin person, subject show’s signer public key
i, Signer creates the Witness Statement as described above, typed by “In
Person”, and publishes the witness statement to the WOTPKL
3102} In some embodiments, the Witness Type 1s an Organization Membership Witness
Type. In some embodiments, the Organization Membership Witness Type uses the following
statement and excraplary protocol for the signer:
e Siarement: A subject is a member of the organization with principal identity: Signer.

& [xempiary Protocol for Signer
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t.  Obtain subject’s public key through, ¢.g., in person, or other
organization specific method

1. Signer creates the Witness Statement as described above, typed by
“Profile”, attributed with memberchip details, and publishes the
witness statement to the WOTPKL

{6163} In some embodiments, the Witness Type is a Postal Address Witness Tyvpe. In
some embodiments, the Postal Address Witness Tyvpe uses the following statement and
exemplary protocol for the signer:
®  Siatement: A subject who can receive postage using the postal address in guestion has
knowledge of the private kev corresponding to “Subject’s Public Key”,
& [xemplary Profocol for Signer
1. Send a paper letter to addressed to the postal address in question,
containing Subject’s Public Kev and a one-time random nonce
encoded in a QR code.

i, Subject receives letter, subject’s device scans the QR code on the
enclosed letier and sends a signed object to Signer through any
communication channel.

ti. Signer creates the Witness Statement as described above, typed by
“Profile”, attributed with physical address, and publishes the witness
statcment to the WOTPKL
[8104] In some embodiments, the Witness Type 1s an X 509 Certificate Signature
Witness Type. In some embodiments, the X 509 Certificate Signature Witness Type uses the
following statement and exemplary protocol for the signer:
#  Switement: A subject who was issued an x.509 Certificate containing “Subject’s
Public Key” by a Certificate Authority
& [fxemplary Proiocol for Signer
1. “Subject’s Public Kev” shared with a Certificate Authority in some
manner up to the discretion ot the Certificate Authority
i, Certificate Authority 1ssues an x 509 certificate for “Subject” which

contains subject’s public key

22



WO 2018/027059 PCT/US2017/045344

ut.  Certificate chain containing the x 509 subject certificate, along with
the full cham signature and the Certificate Authority’s x.509 certificate
i3 published as “x. 509 Witness” statement to the WOTPKI
13165] In some embodiments, the Witness Type is 3 Revocation Witness Type. In some
embodiments, the Revocation Witness Type uses the following statement and excraplary
protocol for the signer:
e Starement: The Subject’s public key should not be trusted anymore according to
Signer.
® Ixemplary Protocol for Signer
t.  Obtain subject’s public key through, ¢.g., in person, or other
organization specific method
1. Signer creatos the Witness Statement as specified above, typed by
“Profile”, attributed with membership details, and publishes the
witness statement to the WOTPKL
{8106} In some embodiments, the Revocation Witness Type can address the following
special case: If the Subject 1s the Signer, meaning the signer and the subject are the same
principal, then this 1s known as a self-signed revocation statement. Self-signed revocation
statements can always be trusted, as they are self-contained.
13187} In some embodiments, the Witness Type is 3 General Statement Witness Type. In
some embodiments, 1 goneral, any withess statement, of type “General”, can be issued by a
principal deseribing knowledge of a subject’s public kev with a relation of attributes to the
subject’s identity. In some embodiments, in general, whean the Signer verifies an attribute
about the subject principal, the Signer can declare this atinibute in a statement of trust about
the subject principal, sign this general witness statement, and publish it to the WOTPKL
(3108} Neote that the communication channel in the protocol descriptions above is not
necessarily required to be secure or private.
{3109} In some embodiments, cach Key Enclave maintains a list of trusted principals and
associated trust status. The trust status is based on the wilness statements of a prncipal. The
Key Enclave can implement policies for specifving which principals to trust based on what

witness statements they have or user-cntered preferences. A user or organization may

[ ]
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configure these Key Huclave policies to automatically trust or distrust an identity meeting
certan criteria. Some examples include:

& Trostany principal that is witnessed by organization “Apple”

& Trustany principal that is witnessed by principal “Bob”

e Trustanv “in person” principal witnessed by {self, organization, custom, etc... }

e Trustany “email” or “phone” principal witness by {self, organization, custom, ete... }

[6116] In some embodiments, when a principal 1s trusted according to a configured Key
Enclave policy, an indication 1s displayed to the user and/or certain features for interacting
with the trasted principal are enabled.

0111} In some embodiments, the Key Enclave verifies and stores Witness Statements
regarding another public kev or principal. fn some crobodiments, the Kev Enclave trusts
some public keys with a trust-on-first-use model, where the first public kev to claim a phone
number, ematl address, name, and/or other real-world identity is trusted by the Key Enclave
to have that identity. In some embodiments, the Kev Enclave determines a level of trust of a
principal based on the verified Witness Statements regarding that principal. For example, a
Key Enclave may avtomatically trust signed messages from a principal with a verified Email
Witness Type that the Key Enclave created and venfied. On the other hand, a Key Enclave
may, for example, explicitly not trust messages signed by a principal with a Revoked Witness
Type issued by another trusted principal. In some embodiments, a delegate requests
crypiographic operations from the Key Enclave that ase other principals”™ public kevs. In
some embodiments, the Key Enclave performs the requested cryptographic operations taking
mto account its trust of other principals’ public keys. In some embodiments, principal public
key trust policies are configarable by the user. In some embodiments, principal public key
trust settings are configured by a computer distinct from the key enclave and the delegate
computer such as a romote server, team administrator, or another Key Enclave.

0112} In some embodiments, a key enclave device 29004 stores one or more public
kevs, as i FIG. 29 at step 2901, In some embodiments, the key enclave 2900A
communicates with a delegate computer 2900B over a secure channel and both the key

enclave 2900A and delegate computer 2900B use cryptography to enforce secrecy and
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authentication of messages over the channels and the secure channels utilize at least one
communication link using wireless data transport. The key enclave 2900A receives a request
from a delegate computer 2900B for venfication of data and an associated signature at step
2902 and the key enclave verifics the signature using one or more stored public keys at steps
2903 and 2904 and the key enclave retumns the result of the verification to the delegate
computer over the secure channel at step 2905, In some embodiments, a key enclave device
2900A mchudes o 1ts result a level of trust associated with the public key as defined by therr
trust status. In some embodiments, the verification result returned from: the key enclave
2900A determines the delegate computer 2900B7s trust of the signature in step 2906,

4113} In some embodiments, a key enclave device 3000A stores one or more public kevs
and associated principal identities, as in FIG. 30 m step 3001, The key enclave 3000A
communicates with the delegate computer 3000B over secure channels and both the key
enclave 30004 and delegate computer 3000B use cryptography to enforce secrecy and
authentication of messages over the channels and the secure channels utilize at least one
communication link using wireless data transport. The key enclave 3000A receives a request
from a delegate computer 3000B for the public key associated with a principal identity or
public key hash in step 3002, and the kev enclave 3000A returns the result of the verification
to the delegate computer 3000B over the secure chaonel 1n steps 3003 and 3004, In some
embodiments, a key enclave device 3000A includes m its result a level of trust associated
with the public kev as defined by their trust status.  In some embodiments, the delegate
30008 then uses the returned public kev data and level of trust to verify and determine the
authenticity of one or more signatues in step 30035,

[6114] In some embodiments, the Web of Trust Public Key Infrastructure (WOTPKD)
service comprises a system for maintaining the mapping between a principal’s self~signed
profile and a corresponding collection of witness statements about the principal, serving as
proofs of identity. In some embodiments, a purpose of this system is to guery a principal’s
identity {¢.g., public kev) by attributes like name, hash of email, hash of phone, and evaluate
the trustworthiness of this profile by the witness statements other principals have made. In
some embodiments, every witnessing connects an edge between two principals’ identities,

therchy building a graph or web of trust.

N
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[6115] In some embodiments, WOTPKI service comprises and/or performs one or more
of the following. In some embodiments, a database server mamtaiming records of type (¢.g.,
Profile, Witness) for a data object where “Profile” 15, ¢ g, the object described in “Paoblic-
Key Generation and Publishing” and where “Witness” or “Witness Statement™ 15, e.g.. the
object described in section “Web of Trust Public Key Infrastructure” above.

{6116} In some embodiments, an API for publishing and searching records to the
database server comprises an AP method for qaerving profiles by “name”, “hash of phone
number”, and “hash of email.” In some embodiments, the API for publishing and scarching
records to the database server further comprises an AP method for publishing profiles
whercupon the service cryptographically venifies the self-signed profile signature and rejects
the request if the venfication fails. In some embodiments, the API for publishing and
searching records to the database server further comprises an AP method for querying
witness statements about a subject principal by supplving the principal’s public key hash. In
some embodiments, the API for publishing and searching records to the database server
further comprises an API method for publishing witness statements to a profile whereapon
any principal can publish a witness statement about another principal and the service
cryptographically venfies the witness statement signature and rejects the request if the

verification fails.

Self-sizned statements of revecation protect against enclave loss or compronise

[6117] In some embodiments, the rovocation service comprises a system that stores
encrypied self-signed revocation witness statements (2.g., described it Web-of-Trust Public
Key Infrastructurce). In some cmbodiments, a purpose of this system is to publish self-signed
revocation witness statements on behalf of a principal even if the principal loses access o
their Key Enclave.

[8118] For example, 1n some embodiments, a use case of this service allows a principal to
revoke their wdentity if they lose their mobile kev enclave. The self-signed revocation witness
statement indicates that other principals should no longer trust the identity key pair.

[3119] In some embodiments, 1t should not be casy for the revocation service to

maliciously publish these revocation statements without the consent of the principal. The
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following protocol shows an example of how this can be accoraplished according to some
exemplary embodiments.
4120} In some embodiments, principals interact with the revocation service by, for
example, performing one or more of the following steps:
1. [nitialization.
a. Principals create a sclf-signed revocation witness statement, and
b, Use a standard password-based key derivation algorithm to derive a symmetric
key from a passphrase of their choosing
¢. Next, the self-signed revocation witness statement is encrypted symmetrically
with this key
d. The encrypted object is published to the revocation service
2. Revocation. If the principal wishes to revoke their identity:
a. Post a message o the revocation service with the passphrase
b. The revocation service decrypts the self-signed revocation witness statement
¢. The revocation service publishes the self-signed revocation witness statement

to the WOTPKI

{6121} In some embodiments, the revocation service comprises a database server
maintaining records of type “String” for a data object where the string represents an
encrypted, self-signed revocation witness statement. In some embodiments, the revocation
service comprises an APl methed for publishing records o the database server. In some
embodiments, the revocation service comprises an API method for publishing a passphrase
and an identifier to find the record where it the passphrase decrvpts the referenced data object
successfully the service publishes the decrypted object to the WOTPKL

[6122] In some embodiments, a Principal can email a self-signed revocation statement to
an email account where the revocation statement is contained in a URL associated with the
revocation service. Later, if a Principal initiates revocation by clicking on link the
revocation service will publish the self-signed revocation witness stateraent to the WOTPKL
[3123] In some embodiments, users” devices can publish a self-signed revocation

statement from within the phone app ifit is believed the phone was compromised, as
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illustrated for example in FIG. 7A-7B and FIG. 8. The revocation statement may also be sent
to an emal in the form of a link that will revoke the wdentity when clicked. Users™ devices can
also encrypt a self-signed revocation statement with a passphrase and publish it to the
WOTPKI so that in the event the phong is lost, the stored identity may be revoked with the
knowledge of the passphrase by vistting a lost phone webpage.

{0124} For example, as illustrated in FIG. 7A, in some embodiments, mn the profile screen
701, the user’s device can create self-signed revocation statements 702 that are encrypied
with a passphrase 703 and published to the revocation service. As illustrated in FIG 7B, in
some embodiments, the self-signed revocation object 701 can be emailed somewherc as a
backup method for instantly publishing the revocation.

{3125] FIG. 8 illustrates a “Lost” webpage 801, hosted by the Revocation Service,
according to some embodiments. In some embodiments, the page allows the user to publish
the locked self-signed revocation after specifying the phone number 802 of the principal (the
reference 1d) and the passphrase 803 (to decrvpt the locked revocation).

{0126} In some embodiments, when evaluating the trost of an identity. the app checks if
this identity has boen revoked using the WOTPKIL If the identity has boen revoked, the app
can alert the user. For example, the app can alert the user by colonng the profile red and
displaying a prominent warning to the user, among other methods.

16127} In some embodiments, after revocation, a principal’s device can recover their
identity by generating a new key pair and re-publishing the profile. The principal’s device
can then re-do witness proofs via the protocols described above for each type of witness

statement thereby re-establishing trust with previously trusted principals.

A Kev Enclave enables secure messaging

[6128] In some embodiments, the app can be used to message both trusted and untruste
wlentities securely. In some embodiments, a secure message comprises a Protected Object
where an opener is encrypted to the destination public key and the object is signed by the
sender’s identity. Mcssages may contain arbitrary text, tmages, files, a location, a Yes/No
approval request, and/or a Yes/No approval response. The protected object is sent through a

messaging service {e.g., the KryptCo Messaging Service).
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{3129} For example, FIG. 9A illustrates the inbox screen 901 according to some
embodiments, which shows new messages 902 and manages conversations. FIG. 9B shows
an example conversation 903 showing text, location, and approved or denied request
messages in accordance with some embodiments.
[0130] In some embodiments, the messaging service enables transport of arbitrary
messages between principals without necessanily facilitatimg any kev agreement or trust
between principals.
{0131} In some embodiments, the messaging service comprises a system for storing,
publishing, and querving enerypted messages where each message is between two or more
principals.
13132} In some embodiments, messages can contain one or more of the following
excmplary attributes:

e Recipient Principal’s Public Key Hash

e Sender Principal’s Public Key Hash

# Encrypted Raw Data Bytes

# (Creation Date

# Scquence Number

{0133} In some embodiments, a messaging service can be queried for messages
containing a certam recipient or sender public key hash, after or before a certain date, after or

before a certain sequence number,

A Kev Enclave’s identity can be selectively delegated

[8134] In some embodiments, delegation enables audited, restricted, and monmitored
access to outputs of cryptographic operations of stored private kevs and trusted public keys.
In some embodiments, delegation enables the use of a secure, isolated environment to both
evaluate trust {¢.g, through verifying witness statements or other information) and map
principal identifiers (e.g., email addresses, phone nambers) to trusted public kevs from any

delegate.
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[3135] In some embodiments, delegated access is device and network agnostic. Delegated
access may be automatically forwarded from a delegate to another device through a secure
segsion.

103136} In some embodiments, delegation allows a device that is not a Key Enclave to
perform operations on behalf of an identity stored on a Key Enclave. For exampie, a user may
wish to generate and store her identity on a mobile phone Kev HEnclave, but need to perform a
crvptographic signature on her laptop using said identity.

{6137} In some embodiments, access to an identity on a Key Enclave can be delegated to
another device by mitiating the delegation on the Key Enclave and creating a
cryptographically secured communication channel between the two devices. Once a secure
communication channel is established, the delegated device may request for the Key Enclave
to perform cryptographic operations using the contaimed identity and replv with the outputs.
The delegated device only has temporary and controlled access to operations performed using
the private kev contained within the Kev Enclave. In some embodiments, the private key is
never provided to the delegated device.

[3138] In some embodiments, a user’s device delegates a mobile phone identity to a
workstation laptop or desktop by, for example, scanning a secrct token encoded m a QR code
presented by the workstation with the mobile phone camera. The scanning of the QR code is
considered a secure channel between the workstation and mobile phone, but is generally only
used o exchange the secret token. The secret token may, for example, be a symmetric
encryption key, such as for the AES256-GCM algorithm. In some embodiments, requests to
and regponses from the Key Eaclave are encrypted and authenticated using the exchanged
secret token. In some embodiments, the secure session is identified by the SHA256 hash of
the secret token. This identification can be used by the Courter Service to connect the two
devices over the internet. In some embodiments, the secret token is a public key necessary to
establish the secure channel. The token may, for example, include an asymmetric encrvption
kev, such as for the Curve25519 algorithm. In some embodiments, requests to and responses
from the Key Enclave are encrypted and authenticated using a symmetric key established, for

example, vsing X25519 key exchange. In some embodiments, sequence mumbers and
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message authentication codes are included in messages conununicated over the secure
session to ensure they are authentic.

(4139} In some embodiments, the app can delegate access to its stored identity using the
aforementioned QR code scanning interface. A user can view all delegated sessions and the
logs of the operations performed by each on the app. A user or a user’s app can choose to
revoke a delegated session at any time. For example, FIG. 10 illustrates an example of
delegation from a mobile enclave to a workstation accomplished by scanning a QR code in
accordance with some embodiments, as discussed further below.

0140} In some embodiments, communication between a Key Enclave device and
delegated device occurs through an Internet hosted communication service such as Amazon
Web Services Sumple Queus Services {SUS) via the lnternet and/or by Bluetooth Low
Energy (BLE) wircless communication. In some embodiments, communication is
simuitancously attempted over multiple channels to find a channel that functions with the
lowest latency. In some embodiments, a Key Enclave connects to the Internet wirelessly, for
example, via mobile phone wireless data service or via Wikt

{0141} In some embodiments, when a user logs into virtual machines from a workstation
that has been delegated, the secure session between the workstation and mobile phone may be
further propagated to the virtual machine through any secure connection to that machine,
such as through the Secure SHell (S8H) protocol, or using a door file for a two-way
authenticated SSH session as described below,

[8142] In some embodiments, communication between a Key Enclave devics and
delegated device occurs through a hosted Courier Service, described below, allowing
coramunication in the presence of any inbound firewall rules and network address translation
mduced IP address changes.

3143} In some embodiments, a delegated device does not learn the underlying private
kev of the delegated identity. Tostead, in some embodiments, cach operation requiring the
private key is performed through the established secure channel to the Kev Enclave. In some
embodiments, the Key Enclave has complete control over which individual operations are

performed and communicated back to any delegated device.
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[3144] In some embodiments, the Key Enclave logs every operation requested by a
delegated device, allowing the owner to audit the operations requested by other devices. In
some embodiments, since the private key is not learned by a delegated device, no operation
may be performed on behalf of the identity without the Key Enclave having the knowledge of
it and the ability 1o log or prevent it

[8145] In some embodiments, a delegated device’s access may be revoked at any time on
the Key Enclave. Upon revocation of a delegated device, the corresponding secure session is
terninated and no further operations will be granied to the once-delegated device.

[B146] In some embodiments, a delegated device’s access is also governed by configured
polictes that can automatically restrict the operations performed. These policies can
encompass metrics such as frequency of operations, types of operations, origin [P address of
requests, or types of data to be operated on, among others. If a policy 1s violated, the
delegated device session may be limited or termmated by the Key Enclave. In some
embodiments, policigs may also permit automatic approval of certain operations requested by
a delegated device, inchiding a request for an operation within a given configured time
mterval from the last explicit user approval mput, the identity of the delegated device, the
tvpe of operation requested, or any combination of attributes of the operation requested.
13147} In some embodiments, a delegated session may be passed over a connection 1o use
the identity from a remote server. In some embodiments, a device (e.g., a workstation
1000B) can generate a secret session token and display a QR code as iHlustrated in step 1001
i FIG. 10. The workstation 1000B can verify the identity of the remote server 1000C using
a door file as described below. The workstation 1000B can transmit the secure session over a
SSH connection as illustrated i step 1004 in FIG. 10, Additionally, a mobile kev enclave
1000A {¢c.g., a mobile device runming the app) can scan the secret session token QR code as
tlustrated in step 1002 i FIG. 10, As illustrated by steps 1003 and 1005 1 FIG. 10, in some
embodiments, a session can be delegated through a Courier Service {¢.g., KryptCo Courier
Service). For example, the Courier Service can delegate a session to a workstation 1000B
and a mobile kev enclave 1000A (e.g., in step 1003 m FIG. 10) and can delegate a second
session to a remote server 1000C and a mobile key enclave 1000A (e.g., in step 1005 m FIG.

10).
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{0148] In some embodiments, the mobile key enclave can operate the delegated session
as a background process allowing the app to not run in the foreground. Furthermore, the
delegated session background process enables the mobile kev enclave to respond to delegate
requests even when the device is in a “locked” or inactive state.
{3149} In some embodiments, one or more of the following exemplary crvptographic
identity operations among others may be requested by a delegate:

e Providing the public key and identity of the key enclave

# Decryption of an Opener

# Computing or verifying the hash of an object, and then signing the resulting hash

# Signing of an object’s hash

& Sending of an encrypted message to a trasted identity

& Evaluation of trust of another identity

& listing or scarching trusted identitics

{8150] In some embodiments, to request an operation be performed, a delegate sends the
requested operation and inputs to the key Enclave over the established secure communication
channel. I the Kev Enclave accepts the request, 1t performs the operation and responds with
only the operations outputs over the same secure chanoel.

[0151] In some cmbodiments, the courier service cnables the use of a globally-
addressable secure communication channel in which the Courter Service operator does not
leam the contents of the commumication,

{8152} In some embodiments, a courier service comprises a system for establishing a
secure connection between two or more remote devices over the intemet. In some
embodiments, the system comprises and/or performs one or more of the following. In some
embodiments, the a courier service comprises a module called a Courter Session that
identifics the connection comprising a randomly generated session identifier and/or a
randomly generated secret cryptographic kev. In some embodiments, the courier service
comprises a module that allows two or more devices to identify and connect to a group of
devices comprising: an untrusted nuddieware server that accepts connections from devices

and broadcasts messages to cach device in the group and/or client devices that connect to the
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middieware server and identify a device group using the session wdentifier (¢.g., the randomly
generated session identifier). In some embodiments, the courier service comprises a method
for creating and identifving a device group and encrypting and authenticating the messages
{e.g.. messages broadcast) by generating a Courter Segsion, opening a conngction with the
middleware server and registering with the connection identifier (e.g., the randomlby
generated session wdentifier), processing outgoing messages using an authenticated encryption
scheme with the key {e.g., the randomly generated sccret cryptographic key}, and sending the
processed messages to the muddleware server, receiving incoming messages over the imtemet
from the middleware server, and decrypting and authenticating the incoming messages using
the authenticated encryption scheme and the cryptographic seeret key {e.g., the Courier
Session). In some embodiments, the courier service comprises a method for joining a
registered group of devices by obtaining a Courier Session through a secured channel,
opening a connection to the middleware server, and sending and receiving messages, for
example, by processing outgoing messages using an authenticated encryption scheme with
the key {¢.g., the randomly generated secret cryptographic key}, and sending the processed
messages to the middieware server, recelving incoming messages over the intermet from the
middleware server, and decrypting and avthenticating the incoming messages using the
authenticated encryption scheme and the cryptographic secret key {e.g.. the Courter Session).
{3153} In some embodiments, the courier service is the primary mechanism for
delegation, specifically the Kev Enclave creates courier session to a delegated device. This
courier session provides a private, authenticated channel for the delegated device to request

asymmetric private key operations on the Key Enclave.

A desktop application implements delesate onerations

{0154} In some embodiments, users can install a desktop version of a delegate n order to
use their entitics from their workstations. In some embodiments, upon starting the
application, it displays a QR code used for delegation. The user’s mobile phone Key Enclave
then scans the QR code. For example, as itlustrated in FIG. 11A and 118, in some
embodiments, when starting the desktop application 1101, in FIG. 11 A users pair their

mobile key enclave with the desktop by scanning the QR code 1102, and in FIG. 11B after
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the code is scanned, the devices are now connected via the delegation framework as
tustrated by the display 1103,

J3155] In some embodiments, right clicking any file 1201 on a user’s machine brings up
the option 1202 to Encrypt, Send, Sign, Verify, or Decrypt it using a delegated tdentity as
tHustrated i FIG. 12A. The user can then pick from any of the trusted contacts 1203 sent
from the Key Enclave as tHustrated in FIG. 12B.

[8156] In some embodiments, when the Key Enclave receives a file attachment, it 1s also
sent to the desktop application allowing the user’s device to decrypt and the user to view it as
tlustrated in FIG. 13A. In one embodiment, FIGI3A shows the options that appear when
dragging a file 1301 mnto the app tcon 1302, and in this figure protecting a file s selected with
the protect icon 1303, The access control st 1304 for any Protected Object can alsc be
viewed and modified within the deskiop application as illustrated in FIG. 13B.

{8157} In some embodiments, the deskiop app may mtegrate with the operating svstem to
automatically encrypt and/or sign any files in a specified folder or mounted volume and

publish these openers and/or signatures to an Opener Service and/or Signature Service.

kr Command Line Interface

[0158] In some embodiments, the functionality of the deskiop application is also offered
i a command-line form as an application referred to here as “ke™ (spelled uncapitalized}. In
some embodiments, kr provides viewing and altering of access control lists, encryption and
decryption of protected objects, and signing and verification of object signatures, all using a
delegated identity as tlhustrated in FIG. 14, FIG. 14 shows one embodiment where kr
commands show the currently delegated identity 1401, an access control list on a file 1402,
and the filtered decryption of a file 1403, In some embodiments, kr prescnts a QR code
printed using ASCII characters in the terminal to encode the same secret delegation token as
the desktop application. In this way, a user can pair a mobile phone key enclave with any

environment kr in a console.

Door Fileg
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[3159] In some embodiments, when a user’s device connects to a remote machine for the
first time using the SSH protocol, the user’s device may or may not trust the SSH public key
presented by the remote machime. In practice, users often trust the SSH public key without
checking its correctness, allowing the potential for a Man-in-the-Middle attack between the
user’ s device and the remote machine. Door files can include the fingerprint of the expected
SSH public kev of a remote machine, enabling automatic venfication of the remote
machine’s SSH public key and rejection if the fingerprint of the presented S5H public key
dogs not match the fingerprint in the door file. In this way, the 55H public key of a remote
machine may be verified onee by the creator of the door file and automatically verified by
any devices using the door file.
13160} In some embodiments, kr also allows the creation and use of door files. In some
embodiments, a door file contains the information for creating a two-way authenticated SSH
session between the user’s device and a remote machine. In some embodiments, a door file
comprises the following elements:

# User the user name on the remote machine to log in o

# Host: the host of the remote machine {a DNS name or IP addross)

# Private Key: the SSH private key used to authenticate to the remote machine for this

user
s Remote Public Key: the expected public key fingerprint used to authenticate the

remote server

[3161] Using kr, a user’s device can, for example, create a door file that provides two-
way authenticated access to a virtual machine she alreadv has access to. The user may then
send the door file to ancther identity to grant them access, or turn the door file into a
Protected Object with an agsociated access control list. Signing the door file allows other
users” devices to verify the door file is endorsed by a certain identity or group of identitics.
{6162} In some embodiments, when a user’s device connects to a virtual machine using
kr and a door file the user’s principal has access to, any delegations granted to kr may

optionally be passed on fo the virtual machine through the S5H segsion.
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[3163] For example, as illustrated in FIG. 15, in some embodiments, a virtual machine
1500 s access control hist is used by decrvpting and venfving 1ts door file. A computer such
a workstation 1500B can (1} Retrieve Opener from an Opener Service 15008 (e.g., KryvptCo
Opener Service} in step 1501, {23 Request Opener Decryption from a mobile key enclave
1500A 1o step 1502, (3) Verfy Door Signature from a Signature Service 1500 {e.g.,
KryptCo Signature Scrvice) in step 1503, (4) Verify Server Public Key Fingerprint with a
virtual machine 1500C in step 1504, and (5) establish an SSH Session with the virtual

machine 1500C in step 1505,

UNIX Streamine Compatibility

{0164} In some embodiments, when kr is run on a machine with terminal support for
standard input and output file descriptors, inputs and cutputs to kr can be dirscted using
pipes. For example. a protected object can be decrypted, streamed into a search program like
grep, and further streamed back into kr to securcly send the results to another wdentity. In
some embodiments, the pipe interface allows users™ devices to perform streaming encryptions
and decryptions in real time as new parts of the protected object arrive, for example in an

audio and/or video stream.

Third-Party Cloud Command Line Utility Compatibility

[(4165] In some embodiments, third party cloud hosting services provide command line
applications to store arbitrary files and objects in their storage facilities. kr can be 1ntegrated
with these command line utilities so that data is avtomatically protecied when it is sent to the
third-party storage, and decrypted when 1t is downloaded and accessed locally, all using a
delegated identity as tHustrated in FIG. 16, In one embodiment, FIG. 16 shows kr
functionality and delegated identities accessed using third-party cloud command line tocls,

such as Google Cloud’s gsutil.

Key Enclaves can create digital sisnatares

[8166] In some embodiments, a delegated device will request that a key enclave provide a

digital signature of an object of a specific type, and in some embodiments the key enclave
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will display to the user that owns the key enclave the type of signature requested when

53

17

seeking user approval to perform the signature.  In some embodiments, the key enclave will
display all or a portion of the object to the vser on a display such as a mobile phone screen so
the user can visually validate what object signature has been requested.  In some
embodiments, the key enclave will compute a hash of the object and ensure that the hash it
signs corresponds to the object displayed on the screen for user approval.

{8167} Examples of specific object signaturcs mchude SSH session data, and a document
signature that does not mchade the ability to use the signature for authorization purposes. In
one embodiment, the type of an object to be signed can be derived using rules that identify
the kind of signature requested given the format of the object presented for signature, such as
S5H session data. Alternately, the type of signature requested can be directly encoded in an
identifier field in an object to be signed. In some embodiments, a key enclave will only
perform signatures when the user of the kev enclave explicitly approves the type of signature
to be performed. In some embodiments, a key enclave can mclude a role identifier in the
signature it creates, where the role identifier restricts the operations that can be performed by
the delegate with the signature in a role based access control system. fn some embodiments, a
kev enclave contains different private or symmetric kevs for different tvpes of signatures, and
a database 1s maintained that allows the key enclave to use the proper key based upon the
type of signature requested. In some embodiments, a key enclave contains secret keys
specific to at least one of the roles of a principal, and uses a role specific key 1o sign requests
based upon the role for which the kev enclave’s user wishes to avthorize a delegate, thus
Emiting the delegate to operations authorized for that role 1 a role based access control
sysiermn. fn some embodiments, the enclave uscs one or more keys to perform cryptographic
operations to establish the tvpes of operations that may be performed by other keys. For
gxample, one key stored n the enclave (a “master” key} may be used to sign other keys
{“sub-keys”} with a statement of the type of operations each sub-key may perform.
Operations performed using a sub-key may only be trusted it the sub-kev has been

appropriately signed by a master key.

A signature service publishes sienatures
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[0168] In some embodiments, a signature service comprises a system for storing,
publishing, and searching cryptographic signatures, indexed by the cryptographic hash of the
data being signed. In some embodiments, a signature service operates a database server
maintaining records of type {¢.g., Hash, Public-Key, Signature} for a data object where
“Hash” comprises the cryptographic hash of a data object, “Public-Key” comprises the
public-key of the principle signing the data-object, and “Signature” comprises the
crypiographic digital signature of the hash of the data object unknown to the server. In some
embodiments, the signature service implements an API for publishing and searching records
to the database server comprising: an API for querving cryptographic signatures for a data
ohicct by specifying a cryptographic hash of the data obiect and an API for pubhishing a
signature record by specifying a cryptographic hash, a principal’s public-kevy, and/or the
digital signature of the hash by the principal’s private-key 1o which the server
cryptographically verifies the signature of the hash.

{8169} In some embodiments, when a digital object or file is signed, the signature is
added to the file or object. Then this modified file or object is sent with the attached signature
to any interested partics. In some embodiments, the app and kr achicve non-mutating
signatures in the sense that a file or object can be signed without modifying the file itself. In
some cmbodiments, a user’s device signs some data by first hashing that data, then publishing
a signature of the hash to a Signature Service {¢.g. the KryptCo Signature Service). To verify
which identities have signed a file or object, in some embodiments, a user’s device computes
the hash and locks up some or all of the signatures in the same Signature Service. In this way,
one user's device may sign a file or sbject on a machine, and anv other user devices that
verify the same data will quickly or instantly find the signature without any further
miteraction from the signer.

3170} For example, as illustrated 1n FIG. 17, in some embodiments, a user Alice’s
device 1700A signs an object such as a code commit using a delegated mobile enclave
session, which publishes to a Signature Service. Another user Bob’s device 1700B seeks to
verify the same commit and does so without interacting directly with Alice’s devices 1700A
or 1700C. In particolar, in some embodiments, Alice’s workstation 1700A {1} computes a

hash objection or file in step 1701, (2} requests signaturc of the hash from Alice’s mobtle key
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enclave 1700C m step 1702, which (3} publishes the signature to a signature service 1700E
such as the KrvptCo Signature Service. Bob’s Workstation 1700B (4) computes a hash of an
objection or file in step 1704, (5) requests trasted signers of the hash from Bob’s mobile key
enclave 1760D in step 1705, which (6) queries signaturcs from the signature service 1700E in
step 1706 and (7) verifics and retumns the trusted signatures to Bob’s workstation 17008 1o

step 1707

Enterprise Server Kev Enclave

Cloud Storage Access Control

{8171} In some embodiments, an enterprise enclave can be used to control access to
objects stored n a cloud storage service. In some embodiments, any application reading or
writing objects is first delegated an identity . In some embodiments, when creating a new
object, the application creates the object in cleartext form, generates a nonce key, encrypis
the new object with the nonce kev, and stores the resulting ciphertext in the cloud storage
service. The nonce key is then encrypied mto openers depending on the desired access and
published to the Opener Service. The delegated enclave connection is used to determine the

public keys of trusted identities.

Database Column Encryption

{6172} In some embodiments, encrypting specific columns of a database, such as credit
card and social security numbers, operates stnmularly to cloud storage access control. The
database client can be integrated with the kr APl to automatically cnerypt columns containing
sensitive data, granting access only to a subset of desired trusted dentities. Since, in some
embodiments, only the sensitive columns are encrypted, any searches on the data according
to such embodiments that do not use these columus specifically will operate normally. When
reading data from the database, the integrated kr API can automatically use any delegated
identities to decrypt the protected columns for normal application use. In some embodiments,

this integration does not require any change to the application code using the database client,
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[6173] For example, FIG. 18 illustrates, in accordance with some embodiments, a
Protected Object encrypted with a nonce key and published anywhere, where an Opener
Service 1800A such as KryptCo Opener Service only stores the constant-size openers. An
Edge Application Server 1300B running, ¢.g., in a cloud-based platform such as Amazon
Web Services (AWS) 1800C, (1) generates a nonce key and cnerypis an object at step 1801,
{2} retnieves trusted identities from a kev enclave 1300D 1n step 1802, (3) publishes
encrypted openers to trusted identities via an opener service in step 1803, and (4) publishes
an protected object ciphertext to cloud storage and/or a cloud-based database 1800E in step
1804,

3174} FIG. 19 iHustrates, in accordance with some embodiments, the ciphertext of a
Protected Object may be stored anywhere (inchuding the cloud 1900C) and decrypted using
an openet service 1900A (e g, the KryvptCo Opener Service). The Edge Application Server
1900B can (1) retrieve a protected object cphertext from cloud storage and/or a cloud-based
database 1900 in step 1901, (2) retrieve an encrypted opener from an opener service 1900A
m step 1902, (3) request opener encryption from a key enclave 1900D at step 1903, and (4}

decrypt the object using the nonce key at step 1904,

SSL/TLS Handshalkes

[8175] SSL/TLS certificates may be used as enterprise identitics. Web servers can use
certificates to authenticate to visitors by completing a SSL/TLS handshake. In order to
complete the handshake, the server performs either a signature or a decrvption using the
private key of the identity associated with the certificate. Traditionally, this private key was
stored on the web server machine. If this web server is hosted at a third-party cloud hosting
provider, the kev is no longer in complete custody ot the renter of the web server. In
addition, any sottware running on the same machine as the private kev may contain a
vulnerability that leads to the compromise of the key. Accordingly, in some embodiments,
the devices and methods disclosed herein overcome ong or more of these shortcomings

associated with the traditional approach.

Handshake Offloading

41



WO 2018/027059 PCT/US2017/045344

{0176} In some embodiments, an enterprise key enclave may be used o generate or store
a certificate private kev, while allowing edge web servers to use the key without nisk of
compromise. The enclave can be hosted in another cloud provider or on the premises of the
kev owner to maintain custody and isolation of the key.

{6177) In some embodiments, to use an 5SL/TLS private key stored in a Key Enclave on
aweb server, an administrator installs an Edge server application {e.g., Edge). In some
embodiments, HEdge is automatically provisioned with an X 509 certificate identity with role
“edge” on the same machioe as any application (incloding web servers) that require TLS
connections. {n some embodiments, Edge awarts any delegated sessions from Kev Enclaves
and maintaing the list of certificates and kevs 1t has access to through these sessions. In some
embodiments, instead of connecting directly to a web server or other TLS-enabled
application, incoming users’ devices connect to Edge. Edge then identifies which certificate
should be used to perform a TLS handshake and requests that the required private key
operation be performed by a delegating Kev Enclave. Once an enclave responds, the
handshake is completed by Hdge with the user’s device and plantext traffic is forwarded to
the locally-running web server.

3178} FIG. 20 iHustrates a TLS handshake initiated through Edge then offloaded to the
Key Enclave 2000A according to some embodiments, where Edge 20008 then acts as a TLS
forward proxy for the application {(in this case a Web Server 2000C). For example, a cliont
20000 (1) mitiates a TLS handshake with Edge 20008 in step 2001, (2} Edge 20008 requests
a signature and decryption from the key enclave 2000A 1n step 2002, which (3) responds with
private key operation output in step 2003, Edge 2000B (4} computes the TLS handshake
with the client 2000D in step 2004 allowing (5} Edge 20008 proxy TSL traffic between the

chient 2000D and web server 2000C wn step 2005,

Automatic ACME CSRs

{6179} In some embodiments, the Automatic Certificate Management Environment
{ACME) protocol allows users” devices to make Certificate Signing Requests (CSRs) and
have these requests automatically fulfilled after proving access to the DNS name in the CSR.

In some embodiments, instead of requiring user interaction, the Edge application can
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automatically inmtiate a CSR bv contacting an Enterprise Kev Enclave and forwarding any
domain validation requests that reach the Edge machine to the desired Enterprise Key
Enclave. As a result, m some embodiments, the CSR 1s fuifilled at the Kev Enclave which
stores the new certificate and private kev. In some embodiments, a CSR can be inutiated by
the operator of Edge, or automatically when a user’s device requests o handshake with a

certificate tor a specific domain {e.g., using the Server Name Indication (SNI) TLS feature).
Replication

13180} In some embodiments, since identity operations conducted by the Haterprise Key
Enclave are relied upon and used in real time, relving on a single enclave can create a single
point of a failure for a svstem. As a solution, in some embodiments, multiple enclaves may be
run anvwhere on the intemet, with the same or different sets of private keys and identities. In
some embodiments, the Edge server will utilize anv active enclave connections and load
balance between all that are available, allowing enclaves to come up and down frechy. In
some embodiments, Enterprise Key Enclaves may also be configured to antomatically
replicate any private keys that arc imported or generated to all other trusted enclaves.
Automatic key replication can alleviate the risk of the loss of an enclave, which otherwise

could render a private key inaccessible forever.

Access Control Lists

{3181} In some embodiments, Key Enclaves and the Opener Service can be leveraged to
mmplement cryptographicallv-enforced access condrol lists to arbitrary data. In some
embodiments, full access 1s granted to an object by publishing an opener for the protected
obiect encrypted to the authorized identity. Full or otherwise access can be revoked by
deleting an opener for the protected object previously authorized to an identity. When a user
wants to access a protected object, her Kev Enclave queries the Opener Service and decrypts

the opener encrypted to her wdentity.

Supervised Access

.
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[6182] In some embodiments, in addition to granting full access to a protected object,
users” devices can only grant a special supervised access where some subset of a group of
identitics must agree to allowing access to a protected object. Supervised access can be
granted by generating a symunetric nonce key, encrypting the plaintext object, and then
sphitting the nonce keov nio kev shares using a threshold secret-sharing scheme such as
Shamir’s Secret Shaning and/or X0OR secret sharing. Each share can be encrypted in an
opener to an identity that is part of the access group. When a user’s device attempts to access
an object vader supervision, cach supervisor’s Key Enclave can be requested to decrypt that
principal’s key share and send it to the requesting user’s device, allowing full decryption of
the object if enough supervisors’ devices approve. Upon creation, cach plaintext key share
can be signed by the creator so that supervisors’ devices can verity that they are not
decrypting arbitrary ciphertexts and sending the results to the requester.

{6183} For example, FIG. 21 illustrates supervised access between two partics
accomplished with openers that contain key shares in accordance with some embodiments.
Ag illustrated in Fig. 21, in some embodiments, a workstation 2100D (1) generates a nonce
key and encrypts an objection in step 2101, (2) splits the key mito shares in step 2102, (3}
requests key share signatures from a mobile key enclave 2100B 1n step 2103, which in turn
{(4) requests sign key shares from a signature service 2100A in step 2104, The workstation
additionally (3) retrieves trusted identities form the mobile kev enclave 21008 in step 2103,
{6} encrypis shares to wdentities as openers in step 2016, and (7) publishes the openers to an

opener service 2100 in step 2017.

Regquesting and Granting Access

[0184] In some embodiments, when a user’s device accesses a Protected Object but finds
that it does not have access, it may request access from the identitics” devices that do have
access. These wdentities’ devices can be found by querying the opener service, and aceess can
be requested by sending a secure message to cach. If an identity’s device with access accepts
the request, the device with access can download the opener encrypied to its kev, decrypt it,

and publish a new opener encrypied to the requesting party.

S5H Authentication
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{0185] In some embodiments, the mobile key enclave generates and stores an SSH kev
pair and delegates key pair access to a delegate computer, as in Figure 3. Tn some
embodiments, in order to delegate access to one or more private keys, the mobile key enclave
pairs with a computer that displays a newly generate public kev in a QR code. Once paired,
the delegate computer can request private key operations from the mobile key enclave. For
example, as tlustrated m FIG. 23, (1) a delegated computer 2300A can generaie a
public/private key pair in step 2301 and (2) display a public key using a QR code 2300B in
step 2302. A mobile key enclave 2300 can (3) scan the public kev QR code 23008 in step
2303, (4) generate an enclave asymmetric session key pair in step 2304, and (5) encrypt the
enclave public session key using the scanned workstation public key in step 2305, The
mobile key enclave 2300C can then {6) send the encrypted enclave public session key to the
delegated computer 2300A mn step 2306, The delegated computer 2300A can (7} accept and
decrypt the first enclave public session key in step 2307 and (8) request an identity from the
mobile key enclave 2300C over a secure session ni step 2308. The mobile key enclave 2300¢
can {9} transmit the stored identity over the secure session i step 2309, In some
crbodiments the key enclave may, for example, pair with a cloud instance using the same or

similar QR code logic that is used for pairing with a workstation.

Kev Generation

{0186} In some embodiments, the key enclave generates a public/private SSH key pair. In
some embodiments, the kev pair stored by the kev enclave for SSH authentication is also
used for other purposes such as PGP signatures. In some embodiments, the key pair is
generated and/or stored in secure hardware designed o prevent extraction of the private
portion of the key pair. In some embodiments, the private key is stored in secure hardware
that requires user authentication before performing private key operations. In some
embodiments, a public and/or private key may be mmported by scanning an encoding of it
with a mobile phone key enclave camera. In some embodiments, a private key to import may
be transmitted over a secure session established between key enclave and delegated
computer. In some embodiments, the importing of the private kev may be aufomatically

mitiated by software munning on the computer storing said private key. In some embodiments,

B
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the key enclave mav require conditions to be met before importing a private key, such as
authentication or confirmation from a key enclave administrator, verification of one or more
cryptographic signatures by a potentially-trusted party, or receiving of the kev over a specific

communication channel such as radio or camera.

Pairing
[3187] In some embodiments, the kev enclave can be paired with a workstation delegate.

The kev enclave owner mitiates a pairing by invoking a command, e.g., the “kr pair”
command 2201, ¢.g., in a termunal shell 2202 on the workstation delegate 2200A as shown in
FIG. 22A. In some embodiments, interfaces such a graphical user interface may be used. A
QR code 2203 1s printed to the terminal shell 2202 as shown in FIG. 224 In some
embodiments, a key enclave 22008 device’s camera 1s used to scan this QR code 2203 as
shown in FIG. 22B. In some embodiments, a QR code 2203 encodes a public key
corresponding to a privaic key gencerated by the workstation delegate 2200A. The key enclave
owner confirms their mtention to pair with this workstation 2200A by sclecting “Pair” 2204
on the kev enclave 2200B, shown i FIG. 22C. In some embodiments, this is confirmed by
displaying the name of the workstation 2200A in a confirmation dialogue. Upon the positive
contirmation by the key enclave owner, local authentication to the key enclave device 22008
1s requested from the key enclave owner in display area 2205 as shown m FIG. 22D In some
embodiments, local authentication may require the key enclave owner to enter 3 passcode or
binmetric data to authenticate with the key enclave itself. Upon successful local
authentication, the kev enclave 22008 generates an enclave asymmetric cryptographic
session key pair and encrypts the generated public key to the public key presented by the
workstation delegate 2200A. In some embodiments, a workstation delegate 2200A receives
an encrypted session public key from an enclave and decrypts and stores the public key. In
some embodiments, a workstation delegate 2200A generates a new public/private kev pair
before pairing with a new enclave. In some embodiments, only the first encrypted enclave
session public key is decrypted and stored by the workstation delegate 2200A. In some
embodiments, a workstation delegate 2200A uses the stored enclave session public key to

encrypt and authenticate conumunication to the key enclave 2200B. In some embodiments, a
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key enclave 22008 authenticates requests from workstation delegates 2200A using the
corresponding workstation session public kev presented in the QR code 2203, In some
embodiments, a workstation delegate 2200A sends a request to a key enclave 2200B using
the stored enclave session public key and awatts 3 response from the kev enclave 22008 to
confirm successful pairing with the kev enclave 2200B. n some embodiments, the
public/private key pair generated by the workstation delegate 22004 is a Curve25319 key
pair. In some embodiments, the enclave session public key is encrypted to the workstation
delegate 2200A public kev using the X25519 algorithm for key agreement, the XSalsaZ0
cipher for encryption, and Poly1303 for authentication. In some embodiments, the
workstation and enclave session public keys are used to authenticate and encrypt the session
using the same X25519, X8alsaZ0, and Poly1305 algorithms. In some cmbodiments, pairing
completion may be shown o the user in display area 2206 as illustrated in FIG. 22E.

[0188] In some embodiments, the key enclave can be paired with a workstation delegate.
The key enclave owner initiates a pairing by imvoking a command, on the key enclave, which
displays a QR code on the key enclave. In some embodiments, a workstation’s camera is used
to scan this QR code. fn some emobodiments, a QR code cncodes a public key corresponding
to a private key generated by the key enclave. The workstation owner confirms their
mitention to patr with this kev enclave. In some embodiments, this is confirmed by displaying
the name of the key enclave in a confirmation dialogue. Upon the positive confirmation by
the workstation owner, local authentication to the kev enclave device 1s requested from the
kev enclave owner. In some embodiments, local authentication may require the key enclave
owner to enter a passcode or biometric data to authenticate with the key enclave itself. Upon
successful local authentication, the workstation generates an asynunetric crvptographic
session key pair and encryvpts the generated public key to the public key presented by the kev
enclave. In some embodiments, a key enclave delegate receives an encrypted session public
kev from an enclave and decrvpts and stores the public kev. In some embodiments, a key
enclave delegate generates a new public/private key pair before pairing with a new enclave.
In some embodiments, only the first encrypted enclave session public key i1s decrvpted and
stored by the kev enclave delegate. In some embodiments, a key enclave uses the stored

enclave session public kev to encrvpt and authenticate communication to the workstation
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delegate. In some embodiments, the public/private key pair generated by the key enclave 1s a
Curve25319 key pair. In some embodiments, the session public key is encrypted to the key
enclave public key using the X25519 algorithmm for key agreement, the XSalsa20 cipher for
encryption, and Poly1305 for authentication. In some embodiments, the workstation and
enclave session public keys are used to authenticate and encrypt the session using the same

X25519, XSalsa20, and Poly 1305 algorithms.

Reguest Approval and Refection

13189} In some embodiments, paired delegate devices submit requests to the key enclave
to (1) query the enclave’s identity and (2) perform private key signatures.

0190} In some embodiments, a delegate device 2400A requests sigming of SS5H session
data. As illustrated in FIG. 24, n some embodiments a paired computer 2400A performs SSH
authentication using the mobile key enclave 2400B s identity by delegating private key
signatures to the mobile key enclave 2400B. Steps 2401 and 2402 depict the original SSH
protocol key agreement between the paired delegate device 2400A and a remote server
2400C, stops 2403-2406 depict the signature request, user approval, policy enforcement, and
signature response between the delegate device 2400A and the mobile key enclave 24008,
and steps 2407-2408 depict the conclusion of the SSH protocol between the paired delegate
device 2400A and the remote server 2400( using the requested signature retured by the
mobile key enclave 2400B. The delegated {paired) computer 2400A (1) initiates S5H
authentication with a mobtile key enclave 2400B SSH identity on a remote server 2400C in
step 2401, The delegated (paired’ computer 2400A and the remote server 2400C (2) perform
an SSH key agreement in step 2402, The delegated (paired) computer 2400A (3) requests a
signature of the SSH session data from the mobile key enclave 24008 in step 2403, The
mobile key enclave 24008 (4) evaluates the signature reguest against policies and/or user
approval of the displayed request in step 2404 and (53) performs the signature and presents
notification of the private key operation in step 2405, The mobile key enclave 24008 (6}
sends the signature of the SSH session data to the delegated (paired) computer 2400A 1n step
2406, The delegated (paired) computer 2400A forwards the signature of the SSH session

data to the remove server 2400C 1n step 2407, The delegated (patred) computer 24004 and

43



WO 2018/027059 PCT/US2017/045344

the remote server 2400C (8) continue authentication of the SSH session in step 2408, In some
embodiments, the S5H session data includes the ficlds described m the

S5H MSG USERAUTH REQUEST in RFC 4252 section 7. In some embodiments, the
S5H session data is the hash of a shared secret between the remote server and user.

{0191} In some embodiments, the enclave 2200B presents the roquest to the user as
shown i FIG. 22F 1 a display area 2207, the enclave 22008 receives the user’s approval or
rejection, and upon approval the enclave responds to the delegated device with the signature
as shown n FIG. 226 In some embodiments, the key enclave requires a user to authenticate
locally with fingerprint, biometric, or password authentication before processing a user’s
approval or rejection of a request.

13192} In some embodiments, the workstation delegate sends approval requests overa
push notification service such as Apple Push Notification Scrvice or Firebase Cloud
Messaging, or over Bluctooth Low Energy. In some embodiments, said notifications awaken
the key enclave device even if the key enclave device 18 not nunning or is suspended. In some
embodiments, these notification payloads contain the request body, encrypted and
authenticated with the synumetric session key established in the pairing process.

[3193] In some embodiments, requests are transmiited over an outbound-only connection

50 as not 1o be filtered by inbound firewall rules.

Policies

[0194] In some embodiments, the kev enclave contains policies to determine whether to
accept or reject a request from a delegated computer. In some embodiments, an enclave
presents the user with the option to allow a specific type of request for a specified time
duration, as m FIG. 3A. In some embodiments, an enclave contains a policy that allows or
rejects requests based, for example, on tvpe of transport, IP address, geolocation, the contents
of the request, the history of other requests, and/or approval or rejection by other enclaves or
computers. FIG. 4 shows an example where a user has selected the option of allowing the
request once and a confirmation 1s displaved. As illustrated in FIG. 22H, in sone
embodiments, the user may look at a hist of approved reguests 2208 displayed on the key

enclave 2200B sent from a paired workstation 2200A. The user may adjust the frequency of
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confirmation for approval requests on a per workstation basis. The display may also mclude
an “Unpair” button 2209 which the user taps to remove the paired workstations ability 1o

send approval requests and unpairs the workstation.

Adding Public Kev {o Services or Servers

[0195] In some embodiments, a paired delegate can assist the key enclave owner in
uploading the kev enclave public key to services such as GitHub, Bitbucket, Amazon Web
Services, Google Cloud. In some embodiments, a paired delegate can programmatically login
to a server and add the kev enclave owner’s public key to the access controd list on the server.
In some embodiments, software on the delegate device authenticates to a remote server
through a pre-established authentication method and adds the key enclave’s identity to said
remote server’s access control list, allowing the credential stored n the key enclave to be
used to authenticate to said remote server. In some embodiments, software on the delegate
device or kev enclave then disables one or more pre-existing awthentication methods that may

be considered less secure than using the key enclave to authenticate.
Audit Logging

{8196} In some embodiments, a key enclave may record some or all of the data associated
with a private key signature mcluding but not iimited to the date and time of the signature, the
remote server’s IP address, the key enclave’s GPS location, and/or the requested SSH
command 1o the request. The key enclave may record this information to produce the key
enclave’s audit log.

{8197} In some embodiments, the key enclave can perform data analysis or machine
leaming techniques to detect possible intrusions and/or malicious or abnormal SSH loging. In
some embodiments, the kev enclave performs a clustering analysis on audit log entnies to
identify potentially abnormal incoming operation requests and prevents an incoming
operation or alerts the key enclave administrator as a result of said analvsis.

(3198} In some embodiments, the key enclave can send the audit log to a remote server
and/or computer, and/or ancther application running on the key enclave. This can allow the

audit log to be monitored and/or analyzed by the remote server and/or computer, and/or other
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application running on the kev enclave, for example, to detect possible intrusions or

malicious SSH logins.

SsH Client Inteoration

{6199} In some embodiments, an SSH client installed on the workstation delegate
cormmunicates with a key enclave. The $8H clicnt may, for example, communicate using a

PKCS11 module and/or an S5H agent.

PRCS11 Module

0204} In some embodiments, an SSH client on a delegate computer dynamically links a
PKLS1 module that allows communication with a key enclave. In some embodiments, an
S8H chent links a PRCS 11 module that forwards communication to a key enclave through
software running on the delegate computer. In some embodiments, an SS8H client on the
delegate computer is configured to use said PKCS11 module o communicate with the key

enclave.
SSH Agent

(0201} In some embodiments, an S5H client on the delegate computer commumicates
with an SSH agent that forwards conumumication to a key enclave. In some embodiments, an
SSH client requests one or more signatures from an SSH agent that requests one or more
signatures from a key enclave and returns one or more signatures to the S5H chient. In some
embodiments, an S5H client is configured to use said S5H agent to communicate with the

kev enclave.

SSH Host Authentication

{8262} In some embodiments, a kev enclave that stores one or more public kevs or data
derived from one or more public keys verifies the signature of SSH session data as requested
by a delegate computer, as in FIG. 26, In some embodiments, the delegate computer 2600A
begins an SSH session with a remote scrver 2600C n step 2601 and the remote server 2600C

sends a signature of the S8H session data in step 2602, In some embodiments, an S5H chient
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proxies traffic to another locallv-running program on the delegate computer 2600A that
forwards the public key and SSH session data signature sent by the remote host that 1s being
accessed via SSH to a paired Kev Enclave 2600B 1n step 2603 In some embodiments, the
Key Eanclave 2600B verifies that the provided remote host SSH session data signaturc is a
signature made by the provided remote host public kev in step 2604 and signs the same SSH
session identifier as i the delegate’s SSH authentication request. In some embodiments, the
Key Enclave 2600B displays to the user the result of the verification in step 2605, In some
embodiments, the Key Enclave 26008 verifies the host’s signature with at least one public
key in a list of known host public keys stored on the key enclave 2600B or remote server
2600C, and the key enclave sends the requested signature only if said verifications succeed in
step 2606.

10203} In some cmbodiments, the Key Enclave 2500A requests permission from the Key
Enclave user to approve a request to communicate with a remote host using user interface
2501 and compares the public kev offered by the remote host that 15 the target of the SSH
connection to #ts fist of trusted remote hosts as ilustrated in FIG 25A. In some
cmbodiments, the Key Enclave 2500A will display its list of known trusted hosts 2502 as
shown i FIG. 258 and a user may edit the hist of known trusted hosts. In some
embodiments, a Key Enclave 2500A will inform the Key Enclave user if the public key for
the remote host being accessed docs not match the known hosts via display 2503 as shown in
FI(. 25C and will send back a reject message to the delegate computer.  In some
embodiments, the Key Enclave 2500A will reject a request if the public key of the SSH target
machine is not on a permitted list. In some embodiments, the Key Enclave 2500A compares
the public kev offercd by the remote host that 15 the target of the S8H connection to 3 list of
untrusted remote hosts, and sends back a reject message to the delegate computer if the public
key of the SSH target machine 13 on the untrosted list.

{0204} In some embodiments, upon an SSH authentication request from a workstation
delegate, the Key Enclave performs the SS5H authenticated key agreement with the remote
host, performing any configured remote host public key venfication, and upon approval,
returms the S58H seoret session key to the delegate. In some embodiments, the delegated

workstation resumes the SSH session with the retumed SSH secret session kev. in some
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cmbodiments, the workstation delegate connects to a remote host and teraporarily proxics the
traffic to the Key Enclave. In some embodiments, the Key Enclave performs SSH key
agreement with the remote server over the delegate’s proxy and returns the SSH secret
session key to the delegate and the delegate continues the session. In some embodiments, the
Key Huclave does not return the secret session kev, but mstead monitors the contents of the
SSH session as a proxy between the delegate and remote server, pertorming the encryption
and authentication in both directions using the SSH secret session key. In some embodiments,
the Kev Enclave allows the S8H session to continue or siops it based on configured policies
and the contents of the session such as the commands being requested by the delegate or the

length of the response of the remote server.

OpenPGP Sisning

{0205] In some embodiments, the delegate computer sends a request to the Key Enclave
for an OpenPGP signature of text or binary data. In some embodiments, the Key Enclave
requests permission from the Key Enclave user to approve the request, and in some
embodiments this request contains the full or partial contents of the text or binary data that 15

to be signed.
Gt commit and tag sioning

60206} In some embodiments, the delegate computer forwards a request for the signimg of
a (it commit or tag by sending the object to be signed to the Key Enclave.  In some
embodiments, a git conunit or git tag signature request to the kev enclave includes the git
comimit or git tag data. git commit or git tag data are described further m (itSignatures. In
some embodiments, a Key Enclave 2700A will display the commit object 2701 to be signed
and wait for user approval or rejection as shown in FIG. 27A.  In some embodiments, a Key
Enclave 2700A will display the tag object 2702 to be signed and wait for user approval or
rejection as shown m FIG. 278, ifthe user approves, a hash of the request 1s computed and
signed by a private key held on the Kev Enclave. The resulting signature 1s sent back to the

delegate computer for mclusion in the Git conmmit or tag object.

Multi-party authentication

4
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[0207] In some embodiments, a key enclave may implement multi-party authentication
that uses more than onc key enclave to approve a request by signing an object or performing
a cryptographic operation with their private keys. In some embodiments of this approach, a
delegated computer can request that a key enclave present multiple signatures for a given
request such as fogging into a specific host. The kev enclave may communicate with other
kev enclaves to coordinate the delivery of sufficient digital signatures for the approval of the
request.  In such an embodiment, each key enclave may ask for approval from its principal,

thus implementing multi-party authorization.

Web Browser Compatibility

[0208] In some embodiments, the use of X509 certificates and TLS for authentication
between microservices affords compatibility with web-browser chient certificates. In some
embodiments, an “admin” role client certificate can be administered by the organization CA
and installed into a web browser to allow administrators to securely access microservices
right in their web browsers. In some embodiments, the Enclave Router Dashboard 2800, as
shown in FIG. 28, is a web-based visual interface for viewing and controlling the delegation
between Key Enclaves and delegates. In FIG. 22A-B A user initiates pairing bv typing
command “kr pair” in {A) and then scans the QR Code with Mobile Kev Enclave in (B). In
FIG. 22 C-E User confirms the workstation by tapping “Pair” m {C) then approves the action
by authenticating with the Mobile Key Enclave in (D) and then the pairing completion is
shown to the user m (E). In FIG 22F-G when a private key request is initiated by a paired
device, the user gets a request detailing the requested operation as shown in (F}. Upon the
user allowing the request, a confirmation is showa to the useras in {(G). I FIG. 22H The
user may look at a list of approved requests sent from a paired workstation as shown i (H).
The user may adjust the frequency of confirmation for approval requests on a per workstation
basis. (H) also shows an “Unpair” button which the user taps to remove the paired

workstations ability to send approval requests and unpairs the workstation.

Hash-1RE Object Service
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{0209} In some embodiments, a Hash-URL or HURL 15 a standard URL that contains a
32-byte hash in the path of the URL. This hash is equal to the hash of the resource located at
the URL. Hence, 1n some embodiments, given only an HURL, one can verify the integnty of
the HTTP response by looking only at the data and the 32-byte hash in the URL path.
[0216] In some embodiments, the HURL Object Service comprises a system that stores
and serves arbitrary data objects where each data object can be accessed by a standard
HURL. For example, in some embodiments, the HURL Object Service comprises and/or
performs one or more of the folowing:

1. An API method to publish an arbitrary sequence of data bytes where this resource can

be access by the hostname of the HURL Object Service with the hash of the sequence

of data bases as the appended path name

)

An AP method 1o retrieve a data object by specifying its hash

{0211} In some embodiments, the procedure for verifying the integrity of a data object
located at an HURL comprises one or more of the following steps:

1. Send an HTTP request to the HURL

o]

Hash the response data object
Compare the hash with that of the hash i HURL path

3
4. The data has integnity if and only if the hashes are cquivalent

Web-based Public Kev Looin

[06212] In some embodiments, App users can log nto a website using their app identity.
For example, n some embodiments, first, a website presents a challenge in the form of a QR
code that encodes the login URL and a random nonce. The user then scans the QR code,
causing app to sign the challenge and send it to the login URL. Upon venfying the signature
of the challenge, the website now knows the identity this user has access to, without the entry
of anv username or password.

8213} In some embodiments, since the app can prove the pablic key identity of the

principal to the website, the website may use the principal’s public key to encrvpt data for the

&
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principal user. in some embodiments, the tvpe of data websites encrypt could be personal
mformation entered on the site and email or other direct communication.

214} Additionally, in some embodiments, since the app can prove the public key
identity of the principal to the website, the website may query the witness statements about a
principal and preload account information on the wehsite with atirtbutes from witness

statements.

Using delegated kevs o implement system security and authentication

10215] So far we have deseribed the identity and trust management system on the Key
Enclave in accordance with some embodiments, as well as the framework to delegate an
identity to another machine via a secure connection to the Key Enclave in accordance with
some embodiments. Next, we will describe services that can be operated by a central
authority in accordance with some embodiments. These services do not need to be trusted,
meaning that im some embodiments end-clients do not assume the integrity or privacy of data
obtained from these services. In fact, in some embodiments, clients can crvptographically
verify responses from these services.

{0216} In some embodiments, anv or all of the services in this section may be hosted by
ong or more enterprises, individuals, or organizations in a publicly or privately accessible
manmner. Any devices using these services may use multiple of the same type of service
hosted by the same or different parties and combine results from some or all of the accessed
SCTVICES.

0217} In some embodiments, a primary goal of these services 1s {o increase ease of use
for end users of the system and to provide reliable communication channcls between
principals and devices. Thus, 1 somc embodiments, these services are not trusted, and
mstead all communication along these channels are independently verifie

[0218] In some embodiments, encrypted data advantageously does not need to be
annotated with instructions on how to decrypt. Hence, an encrypted object can simply be sent

around or published publicly.
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{06219} Similarly, in some embodiments, signed data docs not need to be annotated by the
cryptographic signature. Anv principal can determine which principals have signed an object

simaply by knowing the object.

Onener Service

{0220} In some embodiments, the opener service is a representational state transfer
{(REST) service that maintains a database of opener objects. This service can be gueried to
lookuyp openers or to publish new openers. Openers are associated with an encrypted object,
and typically users’ devices can lookup openers by taking the hash of an encrypted object and

querving the opener service with this hash.
Openers

221} In some embodiments, an opener can be described as a small crvptographic
“program’ that decrypts an object. In some embodiments, an opener contains the following
properties

e Public Key Hash

e Wrapped Key

where the “Public Keyv Hash™ identifies principal that can use this opener, by their public key.
In some embodiments, the wrapped key is a nonce object symmetric key encrypted with the
principal’s asymmetric public key.

[06222] In some embodiments, given a list of openers and a protected object. a principal
can tterate through the list and find the opener created for them by looking at the public key
hash on cach opener. Next, the principal asymmetrically decrypts the wrapped key using their
private key. Finally, the principal uses the decrypted wrapped key to symmetrically decrypt

the protected object.

Openers indexed by the hash of the protected object

10223} In some embodiments, a main utility of the opener service is that a list of openers

is indexed by the hash of a protectied object.
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[6224] For example, in some embodiments, 1o protect an object for a list of principals
{Alice, Bob, Carl}, the followmg exemplary procedure is followed:

1. Generate a new random nonce object key,

2. Compute the ciphertext by encrypting the object with the nonce key.

3. Compuic the hash of the ciphertext

4. Create an opener tor each of {Alice, Bob, Carl} by encrypting the nonce object key
with each of {Alice, Bob, Carl} respective public keys.

5. Publish the list of openers {Openeraice, Openerser |, Opencrcan } indexed by the hash

of the ciphertext computed n step (3) to the opener service.

[0225] In some embodiments, the creator of the protected object can then, for example,
publish the protecied object anywhere like a 3rd party cloud storage service (Amazon AWS,
Bropbox, Google Cloud), or send it to recipients directly via email, phong, etc.

10226} In some embodiments, upon receiving a protected object, any principal can take
the hash of the protected object and query the opener service with this hash. In some
embodiments, if this hash has been registered, the opener service returns a list of openers
mdexed vader this hash. For example, if Alice receives the protected object above, she could
find the opener with her public kev hash, decrypt the wrapped svmmetric key using the

asymmetric private key, and decrvpt the protected object using the decrypted symmetric key.

Openers for principal sets

10227} In some embodiments, a key that corresponds to a set of principals is generated as
follows:

I. Generate a new nonce public key pair for the principal set.

2. Create an opener for each of the members of the principal sct {Alice, Bob, Carl} by
encrypting the principal set private key with each of {Alice, Bob, Card} respective public
keys.

3. Publish the list of openers {Opencrance . Openermy , Openeres § indexed by the hash of

the principal sct public koy computed in step (1) to the opener sarvice,
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[0228] The public key corresponding to the prncipal set can then be published by the
WOTAPI, and used by other principals to encryvpt kevs in openers o grant access (o any
principal in the principal set.  Hthe user is part of a principal set they can recover the
principal set private key from the principal set opener, and use the principal set private key to
open other openers.  The principals in a set can be updated by changing the set of openers
associated with the principal set public key hash.  Principal sets can include openers for the
private keys of other principal sets, permitting the establishment of hicrarchical protection
rules.

[6229] In some embodiments, as a performance optimization objects can be encrvpied
with an asymmetric key by first encrypting the object with a nonee symmetrie key, and then

encryphing the nonce symmetric key with the asymumetne key.

Openers indexed by initialization vector of encryption

[6230] In some embodiments, openers are indexed by the randomly generated token used
as the mitialization vector of the protected object’s encryption. This mitialization vector is
stored at the beginning of a protected object, followed by the ciphertext. When accessing a
protected object, the beginning of the protected object containing the nttialization vector is
looked up in the Opener Service. Indexing openers by the initialization vector stored at the
beginning of the protected object allows the publishing of an opener protecting an object that
is stili in the process of being fully encrvpted, in which case the protected object’s hash is not
vet computable (o.g. in the case of encrypting a stream of data). In this way, a stream may
also be decrypted before the entire ciphertext of the protected object 13 available. The
decrypting party first receives the initialization vector, looks up an opener it has access to in
the Opener Service, then begins decrypting the protected object as cach part of the ciphertext

areives.

Wrapped Kevs for revoked principal kevs are deleted

8231} In some embodiments, a revocation may indicate the compromise of akey. In
some embodiments, the Opener Service deletes any wrapped keys encrypted to a public key

that has been revoked, preventing any party that has compromised a key from gaining access
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to protected objects that the compromised key can access. The Opener Service periodically
checks for new revocation statements published to the WOTPKI and performs the
corrgsponding wrapped key deletions when finding a new revocation.

10232} In some embodiments, when a key revocation is discovered by the Opener
Service, the wrapped key in any openers pertaiing to the revoked public key hash are
deleted, but the public key hashes inside the openers are kept, allowing the party that created
the opener to remember that the principal with the stored public key hash had access to the
corresponding Protected Object. Keeping the public key hashes of openers corresponding o
revoked public kevs allows the creator of the Protected Object to create a new opener for the
principal whose key has been revoked. The creation of new openers may occur once the
principal whose key has been revoked has established a new profile and the Protected Object

creator has established trust that this new profile is owned by the revoked principal.

Indirect kev Protecied Obiects for eranting access to a set of principals

6233} In some embodiments, an asvmmetric private key may be protected to cach
principal’s public key in a set of principals in order to enable granting access to a different
protected object using a single opener. To add a user to the set of principals, an opencr for the
asymmetrnic private key is encrypied to that user’s public kev. To grant access 1o a protected
obiect to the entire set of principals, an opener for the protected ohiect is encrypted to the

public key corresponding to the set of principal’s private key.

Additional Exemplary Embodiments

[8234] In some embodiments, devices can store a private kev and trusted public kevsin a
key enclave, where the private key does not leave key enclave. The key enclave can delegate
private key operations to outside authorized parties.

{0235] In some embodiments, devices can cvaluate trust of principals’” public keysin a
kev enclave. A key enclave can delegate access to its mapping of identitiers {¢.g. email and
phone) to trusted public keys. A kev enclave can determine trust based on configured

policies and principals’ witness stateroents.
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[06236] In some embodiments, a mobile phoune acts as key enclave. The mobile phone can
be automatically awakened by running the kev enclave as a background process. Ifthe
device is offline, off, or unreachable, a time-out can coour.

103237} In some embodiments, a user’s device can delegate from a secure enclave on
mobile phone to a desktop application by scanning a (R code to establish a secure
connection.

{8238} In some embodiments, a key enclave can be delegated to cload mstances. In
some embodiments, the key enclave pairs with a cloud mnstance using QR code logic.

[(3239] In some embodiments, a first kev enclave may implement multi-party
authorization, wherein the first key enclave and one or more second key enclaves approves a
request by signing an cbhject and/or performing a cryptographic operation with their
respective private keys. In some embodiments, a delegated computer can request that a first
kev enclave present multiple signatures for a given request. The request may, for example,
be for logging into a specific host. The first key enclave may communicate with the one or
more second key enclaves to coordinate delivery of the requested digital signatures for the
approval of the request. In some embodiments, the first key enclave and the second one or
more key enclaves may deliver their signatures to the delegate computer dirgctly, via one or
more other devices, and/or via the first key enclave. In some embodiments, cach key enclave
may ask for approval from a principal associated with the key enclave.

{8244} In some embodiments, a kev enclave displays the type of signature requesied by a
delegate when the key enclave requests permission from its user to process a signature
request received from adelegate.  In some embodiments, the type of signature requested is
determined by the format of the object presented for signature by the delegate.  In some
embodiments, the tvpe of signature requested is determined by a signature type identifier in
the object presented for signature by the delegate.  In some embodiments, the type of a
signature restricts how the signature can be used. In some embodiments, only certain
signature types are accepied for the authorization of a delegate to act on behalf of a principal
to access remote resources.  In some embodiments, the type of a signature can restrict a
principal signature to a specific role. In some embodiments, the role ¢an restrict the kinds of

operations the delegate may do on behalf of the principal.  In some cnibodiments, a seeret
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key that 15 used to sign an object depends upon the tvpe of signature request. In some
embodiments, the secret key that is used to sign an object depends upon the role to be
authorized for a delegate.

10241} In some embodiments, devices can use witness statements with a Web-of-Trust
PKI Service. This includes, for example, in person witnessing with key exchange via QR
codes, among other methods. Devices can set policies for establishing trust - e.g., based on
number, type, source, etc. of witness statements in a Web-of-Trust PKL

10242} In some embodiments, devices can perform delegation of private key operations
and/or trusted mappings from a key enclave to another device. A key enclave and device can
form a secure connection, the device can send requests to a key enclave, the key enclave can
perform cryptographic operations within the key enclave, and can return operation outputs
over the secure connection with the private key remaining within the key enclave. The key
enclave can maintain control of what delegated operations it performs and can log what
delegated operations it performs. The key enclave can revoke access by terminating the
secuie connection. The key enclave can reject a specific requested operation based upon
policy specifications that control what operations a specific delegate can request.

68243} In some embodiments, openers allow an encryvpted key that decrypts an encrypted
object to be created for a user, located using the user’s public key and the protected object’s
hash {or mitialization vector}, and decrypted with the user’s privaie key so that the user’s
device can decrvpt the object. The object can be encrypted with a first kev. The first key can
then be encrypted with a user’s public key to create an opener for that user. For example, a
device can encrypt the first key with Alice’s public key to create an opener for Alice. Alice™s
opener can then be published and indexed by a hash of a ciphertext computed by encrypting
the object with the first kev. When Alice receives the encrypted object, she can compute a
hash of the encrypted object (or its initialization vector), use this value to find the list of
openers for this encrypted object, use her public key hash to scarch for her opener, use her
private key to decrypt the first key, and use the first key to decrypt the object.

[0244] In some embodiments, a Signature Service provides a new way of publishing
signed objects. An object can be signed with a private key. The signature service can then

create a record with a hash of the object, the public key of the signer, and the signed hash of
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the object. Users’ devices receiving the object can then look up signatures of the object by
searching for the record, which has the hash of the object, the corresponding public key and
digital signature. The signature service can thus provide a database mapping hashes of
objects to signatures of objects so that a user’s device can query the database for signatures
on arbitrary data.

[0245] In some embodiments, a Courter Service can provide secure connections in which
the courner operator does not leam contents transmitied over the secure connections by end
users where the users” devices encrypt and sign the content before sending the content over
the counier service. Chients can be connecied using a shared session nonce, providing global
addressability. A communication channel can be established between multiple devices by
only exchanging the session nonce (derived from session key).

0246} In some embodiments, a Messaging Service allows users’ devices to send
encrypted messages that cannot be forged and can be decrypted with the recipient’s private
kev and verified using the sender’s public key.

{0247} In some embodiments, a Web of Trust PKI provides a way of establishing trust by
cvaluating witness staterents vouching for the trustworthiness of a public key. This can
solve the problem of needing an mitial trust relationship to know that the person providing a
public key is in fact who they say they are because one or more witness statements can be
used to venfy the identity.

6248} In some embodiments, a revocation service can be used. A user’s device can sign
a revocation statement with a private key and store the signed revocation statement {e.g., in
email or encrypted with a password). If a user loses a private key {e.g.. cell phone with key
enclave lost), then the user’s device can publish the signed revocation statoment (c.g., via
email or by entering password with revocation service).

(63249} In some embodiments, a Hash-URL can be used. For example, a server can host a
resource addressable by a URL containing its hash. E.g. the path to object could be
server.com/hash_of object. A user’s device can then visit the URL, compute a hash of the
data, and compare with the hash portion of the URL to verify the mtegrity of the data. This

can make the data self-authenticating.
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[03250] In some embodiments, a ERS can provide a gateway where servers broadcast their
current network address and leam of other servers in the same or other trusted organizations.
This can map a full role DNS name to the latest network address of a server, satisfying
browser TLS certificate venification. As new servers are added or existing servers change
network locations, ERS can allow other servers to always reach them with their full role DNS
name.

[0251] In some embodiments, Key enclave seif-configuration can use ERS to
automatically find and delegate to edge servers within the same organization.

[3252] In some embodiments, a mobile phone acts as key enclave. The mobile phone can
be automatically awakened by running the kev enclave as a background process. Ifthe
device is offline, off, or unreachable, a time-out can ocoour.

[0253] In some embodiments, a user’s device can delegate from a secure enclave on
mobile phone to a desktop application by scanning a QR code to establish a secure
connection.

{0254] In some embodiments, door files can contain information o create a two~-way
securc connection 1o a remote maching — ¢.g., a verified public key for the remote machine.
The door file can be encrypted and distributed and then opened with an Opener. This allows
secure access to a remote machineg to be granted by providing an opener to open the
encrypted door file and allows those granted access to establish securce connections
automatically verifving the remote machine’s public key.

[0255] In some embodiments, a key enclave can be used to sign SSH session data after
user approval, providing a mechanism for user authentication.  Signing policies can permit a
key enclave to automatically approve and sign requests within a time window or based upon
other attributes of the request.

[3256] In some embodiments, a key enclave can check the public key or its hash
presented by a remote SSH server that has been forwarded by a delegate computer and
authenticate that the remote SSH server’s public key 1s valid by comparing it with a list of
trusted host public keys or trusted hashes.

{0257} In some embodiments, a key enclave can display a Git commit or tag object for

signature after a Git commit or tag request at a delegate computer. If the user grants
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approval, the Git object is signed by a private key contained in the Key Enclave, and retumed
to the delegate computer where 1t is included 1n the stored data associated with the Gu
commit or tagging request.

13258} These and other embodiments are desoribed in further detail above.

N
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Claims
1. An authentication method comprising:

receiving a request for a digital signature of data from a delegate computer over a
secure channel using cryptography to provide authentication, wherein the secure channel

comprises at least one wircless commumnications ink;
displaying information derived from the data;
prompting a user for approval of the request with mformation derived from the data;

in response to receiving approval from the user, ereating the digital signature of the

data using onc or more private kevs stored in a key enclave; and

sending the digital signature to the delegate computer over the secure channel.

2. The asthentication method of Claim 1, further comprising:

reading a first key displaved on the delegate computer with a camera, wherein the first

key is a public key,
sending a second kev to the delegate computer; and

securing communication with the delegate computer using at least one of the first and

second kevs or ong or more kevs derived from the first and second keys.

3. The authentication method of Claim 2, further comprising:

recelving duning a confirmation stage a message from the delegate computer secured
using at least one of the first and second keys or one or more keys dentved from the first and

second keys; and
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confirming the secure channel in response to receiving the message from the delegate

compuier.

4. The authentication method of Claim 1, further comprising:
displaying a first key, wherein the first key is a public key,
receiving a second key from the delegate computer; and

securing communication with the delegate computer using at least one of the first and

second kevs or ong or more kevs derived from the first and second keys.

5. The authentication method of Claim 4, further comprising:

sendmg during a confirmation stage a message to the delegate computer secured using
at least one of the first and second keys or one or more keys derived from the first and second

kevs.

6. The authentication method of Claim 1, wherein the data 15 SSH scesion data.

7. The authentication method of Claim 6,
wherein:

the receiving a request for the digital signature of data from the delegate computer
comprises receiving trom the delegate computer a signature request that contains a host

signature of an S5H session identifier; and
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the sending the digital signature to the delegate computer comprises sending the
digital signature o the delegate compuier in response to successfully venifving the host

signature; and
the method further comprising:

verifving that the host signature is a signature ot the SSH session identifier, wherem
the verifying comprises using at least one public key in a list of known host keys stored on at
least one of the key enclave or a computer distinet from the key enclave and the delegate

computer.

8. The authentication method of Claim 1, wherein one or more approved signature requests

are recorded 1n a log,

9. The authentication method of Claim 1, wherein one or morg approved signature requests

arc recorded 1o a log stored on the key enclave.

10, The authentication method of Claim 1, wherein one or more approved signature requests
arc recorded 10 a log stored on a computer distinet from the key enclave and the delegate

computer.

11. The authentication method of Claim 1, wherein the data is a Git commit object.

12. The authentication method of Claim 1, wherein the data is a Git tag object.
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13, The authentication method of Claim |, further comprising:
computing a hash of the data; and

computing the digital signatire using the hash.

14. The authentication method of Claim 1, further comprising:

receiving during a specified time interval a request for a second digital signaturc of

second data from the delegate compuier over the secure channel; and

sending the second digital signature to the delegate computer over the secure channel

without requiring approval from the user.

15. The authentication method of Claim 1, further comprising connecting to the delegate

computer usimg a routing service.

16. A verification method comprising;

receiving a request from a delegate computer for venfication of a digital signature
over a secure channel using crvptography to provide authentication, wherein the secure

channel comprises at least one wirelgss communications link; and

verifying the digital signature using at least one of one or more public keys stored in a

key enclave or data dertved from the one or more public keys stored in the kev enclave.
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17. The verification method of Claim 16, further comprising:

sending the delegate computer a response to the request for verification of the digital
signature, wherein the one or more public keys are stored with an associated level of trust and

the response comprises the level of trust.

18. The verification method of Claim 16, further comprising:

reading a first key displayed on the delegate computer with a camera, wherein the first

key is a public key:
sending a second kev to the delegate computer; and

securing communication with the delegate computer using at least one of the first and

second keys or one or more kevs derived from the first and sccond kevs.

19, The verification method of Claim 18, further comprising:

receiving during a confirmation stage a message from the delegate computer secured
using at least one of the first and second keys or ong or more keys derived from the first and

second keys; and

confirming the secure channel in response to receiving the message from the delegate

compuier.

20. The vernfication method of Claim 16, further comprising connecting to the delegate

computer usimg a routing service.
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21 A verification method comprising:

receiving a request from a delegate computer for at least one of one or more public
kevs or data derived from the one or more public keys over a secure channel using
crvptography to provide authentication, wherein the secure channel comprises at least one
wirglgss communications link and the one or more public keys are stored in a key enclave;

and

sending at least one of one or more public kevs or data derived from the one or more

public kevs to the delegate computer,

22. The verification method of Claim 21, wherein
the one or more public keys are stored with an associated level of trust; and

sending the at least one of one or more public keys or data denved from the one or

more public keys to the delegate computer comprises sending the level of trust.

23. The verification method of Claim 21, further comprising connecting to the delegate

computer using a routing service.
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