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METHODS AND DEVICES FOR PACKET ROUTING IN
COMMUNICATION NETWORKS

TECHNICAL FIELD

The present disclosure generally relates to Multi-Protocol Label

Switching (MPLS) communication networks, and more specifically to
methods and devices for entropy label handling in the MPLS

communication networks.

BACKGROUND

This section introduces aspects that may facilitate better

understanding of the present disclosure. Accordingly, the statements of this
section are to be read in this light and are not to be understood as
admissions about what is in the prior art or what 1s not in the prior art.

Traffic load-balancing over Equal Cost Multi Path (ECMP) or Link
Aggregation Group (LAG) 1s widely used in IP(Internet Protocol)/MPLS
networks. Entropy Label and Flow-Aware Transport are mechanisms for
MPLS transit nodes to perform load balance without deep packet
inspection.

Traffic Engineering (TE) tunnels are popular in 5™ Generation (5G)
networks to accommodate application specific performance such as low
latency. Usually, multiple labels shall be encapsulated into packets for
traffic steering.

VXLAN(Virtual eXtensible Local Area Network)/NVGRE(Network
Virtualization using Generic Routing Encapsulation) are widely supported
by switch chipsets in the market. Inside entropy information is calculated
and set into packets with different sizes, e.g., about 14bit for VXLAN and
about 8bit for NVGRE.

However, in the Entropy Label mechanism, a label pair (Entropy
Label Indicator (ELI) + Entropy Label (EL)) may consume excessive parts
of an MPLS label stack, and ingress nodes and transit nodes may be
heavily impacted. When a plurality of label pairs are required for the
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transit nodes with limited entropy reachability, an ingress PE has to push to
many labels. This may impose heavy impacts on customer networks and
generally may not be acceptable for the TE tunnels.

Furthermore, in the Flow-Aware Transport mechanism, only Layer 2
Virtual Private Network (L2VPN) scenarios may be supported. Also, TE
tunnel deployment may be limited. For instance, a flow label may always
be located behind a pseudo wire label. For TE tunnels with deep tunnel

labels, the flow label may not be reachable for the transit nodes.

SUMMARY
In the present disclosure, an MPLS entropy block may define a label

ID range to carry entropy information. The entropy label is identified by
the fact that the value of entropy label ID falls into the predefined label ID
range. An entropy label having the entropy information may be pushed
behind a tunnel label. On transit nodes, the entropy information carried in
the entropy label may assist in traffic load balance. On egress tunnel
endpoints, the entropy label may be popped.

According to a first aspect of the present disclosure, a method
implemented by a first network node in a communication network is
provided. The method comprises: calculating one or more entropy label
identifiers into one or more predefined ranges of entropy label identifiers;
and transmitting a packet comprising at least the calculated one or more
entropy label identifiers to one or more second network nodes.

In an alternative embodiment of the first aspect, the one or more
predefined ranges may be determined by the first network node.

In a further alternative embodiment of the first aspect, the one or more
predefined ranges may be advertised by the first network node through
Multi-Protocol Label Switching protocols.

In an alternative embodiment of the first aspect, the one or more
predefined ranges may be received from the one or more second network
nodes respectively.

In a further alternative embodiment of the first aspect, the one or more
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predefined ranges may be advertised by the one or more second network
nodes respectively through Multi-Protocol Label Switching protocols.

In another alternative embodiment of the first aspect, each of the
predefined ranges may indicated by a minimum entropy label identifier and
a maximum entropy label identifier, or by a base entropy label identifier
and a length of this range.

In still another alternative embodiment of the first aspect, the one or
more predefined ranges may be configured.

In yet another alternative embodiment of the first aspect, the one or
more entropy label identifiers may be pushed behind respective tunnel
labels.

In yet another alternative embodiment of the first aspect, the one or
more entropy label identifiers may be calculated from a 5-tuple for the
packet.

According to a second aspect of the present disclosure, a method
implemented by a second network node in a communication network is
provided. The method comprises: receiving a packet comprising at least
one or more entropy label identifiers from a first network node; and
popping an entropy label having an entropy label identifier of the entropy
label identifiers based on a predefined range of entropy label 1dentifiers.

According to a third aspect of the present disclosure, a method
implemented by a third network node in a communication network is
provided. The method comprises: determining a range of entropy label
identifiers; and advertising the range to a plurality of network nodes.

According to a fourth aspect of the present disclosure, a first network
node in a communication network is provided. The first network node
comprises a processor and a memory communicatively coupled to the
processor. The memory i1s adapted to store instructions which, when
executed by the processor, may cause the first network node to perform
operations of the method according to the above first aspect.

According to a fifth aspect of the present disclosure, a second network
node in a communication network is provided. The second network node
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comprises a processor and a memory communicatively coupled to the
processor. The memory i1s adapted to store instructions which, when
executed by the processor, may cause the second network node to perform
operations of the method according to the above second aspect.

According to a sixth aspect of the present disclosure, a third network
node in a communication network 1s provided. The third network node
comprises a processor and a memory communicatively coupled to the
processor. The memory i1s adapted to store instructions which, when
executed by the processor, may cause the third network node to perform
operations of the method according to the above third aspect.

According to a seventh aspect of the present disclosure, a
non-transitory computer readable medium having a computer program
stored thereon is provided. When the computer program is executed by a
set of one or more processors of a first network node, the computer
program may cause the first network node to perform operations of the
method according to the above first aspect.

According to an eighth aspect of the present disclosure, a
non-transitory computer readable medium having a computer program
stored thereon is provided. When the computer program is executed by a
set of one or more processors of a second network node, the computer
program may cause the second network node to perform operations of the
method according to the above second aspect.

According to a ninth aspect of the present disclosure, a non-transitory
computer readable medium having a computer program stored thereon is
provided. When the computer program is executed by a set of one or more
processors of a third network node, the computer program may cause the
third network node to perform operations of the method according to the
above third aspect.

In this way, the present disclosure may be applicable to various MPLS
based scenarios, such as L3VPN, L2VPN, etc. An MPLS label stack depth
may be saved to mitigate stack depth challenges on the ingress node,
especially for TE tunnel applications. Moreover, a light weighted solution
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may be achieved so that there 1s no impact on the transit nodes and the
egress node, and on the ingress node, the switch chipset may support

entropy with different ranges.

BRIEF DESCRIPTION OF THE DRAWINGS

The present disclosure may be best understood by way of example

with reference to the following description and accompanying drawings that
are used to 1llustrate embodiments of the present disclosure. In the drawings:

Fig. 1 1s an exemplary schematic diagram illustrating a fundamental
instance for entropy label handling according to some embodiments of the
present disclosure;

Fig. 2 is an exemplary schematic diagram illustrating a
comprehensive instance for entropy label handling according to some
embodiments of the present disclosure;

Fig. 3 1s a flow chart illustrating a method implemented on a first
network node according to some embodiments of the present disclosure;

Fig. 4 is a flow chart 1llustrating a method implemented on a second
network node according to some embodiments of the present disclosure;

Fig. 5 1s a flow chart illustrating a method implemented on a third
network node according to some embodiments of the present disclosure;

Fig. 6 1s a block diagram illustrating a first network node according to
some embodiments of the present disclosure;

Fig. 7 is another block diagram illustrating a first network node
according to some embodiments of the present disclosure;

Fig. 8 1s a block diagram illustrating a second network node according
to some embodiments of the present disclosure;

Fig. 9 is another block diagram illustrating a second network node
according to some embodiments of the present disclosure;

Fig. 10 1s a block diagram illustrating a third network node according
to some embodiments of the present disclosure; and

Fig. 11 1s another block diagram illustrating a third network node
according to some embodiments of the present disclosure.
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DETAILED DESCRIPTION

The following detailed description describes methods and devices for

entropy label handling in the MPLS communication networks. In the
following detailed description, numerous specific details such as logic
implementations, types and interrelationships of system components, etc.
are set forth in order to provide a more thorough understanding of the
present disclosure. It should be appreciated, however, by one skilled in the
art that the present disclosure may be practiced without such specific details.
In other instances, control structures, circuits and instruction sequences
have not been shown in detail in order not to obscure the present disclosure.
Those of ordinary skill in the art, with the included descriptions, will be able
to implement appropriate functionality without undue experimentation.

(44

References 1in the specification to “one embodiment”, “an
embodiment”, “an example embodiment™ etc. indicate that the embodiment
described may include a particular feature, structure, or characteristic, but
every embodiment may not necessarily include the particular feature,
structure, or characteristic. Moreover, such phrases are not necessarily
referring to the same embodiment. Further, when a particular feature,
structure, or characteristic is described in connection with an embodiment, it
1s submitted that it 1s within the knowledge of one skilled in the art to affect
such feature, structure, or characteristic in connection with other
embodiments whether or not explicitly described.

Bracketed text and blocks with dashed borders (e.g., large dashes,
small dashes, dot-dash, and dots) may be used herein to illustrate optional
operations that add additional features to embodiments of the present
disclosure. However, such notation should not be taken to mean that these
are the only options or optional operations, and/or that blocks with solid
borders are not optional in certain embodiments of the present disclosure.

In the following detailed description and claims, the terms “coupled”
and “connected,” along with their derivatives, may be used. It should be
understood that these terms are not intended as synonyms for each other.
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“Coupled” 1s used to indicate that two or more elements, which may or may
not be 1n direct physical or electrical contact with each other, cooperate or
interact with each other. “Connected” is used to indicate the establishment
of communication between two or more elements that are coupled with each
other.

As used herein, the terms “first”, “second” and so forth refer to
different elements. The singular forms “a” and “an” are intended to include
the plural forms as well, unless the context clearly indicates otherwise. The
terms “comprises”, “comprising”, “has”, “having”, “includes” and/or
“including” as used herein, specify the presence of stated features, elements,
and/or components and the like, but do not preclude the presence or addition
of one or more other features, elements, components and/or combinations
thereof.

The term “terminal device” refers to any end device/client that can
access a communication network and receive services therefrom. By way of
example and not limitation, the terminal device may refer to a mobile
terminal, a user equipment (UE), or other suitable devices. The UE may be,
for example, a subscriber station, a portable subscriber station, a mobile
station (MS) or an access terminal (AT). The terminal device may include,
but not limited to, portable computers, image capture terminal devices such
as digital cameras, gaming terminal devices, music storage and playback
appliances, a mobile phone, a cellular phone, a smart phone, a tablet, a
wearable device, a personal digital assistant (PDA), a vehicle, and the like.
In the following description, the terms “terminal device”, “client” and “UE”
may be used interchangeably.

Fig. 1 1s an exemplary schematic diagram illustrating a fundamental
instance for entropy label handling according to some embodiments of the
present disclosure.

As shown in Fig.1, PE2, which acts as a tunnel endpoint, may define
an entropy block, including <min label 1D, max label ID> or an equivalent
one, such as <base label 1D, range length>. Typically, 8-10bit width may
be sufficient for the entropy block. As an example, a predefined entropy
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label ID range included in the entropy block may be configured by a user,
e.g., as 5000-5999 shown in Fig. 1.

The entropy block may be advertised by PE2 through extension of
existing MPLS protocols, such as ISIS(Intermediate System to
Intermediate System)/OSPF(Open Shortest Path First) for Segment
Routing, RSVP (Resource reSerVation Protocol) for RSVP-TE tunnel,
BGP (Border Gateway Protocol) for BGP-LU (Labeled Unicast), etc.

Preferably, all nodes in the network may employ the same entropy
block to simplify the deployment.

When the tunnel endpoint defines the entropy block as described
above, it 1s called downstream assignment. In contrast to the downstream
assignment case, such an entropy block may be upstream assigned by an
ingress node PE1, which may further advertise this entropy block through
the extension of the MPLS protocols. In the upstream assignment case (not
shown), a tunnel label may also be upstream assigned by PE1.

In both cases, an entropy label ID may be calculated by PE1 into the
entropy label ID range. As an example, the entropy label ID may be
calculated from a 5-tuple for a packet, which may include e.g. a source IP,
a destination IP, a protocol (e.g., TCP (Transmission Control Protocol) or
UDP (User Datagram Protocol)), a source port and a destination port. For
example, the entropy label ID may be calculated (hashed) from the 5-tuple
to be 432. In order to fit in the range of 5000-5999, the entropy label ID is
shifted to be 5432. As an example, the entropy label may be pushed by PE1
behind the tunnel label, e.g., 5432 behind 50 as shown in Fig. 1.

As shown in Fig. 1, the packet comprising at least the entropy label ID
may traverse the transit nodes and arrive at the egress node PE2. In e.g.
node P1, this entropy label ID 1s used for calculation of path selection for
load balance.

At PE2, once the entropy block is defined (downstream assignment)
or obtained (upstream assignment), corresponding Label Forwarding
Information Base (LFIB) entries may be configured. For instance, if the
entropy block 1s <5000, 5999>, then 1000 entries may be added to the
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LFIB as “in label = 5xxx, action = pop”. When the packet is received by
PE2, after tunnel termination, the entropy label may be popped by PE2.

Fig. 2 is an exemplary schematic diagram illustrating a
comprehensive instance for entropy label handling according to some
embodiments of the present disclosure.

The difference from the scenario shown in Fig. 1 is that the entropy
label comprises more than one entropy label, e.g., a first entropy label with
ID 3666 and a second entropy label with ID 5666, and more than one
corresponding tunnel label, e.g., 30 and 50.

When a plurality of entropy labels are pushed into one packet due to
an entropy reachability limitation issue, if entropy blocks are the same (not
shown) for all tunnels encapsulated in the packet, one entropy label may be
copied to all places in the MPLS label stack. If the entropy blocks are
different, the entropy label should use the range according to the tunnel
label ahead, as shown in Fig. 2.

In the case of different entropy blocks, not only PE2 but also P2 or
many other nodes may act as tunnel endpoints. As shown in Fig. 2, since a
node-label of P2 is 30, P2 may pop an entropy label within the range
3000-3999 and leave the remaining parts of the packet to subsequent tunnel
endpoints. Then PE2, which has a node-label of 50, may pop an entropy
label within the range 5000-5999.

Fig. 3 is a flow chart illustrating a method 300 implemented on a first
network node in an MPLS communication network according to some
embodiments of the present disclosure. As an example, operations of this
flow chart may be performed by PE1 as shown in Fig. 1 or Fig. 2.

In one embodiment, the first network node may calculate one or more
entropy label IDs into one or more predefined ranges of entropy label IDs
(block 301). Then, the first network node may transmit a packet
comprising at least the calculated one or more entropy label IDs to one or
more second network nodes (block 302). As an example, the second
network nodes may be tunnel endpoints, such as PE2 as shown in Fig. 1 or
Fig. 2, or P2 as shown in Fig. 2. The predefined range may be associated
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with the first network node, e.g., associated with a node label of the first
network node which acts as a tunnel endpoint. Alternatively, the
predefined range may be associated with the tunnel of which the first
network node acts as a tunnel endpoint.

As an optional example, the one or more predefined ranges may be
determined by the first network node itself. As a further example, the one
or more predefined ranges may be advertised by the first network node
through MPLS protocols.

As an optional example, the one or more predefined ranges may be
received from the one or more second network nodes respectively. As a
further example, the one or more predefined ranges may be advertised by
the one or more second network nodes respectively through MPLS
protocols.

As another optional example, each of the predefined ranges may be
indicated by a minimum entropy label ID and a maximum entropy label ID,
or by a base entropy label ID and a length of this range.

As an additional optional example, the one or more predefined ranges
may be configured, e.g., by users.

As an additional optional example, the one or more entropy label 1Ds
may be pushed behind respective tunnel labels.

As an additional optional example, the one or more entropy label 1Ds
may be calculated from a 5-tuple for the packet.

Fig. 4 1s a flow chart illustrating a method 400 implemented on a
second network node in an MPLS communication network according to
some embodiments of the present disclosure. As an example, operations of
this flow chart may be performed by tunnel endpoints, such as PE2 as
shown in Fig. 1 or Fig. 2, or P2 as shown in Fig. 2.

In one embodiment, the second network node may receive a packet
comprising at least one or more entropy label IDs from a first network
node (block 401). As an example, the first network node may be PEI as
shown in Fig. 1 or Fig. 2. Then, the second network node may pop an
entropy label having an entropy label ID of the entropy label IDs based on
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a predefined range of entropy label IDs (block 402). For instance, the
entropy label ID of the entropy label may be within the predefined range.
The predefined range may be associated with the second network node, e.g.,
associated with a node label of the second network node which acts as a
tunnel endpoint. Alternatively, the predefined range may be associated
with the tunnel of which the second network node acts as a tunnel
endpoint.

As an optional example, the predefined range may be determined by
the second network node. As a further example, the predefined range may
be advertised by the second network node through an MPLS protocol prior
to receipt of the packet.

As an optional example, the predefined range may be received from
the first network node. As a further example, the predefined range may be
advertised by the first network node through an MPLS protocol.

As another optional example, the predefined range may be indicated
by a minimum entropy label ID and a maximum entropy label ID, or by a
base entropy label ID and a length of this range.

As an additional optional example, the predefined range may be
configured, e.g., by users.

Fig. 5 1s a flow chart illustrating a method 500 implemented on a third
network node in an MPLS communication network according to some
embodiments of the present disclosure. As an example, operations of this
flow chart may be performed by a node which specifies an entropy label ID
range, whether an ingress node or an egress node.

In one embodiment, the third network node may determine a range of
entropy label IDs (block 501). Then, the third network node may advertise
the range to a plurality of network nodes (block 502).

As an example, if the third network node is the ingress node, the third
network node may calculate an entropy label ID into the range (block 503),
and transmit a packet comprising at least the calculated entropy label ID to
the plurality of network nodes (block 504). As a further example, the
entropy label ID may be pushed behind a tunnel label. As a still further
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example, the entropy label ID may be calculated from a 5-tuple for the
packet.

As another example, if the third network node is the egress node, the
third network node may receive a packet comprising at least one or more
entropy label IDs from a fourth network node (block 505), and pop an
entropy label having an entropy label ID of the entropy label IDs based on
the range (block 506). For instance, the fourth network node may be an
ingress node, and the entropy label ID of the entropy label may be within
the predefined range. The predefined range may be associated with the
third network node, e.g., associated with a node label of the third network
node. Alternatively, the predefined range may be associated with the tunnel
of which the third network node acts as the tunnel endpoint.

As an additional example, the range may be indicated by a minimum
entropy label ID and a maximum entropy label ID, or by a base entropy
label ID and a length of this range.

Fig. 6 is a block diagram illustrating a first network node 600 in an
MPLS communication network according to some embodiments of the
present disclosure. As an example, the first network node 600 may act as
PE1 as shown in Fig. 1 or Fig. 2, but it 1s not limited thereto. It should be
appreciated that the first network node 600 may be implemented using
components other than those illustrated in Fig. 6.

With reference to Fig. 6, the first network node 600 may comprise at
least a processor 601, a memory 602, a network interface 603 and a
communication medium 604. The processor 601, the memory 602 and the
network interface 603 may be communicatively coupled to each other via
the communication medium 604.

The processor 601 may include one or more processing units. A
processing unit may be a physical device or article of manufacture
comprising one or more integrated circuits that read data and instructions
from computer readable media, such as the memory 602, and selectively
execute the instructions. In various embodiments, the processor 601 may
be implemented in various ways. As an example, the processor 601 may be
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implemented as one or more processing cores. As another example, the
processor 601 may comprise one or more separate microprocessors. In yet
another example, the processor 601 may comprise an application-specific
integrated circuit (ASIC) that provides specific functionality. In still
another example, the processor 601 may provide specific functionality by
using an ASIC and/or by executing computer-executable instructions.

The memory 602 may include one or more computer-usable or
computer-readable storage medium capable of storing data and/or
computer-executable instructions. It should be appreciated that the storage
medium 1s preferably a non-transitory storage medium.

The network interface 603 may be a device or article of manufacture
that enables the first network node 600 to send data to or receive data from
other network nodes. In different embodiments, the network interface 603
may be implemented in different ways. As an example, the network
interface 603 may be implemented as an Ethernet interface, a token-ring
network interface, or another type of network interface.

The communication medium 604 may facilitate communication
among the processor 601, the memory 602 and the network interface 603.
The communication medium 604 may be implemented in various ways. For
example, the communication medium 604 may comprise a Peripheral
Component Interconnect (PCI) bus, a PCI Express bus, an accelerated
graphics port (AGP) bus, a serial Advanced Technology Attachment (ATA)
interconnect, a parallel ATA interconnect, a Fiber Channel interconnect, a
USB bus, a Small Computing System Interface (SCSI) interface, or another
type of communications medium.

In the example of Fig. 6, the instructions stored in the memory 602
may include those that, when executed by the processor 601, cause the first
network node 600 to implement the method described with respect to Fig.
3.

Fig. 7 1s another block diagram illustrating a first network node 700 in
an MPLS communication network according to some embodiments of the
present disclosure. As an example, the first network node 700 may act as
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PE1 as shown in Fig. 1 or Fig. 2, but it 1s not limited thereto. It should be
appreciated that the first network node 700 may be implemented using
components other than those illustrated in Fig. 7.

With reference to Fig. 7, the first network node 700 may comprise at
least a calculation unit 701 and a transmission unit 702.The calculation
unit 701 may be adapted to perform at least the operation described in the
block 301 of Fig. 3. The transmission unit 702 may be adapted to perform
at least the operation described in the block 302 of Fig. 3.

Fig. 8 is a block diagram illustrating a second network node 800 in an
MPLS communication network according to some embodiments of the
present disclosure. As an example, the second network node 800 may act
as PE2 as shown in Fig. 1 or Fig. 2, or P2 as shown in Fig. 2, but it is not
limited thereto. It should be appreciated that the second network node 800
may be implemented using components other than those illustrated in Fig.
8.

With reference to Fig. 8, the second network node 800 may comprise
at least a processor 801, a memory 802, a network interface 803 and a
communication medium 804. The processor 801, the memory 802 and the
network interface 803 are communicatively coupled to each other via the
communication medium 804.

The processor 801, the memory 802, the network interface 803 and
the communication medium 804 are structurally similar to the processor
601, the memory 602, the network interface 603 and the communication
medium 604 respectively, and will not be described herein in detail.

In the example of Fig. 8, the instructions stored in the memory 802
may include those that, when executed by the processor 801, cause the
second network node 800 to implement the method described with respect
to Fig. 4.

Fig. 9 is another block diagram illustrating a second network node 900
in an MPLS communication network according to some embodiments of the
present disclosure. As an example, the second network node 900 may act as
a PE2 as shown in Fig. 1 or Fig. 2, or P2 as shown in Fig. 2, but it is not
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limited thereto. It should be appreciated that the second network node 900
may be implemented using components other than those illustrated in Fig.
9.

With reference to Fig. 9, the second network node 900 may comprise at
least a receiving unit 901 and a popping unit 902. The receiving unit 901
may be adapted to perform at least the operation described in the block 401
of Fig. 4. The popping unit 902 may be adapted to perform at least the
operation described in the block 402 of Fig. 4.

Fig. 10 1s a block diagram illustrating a third network node 1000 in an
MPLS communication network according to some embodiments of the
present disclosure. As an example, the third network node 1000 may act as
a node which specifies an entropy label ID range, whether an ingress node
or an egress node, but it 1s not limited thereto. It should be appreciated that
the third network node 1000 may be implemented using components other
than those illustrated in Fig. 10.

With reference to Fig. 10, the third network node 1000 may comprise
at least a processor 1001, a memory 1002, a network interface 1003 and a
communication medium 1004. The processor 1001, the memory 1002 and
the network interface 1003 are communicatively coupled to each other via
the communication medium 1004.

The processor 1001, the memory 1002, the network interface 1003
and the communication medium 1004 are structurally similar to the
processor 601 or 801, the memory 602 or 802, the network interface 603 or
803 and the communication medium 604 or 804 respectively, and will not
be described herein in detail.

In the example of Fig. 10, the instructions stored in the memory 1002
may include those that, when executed by the processor 1001, cause the
third network node 1000 to implement the method described with respect
to Fig. 5.

Fig. 11 1s another block diagram illustrating a third network node 1100
in an MPLS communication network according to some embodiments of the
present disclosure. As an example, the third network node 1100 may act as
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a node which specifies an entropy label ID range, whether an ingress node
or an egress node, but it 1s not limited thereto. It should be appreciated that
the third network node 1100 may be implemented using components other
than those illustrated in Fig. 11.

With reference to Fig. 11, the third network node 1100 may comprise
at least a determination unit 1101 and an advertising unit 1102. The
determination unit 1101 may be adapted to perform at least the operation
described in the block 501 of Fig. 5. The advertising unit 1102 may be
adapted to perform at least the operation described in the block 502 of Fig.
5.

In an optional example, the third network node 1100 may further
comprise at least a calculation unit 1103, a transmission unit 1104, a
receiving unit 1105 and a popping unit 1106. The calculation unit 1103
may be adapted to perform at least the operation described in the block 503
of Fig. 5. The transmission unit 1104 may be adapted to perform at least
the operation described in the block 504 of Fig. 5. The receiving unit 1105
may be adapted to perform at least the operation described in the block 505
of Fig. 5. The popping unit 1106 may be adapted to perform at least the
operation described in the block 506 of Fig. 5.

The units 701-702, 901-902 and 1101-1106 are illustrated as separate
units in Figs. 7, 9 and 11. However, this is merely to indicate that the
functionality 1s separated. The units may be provided as separate elements.
However, other arrangements are possible, e.g., some of them may be
combined as one unit in each figure. Any combination of the units may be
implemented in any combination of software, hardware, and/or firmware in
any suitable location.

The wunits shown 1n Figs. 7, 9 and 11 may constitute
machine-executable instructions embodied within a machine, e.g., readable
medium, which when executed by a machine will cause the machine to
perform the operations described. Besides, any of these units may be
implemented as hardware, such as an application specific integrated circuit
(ASIC), Digital Signal Processor (DSP), Field Programmable Gate Array
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(FPGA) or the like.

Moreover, it should be appreciated that the arrangements described
herein are set forth only as examples. Other arrangements may be used in
addition to or instead of those shown, and some units may be omitted
altogether. Functionality and cooperation of these units are
correspondingly described in more detail with reference to Figs. 3-5.

Some portions of the foregoing detailed description have been
presented in terms of algorithms and symbolic representations of
transactions on data bits within a computer memory. These algorithmic
descriptions and representations are ways used by those skilled in the data
processing arts to most effectively convey the substance of their work to
others skilled in the art. An algorithm is here, and generally, conceived to be
a self-consistent sequence of transactions leading to a desired result. The
transactions are those requiring physical manipulations of physical
quantities. Usually, though not necessarily, these quantities take the form of
electrical or magnetic signals capable of being stored, transferred, combined,
compared, and otherwise manipulated. It has proven convenient at times,
principally for reasons of common usage, to refer to these signals as bits,
values, elements, symbols, characters, terms, numbers, or the like.

It should be appreciated, however, that all of these and similar terms are
to be associated with the appropriate physical quantities and are merely
convenient labels applied to these quantities. Unless specifically stated
otherwise as apparent from the above discussion, it is appreciated that
throughout the description, discussions utilizing terms such as "processing"
or "computing" or "calculating" or "determining" or "displaying" or the like,
refer to actions and processes of a computer system, or a similar electronic
computing device, that manipulates and transforms data represented as
physical (electronic) quantities within the computer system's registers and
memories into other data similarly represented as physical quantities within
the computer system memories or registers or other such information storage,
transmission or display devices.

The algorithms and displays presented herein are not inherently related
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to any particular computer or other apparatus. Various general-purpose
systems may be used with programs in accordance with the teachings herein,
or it may prove convenient to construct more specialized apparatus to
perform the required method transactions. The required structure for a
variety of these systems will appear from the description above. In addition,
embodiments of the present disclosure are not described with reference to
any particular programming language. It should be appreciated that a variety
of programming languages may be used to implement the teachings of
embodiments of the present disclosure as described herein.

An embodiment of the present disclosure may be an article of
manufacture in which a non-transitory machine-readable medium (such as
microelectronic memory) has stored thereon instructions (e.g., computer
code) which program one or more data processing components (generically
referred to here as a “processor”) to perform the operations described
above. In other embodiments, some of these operations might be performed
by specific hardware components that contain hardwired logic (e.g.,
dedicated digital filter blocks and state machines). Those operations might
alternatively be performed by any combination of programmed data
processing components and fixed hardwired circuit components.

In the foregoing detailed description, embodiments of the present
disclosure have been described with reference to specific exemplary
embodiments thereof. It will be evident that various modifications may be
made thereto without departing from the spirit and scope of the present
disclosure as set forth in the following claims. The specification and
drawings are, accordingly, to be regarded in an illustrative sense rather than
a restrictive sense.

Throughout the description, some embodiments of the present
disclosure have been presented through flow diagrams. It should be
appreciated that the order of transactions and transactions described in
these flow diagrams are only intended for illustrative purposes and not
intended as a limitation of the present disclosure. One having ordinary skill
in the art would recognize that variations can be made to the flow diagrams
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without departing from the spirit and scope of the present disclosure as set

forth in the following claims.
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CLAIMS

1. A method (300) implemented by a first network node in a
communication network, comprising:

calculating (301) one or more entropy label identifiers into one or
more predefined ranges of entropy label identifiers; and

transmitting (302) a packet comprising at least the calculated one or
more entropy label identifiers to one or more second network nodes.

2. The method of Claim 1, wherein the one or more predefined ranges
are determined by the first network node.

3. The method of Claim 2, wherein the one or more predefined ranges
are advertised by the first network node through Multi-Protocol Label
Switching protocols.

4. The method of Claim 1, wherein the one or more predefined ranges
are received from the one or more second network nodes respectively.

5. The method of Claim 4, wherein the one or more predefined ranges
are advertised by the one or more second network nodes respectively
through Multi-Protocol Label Switching protocols.

6. The method of any of Claims 1-5, wherein each of the predefined
ranges is indicated by a minimum entropy label identifier and a maximum
entropy label identifier, or by a base entropy label identifier and a length of
this range.

7. The method of Claim 1, wherein the one or more predefined ranges
are configured.

8. The method of any of Claims 1-7, wherein the one or more entropy
label identifiers are pushed behind respective tunnel labels.

9. The method of any of Claims 1-8, wherein the one or more entropy
label identifiers are calculated from a 5-tuple for the packet.

10. A method (400) implemented by a second network node in a
communication network, comprising:

receiving (401) a packet comprising at least one or more entropy label
identifiers from a first network node; and
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popping (402) an entropy label having an entropy label identifier of
the entropy label identifiers based on a predefined range of entropy label
identifiers.

11. The method of Claim 10, wherein the predefined range is
determined by the second network node.

12. The method of Claim 11, wherein the predefined range is
advertised by the second network node through a Multi-Protocol Label
Switching protocol prior to receipt of the packet.

13. The method of Claim 10, wherein the predefined range 1s received
from the first network node.

14. The method of Claim 13, wherein the predefined range is
advertised by the first network node through a Multi-Protocol Label
Switching protocol.

15. The method of any of Claims 10-14, wherein the predefined range
1s indicated by a minimum entropy label identifier and a maximum entropy
label identifier, or by a base entropy label identifier and a length of this
range.

16. The method of claim 10, wherein the predefined range is
configured.

17. A method (500) implemented by a third network node in a
communication network, comprising:

determining (501) a range of entropy label identifiers; and

advertising (502) the range to a plurality of network nodes.

18. The method of Claim 17, further comprising:

calculating (503) an entropy label identifier into the range; and

transmitting (504) a packet comprising at least the calculated entropy
label identifier to the plurality of network nodes.

19. The method of Claim 18, wherein the entropy label identifier is
pushed behind a tunnel label.

20. The method of Claim 18 or 19, wherein the entropy label identifier
1s calculated from a 5-tuple for the packet.

21. The method of Claim 17, further comprising:
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receiving (505) a packet comprising at least one or more entropy label
identifiers from a fourth network node of the plurality of network nodes;
and

popping (506) an entropy label having an entropy label identifier of
the entropy label identifiers based on the range.

22. The method of any of Claims 17-21, wherein the range is
indicated by a minimum entropy label identifier and a maximum entropy
label identifier, or by a base entropy label identifier and a length of this
range.

23. A first network node (600) in a communication network,
comprising:

a processor (601); and

a memory (602) communicatively coupled to the processor and
adapted to store instructions which, when executed by the processor, cause
the first network node to perform operations of the method of any of
Claims 1 to 9.

24. A second network node (800) in a communication network,
comprising:

a processor (801); and

a memory (802) communicatively coupled to the processor and
adapted to store instructions which, when executed by the processor, cause
the second network node to perform operations of the method of any of
Claims 10 to 16.

25. A third network node (1000) in a communication network,
comprising:

a processor (1001); and

a memory (1002) communicatively coupled to the processor and
adapted to store instructions which, when executed by the processor, cause
the third network node to perform operations of the method of any of
Claims 17 to 22.

26. A non-transitory computer readable medium having a computer
program stored thereon which, when executed by a set of one or more
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processors of a first network node in a communication network, causes the
first network node to perform operations of the method of any of Claims 1
to 9.

27. A non-transitory computer readable medium having a computer
program stored thereon which, when executed by a set of one or more
processors of a second network node in a communication network, causes
the second network node to perform operations of the method of any of
Claims 10 to 16.

28. A non-transitory computer readable medium having a computer
program stored thereon which, when executed by a set of one or more
processors of a third network node in a communication network, causes the
third network node to perform operations of the method of any of Claims
17 to 22.
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