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APPARATUS AND METHOD FOR CIPHERING/DECIPHERING A 
SIGNAL IN A COMMUNICATION SYSTEM 

BACKGROUND OF THE INVENTION 
5 

1. Field of the Invention 
The present invention relates to an apparatus and method for 

ciphering/deciphering a signal in a communication system.  

10 2. Description of the Related Art 
Extensive research is being conducted into the next generation 

communication systems for providing users with services based on various 

qualities of service (QoSs) at a high transmission rate.  

15 A wireless local area network (LAN) communication system and a 

wireless metropolitan area network (MAN) communication system support a 

high transmission rate. The wireless MAN communication system serves as a 

broadband wireless access (BWA) communication system, and supports a wider 

service area and a higher transmission rate than the wireless LAN 

20 communication system. In the next generation communication system, extensive 

research is being conducted to develop a new communication system capable of 

ensuring the mobility and QoS for subscriber stations (SSs) in the wireless LAN 

and MAN communication systems for ensuring a relatively high transmission 

rate such that high-speed services provided by the next generation 

25 communication system can be supported.  

A system for exploiting orthogonal frequency division multiplexing 

(OFDM) and orthogonal frequency division multiple access (OFDMA) schemes 

for supporting a broadband transmission network in a physical channel of the 

30 wireless MAN communication system is based on the Institute of Electrical and 

Electronics Engineers (IEEE) 802.16 communication standard, referred to herein 

as the IEEE 802.16 communication system. Because the IEEE 802.16 

communication system exploits the OFDM/OFDMA scheme in the wireless 

MAN communication system, a physical channel signal can be transmitted 

35 through a plurality of subcarriers and therefore high-speed data can be 

transmitted. For convenience of explanation, the IEEE 802.16 communication 

system will be described by way of an example of the BWA communication
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system.  

As described above, extensive research is being conducted to provide 
high-speed data transmission in the IEEE 802.16 communication system, and 

5 more particularly to provide multicast and broadcast service (MBS) that can 
provide a plurality of SSs with an identical service while minimizing resources.  
MBS providers need to consider user authentication and accounting. To perform 
the user authentication and accounting for an SS receiving MBS data, a point in 
time when the SS starts to receive the MBS data and a point in time when the 

10 MBS data reception is stopped must be correctly detected. For this, a transmitter 
(e.g., a base station (BS)) for transmitting the MBS data ciphers MBS data such 
that the MBS data can be received in only receivers (e.g., SSs) to which service 
fees can be charged. When receiving the MBS data, the SSs must decipher the 
ciphered MBS data. The BS must send deciphering information to the SSs such 

15 that they receive and decipher the MBS data ciphered by the BS.  

An ciphering/deciphering operation in an Advanced Encryption 
Standard (AES)-Counter mode (CTR) for defining ciphering and deciphering 
schemes used in the IEEE 802.16 communication system will be described with 

20 reference to FIGS. 1 and 2.  

FIG. 1 illustrates an MBS payload format used in the conventional IEEE 
802.16 communication system.  

25 Referring to FIG. 1, an MBS payload includes a generic medium access 
control (MAC) header (GMH) field 111, a NONCE field 113, and an MBS 
stream field 115, and a cyclic redundancy check (CRC) field 117.  

The GMH header field 111 includes a GMH header serving as a MAC 
30 header with a preset length. The NONCE field 113 includes a nonce used to 

generate an initial counter value of a counter in the AES-CTR mode. The MBS 
stream field 115 includes an MBS stream. The CRC field 117 includes a CRC 
value for checking an error of the MBS payload. The MBS stream included in 
the MBS stream field 115 is generated from ciphered MBS data. It is preferred 

35 that a nonce size is identical with a size of MBS data before ciphering. However, 
the nonce size does not need to be identical with the size of MBS data before 
ciphering. In the IEEE 802.16 communication system, the nonce size is set to 32
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bits.  

FIG. 2 is a block diagram illustrating the structure of the AES-CTR 

ciphering apparatus used in the AES-CTR mode of the conventional IEEE 

5 802.16 communication system.  

Referring to FIG. 2, the AES-CTR ciphering apparatus includes an AES

CTR ciphering unit 200 and an initial counter value generator 211. The AES

CTR ciphering unit 200 includes a counter 213, n cipher block generators, i.e., 

[0 the first to n-th cipher block generators 215-1 to 215-n, and n exclusive OR 

(XOR) logical operators, i.e., the first to n-th XOR logical operators 217-1 to 

217-n.  

MBS data to be transmitted, a nonce, and an MBS traffic key (MTK) are 

15 input to the AES-CTR ciphering unit 200 when the MBS data to be transmitted 

is generated. The MBS data is fragmented into n plain texts, i.e., the first to n-th 

plain texts. Each of the n plain texts is input to an associated XOR logical 

operator. That is, the first plain text is input to the first XOR logical operator 

217-1. In this manner, the n-th plain text is input to the n-th XOR logical 

20 operator 217-n. The nonce is set to a 32-bit random number in the current IEEE 

802.16 communication system. The 32-bit nonce is input to the initial counter 

value generator 211. The MTK is input to the first to n-th cipher block 

generators 215-1 to 215-n.  

25 The initial counter value generator 211 receives the nonce and generates 

a 128-bit initial counter value by repeating the received nonce a preset number 

of times, for example, four times. Then, the initial counter value generator 211 

outputs the generated initial counter value to the counter 213. The counter 213 

receives the initial counter value from the initial counter value generator 211 and 

30 increments the initial counter value by one, n number of times, thereby 

generating n counter values. The counter 213 outputs each of the n counter 

values to an associated cipher block generator. That is, the counter 213 outputs 

to the first cipher block generator 215-1 the first counter value generated by 

incrementing the initial counter value by one. The counter 213 outputs to the 

35 second cipher block generator 215-2 the second counter value generated by 

incrementing the initial counter value by two. In this manner, the counter 213 

outputs to the n-th cipher block generator 215-n the n-th counter value generated
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by incrementing the initial counter value by n.  

Each of the n cipher block generators receives the MTK and a counter 

value output from the counter 213, generates a cipher block, and outputs the 

5 generated cipher block to an associated XOR logical operator. That is, the first 

cipher block generator 215-1 generates the first cipher block using the MTK and 

the first counter value output from the counter 213, and then outputs the 

generated cipher block to the first XOR logical operator 217-1. In this manner, 
the n-th cipher block generator 215-n generates the n-th cipher block using the 

10 MTK and the n-th counter value output from the counter 213, and then outputs 

the generated cipher block to the n-th XOR logical operator 217-n.  

Each of the n XOR logical operators receives an associated plain text 

and a cipher block output from an associated cipher block generator, performs 

15 the XOR logical operation on the plain text and the cipher block, and generates 

and outputs an MBS stream. That is, the first XOR logical operator 217-1 

receives the first plain text and the first cipher block output from the first cipher 

block generator 215-1, performs an XOR logical operation on the first plain text 

and the first cipher block, and generates and outputs the first MBS stream. In 

20 this manner, the n-th XOR logical operator 217-n receives the n-th plain text and 

the n-th cipher block output from the n-th cipher block generator 215-n, 

performs an XOR logical operation on the n-th plain text and the n-th cipher 

block, and generates and outputs the n-th MBS stream.  

25 Because the AES-CTR ciphering unit uses an identical MTK as 

described above, more stable ciphering t can be performed by changing the 

initial counter value of the counter during a time interval using the identical 

MTK. Because the current IEEE 802.16 communication system generates a 

nonce in the form of a random number, an initial counter value of a previous 

30 time interval, before an MTK is refreshed, may be reused in a subsequent time 

interval. In this case, the stability of an ciphering operation may not be ensured.  

It is very important that a repeat of an initial counter value or a collision between 

initial counter values is avoided. Because there is the danger of hacking when an 

initial counter value is identical in a time interval using an identical MTK, the 

35 initial counter value must not be repeated in the time interval using the identical 

MTK.
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It is very important that not only encryption is stable, but also an amount of data to be 

additionally transmitted for ciphering and deciphering is minimized when the overall 

performance of a system is considered. However, data transmission capacity is lowered 

due to a nonce because a 32-bit nonce must be transmitted in every MBS stream as in 

5 the current IEEE 802.16 communication system.  

SUMMARY OF THE INVENTION 

In accordance with an aspect of the present invention, there is provided a 

io method for transmitting a signal in a communication system, comprising: 

generating second ciphering information using a frame number and first 

ciphering information for data to be transmitted; 

ciphering the data using the second ciphering information and third ciphering 

information; and 

is generating a signal that includes the ciphered data and only the first ciphering 

information among the first ciphering information, the second ciphering information, 
and the third ciphering information, and transmitting the generated signal, 

wherein the first ciphering information is a rollover counter.  

20 In accordance with another aspect of the present invention, there is provided an 

apparatus for transmitting a signal in a communication system, comprising: 

a second-ciphering-information generator for generating second ciphering 

information using a frame number and first ciphering information for data to be 

transmitted; 

25 a ciphering unit for ciphering the data to be transmitted using the second 

ciphering information and third ciphering information; and 

a signal generator for generating a signal that includes the ciphered data and 

only the first ciphering information among the first ciphering information, the second 

ciphering information, and the third ciphering information, 
30 wherein the first ciphering information is a rollover counter.  

In accordance with another aspect of the present invention, there is provided a 

method for transmitting multicast and broadcast service (MBS) streams in a 

communication system, comprising: 

35 generating an initial counter value using a frame number of the communication 

system and a rollover counter (ROC) for MBS data to be transmitted; 

generating n counter values by incrementing the initial counter value by one; 

generating n cipher blocks using the n counter values and an MBS traffic key 
(MTK); 

N:\Melboume\Cases\Patent\72000-72999\P72270.AU\Specis\P72270.AU Specification 2009-7-28. doc 29/07/09
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fragmenting the MBS data into n plain-texts; 

generating MBS streams by performing exclusive OR (XOR) logical operations 

on the n plain-texts and the cipher blocks; and 

generating n MBS payloads that include one of the n MBS steams and only the 

s ROC among the ROC, the initial counter value, and the MTK, respectively, and 

transmitting the MBS payloads.  

In accordance with yet another aspect of the present invention, there is provided 

an apparatus for transmitting multicast and broadcast service (MBS) streams in a 

io communication system, comprising: 
an initial counter value generator for generating an initial counter value using a 

frame number of the communication system and a rollover counter (ROC); 

a counter for generating n counter values by incrementing the initial counter 

value by one for MBS data to be transmitted; 

is n cipher block generators for generating n cipher blocks using the n counter 

values and an MBS traffic key (MTK), 
n exclusive OR (XOR) logical operators for performing XOR logical operations 

on the cipher blocks and n plain-texts into which the MBS data is fragmented, and 

generating MBS streams; 

20 an MBS payload generator for generating n MBS payloads that include one of 
the n MBS streams and only the ROC, among the ROC, the initial counter value, and 
the MTK, respectively; and 

a transmitter for transmitting the generated n MBS payloads.  

25 BRIEF DESCRIPTION OF THE DRAWINGS 

Objects and advantages of the present invention will be more clearly 

understood from the following detailed description taken in conjunction with the 
accompanying drawings, in which: 

30 FIG. I illustrates a multicast and broadcast service (MBS) payload format used 
in a conventional Institute of Electrical and Electronics Engineers (IEEE) 802.16 
communication system; 

FIG. 2 is a block diagram illustrating a structure of an Advanced Encryption 
Standard (AES)-Counter mode (CTR) ciphering apparatus used in AES-CTR mode of 

35 the conventional IEEE 802.16 communication system; 
FIG. 3 is a block diagram illustrating an apparatus for transmitting a signal in 

an IEEE 802.16 communication system in accordance with an embodiment of the 
present invention; 

FIG. 4 illustrates an MBS payload format in accordance with an embodiment 

N :Melboume\Cases\Patent\72000-72999P72270AU\Specis\P72270AU Specfication 2009-7-28.doc 29107109
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of the present invention; 

FIG. 5 is a block diagram illustrating a structure of an AES-CTR ciphering unit 

400 of FIG. 3; and 
FIG. 6 is a flowchart illustrating an AES-CTR ciphering process of the IEEE 

5 802.16 communication system in accordance with an embodiment of the present 

invention.  

DETAILED DESCRIPTION OF THE EMBODIMENTS 

10 Embodiments of the present invention will be described in detail herein below 

with reference to the accompanying drawings. In the following description, only parts 

needed to understand the operation of the present invention will be described, and other 

parts are omitted for clarity and conciseness.  

is The present invention proposes an apparatus and method for 

ciphering/deciphering a signal in a communication system. The signal 

ciphering/deciphering apparatus and method disclosed herein is based on the Institute of 

Electrical and Electronics Engineers (IEEE) 802.16 communication system 

corresponding to a broadband wireless access (BWA) communication system by way of 

20 example. The signal ciphering/deciphering apparatus and method proposed by the 

present invention can be applied to other communication systems as well as the IEEE 

802.16 communication system.  

FIG. 3 is a block diagram illustrating an apparatus for transmitting a signal in 

25 the IEEE 802.16 communication system in accordance with an embodiment of the 

present invention.  

Referring to FIG. 3, the signal transmission apparatus includes an Advanced Encryption 

Standard (AES)-Counter mode (CTR) ciphering apparatus used in AES-CTR mode and 

30 a multicast and broadcast service (MBS) payload generator 450. The AES-CTR 

ciphering apparatus includes an initial counter value generator 300 and an AES-CTR 

ciphering unit 400. Because a structure of 

N:\elboume\Cases\Patent\72000-72999\P72270.AU\Specis\P72270.AU Specification 2009-7-28 doc 29107109
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the AES-CTR ciphering unit 400 will be described below with reference to FIG.  

4, a detailed description of the AES-CTR ciphering unit 400 is omitted here.  

Research is actively being conducted to provide the MBS of the IEEE 

5 802.16 communication system. Because MBS data needs to be ciphered and 

deciphered between a transmitter (e.g., a base station (BS)) and receivers (e.g., 

subscriber stations (SSs)) such that the MBS can be provided, the AES-CTR 

mode and ciphering and deciphering schemes for providing the MBS are defined.  

The BS must transmit decipheringinformation to the SSs such that they can 

t0 decipher the ciphered MBS data. In the IEEE 802.16 communication system, 

data used to generate an initial counter value as the deciphering information 

must be included and transmitted in an MBS payload. The present invention 

proposes a rollover counter (ROC) as the data used to generate the initial counter 

value. Here, the ROC increases whenever a frame number used in a physical 

15 (PHY) layer of the IEEE 802.16 communication system increases. For example, 

the ROC is expressed by 8 bits. In the IEEE 802.16 communication system, the 

frame number is expressed by 24 bits.  

The present invention generates 32 bits using an 8-bit ROC and a 24-bit 

20 frame number, repeats the 32 bits a preset number of times, for example, four 

times, and generates a 128-bit initial counter value. As a result, the present 

invention can perform reliable encryption and decryption because a collision 

between the initial counter values will not occur due to a change of the frame 

number or ROC in a time interval using an identical MBS traffic key (MTK).  

25 That is, reliable ciphering and deciphering are possible because an initial counter 

value is not reused when a period in which the MTK is refreshed is set to be 

longer than a period in which the ROC is repeated.  

Referring to FIG. 3, an initial counter value generator 300 increases the 

30 ROC whenever there is an increase of the frame number of the PHY layer of the 

IEEE 802.16 communication system. The initial counter value generator 300 

concatenates the 24-bit frame number and the 8-bit ROC to generate 32 bits, and 

repeats the 32 bits four times to generate a 128-bit initial counter value. Then, 

the initial counter value generator 300 outputs the 128-bit initial counter value to 

35 the AES-CTR ciphering unit 400. Moreover, the initial counter value generator 

300 outputs the ROC to the MBS payload generator 450.
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When MBS data to be transmitted is generated, the MBS data, the MTK 

and the initial counter value are input to the AES-CTR ciphering unit 400. The 

AES-CTR ciphering unit 400 receives the MBS data, the MTK, and the initial 

counter value, encrypts the MBS data to generate an MBS stream, and outputs 

5 the generated MBS stream to the MBS payload generator 450. The MBS 

payload generator 450 generates an MBS payload including the MBS stream 

output from the AES-CTR ciphering unit 400 and the ROC output from the 

initial counter value generator 300. A structure of a transmitter for transmitting 

the MBS payload is not illustrated in FIG. 3. The MBS payload is transmitted to 

0 SSs through the transmitter.  

FIG. 4 illustrates the MBS payload format in accordance with an 

embodiment of the present invention.  

.5 Referring to FIG. 4, the MBS payload includes a generic medium access 

control (MAC) header (GMH) field 411, an ROC field 413, an MBS stream field 

415, and a cyclic redundancy check (CRC) field 417.  

The GMH field 411 includes a GMH corresponding to a MAC header 

20 with a preset length. The ROC field 413 includes an ROC to be used to generate 

an initial counter value in the AES-CTR mode. The MBS stream field 415 

includes an MBS stream. The CRC field 417 includes a CRC value for checking 

an error of the MBS payload. Here, the MBS stream included in the MBS stream 

field 415 is generated from encrypted MBS data. A ROC size is 8 bits as 

25 described above. Because the ROC size is less than the 32-bit nonce used to 

generate the initial counter value in the conventional IEEE 802.16 

communication system, a gain is obtained in terms of the data transmission.  

FIG. 5 is a block diagram illustrating the structure of the AES-CTR 

30 ciphering unit 400 of FIG. 3.  

Referring to FIG. 5, the AES-CTR ciphering unit 400 includes a counter 

412, n cipher block generators, i.e., the first to n-th cipher block generators 413

1 to 413-n, and n exclusive OR (XOR) logical operators, i.e., the first to n-th 

35 XOR logical operators 415-1 to 415-n.  

MBS data to be transmitted, an initial counter value, and an MTK are
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input to the AES-CTR ciphering unit 400 when the MBS data to be transmitted 
is generated. The MBS data is fragmented into n plain texts, i.e., the first to n-th 
plain texts. Each of the n plain texts is input to an associated XOR logical 
operator. The first plain text is input to the first XOR logical operator 415-1. In 

5 this manner, the n-th plain text is input to the n-th XOR logical operator 415-n.  
The MTK is input to the first to n-th cipher block generators 413-1 to 413-n.  

The counter 412 receives the initial counter value and increments the 
initial counter value by one, n number of times, thereby generating n counter 

10 values. The counter 412 outputs each of the n counter values to an associated 
cipher block generator. That is, the counter 412 outputs, to the first cipher block 
generator 413-1, the first counter value generated by incrementing the initial 
counter value by one. The counter 412 outputs, to the second cipher block 
generator 413-2, the second counter value generated by incrementing the initial 

15 counter value by two. In this manner, the counter 412 outputs, to the n-th cipher 
block generator 413-n, the n-th counter value generated by incrementing the 
initial counter value by n.  

Each of the n cipher block generators receives the MTK and a counter 
20 value output from the counter 412, generates a cipher block, and outputs the 

generated cipher block to an associated XOR logical operator. The first cipher 
block generator 413-1 generates the first cipher block using the MTK and the 
first counter value output from the counter 412, and outputs the generated cipher 
block to the first XOR logical operator 415-1. In this manner, the n-th cipher 

25 block generator 413-n generates the n-th cipher block using the MTK and the n
th counter value output from the counter 412, and outputs the generated cipher 
block to the n-th XOR logical operator 415-n.  

Each of the n XOR logical operators receives an associated plain text 
30 and a cipher block output from an associated cipher block generator, performs 

the XOR logical operation on the plain text and the cipher block, and generates 
and outputs an MBS stream. The first XOR logical operator 415-1 receives the 
first plain text and the first cipher block output from the first cipher block 
generator 413-1, perfonns an XOR logical operation on the first plain text and 

35 the first cipher block, and generates and outputs the first MBS stream. In this 
manner, the n-th XOR logical operator 415-n receives the n-th plain text and the 
n-th cipher block output from the n-th cipher block generator 4 13-n, performs an
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XOR logical operation on the n-th plain text and the n-th cipher block to generates the 

n-th MBS stream, and outputs the generated MBS stream to the MBS payload generator 

450.  

s FIG. 6 is a flowchart illustrating the AES-CTR ciphering process of the IEEE 

802.16 communication system in accordance with an embodiment of the present 

invention.  

Referring to FIG. 6, the AES-CTR ciphering apparatus generates n initial 

io counter values using a frame number and an ROC when MBS data to be transmitted is 

input in step 611. In step 613, the AES-CTR ciphering apparatus fragments the MBS 

data to generate n plain texts. In step 615, the AES-CTR ciphering apparatus generates 

n cipher blocks using the n initial counter values and an MTK. In step 617, the AES

CTR ciphering apparatus generates n MBS streams by XORing the n plain texts and the 

15 n cipher blocks. Then, the process is ended.  

As is apparent from the above description, the present invention enables stable 

ciphering/deciphering by changing an initial counter value for ciphering/deciphering 

also in a time interval using an identical MBS traffic key (MTK). The present invention 

20 newly proposes a rollover counter (ROC) corresponding to additional data to be 

transmitted for ciphering/deciphering, thereby reducing the degradation of data 

transmission capacity due to the additional data transmission and increasing the total 

data transmission capacity.  

25 Although preferred embodiments of the present invention have been disclosed 

for illustrative purposes, those skilled in the art will appreciate that various 

modifications, additions, and substitutions are possible, without departing from the 

scope of the present invention. Therefore, the present invention is not limited to the 

above-described embodiments, but is defined by the following claims, along with their 

30 full scope of equivalents.  

In the claims which follow and in the preceding description of the invention, 

except where the context requires otherwise due to express language or necessary 

implication, the word "comprise" or variations such as "comprises" or "comprising" is 

35 used in an inclusive sense, i.e. to specify the presence of the stated features but not to 

preclude the presence or addition of further features in various embodiments of the 

invention.  

N \elboume\Cases\Patent\72OOO-72999\P72270.AU\Specis\P72270 AU Specification 2009-7-26.doc 29/07/09
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It is to be understood that, if any prior art publication is referred to herein, such 

reference does not constitute an admission that the publication forms a part of the 

common general knowledge in the art, in Australia or any other country.  

N:\Mlboume\Cases\Patent\72000-72999\P72270 AU\Specis\P72270.AU Specification 2009-7-28.doc 29/07/09
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THE CLAIMS DEFINING THE INVENTION ARE AS FOLLOWS: 

1. A method for transmitting a signal in a communication system, comprising: 

generating second ciphering information using a frame number and first 

s ciphering information for data to be transmitted; 

ciphering the data using the second ciphering information and third ciphering 

information; and 

generating a signal that includes the ciphered data and only the first ciphering 

information among the first ciphering information, the second ciphering information, 

io and the third ciphering information, and transmitting the generated signal, 
wherein the first ciphering information is a rollover counter.  

2. The method of claim 1, wherein the rollover counter increases as the frame 

number of the communication system increases.  

15 

3. The method of claim 2, wherein generating the second ciphering information 

comprises: 
generating the second ciphering information by concatenating the frame number 

and the rollover counter, and repeating a concatenation result a preset number of times.  

20 

4. The method of claim 1, wherein if the data is multicast and broadcast service 
(MBS) data, the third ciphering information is an MBS traffic key (MTK).  

5. An apparatus for transmitting a signal in a communication system, comprising: 

25 a second-ciphering-information generator for generating second ciphering 

information using a frame number and first ciphering information for data to be 
transmitted; 

a ciphering unit for ciphering the data to be transmitted using the second 

ciphering information and third ciphering information; and 

30 a signal generator for generating a signal that includes the ciphered data and 
only the first ciphering information among the first ciphering information, the second 
ciphering information, and the third ciphering information, 

wherein the first ciphering information is a rollover counter.  

35 6. The apparatus of claim 5, further comprising: 
a transmitter for transmitting the generated signal.  

7. The apparatus of claim 5, wherein the rollover counter increases as the frame 
number of the communication system increases.  
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8. The apparatus of claim 7, wherein the second-ciphering-information generator 

generates the second ciphering information by concatenating the frame number and the 

rollover counter, and repeating a concatenation result a preset number of times.  

5 

9. The apparatus of claim 5, wherein if the data is multicast and broadcast service 

(MBS) data, the third ciphering information is an MBS traffic key (MTK).  

10. A method for transmitting multicast and broadcast service (MBS) streams in a 

10 communication system, comprising: 

generating an initial counter value using a frame number of the communication 

system and a rollover counter (ROC) for MBS data to be transmitted; 

generating n counter values by incrementing the initial counter value by one; 

generating n cipher blocks using the n counter values and an MBS traffic key 

15 (MTK); 

fragmenting the MBS data into n plain-texts; 

generating MBS streams by performing exclusive OR (XOR) logical operations 
on the n plain-texts and the cipher blocks; and 

generating n MBS payloads that include one of the n MBS steams and only the 

20 ROC among the ROC, the initial counter value, and the MTK, respectively, and 

transmitting the MBS payloads.  

11. The method of claim 10, wherein the ROC increases as the frame number 

increases.  
25 

12. The method of claim 11, wherein generating the initial counter value comprises: 

generating the initial counter value by concatenating the frame number and the 
rollover counter, and repeating a concatenation result a preset number of times.  

30 13. An apparatus for transmitting multicast and broadcast service (MBS) streams in 
a communication system, comprising: 

an initial counter value generator for generating an initial counter value using a 
frame number of the communication system and a rollover counter (ROC); 

a counter for generating n counter values by incrementing the initial counter 
35 value by one for MBS data to be transmitted; 

n cipher block generators for generating n cipher blocks using the n counter 
values and an MBS traffic key (MTK), 

n exclusive OR (XOR) logical operators for performing XOR logical operations 
on the cipher blocks and n plain-texts into which the MBS data is fragmented, and 
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generating MBS streams; 

an MBS payload generator for generating n MBS payloads that include one of 

the n MBS streams and only the ROC, among the ROC, the initial counter value, and 

the MTK, respectively; and 

s a transmitter for transmitting the generated n MBS payloads.  

14. The apparatus of claim 13, wherein the ROC increases as the frame number 

increases.  

10 15. The apparatus of claim 13, wherein the initial counter value generator generates 

the initial counter value by concatenating the frame number and the rollover counter 

and repeating a concatenation result a preset number of times.  

16. A method for transmitting a signal in a communication system a claimed in any 

is one of claims 1-4, and substantially as herein described with reference to the 

accompanying drawings.  

17. An apparatus for transmitting a signal in a communication system as claimed in 

any one of claims 5-9, and substantially as herein described with reference to the 

20 accompanying drawings.  

18. A method for transmitting multicast and broadcast service (MBS) streams in a 

communication system as claimed in any one of claims 10-12, and substantially as 

herein described with reference to the accompanying drawings.  

25 

19. An apparatus for transmitting multicast and broadcast service (MBS) streams in 

a communication system as claimed in any one of claims 13-15, and substantially as 

herein described with reference to the accompanying drawings.  
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