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Description
BACKGROUND

[0001] Enterprises often provide employees with cor-
porate-owned computing devices, such as laptops, tab-
lets, cell phones, and personal computers. These com-
puting devices typically require an initial setup before be-
ing given to an employee. For example, an administrator
may need to install a specific operating system and ap-
plications on the device. The administrator can also take
steps to enroll the computing device with an Enterprise
Mobility Management ("EMM") system before handing
the device over to an employee. Without enrollment soft-
ware installed on the computing device, the device would
not be secure and an employee could lose or steal the
device and any information on it. Installing the correct
software, hardware, drivers, and configurations can be
done as part of a device enroliment program ("DEP").
[0002] APPLE has its own DEP for its computing de-
vices. Because APPLE provides its own software and
hardware with its computing devices, they are able to
easily enroll computing devices. This allows them to track
device owners and configurations. However, there is no
way for administrators to easily do this for WINDOWS
devices or other personal computer ("PC") devices. Each
PC device can include a different combination of hard-
ware and software from multiple vendors. There is no
central entity or repository that tracks ownership and con-
figuration information, unlike in the APPLE ecosystem.
[0003] As a result, administrators do not know how to
boot PC devices into a known golden image. The golden
image only works when the device hardware and config-
urations are the same, which is unlikely in the PC eco-
system. A clean state requires an administrator to wipe
each computing device and re-image it. Every time a user
installs a new application, an administrator must create
another golden image that it can use to re-flash the de-
vice. Repeating this for every department and enterprise
division (human resources, sales, etc.) becomes time-
consuming.

[0004] Additionally, outside of the APPLE ecosystem,
there is no easy way for an original equipment manufac-
turer ("OEM") device supplier (also called a vendor) to
load a custom company image onto user devices at the
time they ship from the OEM. The user device configu-
rations constantly evolve and it is impractical foran OEM
to track the evolution. Therefore, the cumbersome task
ofindividual user device setup falls to the enterprise. Mul-
tiplied by the number of employees in a workforce, the
initial setup can be a major drain on company resources.
These setup steps are repeated when a computing de-
vice malfunctions or is assigned to a new employee, or
when an employee upgrades to a new device. Therefore,
large organizations require additional IT manpower for
provisioning employee devices, increasing the organiza-
tion’s overall costs. The setup process also produces de-
lays in providing employees with new computing devices,
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which lowers the overall efficiency of the company’s
workforce.

[0005] Enterprises wishing to enroll the computing de-
vice intoan EMM system must further manually configure
each device. It generally is not feasible for the OEM to
customize its operating system ("OS") image to include
management features of the EMM system. This is be-
cause EMM functionality can vary, even between differ-
ent employees in the same EMM system. EMM software
is constantly changing, and expecting an OEM manufac-
turer to replace its OS image with each change would be
unrealistic. Therefore, individual device configuration is
currently required.

[0006] This can require user login into an OS prior to
enrollment in the EMM. This gives a user opportunity to
circumvent management policies, which are not yet in-
stalled in the non-enrolled device.

[0007] Trustedboot processes are also very fragment-
ed across different providers of PC devices. Secure boot
is one such process supported by WINDOWS, using
hash encryption to ensure a secure version of WIN-
DOWS with a particular BIOS version is loaded on the
computing device. Each provider can attempt to specify
the BIOS and software versions. In the PC ecosystem,
there is no single trusted source to cause computing de-
vices to boot with the right OS and software configura-
tions for different enterprises or groups.

[0008] Forsimilarreasons, device ownership is equally
impossible to track. Each OEM hardware supplier (LEN-
OVO, DELL, etc.) has different standards and sells
through different channels, such as direct to enterprises
and through stores like BEST BUY. There is no current
way to track who bought the device from whom, who
owns it, or configuration details after purchase. This is
different from the APPLE ecosystem, where there is gen-
erally only one source for the computing devices. With a
single source, device ownership can be reconstructed
from a serial number and a receipt.

[0009] In the fragmented PC ecosystem, recovering
PC device configurations is also very difficult. Without
the ownership or configuration details, it is generally not
possible to provide a clean version of the OS, installed
software, and drivers. Therefore, Internet recovery has
been lacking for PC devices up to this point.

[0010] Consequently, a need exists for a system for
enrolling PC computing devices for EMM operation on
first boot based on device ownership information. A need
also exists for the computing devices to retrieve correct
OS and application configurations while bypassing
piecemeal administrator setup.

[0011] US 2004/267716 A1 discloses task sequences
which are used to manage devices. According to one
aspect, a user-defined or user-selected task sequence
is received. The task sequence is converted into an or-
dered series of steps, and the series of steps are per-
formed, in accordance with their order, in managing a
device over a network. In certain implementations, the
ordered series of steps are steps for automatically de-
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ploying an operating system on the device.
SUMMARY

[0012] Examples described herein include systems
and methods for providing persistent enrollment for a
computing device, including automatic enrollment upon
first boot-up of the device. The terms "computing device,"
"user device," and "mobile device" are used interchange-
ably throughout and can encompass any type of com-
puting device, such as laptops, tablets, cell phones, and
personal computers.

[0013] Examples are provided for automatically enroll-
ing a computing device with an EMM server upon first
boot of the device. In one example, a bootstrap loader is
included in firmware of the computing device. The
firmware can be a BIOS or a Unified Extensible Firmware
Interface ("UEFI"). Both types of firmware can perform
similar functions and are the first code to run when the
device is powered on. For the purposes of this disclosure,
the terms BIOS or firmware may be used for conven-
ience, but they are interchangeable with UEFI. The fun-
damental purposes ofthe firmware include initializing and
testing hardware components on the device and loading
an OS from a storage location. It can perform boot serv-
ices, runtime services, initialize hardware in the comput-
ing device, load the OS, and hand off the hardware com-
ponents to the OS.

[0014] When a computing device is powered on, the
firmware caninitialize hardware components and provide
executable code for the OS to execute. In one example,
a bootstrap loader can execute, launching an enroller.
The enroller can wait for network connectivity and con-
nect to a server to download additional executables and
data that may change or not fit within the BIOS firmware.
This can include applications, drivers, OS images, and
managed policies for operating in with a mobile device
management ("MDM") or EMM system.

[0015] In the example of a computing device running
the MICROSOFT WINDOWS operating system, the
firmware can include a Windows Platform Binary Table
("WPBT"). The bootstrap loader can be a binary in the
WPBT. Additionally, a BIOS could include the location of
an embedded copy of WINDOWS. Very early in the initial
boot, the WPBT can be accessed, and the binary can be
copied and executed.

[0016] This bootstrap loader binary can give an OEM
a way to inject functionality into a system for execution
by WINDOWS. In particular, it can allow the OEM to en-
sure the computing device contacts a server prior to the
user logging into WINDOWS and preventing manage-
ment functionality from properly installing.

[0017] In one example, the WPBT can include code
that allows the computing device to retrieve a manage-
ment agent. The management agent can include code
that allows an enterprise to manage functional aspects
of a device based on policies defined at a management
server. The management agent can be injected, config-
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ured, or otherwise installed into WINDOWS prior to boot
up of the OS. Therefore, before the user device ever fully
boots for the first time, the management agent can im-
plement a management policy. The management policy
can enforce various functionalities and compliance rules.
For example, passcode requirements can be specified,
WIFI configurations provided, and network access con-
trolled.

[0018] Themanagementagentitself canbe embedded
in the firmware, such as in the bootstrap loader. Alterna-
tively, a firmware process can cause a process to locate
the management agent in a hidden drive partition. In an-
other example, the firmware can specify alocation where
the enroller can download the management agent, such
as at the management server. The management policies
specified by the management server can differ based on
the owner (also called tenant) of the computing device.
In one example, an identifier, such as a serial number,
can be supplied by the enroller to the management serv-
er. The management server can then identify a tenant
associated with the computing device. Tenants can be
different owners, such as different companies or different
groups or organizations within a company.

[0019] Thiscan allow amanagementserver ofan EMM
system to take control of the computing device before
the OS even loads. In one example, the management
server can install and configure software according to a
profile before the user even logs in. This can ensure that
the enterprise maintains control over a user device. Even
if someone wipes the computing device, the boot-up se-
quence will cause the installation of the management
agent prior to the OS fully loading. This can be based on
a flag in the firmware or code in the WPBT directing the
computing device where to look for the management
agent.

[0020] Inone example, the bootstrap loader is a kernel
code used for enrollment with the management server.
The bootstrap loader need not perform enroliment func-
tions itself; rather, the bootstrap loader can cause an en-
roller to install and execute some enroliment functions.
Because the BIOS or UEFI can be a small piece of
firmware, the bootstrap loader can be used to install the
enroller, allowing the enroller to retrieve additional soft-
ware needed to install management functions in the OS
as it loads for the first time. The additional software can
be retrieved locally, such as from an image on a hard
drive, orovera network once anetwork interface is active.
[0021] Inone example, the enroller waits for a network
connection, such as an Ethernet or wireless internet con-
nection. During that time, the OS can provide an interface
for a user to connect to the Internet. Once connected,
the enroller can utilize the Internet connection to query
aserver that contains ownership information for that com-
puting device. In one example, the server is an OEM
server operated by the manufacturer or vendor of the
computing device. The computing device can submit an
ownership information request to the OEM server (also
called a vendor server). The request can include an iden-
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tifier sufficient to identify the computing device, such as
a serial number pulled from the BIOS. The OEM server
can then determine whether the computing device is in-
tended to be a managed device that is owned by an en-
terprise. If so, the OEM server can return an address,
such as an enrolliment URL, to the computing device with
instructions to enroll the computing device using the URL.
[0022] If the OEM server indicates that the computing
device should be enrolled, the enroller can pause the
login process such that the user is not able to log in to
the OS until the management agent is operational. For
example, the enroller can pause a process associated
with booting up the OS, causing the OS to pause while
the enroller continues performing actions in a parallel
manner.

[0023] Usingthe enroliment URL provided by the OEM
server, the enroller can connect to the management serv-
er. The enroller can provide pre-enroliment information,
such as the version of the OS installed on the computing
device, the version of the enroller, and an identification
of the computing device. The management server can
determine whether the latest version of the enroller is
installed, and if not, send an updated version of the en-
roller to be installed on the computing device before con-
tinuing the enrollment process.

[0024] The up-to-date enroller can continue the enroll-
ment process by first registering the computing device
with a WINDOWS agent that can perform various tasks.
For example, the WINDOWS agent can assist in enroll-
ment by connecting to the management server and pro-
viding any information required for enrollment. During the
enrollment process, the management server can deliver
a management agent to the computing device. The man-
agement agent can communicate with the management
server and interface with the OS and firmware of the com-
puting device. The management agent can assist in en-
suring compliance rules and management policies set at
the management server are carried out at the computing
device. The enrollment process can also include down-
loading or removing applications and synchronizing the
computing device with the settings supplied at the man-
agement server. Because the user has not been offered
an opportunity to provide login credentials, the manage-
ment server can enroll the computing device using a tem-
porary user account.

[0025] With the computing device enrolled and com-
pliant, the enroller can unpause the login functionality of
the OS and allow the user to sign into the OS. In some
examples, the OS login can be used to provide informa-
tion about the user to the management server. For ex-
ample, the management agent can capture user inputs
such as login information, an email address, or an em-
ployee number. The management agent can send this
information to the management server to associate the
computing device with the user rather than with a tem-
porary account. The management policy can also be up-
dated based on, for example, a particular group to which
the user belongs.
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[0026] Both the foregoing general description and the
following detailed description are exemplary and explan-
atory only and are not restrictive of the examples, as
claimed. Rather, the invention is set out in the appended
set of claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0027]

FIG. 1A is an exemplary illustration of system com-
ponents for persistent enroliment of a computing de-
vice.

FIG. 1B is a more detailed exemplary illustration of
system components for persistent enroliment of a
computing device.

FIG. 2 is a flowchart of an exemplary method for
installation of a management agent prior to a user
logging into an operating system on first boot.

FIG. 3 is a flowchart of an exemplary method for
performing enrollment of a computing device at a
management server.

FIG. 4 is a flowchart of an exemplary method for
preventing a user from logging into an operating sys-
tem while enrollment takes place.

FIG. 5A is flowchart of an exemplary method for re-
covering a trusted image over a network.

FIG. 5B is flowchart of an exemplary method for re-
motely managing BIOS settings of a user device.
FIG. 6A is flowchart of an exemplary method for en-
rolling a computing device with a management serv-
er on first boot.

FIG. 6B is flowchart of an exemplary method for ven-
dor auto-discovery.

FIG. 6C is flowchart of an exemplary method for en-
rolling a computing device with a temporary user.

DESCRIPTION OF THE EXAMPLES

[0028] Reference will now be made in detail to the
present examples, including examples illustrated in the
accompanying drawings. Wherever possible, the same
reference numbers will be used throughout the drawings
to refer to the same or like parts.

[0029] In an example, firmware in a computing device
enables the computing device to install a management
agent prior to completion of an initial boot of an OS. The
management agent can be any code that allows a man-
agement server to enforce management policies on the
computing device. For example, the management can
include functional rules that restrict access or function-
ality of one or more applications on the user device, and
compliance rules for device usage with remedial actions,
such as locking the device or wiping enterprise data. The
management agent can also utilize usage data, such as
user inputs, for various purposes. The management
agent can be a standalone application or integrated into
an OS. In one example, code for the management agent
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configures an existing WINDOWS management agent.
[0030] The firmware can allow the computing device
to identify and install the management agent. The man-
agement agent can exist locally on the device, such as
in an OS image in a hidden partition. Alternatively, it can
be downloaded from a server, such as a management
server.

[0031] In one example, an address for a server, such
as a vendor server or management server, can be stored
in the firmware. The firmware can include a WPBT in one
example. The firmware can execute the contents of the
WPBT on first boot. This can cause a bootstrap loader
in the firmware to initiate an enroller process. The enroller
can wait for network access and contact the server at the
address. Alternatively, the enroller can check a hidden
partition for a managed OS image to inject or otherwise
merge with a normal OS image.

[0032] In one example, the enroller waits for network
access and then contacts a vendor server. The vendor
server can be associated with a manufacturer or supplier
of the computing device. The vendor server can deter-
mine if a particular computing device is intended to be
managed as part of an EMM system. This can be done,
for example, based on device serial numbers that are
also flashed into the firmware. If the device is to be man-
aged, the vendor server can provide an address, such
as a URL, that directs the computing device to the ap-
propriate management server.

[0033] Usingthe address, the enroller executing on the
computing device can download and install the manage-
ment agent and perform an enrollment process with the
management server. In one example, an updated en-
roller is first downloaded to facilitate this process. The
updated enroller can block login in WINDOWS until en-
rollment completes. In this way, enroliment can be done
prior to a user logging into the operating system for the
firsttime, ensuring thatthe computing device is managed
according to policies set by the device owner.

[0034] Turning to FIG. 1A, exemplary system compo-
nents are illustrated. A computing device 110 caninclude
firmware 105 that includes a bootstrap loader 115. The
computing device 110 can be any processor-based de-
vice, such as a smartphone, laptop, tablet, personal com-
puter, or workstation. It can be flashed with firmware 105,
which can include a BIOS.

[0035] When the computing device 110 powers on, it
can read the firmware 105 to initialize the boot process.
This can include loading an OS 111. The OS 111 can be
a WINDOWS operating system. The OS 111 can exist
locally and be referenced by the firmware 105 in an ex-
ample. For example, a drive partition in the computing
device 110 can store a copy of the OS, which can be
called an OS image.

[0036] The firmware 105 can also include a bootstrap
loader 115 for device configuration and management
purposes. Because firmware 105 space is limited, the
bootstrap loader 115 can include enough code to launch
an enroller 138 that reaches out over a network 118 for
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more assistance. The network 118 can be one or more
of the Internet, a local network, a private network, or an
enterprise network.

[0037] The enroller 138 can be responsible for install-
ing applications and enrolling the computing device 110
with a management server 130. It can do so prior to the
OS 111 allowing a user to log in. In one example, the
enroller 138 blocks login by pausing one or more OS
processes until enroliment, installation, and policy syn-
chronization is complete. The enroller 138 can perform
various software-based steps, such as connecting to ex-
ternal servers and pausing ongoing processes. The en-
roller 138 can operate in a parallel process to the oper-
ating system 111, such that it is independent from the
operating system 111.

[0038] The firmware 105 can identify a management
agent 132 in one example. This can be based on a flag
or information in the WPBT. For example, the enroller
138 can download the management agent 132 from an
address indicated by the flag or WPBT. Alternatively, the
firmware 105 can include a copy of the management
agent 132 or reference a local copy in a drive partition.
[0039] The bootstrap loader 115 or enroller 138 can
initially wait for an operating system 111 application pro-
gramming interface ("API") to become available. In the
case of a WINDOWS operating system 111, for example,
the bootstrap loader 115 can wait for one or more of the
APIsinthe WINDOWS API-the core set of APIs available
within the WINDOWS operating system 111. In one ex-
ample, the bootstrap loader 115 waits for the Win32 Sub-
system API to become available.

[0040] Inone example, the enroller 138 can download
an updated version of itself from the management server
130. This can allow for more complex enrollment func-
tionality than provided in the firmware 105. The enroller
138 can be updated to work with a particular version of
an OS, or to include additional functions, network ad-
dresses, or server logins that are subject to change.
[0041] In one example, the firmware 105 can include
a flag that causes the enroller 138 to communicate with
a vendor server 140. The vendor server 140 can be as-
sociated with a manufacturer or supplier of the computing
device 110. The vendor server 140 can determine wheth-
er the computing device 110 is supposed to be managed.
If so, it can supply contactinformation for the appropriate
management server 130.

[0042] When the vendor server 140 determines that
the computing device 110 is managed by management
server 130, it can provide an address for contacting the
management server 130. This can allow the enroller 130
to download policy information. Policy information can
include compliance rules and other limitations on device
functionality. The policy information can differ between
tenants, allowing the management server 130 to pick in-
itial policy information based on the tenant associated
with the computing device 110.

[0043] The policies provided can be based on owner-
ship information associated with the computing device
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110. The ownership information can be stored by either
the vendor server 140 or management server 130, de-
pending on the example. The server 130, 140 can track
which computing devices 110 are supplied to which ten-
ants. A tenant can be an owner, such as a corporation.
Alternatively, it can be a group or division within a cor-
poration. Groups can be used to apply different manage-
ment policies to different devices, depending on the
group.

[0044] In one example, the computing device 110 can
request the ownership information from the management
server 130. Ownership information can be keyed on de-
vice identifiers, such as serial numbers. An administrator
can load ownership information into a server 130, 140
based on bulk orders or invoices. The management serv-
er 130 can use the ownership information to point the
computing device 110 to drivers, applications, or OS im-
ages to install, which can be located at the management
server 130 or on separate servers 150, 160 accessible
over the network 118.

[0045] The management server 130 can control one
or more managed applications 113 through interaction
with the management agent 132 on the user device 110.
The management agent 132 can be an application 113
or part of an operating system 111. In one example, the
management agent 132 can be installed when the user
device 110 enrolls with the management server 130. The
management server 130 can be part of an EMM system.
The managementserver 130 can dictate which managed
applications 132 are installed, such as based on which
tenant the computing device 110 belongs to. Similarly,
specific functionality within the managed applications
113 canbe enabled or disabled by the management serv-
er 130.

[0046] The management server 130 or vendor server
140 can supply additional addresses for driver servers
150 or application servers 160. This can allow the enroller
138 to contact these servers 150, 160 over network 118
and install device-specific or tenant-specific applications
113 and drivers. In one example, this can be performed
prior to the enroller 138 unblocking login into the operat-
ing system 111. This can ensure that the appropriate
drivers and applications 113 are on the computing device
110 before the user can access the operating system
111. This can mitigate chances of a user circumventing
management policies.

[0047] In one example, rather than downloading indi-
vidual drivers and applications, these components can
be downloaded as part of OS images in one example.
An OS image including the management agent can also
be downloaded from the management server 130. A
process initiated by firmware can assemble the OS im-
ages into a combined OS image. Then, the firmware can
reboot the computing device using the combined OS im-
age.

[0048] The servers 130, 140, 150, and 160 can each
include one or more servers or processors.

[0049] Turning to FIG. 1B, more exemplary system
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components are illustrated. The computing device 110
includes multiple processors, including a central
processing unit ("CPU") 120 and an auxiliary processor
124. The enroller 138 can use the auxiliary processor
124 for pre-boot processes when the CPU 120 has not
yet been enabled.

[0050] Additionally, the computing device 110 can in-
clude a drive 126, such as a hard disk drive or a solid
state drive. The drive 126 can include a hidden partition
128. The hidden partition 128 can include an OS image
129. The OS image 129 can be executed to load the
operating system 111, in an example.

[0051] Additionally, FIG. 1B shows that the firmware
105 can include a flag 112 that causes the computing
device 110 to contact the vendor server 140, manage-
ment server 130, or both, during boot. To do so, the en-
roller 138 can wait for a network interface 122 to activate.
For example, the Win32 Subsystem can turn on the net-
work interface 122. The firmware 105 can contain requi-
site drivers in one example. For example, a network stack
in the firmware 105 can activate the network interface
122. Alternatively, the drivers can be loaded as part of
the OS image 129 or independently stored on the drive
126.

[0052] Theflag1120orWPBT 114 caninitiate persistent
enrollment in one example. The contents of the WPBT
114 can execute on initial boot, causing a bootstrap load-
er 115inthe WPBT to launch an enroller 138. The WPBT
114 is a fixed Advanced Configuration and Power Inter-
face ("ACPI") table that the BIOS or UEFI interface can
provide to the operating system 111. The firmware 105
can provide this to the operating system 111 without mod-
ifying the WINDOWS image stored on the computing de-
vice 110 (if one exists). Therefore, regardless of any
changes to the operating system 111 of the computing
device 110, the WPBT 114 survives intact and is always
present before the operating system 111 is loaded.
[0053] The location of the WPBT 114 is described in
the Root System Description Table or Extended System
Description Table ("RSDT/XSDT"). The RSDT/XSDT is
an ACPI table that contains an array describing the phys-
ical addresses of all other ACPI tables. During initializa-
tion of the operating system 111, WINDOWS can parse
the RSDT/XSDT table to obtain the location of the other
ACPI tables, such as the WPBT 114. WINDOWS can
copy the contents of an ACPI table into operating system
memory and execute it as desired.

[0054] This can allow boot processes, such as the
bootstrap loader 115, to add management functionality
to a generic version of WINDOWS during the initial boot.
In one example, a copy of WINDOWS already resident
on the computing device 110 begins to load. A BIOS flag
112 can be set to enable WPBT 114. Based on the BIOS
flag 112 being set, the auxiliary processor 124 can access
the WPBT 114, where itlocates the bootstrap loader 115.
The bootstrap loader 115 can initiate a process called
the enroller 138, which can execute outside of the
firmware 105. The enroller 138 can be responsible for
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altering a generic WINDOWS OS 111 to apply manage-
ment policies 134 and other functionality needed to op-
erate in a MDM system.

[0055] In an example, the WPBT 114 is accessed on
the first boot of the computing device 110. This can be
based on a BIOS flag 112 being set, or based on the
WINDOWS OS image 129 being hardcoded to check the
WPBT 114. For example, SmpExecuteCommand can be
coded to check the WPBT 114. This allows the enrollment
process to initiate and management policies 134 to be
implemented prior to the user ever logging into the op-
erating system 111. This is different than prior uses of
the WPBT, such as COMPUTRACE, which do not utilize
the WPBT on first boot.

[0056] Asanexample, the enroller 138 can retrieve an
address from the firmware 105. The address can be cod-
ed into the enroller 138 based on the bootstrap loader
115, in one example. The address can also be at a loca-
tion in the WPBT 114 or elsewhere in the firmware 105.
[0057] Alternatively, the flag 112 can indicate the ad-
dress. In one example, a functioning WINDOWS OS 111
need not be present on the device for the flag 112 to
initiate enrollment. The address can correspond to a ven-
dor server 140 or a management server 130. When con-
tacted by the enroller 138, the vendor server 140 can use
a device identifier received from the computing device
110 to determine management status or device owner-
ship 142. In another example, device ownership is
tracked atthe managementserver 130. Either server 130
or 140 can maintain a table of device serial numbers
mapped to tenant information. The tenant information
can include a second address for a tenant (such as an
owner) of the computing device 110.

[0058] Inoneexample, the vendorserver 140 cansend
an address of the management server to the enroller 138.
Using the address, the enroller 138 can contact the man-
agement server 130. This management server 130 can
determine the tenant(s) associated with the computing
device 110 (and also confirm that the computing device
110 is to be managed) based on a device identifier, such
as serial number. Then the appropriate policies 134 can
be applied to the computing device 110.

[0059] Although the user is still unknown, the manage-
ment server 130 can determine applicable policies 134
based on the tenant. A tenant can be an enterprise or a
group within an enterprise. Different groups (one exam-
ple of a tenant) can be used by the management server
130 to apply policies 134, such as compliance rules, to
computing devices 110 associated with the group. A
group can correspond to a structure or hierarchy of a
business or enterprise. For example, an enterprise can
have various groups such as an engineering team, an
accounting team, and a marketing team. Each of these
teams can correspond to a different group stored on the
management server 130.

[0060] The policies 134 can also include compliance
rules. A compliance rule can set forth one or more con-
ditions that must be satisfied in order for a computing
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device 110 to be deemed compliant. If compliance is bro-
ken, the management server 130 can take steps to con-
trol access of the user device 110 to enterprise files, ap-
plications, and email. Compliance rules can be assigned
differently to the different organizational groups. For ex-
ample, a developer group can be assigned different com-
pliance rules than an executive group. The executive
group might be allowed to install different applications
than the development group. Similarly, the management
server 130 can assign different compliance rules based
on the different location-based organizational groups.
[0061] The management agent 132 and policies 134
can be downloaded to the user device 110. The man-
agement server 130 can also supply managed apps 136
for installation at the computing device 110, according to
policies 134 that apply to that computing device 110.
[0062] The entire management agent 132 need notbe
downloaded in some examples. For example, the
firmware 105 can be flashed to contain a copy of the
management agent 132. This can allow the computing
device 110 to inject the management agent 132 into the
operating system 111 during boot. In another example,
the OS image 129 provided on the computing device 110
contains the management agent 132. In yet another ex-
ample, the hidden partition 128 of the drive 126 on the
computing device 110 contains the management agent
132. In stillanother example, the management agent 132
that is downloaded comprises settings for an existing
management agent 132 that is part of WINDOWS.
[0063] In still another example, the operating system
111 is comprised of multiple OS images 129, 146, and
136 that are combined for installation. The management
server 130 or vendor server 140 can provide a pre-en-
rollment installer that acts like the enroller 138 but is used
to download and assemble the OS images 129. The pre-
enrollment installer can be a mini operating system for
use in a pre-boot environment. The pre-enrollment in-
staller can run independently of an operating system 111,
such as WINDOWS. So even when the computing device
110 does not have an uncorrupted OS image 129, the
pre-enroliment installer can execute, in an example. In
that example, instead of relying on the OS 111 for net-
working, the pre-enrollment installer can continue to use
the networking stack provided in the firmware 105. This
allows the stages to continue operation before WIN-
DOWS begins to load. The server(s) 130 and 140 can
also provide multiple addresses for downloading the OS
images 129, 136, 146. Other third party servers can pro-
vide additional drivers 150, apps 160, or OS images con-
taining drivers 150 and apps 160.

[0064] Turning to FIG. 2, example stages for using
firmware to install a management agent on the first boot
are shown. At stage 210, the firmware 105 of the com-
puting device 110 is flashed to include a bootstrap loader
115. This can be done by a manufacturer. In one exam-
ple, a vendor (which can include a manufacturer) can
include a bootstrap loader 115 in the firmware 105. The
bootstrap loader 115 can be configured to look for code
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in a hidden partition 128. For example, a special OS im-
age 129 witha management agent 132 and management
policies 134 could be accessed.

[0065] In another example, the firmware 105 can allow
for persistent enroliment or Internet recovery of multiple
tenants that use different OS images, applications, and
management policies. In this example, a flag 112 or other
bits in the firmware 105 can be set to cause the computing
device 110 to contact the vendor server 140 (or manage-
ment server 130). This can allow the server 130 or 140
to track device ownership separately, and supply the
management policies 134 and applications 136 that cor-
respond to the tenant.

[0066] At stage 220, when the device is powered on,
a bootstrap loader 115 executes. The bootstrap loader
115 can execute based on a flag 112. This can occur on
first boot and on subsequent boots. The flag 112 can be
flashed in firmware 105 by the manufacturer. In one ex-
ample, the flag 112 can reside in the WPBT 114 or point
the processor to check the WPBT 114 on boot. In an
example, the WPBT 114 is accessed on the first boot
based on a BIOS flag 112 being set, or based on the
WINDOWS OS image 129 being hardcoded to check the
WPBT 114. For example, SmpExecuteCommand can be
coded to check the WPBT 114. However, special ver-
sions of WINDOWS are not necessary in some exam-
ples. Instead, the BIOS flag 112 and WPBT 114 can in-
itiate the process of customizing the standard operating
system 111 to include the management functionality.
[0067] The bootstrap loader 115 can install and exe-
cute the enroller 138 at stage 230. The enroller 138 can
retrieve additional resources from over the network 118.
For example, it can be pre-coded to call an address as-
sociated with the vendor server 140 or management
server 130.

[0068] At stage 240, the management agent 132 is
identified. In one example, a flag 112 causes the enroller
138 to retrieve a management agent 132 from the WPBT
114. In another example, the enroller 138 can download
the management agent 132 and management policy in-
formation 134. For example, the enroller 138 can wait for
network access and then contact a server 130, 140. The
server 130, 140 can check ownership information 142
associated with the computing device 110. For example,
server 130, 140 can receive an identifier, such as a serial
number or service tag, from the computing device 110.
The serial number can be individually flashed into the
BIOS 105 in an example. The server 130, 140 then
checks the ownership information 142 to see whether
the computing device 110 or a tenant associated with the
computing device 110 is managed.

[0069] Inone example, the vendorserver 140 provides
the enroller 138 with an address of the management serv-
er 130, based on determining that the computing device
110 is a managed device. The enroller 138 can contact
the management server 130 and implement manage-
ment policies 134 prior to the user ever logging into the
operating system 111. Alternatively, the server 130, 140
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can send the management agent 132 to the computing
device 110 without supplying the additional address.
[0070] This can all occur on initial boot, before WIN-
DOWS completely loads. This helps minimize the chanc-
es of managed configurations being circumvented.
[0071] At stage 250, the enroller 138 can inject the
management agent 132 into the operating system 111.
In one example, the enroller 138 accesses an operating
system 111 API. The management agent 132 can imple-
ment various methods prior to the operating system 111
fully loading. The enroller 138 can also perform an en-
rollment process with the management server 130, dur-
ing which time the appropriate management policies 134
are implemented at the computing device 110. The en-
roller 138 can also pause loading of the operating system
111 to allow for these processes to complete before al-
lowing the user to login to the operating system 111.
[0072] In another example, the computing device 110
can download an OS image 136 that includes the man-
agement agent 132. The OS image 136 can be a partial
image of the overall file system that makes up the oper-
ating system 111. The OS image 136 can already include
the management agent 132 integrated into management
features of the operating system 111. The management
OS image 136 can be combined with another OS image
129 to create the full modified operating system 111.
Then the enroller 138 can cause the computing device
110 to reload the modified operating system 111, effec-
tively injecting the management agent 132 into the op-
erating system 111 at stage 250.

[0073] During enroliment, the enroller 138 can pause
one or more binaries that execute as part of the operating
system 111 startup. Multiple binaries must complete in
sequence for the operating system 111 to load success-
fully. By pausing one or more of them, the user will not
be presented with a login screen.

[0074] Aftermanagement policies 134 are in place, the
enroller 138 can un-block the login process. At stage 260,
the user can log into the operating system 111. In one
example, the operating system 111 can present a series
of screens designed to collect user information for com-
pleting enrollment at the management server 130. The
management agent 132 can collect user inputs (such as
login information) and send those inputs to the manage-
ment server 130 at stage 270. The management server
130 can then associate the device enrollment with the
user.

[0075] FIG. 3 is an example illustration of steps per-
formed for vendor auto-discovery in one example. FIG.
3 includes stages for boot-up environmental setup, ena-
blement check (e.g., vendor auto-discovery), and MDM
enroliment.

[0076] Inthis example,a WINDOWS session manager
300 can execute as part of a WINDOWS image 129 that
begins loading on the computing device 110. At stage
302, the WINDOWS session manager 300 can execute
abootstrap loader 115. The bootstrap loader 115 can be
a kernel driver stored in the WPBT 114. In another ex-
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ample, the firmware 105 can detect a flag 302 independ-
ently of WINDOWS.

[0077] There are atleasttwo ways the bootstrap loader
115 can start up. First, a flag 112 in the BIOS 105 can
indicate thatthe WPBT 114 contents should be executed.
Because the bootstrap loader 115 is in the WPBT 114,
it will execute. Alternatively, the WINDOWS session
manager 300 can issue an SmpExecuteCommand that
executes the bootstrap loader 115.

[0078] The bootstrap loader 115 can recursively exe-
cute in the firmware at stage 304. It waits for the operating
system 111 to boot further so that it can cause execution
outside of kernel mode to begin. In one example, it can
wait for the WIN32 subsystem to initialize at stage 306.
The WIN32 subsystem can allow the bootstrap loader
115 to execute an enroller 138 at stage 308.

[0079] The enroller 138 can be extracted from a com-
pressed file in one example. It can include an image,
such as an animated .GIF, that displays while the enroll-
ment stages take place. It can also execute as a Local-
System WINDOWS user in one example.

[0080] Upon initialization, the enroller 138 can have
incomplete configuration information. It can execute out-
side of the firmware and have one or more dependencies
that determine when the enroller 138 actually starts. For
example, at stage 310, the enroller can wait for network
118 access. This can include waiting for a network inter-
face 122 to be activated by WINDOWS or other firmware
boot processes.

[0081] Once the network is available, the enroller 138
can contact a vendor server 140 at stage 312. This can
allow the enroller 138 to determine whether the comput-
ing device 110 is a managed device. The address of the
vendor server 140 can be included in the firmware 105
and the enroller 138 can be loaded with this address.
Using the address, the enroller 138 can send an owner-
ship information request to the vendor server 140. This
can allow the vendor server 140 to determine whether
the computing device 110 is a managed device and
where enrollment should take place. The vendor server
140 can check entitlement at stage 314, such as by
checking stored ownership information 142. In one ex-
ample, the request at stage 312 includes a device iden-
tifier. Examples include a serial number or service tag
that is flashed into the firmware 105 of the computing
device 110. For the purposes of this disclosure, the terms
serial number and service tag are interchangeable, and
any unique identifier of a computing device 110 can be
used.

[0082] Thevendor server 140 can use the device iden-
tifier to search an ownership table in one example. Alter-
natively, the ownership table can be maintained and
searched by the management server 130. The table can
indicate whether the computing device 110 is managed.
It can also link the device identifier to one or more ad-
dresses of other servers. This can allow the enroller 138
to contact the other servers to download drivers 150,
apps 160, a management agent 132, and management
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profile information 134. The example of FIG. 3 is focused
primarily on the MDM enrollment aspects.

[0083] At stage 316, in response to determining the
computing device 110 is managed, the vendor server
140 returns an address for a management server 130.
The address can be an enrollment URL. If, instead, the
vendor server 140 were to indicate the computing device
110 is not managed, then the enroller 138 can delete
itself and the operating system 111 can continue booting
as normal.

[0084] After the enroller 138 receives indication that
the device is managed, it can pause initialization of the
operating system 111 at stage 318. The enroller 138 can
do this after being notified that it needs to enroll with the
management server 130. Pausing operating system 111
initialization can ensure that enroliment can advance and
management policies 134 can be enforced prior to a user
gaining access to the operating system 111. In one ex-
ample, the enroller 138 blocks user login at the operating
system 111 by blocking execution of binaries necessary
to generate the login screen.

[0085] At stage 320, the enroller 138 can send an en-
rollment request to the management server 130. The en-
roliment request can include pre-enroliment information,
such as a version of WINDOWS, an enroller version, and
a device identifier (such as a service tag). This can allow
the management server 130 to determine appropriate
next steps.

[0086] For example, if the enroller 138 is not up-to-
date, the management server 130 can send an updated
enroller 138 to the enroller 138 at stage 322. This can
allow the enroller 138 to update itself. The updated en-
roller 138 can include more functionality or OS compat-
ibility than the original enroller 138. Additional features
can be added in this manner to save space in the BIOS
105. Because firmware 105 space is limited and varies
between different computing devices 110, functions that
are prone to change can be left out of the original enroller
138. The management server 130 can update enroller
138 functionality based on the version of WINDOWS that
the computing device 110 is loading. Downloading an
updated enroller 138 can save space in the firmware 105,
which otherwise might need to contain a bootstrap loader
115 that could launch several different enrollers 138 for
compatibility purposes.

[0087] At stage 324, the enroller 138 can begin regis-
tering the computing device 110 with the management
server 130. This can include configuring a management
agent 132 on the computing device 110. The manage-
ment agent 132 can be part of WINDOWS in one exam-
ple. In another example, the management agent 132 can
be part of the updated enroller 138 downloaded from the
management server 130. The enroller 138 and manage-
ment server 130 can configure the management agent
132 to communicate with the management server 130.

[0088] The managementagent 132 canperformanen-
rollment process with the management server 130 at
stage 326. In some examples, the management server
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130 can request a token from the computing device 110,
indicating that the computing device 110 has been au-
thenticated and is permitted to continue the enroliment
process. Upon receiving the token, the management
agent 132 and management server 130 can continue the
enrollment process.

[0089] At stage 328, the management server 130 can
indicate that the management agent 132 is successfully
enrolled.

[0090] At stage 330, the enroller 138 can wait for the
computing device 110 to synchronize with the manage-
ment server 130. This can include downloading manage-
ment policies 134 and applications 136 at stage 332. In
one example, the management server 130 can also pro-
vide addresses, such as URLSs, to additional servers 150
and 160 where drivers and applications can be down-
loaded. The enroller 138 can contact the servers 150,
160 at those URLs and receive applications, drivers, or
an OS image.

[0091] Because the user has notidentified themselves
(e.g., OS 111 login is blocked), enroliment and synchro-
nization at the management server 130 can be based on
a temporary user. In one example, the enroller 138 cre-
ates a temporary user in the OS 111 to associate with a
device account. The management server 130 can specify
the name and password information for the temporary
user in one example. This will be described in more detail
with regard to FIG. 4, below.

[0092] Continuing with FIG. 3, at stage 334, the man-
agement server 130 can notify the management agent
132 that enroliment synchronization and downloads are
complete. The management agent 132 can communi-
cate with the enroller 138 at stage 336, causing the en-
roller 138 to unblock the WINDOWS login at stage 338.
The managementagent 132 can monitor userinputs dur-
ing login and report the inputs to the management server
130 for refining the enroliment for the specific user.
[0093] FIG. 4 illustrates exemplary stages for using a
temporary user account during enrollment. A temporary
user account can be created to provide the user with
visual enrollment feedback, and to facilitate the enroll-
ment of the computing device 110, which has not had
users assigned to it yet during the initial boot.

[0094] At stage 420, a temporary user account is cre-
ated. In one example, the enroller 138 executes as a
LocalSystem user in WINDOWS. The temporary user
account can be created, for example, in an XML file that
WINDOWS executes during normal setup. The XML file
can be created by the enroller 138. The enroller 138 can
be updated from the management server 130 to prevent
hijacking of access credentials from the firmware 105.
The account name can be anything that the enroller 138
writes to the XML file. The temporary user does not need
administrative rights to be used in the enrollment process
with the management server 130. In one example, the
password is a complex password automatically generat-
ed by OOBE, which is an audit mode for booting WIN-
DOWS. It can be stored temporarily in the registry and
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deleted once the user logs into WINDOWS.

[0095] The enroller 138 can wait for enrollment syn-
chronization to complete. During this time, the enroller
138 can create a graphical interface that provides feed-
back to the user indicating enrollment is occurring.
[0096] At stage 430, synchronization and initial enroll-
ment completes. The enroller 138 or management agent
132 candelete the temporary user at stage 440, including
deleting the password from the registry. This can prevent
a user from discovering the temporary user credentials
in an attempt to circumvent the pre-boot enroliment. Ad-
ditionally, the enroller 138 can remove the user interface
since enrollment is no longer occurring. Any other logs
or other files can also be deleted to leave the newly-
booted operating system 111 in a clean state.

[0097] The enroller 138 can un-pause WINDOWS
boot. Once the boot is complete, enroller 138 can delete
itself.

[0098] Atstage450,the userlogsinto WINDOWS. The
management agent 132 can detect the login and capture
user information, including the user name.

[0099] At stage 460, the management agent 132 can
contact the management server 130 to update the en-
rollment association to the newly discovered user. The
management server 130 can transfer the WINDOWS en-
rollment from the temporary user to the new user. If the
temporary user is not already removed, the management
agent 132 can remove it.

[0100] At stage 470, updated policy information 134
based on the actual user can download and synchronize
at the computing device 110.

[0101] FIGs. 5A and 5B include stages for Internet re-
covery when adeviceis corrupted or OS files are deleted.
In one example, the BIOS 105 can rebuild the user de-
vice. Afirmware 105 process, such as the bootstrap load-
er 115 or flag 112 can initiate a connection to a server
130, 140 to discover or download what it needs for a full
restore. The process can be carried out by the enroller
138 or pre-enroliment installer.

[0102] Turning to FIG. 5A, at stage 502 the BIOS 105
can detect that the operating system 111 did not boot
successfully. This can be because there is no operating
system 111 present or because one or more binaries did
not execute.

[0103] At stage 504, the BIOS 105 can check a local
hidden partition 128 foran OS image 129. The OS image
can begin booting. Otherwise, the BIOS 105 can contact
a server 130, 140 defined in the firmware to download a
copy of WINDOWS using a network stack in the firmware
105.

[0104] At stage 506, the bootstrap loader 115 can ex-
ecute and wait for the Win32 Subsystem API to become
available. Once Win32 is available and the network in-
terface is active, the computing device 110 can execute
an enroller 138 and contact a vendor server 140 specified
in the firmware 105. The vendor server 140 can notify
the enroller 138 of the computing device’s 110 manage-
ment status.
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[0105] If it is a managed device, at stage 508 the en-
roller can contact the management server 130 at an ad-
dress received from the vendor server 140. The man-
agementserver 130 can then enroll the computing device
110.

[0106] Atstages510and 512, the managementserver
130 can also point the enroller to other servers for down-
loading applications 160 and drivers 150 consistent with
a stored configuration for the computing device 110. In
one example, the management server 130 provides the
address of a company server associated with the owner
of the computing device 110. The company server can
dictate which apps 160 and drivers 150 to download. Al-
ternatively, some applications 136 can be provided by
the management server 130.

[0107] The applications 160 and drivers 150 can be
provided as part of an OS image in an example. Alterna-
tively, they can be retrieved and installed after an OS
image begins booting.

[0108] This can allow computing device 110 to recover
their trusted image and settings by downloading them
from a trusted source using the Internet.

[0109] Turning to FIG. 5B, an alternate method of In-
ternet recovery is presented. At stage 520, the firmware
105 detects that an operating system 111 cannot load or
does not exist.

[0110] At stage 522, firmware 105 can request boot
information from a server 130, 140. The firmware 105
can contain the server 130, 140 location and execute a
network stack to connect.

[0111] At stage 524, the server 130, 140 can return
information identifying a local OS image 129 or an ad-
dress to contact. If the local OS image 129 exists, the
system can reboot using the local OS image 129.
[0112] Otherwise, as stage 526, the computing device
110 can download a pre-enroliment installer from the
management server 130. The management server 130
or other server can provide the pre-enrollment installer
with addresses for downloading OS images from one or
more of the vendor server 140, management server 130,
and third parties, such as a company server.

[0113] At stage 528, the pre-enrollment installer can
combine the OS images for use on a reboot. Once all the
required OS images are downloaded, the firmware 105
can extract the images to a local storage partition. This
can include the management OS image, which can be
overlaid onto the final extracted image. This can include
splicing or injecting the image over the top of a WIN-
DOWS base installation image.

[0114] Then, the pre-enroliment installer or firmware
105 can reboot the machine, leading to normal WIN-
DOWS setup and device enrollment. The enrollment
components can take effect during normal WINDOWS
installation, causing the appropriate management poli-
cies to be downloaded and enforced on the computing
device.

[0115] Turning to FIG. 6A, an exemplary method for
enrolling a computing device 110 with a management
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server 130 on first boot is illustrated. At stage 612, the
computing device can access the WPBT 114. This can
be based on a flag 112 in the firmware 105 or a WIN-
DOWS command. A processor 124 can execute WPBT
114 contents on first boot, prior to a user logging into
WINDOWS.

[0116] At stage 614, the processor 124 can execute a
bootstrap loader 115 that resides in the WPBT 114. The
bootstrap loader 115 can initiate an enroller 138. The
bootstrap loader 115 can be a kernel that executes in
firmware 105. However, the enroller 138 can execute out-
side of the firmware 105 and access WINDOWS APIs
and the Win32 Subsystem.

[0117] Atstage 616, the enroller 138 can locate a man-
agement agent 132 based on the enroller 138 contacting
an address specified in the firmware 105. The address
can be local or a network address, such as over the In-
ternet. In one example, the enroller 138 can check for an
OS image 129 containing the management agent 132 in
a local drive 126, such as in a hidden partition 128. Al-
ternatively, the enroller 138 can wait for a network inter-
face 122 to activate and then contact the address. This
can be the address of a vendor server 140 or manage-
ment server 130. The vendor server 140 can provide an
additional address of the management server 130, in an
example. The enroller 138 can download the manage-
ment agent 132 from the management server 130.
[0118] At stage 618, the enroller 138 can install the
management agent 132. This can happen prior to WIN-
DOWS allowing a user to log in. The management agent
132 can implement policies 134 defined at the manage-
ment server 130. For example, rules governing device
or application usage can be downloaded from the man-
agement server 130 to the computing device 110 for ac-
cess by or integration with the management agent 132.
[0119] Turning to FIG. 6B, an exemplary method for
vendor auto-discovery is presented. At stage 622, during
initial boot, the computing device 110 contacts a vendor
server. To do this, the computing device uses a first ad-
dress provided in firmware. The first address can be pro-
vided by the flag 112, in one example. In another exam-
ple, the first address can be in the WPBT 114. In another
example, it can be built into the bootstrap loader 115,
which initiates the enroller 138 to also have the first ad-
dress in its possession. In still another example, the
firmware points the computing device 110 to the first ad-
dress in adrive 126 location, such as the hidden partition
128.

[0120] At stage 624, the computing device 110 can re-
ceive a second address of a management server 130
from the vendor server 140. The vendor server 140 can
be contacted by the enroller 138 at the first address. The
vendor server 140 can determine if the computing device
is managed, and if so, return the second address.
[0121] At stage 626, the computing device 110 can
download the management agent 132 from the server
130. This can include code that executes management
functions and enforces policies 134 on the computing
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device 110. Itcan also include code that changes settings
of an integrated management agent 132 in the OS 111
that is loading at the computing device 110.

[0122] At stage 628, the enroller can block user login
into the operating system 111 until after the management
agent 132 is installed. Enrolling and synchronizing the
computing device 110 with the management server 130
can be completed before the user has access to WIN-
DOWS.

[0123] Turning to FIG. 6C, an exemplary method for
enrolling the user device prior to learning the identity of
the user is presented. At stage 632, during initial boot, a
processor 124 can execute firmware 105 to generate an
enroller 138. Any of the techniques already discussed
are applicable here. The enroller 138 can create a tem-
porary user in a WINDOWS operating system. In one
example, the enroller 138 must first update itself at the
management server 130 to download the proper creden-
tials to use for the temporary user.

[0124] Atstage 634, the enroller 138 can block the op-
erating system 111 from allowing user login. This can be
done by suspending operation of a binary that must ex-
ecute in a sequence for WINDOWS to load.

[0125] At stage 636, the enroller 138 can use the net-
work interface 122 to request enrollment with a manage-
ment server 130. The user is presented to the manage-
ment server as the temporary user, which the manage-
ment server 130 can recognize. Enroliment can then oc-
cur, and user account details can be momentarily filled
by the temporary user.

[0126] At stage 638, the enroller 138 can unblock the
operating system 111. In one example, the management
server 130 can send a message to the enroller 138 or
management agent 132 to signify that enrollmentis com-
plete.

[0127] The following aspect is not according to the in-
vention and is present for illustration purposes only. Al-
though described in the context of an EMM system, the
techniques for detecting and enforcing driving restric-
tions do not require an EMM system. The firmware boot-
strapping techniques can also be carried out without a
management server.

Claims

1.  Acomputing device (110) that performs auto-discov-
ery on first boot and automatically enrols the com-
puting device with an Enterprise Mobility Manage-
ment, EMM, server upon firstboot of the device, com-
prising:

a non-transitory, computer-readable medium
containing instructions;

atleastone processor that executes the instruc-
tions to perform stages comprising:

in response to firmware executed during
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first boot of a computing device (110), con-
tacting a vendor server (140) at a first ad-
dress provided in the firmware and sending
the vendor server (140) a serial number
which is included in the firmware;
receiving a second address of a manage-
ment server (130) from the vendor server
(140) if the computing device (110) is to be
managed;

downloading a management agent (132)
from the management server (130), the
management agent (132) enforcing policies
(134) on the computing device (110),
wherein the policies (134) are defined at the
management server (130);

installing the managementagent (132); and
blocking user login to an operating system
(111) of the computing device (110) until af-
ter the management agent (132) s installed
on the computing device (110);

wherein the vendor server (140) is a server
operated by a manufacturer or vendor of the
computing device (110) and stores owner-
ship information including device serial
numbers to check whether the computing
device (110) is a managed device; and
wherein the management server (130) is a
serverin an EMM system and takes control
of the computing device before the operat-
ing system (111) loads;

wherein the policies (134) comprise compli-
ance rules which set forth one or more con-
ditions that must be satisfied in order for the
computing device (110) to be deemed com-
pliant and other limitations on device func-
tionality;

wherein in an instance in which the comput-
ing device (110) is deemed not compliant,
the management server (130) takes steps
to control access of the computing device
(110) to enterprise files, enterprise applica-
tions and enterprise email.

2. The computing device (110) of claim 1, wherein a
BIOS flag causes the computing device to contact
the vendor server.

3. The computing device (110) of claim 1, the stages
further comprising:

receiving a third address for a tenant associated
with the computing device; and
downloading an application from the tenant.

4. The computing device (110) of claim 3, wherein the
third address is received from the management serv-
er (130)in response to the management server (130)
determining ownership information associated with



23
the computing device (110).

The computing device (110) of claim 1, wherein the
policies are selected by the management server
(130) based on a tenant associated with the com-
puting device (110).

The computing device (110) of claim 5, wherein the
management server (130) maintains a table of de-
vice serial numbers mapped to tenant information
whereby device ownership is tracked at the manage-
ment server (130).

The computing device (110) of claim 1, the stages
further comprising waiting until a network interface
is activated before contacting the vendor server
(140), wherein the firmware causes a process to
block the operating system (111) from allowing user
log in until at least after the policies are downloaded
from the management server (130).

A method for performing auto-discovery on first boot
of a computing device (110) and automatically en-
rolling the computing device with an Enterprise Mo-
bility Management, EMM, server upon first boot of
the device, the method which is performed by the
computing device (110) comprising:

during initial boot, contacting a vendor server
(140) at a first address provided in firmware of
the computing device (110) and sending the
vendor server (140) a serial number which is
included in the firmware;;

receiving a second address of a management
server (130) from the vendor server (140) if the
computing device (110) is to be managed;
downloading a management agent (132) from
the management server (130); the management
agent (132) enforcing policies (134) on the com-
puting device (110), wherein the policies (134)
are defined at the management server (130);
installing the management agent (132); and
blocking user login to an operating system (111)
of the computing device (110) until after the
management agent (132) is installed on the
computing device (110);

wherein the vendor sever (140) is a server op-
erated by a manufacturer or vendor of the com-
puting device (110) and stores ownership infor-
mation including device serial numbers to check
whether the computing device (110) is a man-
aged device;

wherein the management server (130) is a serv-
er in an EMM system and takes control of the
computing device before the operating system
(111) loads;

wherein the policies (134) comprise compliance
rules which set forth one or more conditions that
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must be satisfied in order for the computing de-
vice (110) to be deemed compliant and other
limitations on device functionality;

wherein in an instance in which the computing
device (110) is deemed not compliant, the man-
agement server (130) takes steps to control ac-
cess of the computing device (110) to enterprise
files, enterprise applications and enterprise
email.

The method of claim 8, wherein a BIOS flag causes
the computing device (110) to contact the vendor
server (140).

The method of claim 8, further comprising:

receiving a third address for a tenant associated
with the computing device (110); and
downloading an application from the tenant.

The method of claim 10, wherein the third address
is received from the management server (130) in re-
sponse to the management server (130) determining
ownership information associated with the comput-
ing device (110).

The method of claim 8, wherein policies are selected
by the management server (130) based on a tenant
associated with the computing device (110).

The method of claim 12, wherein the management
server (130) maintains a table of device serial num-
bers mapped to tenant information whereby device
ownership is tracked at the management server
(130).

The method of claim 8, further comprising waiting
until a network interface is activated before contact-
ing the vendor server (140), wherein the firmware
causes a process to block the operating system
(111) from allowing user log in until at least after pol-
icies are downloaded from the management server
(130).

A non-transitory, computer-readable medium com-
prising instructions for vendor auto-discovery that,
when executed by a processor of a computing de-
vice, cause the processor to perform the method of
any of claims 8-14.

Patentanspriiche

1.

Rechenvorrichtung (110), die beim ersten Booten ei-
ne automatische Erkennung durchfiihrt und die Re-
chenvorrichtung beim ersten Booten der Vorrichtung
automatisch bei einem Enterprise Mobility Manage-
ment (EMM)-Server anmeldet, Folgendes umfas-
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send:

ein nichtflichtiges, computerlesbares Medium,
das Anweisungen enthalt;

mindestens einen Prozessor, der die Anweisun-
gen ausfuhrt, um Stufen durchzufiihren, die Fol-
gendes umfassen:

als Reaktion auf Firmware, die wahrend des
ersten Bootens einer Rechenvorrichtung
(110) ausgefihrt wird, Kontaktaufnahme
mit einem Anbieterserver (140) an einer
ersten Adresse, die in der Firmware bereit-
gestellt wird, und Senden einer Seriennum-
mer, die in der Firmware enthalten ist, an
den Anbieterserver (140);

Empfangen einer zweiten Adresse eines
Verwaltungsservers (130) vom Anbieter-
server (140), wenn die Rechenvorrichtung
(110) verwaltet werden soll;

Herunterladen eines Verwaltungsagenten
(132) von dem Verwaltungsserver (130),
wobei der Verwaltungsagent (132) Richtli-
nien (134) auf der Rechenvorrichtung (110)
durchsetzt, wobei die Richtlinien (134) auf
dem Verwaltungsserver (130) definiert
sind;

Installieren des Verwaltungsagenten (132);
und

Blockieren der Benutzeranmeldung bei ei-
nem Betriebssystem (111) der Rechenvor-
richtung (110), bis der Verwaltungsagent
(132) auf der Rechenvorrichtung (110) in-
stalliert ist;

wobei der Anbieterserver (140) ein Server
ist, der von einem Hersteller oder Anbieter
der Rechenvorrichtung (110) betrieben wird
und Eigentumsinformationen einschlief3lich
Vorrichtungs-Seriennummern  speichert,
um zu Uberpriifen, ob die Rechenvorrich-
tung (110) eine verwaltete Vorrichtung ist;
und

wobei der Verwaltungsserver (130) ein Ser-
ver in einem EMM-System ist und die Kon-
trolle Uber die Rechenvorrichtung Uber-
nimmt, bevor das Betriebssystem (111) ge-
laden wird;

wobei die Richtlinien (134) Konformitatsre-
geln umfassen, die eine oder mehrere Be-
dingungen festlegen, die erfiillt sein mis-
sen, damit die Rechenvorrichtung (110) als
konform gilt, sowie andere Einschrankun-
gen der Vorrichtungsfunktionalitat;

wobei in einem Fall, in dem die Rechenvor-
richtung (110) als nicht konform erachtet
wird, der Verwaltungsserver (130) Schritte
unternimmt, um den Zugriff der Rechenvor-
richtung (110) auf Unternehmensdateien,
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Unternehmensanwendungen und Unter-
nehmens-E-Mails zu kontrollieren.

Rechenvorrichtung (110) nach Anspruch 1, wobei
ein BIOS-Flag die Rechenvorrichtung dazu veran-
lasst, den Anbieterserver zu kontaktieren.

Rechenvorrichtung (110) nach Anspruch 1, wobei
die Stufen ferner Folgendes umfassen:

Empfangen einer dritten Adresse fiir einen Man-
danten, der mit der Rechenvorrichtung verbun-
den ist; und

Herunterladen einer Applikation vom Mandan-
ten.

Rechenvorrichtung (110) nach Anspruch 3, wobei
die dritte Adresse von dem Verwaltungsserver (130)
als Reaktion darauf empfangen wird, dass der Ver-
waltungsserver (130) mit der Rechenvorrichtung
(110) verknipfte Eigentumsinformationen bestimmt.

Rechenvorrichtung (110) nach Anspruch 1, wobei
die Richtlinien von dem Verwaltungsserver (130) auf
der Grundlage eines der Rechenvorrichtung (110)
zugeordneten Mandanten ausgewahlt werden.

Rechenvorrichtung (110) nach Anspruch 5, wobei
der Verwaltungsserver (130) eine Tabelle mit Vor-
richtungs-Seriennummern unterhélt, die Mandan-
teninformationen zugeordnet sind, wodurch das Ei-
gentum an der Vorrichtung aufdem Verwaltungsser-
ver (130) verfolgt wird.

Rechenvorrichtung (110) nach Anspruch 1, wobei
die Stufen ferner umfassen, dass gewartet wird, bis
eine Netzwerkschnittstelle aktiviertist, bevor der An-
bieterserver (140) kontaktiert wird, wobei die Firm-
ware einen Prozess veranlasst, das Betriebssystem
(111) so lange zu blockieren, dass eine Benutzer-
anmeldung nichtmdglich ist, bis zumindest die Richt-
linien von dem Verwaltungsserver (130) herunterge-
laden sind.

Verfahren zum Durchfiihren einer automatischen Er-
kennung beim ersten Booten einer Rechenvorrich-
tung (110) und zum automatischen Anmelden der
Rechenvorrichtung bei einem Enterprise Mobility
Management (EMM)-Server beim ersten Booten der
Vorrichtung, wobei das Verfahren, das von der Re-
chenvorrichtung (110) durchgefiihrt wird, Folgendes
umfasst:

wahrend des anfanglichen Bootens, Kontakt-
aufnahme mit einem Anbieterserver (140) an ei-
ner ersten Adresse, die in der Firmware der Re-
chenvorrichtung (110) vorgesehenist, und Sen-
den einer Seriennummer, die in der Firmware
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enthalten ist, an den Anbieterserver (140) ;
Empfangen einer zweiten Adresse eines Ver-
waltungsservers (130) vom Anbieterserver
(140), wenn die Rechenvorrichtung (110) ver-
waltet werden soll;

Herunterladen eines Verwaltungsagenten (132)
von dem Verwaltungsserver (130); wobei der
Verwaltungsagent (132) Richtlinien (134) auf
der Rechenvorrichtung (110) durchsetzt, wobei
die Richtlinien (134) aufdem Verwaltungsserver
(130) definiert sind;

Installieren des Verwaltungsagenten (132); und
Blockieren der Benutzeranmeldung bei einem
Betriebssystem (111) der Rechenvorrichtung
(110), bis der Verwaltungsagent (132) auf der
Rechenvorrichtung (110) installiert ist;

wobei der Anbieterserver (140) ein Server ist,
der von einem Hersteller oder Anbieter der Re-
chenvorrichtung (110) betrieben wird und Ei-
gentumsinformationen einschlief3lich Vorrich-
tungs-Seriennummern speichert, um zu uber-
prifen, ob die Rechenvorrichtung (110) eine
verwaltete Vorrichtung ist;

wobei der Verwaltungsserver (130) ein Server
in einem EMM-System ist und die Kontrolle Giber
die Rechenvorrichtung tGbernimmt, bevor das
Betriebssystem (111) geladen wird;

wobei die Richtlinien (134) Konformitatsregeln
umfassen, die eine oder mehrere Bedingungen
festlegen, die erfiillt sein mussen, damit die Re-
chenvorrichtung (110) als konform gilt, sowie
andere Einschrankungen der Vorrichtungsfunk-
tionalitat;

wobei in einem Fall, in dem die Rechenvorrich-
tung (110) als nicht konform erachtet wird, der
Verwaltungsserver (130) Schritte unternimmt,
um den Zugriff der Rechenvorrichtung (110) auf
Unternehmensdateien, Unternehmensanwen-
dungen und Unternehmens-E-Mails zu kontrol-
lieren.

Verfahren nach Anspruch 8, bei dem ein BIOS-Flag
die Rechenvorrichtung (110) veranlasst, den Anbie-
terserver (140) zu kontaktieren.

Verfahren nach Anspruch 8, das ferner Folgendes
umfasst:

Empfangen einer dritten Adresse fiir einen Man-
danten, der mit der Rechenvorrichtung (110)
verbunden ist; und

Herunterladen einer Applikation vom Mandan-
ten.

Verfahren nach Anspruch 10, wobei die dritte Adres-
se von dem Verwaltungsserver (130) als Reaktion
daraufempfangen wird, dass der Verwaltungsserver
(130) mit der Rechenvorrichtung (110) verknupfte
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Eigentumsinformationen ermittelt.

Verfahren nach Anspruch 8, wobei die Richtlinien
vondem Verwaltungsserver (130) aufder Grundlage
eines der Rechenvorrichtung (110) zugeordneten
Mandanten ausgewahlt werden.

Verfahren nach Anspruch 12, bei dem der Verwal-
tungsserver (130) eine Tabelle mit Vorrichtungs-Se-
riennummern unterhalt, die Mandanteninformatio-
nen zugeordnet sind, wodurch das Eigentum von
Vorrichtungen auf dem Verwaltungsserver (130)
verfolgt wird.

Verfahren nach Anspruch 8, das ferner umfasst,
dass gewartet wird, bis eine Netzwerkschnittstelle
aktiviert wird, bevor der Anbieterserver (140) kon-
taktiert wird, wobei die Firmware einen Prozess ver-
anlasst, das Betriebssystem (111) so lange zu blo-
ckieren, dass eine Benutzeranmeldung nicht mdg-
lich ist, bis zumindest Richtlinien vom Verwaltungs-
server (130) heruntergeladen werden.

Nichtfliichtiges, computerlesbares Medium, das An-
weisungen fur die automatische Erkennung von An-
bietern enthalt, die, wenn sie von einem Prozessor
einer Rechenvorrichtung ausgefihrt werden, den
Prozessor veranlassen, das Verfahren nach einem
der Anspriiche 8-14 durchzufiihren.

Revendications

Dispositif informatique (110) qui réalise une auto-
découverte au premier démarrage et affilie automa-
tiguement le dispositif informatique auprées d’un ser-
veur de gestion de la mobilité d’entreprise, EMM,
lors du premier démarrage du dispositif,
comprenant :

un support non transitoire lisible par ordinateur
contenant des instructions ;

au moins un processeur qui exécute les instruc-
tions pour réaliser des étapes comprenant :

en réponse a I'exécution d’'un micrologiciel
durant le premier démarrage d’un dispositif
informatique (110), la prise de contact avec
un serveurde vendeur (140) a une premiéere
adresse fournie dans le micrologiciel etl'en-
voi au serveur de vendeur (140) d’'un numé-
ro de série contenu dans le micrologiciel ;
la réception d’une deuxiéme adresse d’'un
serveur de gestion (130) depuis le serveur
de vendeur (140) si le dispositif informati-
que (110) doit étre géré ;

le téléchargement d’'un agent de gestion
(132) depuis le serveur de gestion (130),
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I'agent de gestion (132) imposant des poli-
tiques (134) au dispositif informatique
(110), les politiques (134) étant définies au
niveau du serveur de gestion (130) ;
l'installation de I'agent de gestion (132) ; et
le blocage d’une connexion utilisateur a un
systéme d’exploitation (111) du dispositif in-
formatique (110) tant que I'agent de gestion
(132) n’a pas été installé sur le dispositif in-
formatique (110) ;

le serveur de vendeur (140) étant un ser-
veur exploité par un fabricant ou un vendeur
du dispositif informatique (110) et stockant
des informations d’appartenance compor-
tant des numéros de série de dispositif afin
de vérifier si le dispositif informatique (110)
est un dispositif géré ou non ; et

le serveur de gestion (130) étant un serveur
dans un systéme EMM et prenant le con-
trole du dispositif informatique avant le
chargement du systeme d’exploitation
(111);

les politiques (134) comprenant des regles
de conformité qui stipulent une ou plusieurs
conditions a satisfaire pour que le dispositif
informatique (110) soitréputé conforme ain-
si que d’autres limitations sur la fonctionna-
lité du dispositif ;

dans le cas ou le dispositif informatique
(110) est réputé non conforme, le serveur
de gestion (130) adoptant des mesures de
contréle d’acceés du dispositif informatique
(110) a des fichiers d’entreprise, des appli-
cations d’entreprise et un courrier électro-
nique d’entreprise.

Dispositif informatique (110) selon la revendication
1, dans lequel un drapeau BIOS provoque la prise
de contact du dispositif informatique avec le serveur
de vendeur.

Dispositif informatique (110) selon la revendication
1, les étapes comprenant en outre :

la réception d’une troisieme adresse pour un lo-
cataire associé au dispositif informatique ; et
le téléchargement d’une application depuis le
locataire.

Dispositif informatique (110) selon la revendication
3, dans lequel la troisieme adresse est regue depuis
le serveur de gestion (130) en réponse a la détermi-
nation, par le serveur de gestion (130), d'informa-
tions d’appartenance associées au dispositif infor-
matique (110).

Dispositif informatique (110) selon la revendication
1, dans lequel les politiques sont sélectionnées par
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le serveur de gestion (130) en fonction d’un locataire
associé au dispositif informatique (110).

Dispositif informatique (110) selon la revendication
5, dans lequel le serveur de gestion (130) tient une
table de numéros de série de dispositif mis en cor-
respondance avec des informations de locataire
pour ainsi permettre le suivi a la trace de I'apparte-
nance du dispositif au niveau du serveur de gestion
(130).

Dispositif informatique (110) selon la revendication
1, les étapes comprenant en outre I'attente de I'ac-
tivation d’une interface réseau avant la prise de con-
tact avec le serveur de vendeur (140), le micrologi-
ciel déclenchant un processus visant a empécher le
systeme d’exploitation (111) de permettre une con-
nexion utilisateur tant au moins que les politiques
n’ont pas été téléchargées depuis le serveur de ges-
tion (130).

Procédé de réalisation d’'une auto-découverte au
premier démarrage d’un dispositifinformatique (110)
et d’affiliation automatique du dispositif informatique
aupres d’un serveur de gestion de la mobilité d’en-
treprise, EMM, lors du premier démarrage du dispo-
sitif, le procédé, réalisé par le dispositif informatique
(110), comprenant :

durant le démarrage initial, la prise de contact
avec un serveur de vendeur (140) a une premie-
re adresse fournie dans un micrologiciel du dis-
positif informatique (110) et I'envoi au serveur
de vendeur (140) d’'un numéro de série contenu
dans le micrologiciel ;

la réception d’'une deuxiéme adresse d’un ser-
veur de gestion (130) depuis le serveur de ven-
deur (140) si le dispositif informatique (110) doit
étre géré ;

le téléchargement d’'un agent de gestion (132)
depuis le serveur de gestion (130), I'agent de
gestion (132) imposant des politiques (134) au
dispositifinformatique (110), les politiques (134)
étant définies au niveau du serveur de gestion
(130) ;

I'installation de I'agent de gestion (132) ; et

le blocage d’'une connexion utilisateur a un sys-
teme d’exploitation (111) du dispositif informa-
tique (110) tant que 'agent de gestion (132) n'a
pas été installé sur le dispositif informatique
(110) ;

le serveur de vendeur (140) étant un serveur
exploité par un fabricant ou un vendeur du dis-
positif informatique (110) et stockant des infor-
mations d’appartenance comportant des numé-
ros de série de dispositif afin de vérifier si le dis-
positif informatique (110) est un dispositif géré
ounon;
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le serveur de gestion (130) étant un serveur
dans un systeme EMM et prenant le contrdle du
dispositif informatique avant le chargement du
systéeme d’exploitation (111) ;

les politiques (134) comprenant des regles de
conformité qui stipulent une ou plusieurs condi-
tions a satisfaire pour que le dispositif informa-
tique (110) soit réputé conforme ainsi que
d’autres limitations sur la fonctionnalité du
dispositif ;

dans le cas ou le dispositif informatique (110)
est réputé non conforme, le serveur de gestion
(130) adoptant des mesures de contrdle d’acceés
du dispositif informatique (110) a des fichiers
d’entreprise, des applications d’entreprise et un
courrier électronique d’entreprise.

Procédé selon larevendication 8, dans lequel undra-
peau BIOS provoque la prise de contact du dispositif
informatique (110) avec le serveur de vendeur (140).

Procédé selon la revendication 8, comprenant en
outre :

la réception d’une troisieme adresse pour un lo-
cataire associé au dispositif informatique (110) ;
et

le téléchargement d’'une application depuis le
locataire.

Procédé selon la revendication 10, dans lequel la
troisieme adresse est recue depuis le serveur de
gestion (130) en réponse a la détermination, par le
serveur de gestion (130), d’informations d’apparte-
nance associées au dispositif informatique (110).

Procédé selon la revendication 8, dans lequel les
politiques sont sélectionnées par le serveur de ges-
tion (130) en fonction d’un locataire associé au dis-
positif informatique (110).

Procédé selon la revendication 12, dans lequel le
serveur de gestion (130) tient une table de numéros
de série de dispositif mis en correspondance avec
des informations de locataire pour ainsi permettre le
suivi a la trace de l'appartenance du dispositif au
niveau du serveur de gestion (130).

Procédé selon la revendication 8, comprenant en
outre I'attente de I'activation d’'une interface réseau
avant la prise de contact avec le serveur de vendeur
(140), le micrologiciel déclenchant un processus vi-
sant a empécher le systeme d’exploitation (111) de
permettre une connexion utilisateur tant au moins
que les politiques n’ont pas été téléchargées depuis
le serveur de gestion (130).

Support non transitoire lisible par ordinateur com-
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prenant des instructions pour une auto-découverte
de vendeur qui, lorsqu’elles sont exécutées par un
processeur d’'un dispositif informatique, aménent le
processeur a réaliser le procédé selon I'une quel-
conque des revendications 8 a 14.
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TEMPORARY USER CREATED FOR ENROLLMENT AT MANAGEMENT SERVER

|

SYNCHRONIZATION COMPLETES

|

Mo —"|

TEMPORARY USER IS DELETED

|

USER LOGS INTO OPERATING SYSTEM

|

MANAGEMENT AGENT CONTACTS MANAGEMENT SERVER

|

USER DEVICE DOWNLOADS USER-SPECIFIC CONFIGURATION

FIG. 4
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509—~"| BIOS DETECTS OPERATING SYSTEM DID NOT BOOT SUCCESSFULLY

|

504—"" | CHECK LOCAL PARTITION FOR IMAGE

|

506 | BOOTSTRAPLOADER RETRIEVED FROM WPBT AND EXECUTED

|

508" CONTACT MANAGEMENT SERVER WITH ENROLLER
50—" | RECEIVE CONFIGURATION DETAILS

|

DOWNLOAD AND CONFIGURE APPLICATIONS AS SPECIFIED IN
519—" | CONFIGURATION DETAILS

FIG. 5A
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