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(57) Abstract: A computer processor and a security en-
hancing chip may be provided. In one aspect, the com-
puter processor may comprise a storage for storing an
encryption key, a central processing unit (CPU) con-
figured to execute one or more software programs, and a
circuit configured to calculate a hash function to gener-
ate a hash value for data loaded into the computer pro -
cessor and generate an authentication token for a re-
quest initiated by a software program rumning on the
CPU. In another aspect, the security enhancing chip
may comprise a first storage for storing an encryption
key, a second storage for storing a certificate, a hash
storage and circuit components configured to validate,
using the first certificate, command(s) adding the en-
cryption key to the first storage and storing a first hash
to the hash storage, and to process a request if a second
hash in the request is equal to the first hash.
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SYSTEMS, METHODS AND APPARATUSES
FOR SECURE STORAGE OF DATA USING A SECURITY-ENHANCING CHIP

RELATED APPLICATIONS

[0001] This application claims priority to U.S. Provisional Application No. 61/806,639, filed
March 29, 2013, entitled “Systems, Methods and Apparatuses for Secure Storage of Data
Using a Security-enhancing Chip,” the content of which is incorporated herein by reference
in its entirety.

FIELD OF THE DISCLOSURE

[0002] The systems, methods and apparatuses described herein relate to the security of data
storage, and in particular, a computer system using the data securely stored in an external
storage.

BACKGROUND

[0003] A computer processor normally uses a variety of storage for data (e.g., code, or data
operated on by code). For example, in addition to on-chip cache memory (e.g., L1, L2
caches), a modern day computer processor also needs to access the main memory of its host
computer system for computing needs. Loading data from outside of the computer processor
(such as the main memory), however, bears a lot of security risks because the data may be
tampered with, or even worse, may be malicious. Thus, for security purposes, sometimes it is
desirable for certain data (e.g., security related logic, BIOS) to be tamper protected, read
protected, or both.

[0004] One existing solution stores the data to be protected on the computer processor chip.
This solution, however, is limited by the non-volatile storage space available on the computer
chip. Moreover, increasing non-volatile storage space to accommodate more data is
generally not practical. Therefore, there is a need in the art for certain data to be securely

stored in a storage external to a computer processor chip.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0005] Figure 1 is a block diagram of an exemplary system according to the present
disclosure.

[0006] Figure 2 is a flow diagram illustrating an exemplary process for preparing a computer
processor and a security-enhancing chip according to the present disclosure.

[0007] Figure 3A is a flow diagram illustrating an exemplary process for loading and
executing code during a system boot according to the present disclosure.

[0008] Figure 3B is a flow diagram illustrating an exemplary process for a computer
processor to read data from a security-enhancing chip according to the present disclosure.

DETAILED DESCRIPTION

[0009] Certain illustrative aspects of the systems, apparatuses, and methods according to the
present invention are described herein in connection with the following description and the
accompanying figures. These aspects are indicative, however, of but a few of the various
ways in which the principles of the invention may be employed and the present invention is
intended to include all such aspects and their equivalents. Other advantages and novel
features of the invention may become apparent from the following detailed description when
considered in conjunction with the figures.

[0010] In the following detailed description, numerous specific details are set forth in order
to provide a thorough understanding of the invention. In other instances, well known
structures, interfaces, and processes have not been shown in detail in order not to
unnecessarily obscure the invention. However, it will be apparent to one of ordinary skill in
the art that those specific details disclosed herein need not be used to practice the invention
and do not represent a limitation on the scope of the invention, except as recited in the claims.
It is intended that no part of this specification be construed to effect a disavowal of any part

of the full scope of the invention. Although certain embodiments of the present disclosure
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are described, these embodiments likewise are not intended to limit the full scope of the
invention.

[0011] Figure 1 shows a system 100 according to the present disclosure. The system 100 may
have a processor 105 and a security-enhancing chip 130, which are connected through a
communication channel 160. The communication channel 160 may be of any nature, for
example, it may be a wired connection provided by the computer system main board (not
shown) where the processor 105 and security-enhancing chip 130 are installed.

[0012] The processor 105 may have a central processing unit 110 that may execute one or
more software programs, a memory cache 120, and a private key 115. The private key 115
may be unique for each processor 105 and may be stored in a way that it cannot be exposed
outside the processor 105. The private key 115 may be added to the processor 105 when the
processor 105 is manufactured, and may be stored in a non-volatile memory internal to the
processor 105. By way of example and not limitation, the one or more software programs
may comprise one or more of operating systems, BIOS executable modules, software
applications or any other executable modules.

[0013] The processor 105 may be configured (i) to load data (e.g., on system boot) from a
predefined range of addresses of physical memory (not shown) to the memory cache 120 and
(optionally) to lock it (thus preventing it from future updates); (ii) using a predefined hash
function to calculate the hash of that data; (iii) to sign the hash value with the private key 115
and to report the signed value, for example, on request of the security-enhancing chip 130;
and (iv) to start execution from a specific address that is within the predefined range of
addresses mentioned above using data read to the memory cache 120 and locked within it. In
some embodiments, at least some of the operations may be performed in hardware
components within the processor 105 specially tailored for such operations. For example,

calculating the predefined hash function and/or signing a message having the hash value with
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the private key 115 may be performed by a circuit component, such as a microcontroller
running firmware, a field programmable gate array (FPGA), or an application specific
integrated circuit (ASIC).

[0014] The security-enhancing chip 130 may have a non-volatile storage storing a public key
145 that corresponds to the private key 115 of the processor 105, another non-volatile storage
storing a certificate 150 comprising one or more public keys that may be used for signature
verification of messages sent to the chip 130, and a hash storage 155 that may be used for
storing one or more hash values (usage of which will be discussed in greater details below).
In some embodiments, the hash storage 155 may also store some data associated with each of
hashes. It should be noted that in some embodiments, the storage for the public key 145, the
certificate 150 and hash storage 155 may be combined and implemented by a single non-
volatile memory block. In some other embodiments, the storage for the public key 145, the
certificate 150 and hash storage 155 may be implemented by two or more separate memory
blocks, or even each being implemented by a separate memory block.

[0015] In some embodiments, the security-enhancing chip 130 may have a timer block 135,
and a proximity validation module 140. The timer block 135 and the proximity validation
module 140 may be implemented in hardware or a combination of hardware and software,
respectively. For example, either or both of the timer block 135 and the proximity validation
module 140 may be implemented in application specific integrated circuits (ASICs) or the
chip 130 may include programmable processing circuitry to implement the modules. In some
embodiments, the proximity validation module 140 may generate a communication message
to send to the processor 105 and receive one or more responses to the message from the
processor 105. In these embodiments, the timer block 135 may count a time interval from the

communication message being sent to the first response being received. Based on the
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received responses and time counted by the timer block 135, the proximity validation module
140 may determine whether the processor 105 is located within a certain distance.

[0016] One non-limiting example of proximity validation using a timer and a proximity
validation module may be found in U.S. Provisional Patent Application 61/792,996, entitled
“Systems, Methods and Apparatuses for Ensuring Proximity of Communication Device,”
filed on March 15, 2013, the content of which is incorporated by reference in its entirety. For
example, in some embodiments, using the timer block 135 and the proximity validation
module 140, the security-enhancing chip 130 may verify that the processor 105 is located
within a distance that corresponds to distances between parts assembled on the same main
board, for example, 0.5 meter or less.

[0017] In some embodiments a security enhancing chip 130 may comprise functionality
similar to functionality of the Trusted Platform Module (TPM).

[0018] Figure 2 shows an exemplary process 200 of manufacturing of the system 100. At
block 205, a processor 105 may be manufactured and a public/private key pair may be
generated and assigned to the processor 105. The private key 115 may be stored in the
processor 105 while the public key may be made available to the manufacturer of the
processor 105. In one embodiment, the public/private key pair may be generated using a
random number generator (not shown), such as, for example, a thermal-noise based or Zener
noise-based generator located within the processor 105. In other embodiments, the
public/private key pair may be generated externally, and the private key 115 may be
transferred into the processor 105 at the time of manufacture of the processor 105.

[0019] At block 210, the public key may be stored for future use. For example, the
manufacturer of the processors 105 may store the public keys for all processor 105
manufactured and provide the public keys to manufacturers of the security-enhancing chips

130. It may be desirable to restrict access to the manufacturing facility, so as to ensure that
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only “good” public keys (i.e., keys from actually-manufactured processors, not just fake key
sets generated maliciously) are reported.

[0020] At block 215, the security-enhancing chip 130 may be manufactured. In the process of
manufacturing, a certificate 150 may be stored permanently inside the chip 130 so that it may
not be possible to modify it later. It should be noted that, at the time of manufacture, the chip
130 may have no public key 145 stored therein and the public key 145 may be stored later as
part of an initialization process for the chip 130. In some embodiments, the chip 130 is
deemed to be not initialized and may not be fully functional unless the public key 145 is
added.

[0021] At block 220, the system 100 may be assembled, and an encryption key (e.g., the
public key 145 that corresponds to the private key 115) may be added to the security-
enhancing chip 130. To enhance security, a command to add an encryption key may be
signed using a private key corresponding to a public key in the certificate 150. Signing the
command may be performed by any entity who has access to the private key, for example, the
manufacturer of the chip 130 or an authorized third party. The signature may be verified
using the certificate 150. In some embodiments, before signing the command, the
manufacturer of the chip 130 may verify, with the aid of the manufacturer of the processor
105 that the encryption key to be added to the security-enhancing chip 130 is indeed a public
key corresponding to a private key of an actually manufactured processor 105.

[0022] At block 225, one or more hash values may be stored in the hash storage 155. A
command to store a hash value may be signed by a party (e.g., an authorized third party or the
manufacturer of the chip 130), and the chip 130 may verify the signature before actually
executing this command. In some embodiments, the command to store a hash value may be
signed using the same private key used to sign the command to add a key. In some other

embodiments, the command to store a hash value may be signed using a private key different
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from the private key signing the command to add a key. Further, in some embodiments, a
command may be accompanied with a chain of certificates that certify a private key that is
used for signing the command so that the chain may be validated using a certificate stored in
the chip.

[0023] Moreover, in some embodiments, a single command may be used to add the public
key 145 and store one or more hash values to the security-enhancing chip. In these
embodiments, the single command may be signed using the private key and the signature
may be verified using the certificate 150.

[0024] Figure 3A shows an exemplary boot process 300 of the system 100. At block 305, the
processor 105 may read data from a predefined range of addresses. The predefined range
may be defined within an external physical memory (for example, from the address 0x0 to
OxFFFFF in the hexadecimal notation). In some embodiments, this range may correspond to a
memory segment within a random access memory (RAM); in other embodiments, it may
correspond to the whole range of the external read-only memory (ROM); in yet other
embodiments, the data from ROM may initially be copied to the RAM.

[0025] At block 310, the processor 105 may copy the data read at block 305 to a processor
cache (e.g., the memory cache 120) and to (optionally) lock it there, i.e., preventing the data
from being updated while the processor is running.

[0026] In some embodiments, some or all data segments read from a respective range of
addresses in the ROM may be authenticated inside the processor, and the read operation is
deemed successful only if the data authentication is successful. Such a read process may
ensure that the content read from a data segment within the ROM will be the same for any
successful read operations over that segment. In one non-limiting example, an external ROM
may store data in a secured format and a processor may implement validation mechanism to

validate the data stored in the secured format. For example, the secured format may be
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authentication, encryption, or both, and the processor may implement corresponding
validation mechanism in hardware (such as a memory controller implementing the validation
algorithm in ASIC) or software (such as executable code to be executed by the processor or a
memory controller of the processor). One exemplary embodiment of the processor 105 and
the external ROM (not shown) may be implemented as discussed in U.S. Patent Application
Serial No. 14/206,992, entitled “Systems, Methods and Apparatuses for Using a Secure Non-
Volatile Storage with a Computer Processor,” filed on March 12, 2014, the content of which
is incorporated by reference in its entirety. In such embodiments there may be no need in
caching the data and locking it in the data cache because each time when the processor 105
needs a certain data segment, it may re-read this segment. It should be noted that in these
embodiments the processor 105 may still cache (and, optionally, lock) the data, if necessary.
[0027] At block 315, the processor 105, using a predefined hash function, may calculate a
hash of the data read at block 305 and store the hash value within the processor 105 (e.g. in
the memory cache 120). It should be noted that, in some embodiments, operations to be
performed in blocks 305, 310, and 315 may be combined. In such embodiments, the
processor 105 may calculate a hash while the data is being read from a predefined range of
addresses.

[0028] At block 320, the processor 105 may start execution from a predefined address within
the predefined range using the data copied to the processor cache. For example, the
processor 105 may start execution from a command stored in the memory cache 120 that
corresponds to the logical address 0x0 in the hexadecimal notation.

[0029] Figure 3B shows a process 325 of forming and processing a request for data sent by
the processor 105 to the security-enhancing chip 130. For example, the request for data may

be a request for an encryption key or pieces of code previously stored in the chip 130. In
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some embodiments, sending the request may be initiated by a software program executed by
the CPU 110.

[0030] At block 330, the processor 105 may send a message to the chip 130 indicating that a
request is about to be sent. Then, at block 335, the security-enhancing chip 130 may receive
this message, generate a nonce, and send the nonce back to the processor 105.

[0031] At block 340, the processor 105 may receive the nonce, and at block 345, may prepare
the request for data or service from the security-enhancing chip. Such a request may be, for
example, a request for root key certificate from a key storage (not shown) within the security-
enhancing chip, a request to store a certificate (e.g., in the key storage) within the security-
enhancing chip, a request to encrypt or sign data, or to decrypt or to verify a signature using a
private key (not shown) stored within the security-enhancing chip, etc. In addition to data
specifying what is requested (for example, an encryption key previously stored in the chip
130), the request may contain a hash value calculated at step 315, and the value of the nonce
received at block 335. In one embodiment, the request may be signed using the private key
115.

[0032] At block 350, the request may be sent to the security-enhancing chip. For example,
the processor 105 may send the request to the security-enhancing chip 130 after the
preparation of the request is completed (and signed in certain embodiments). At block 355,
the security-enhancing chip 130 may receive the request and verify the received request. For
example, if the request is signed, the chip 130 may validate the signature of the request using
the public key 145 stored inside the chip 130. Moreover, the chip 130 may verify that the
nonce sent at block 335 is equal to the nonce received with the request. If both checks are
passed successfully, the chip 130 may compare the hash value received in the request with
one or more values stored in the hash storage 155. If no match is found, the request may be

declined. In addition, in some embodiments, the security-enhancing chip 130 may also verify
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that the processor 105 is within a distance that may correspond to the distance between parts
assembled on the same main board. If this verification fails, this may indicate that the
processor 105 and the security-enhancing chip 130 are not on the same main board, and,
therefore, an attack on the system 100 is mounted. In this case the request may also be
declined.

[0033] If the request satisfies all the checks, at block 360, a reply may be prepared and sent
back to the processor 105. For example, if some data is requested (e.g., an encryption key),
the data may be signed and/or encrypted by the public key 145. In some embodiments, the
reply data may contain the data stored in the hash storage 155 in association with the received
hash value, or may be calculated based, at least in part, on the data stored in the hash storage
155 in association with the received hash value. If the request is for storing some data, the
chip 130 may store the data contained in the request and prepare a confirmation message. In
some embodiments, the data contained in the request may be stored in association with the
hash received from the processor 105.

[0034] At block 365, the processor 105 may receive the reply, decrypt it and/or verify its
signature, and access its data.

[0035] In some embodiments, the system as described above may be used for storing
sensitive data of a computing system. In such embodiments, the security enhancing chip 130
may implement the functionality of zero or more of the following: certificate storage, private
key storage, read-only memory (ROM), and a secure timer. For example, the certificates,
encryption keys and ROM data may be stored within the hash storage 155 (in association
with some hash value or without such association), and the functionality of a secure timer
may be implemented by either the timer block 135 or by an additional timer (not shown).
[0036] In one non-limiting embodiment, a computing system may execute one or more

virtual machines on a computer processor. One exemplary embodiment of such a computing
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system is discussed in U.S. Provisional Patent Application 61/791,632, entitled “Secure Zone
on a Virtual Machine for Digital Communications,” filed on March 15, 2013, the content of
which is incorporated by reference in its entirety. In such a computing system, on system
start, the code of the hypervisor may be loaded to the predefined range of memory and then
loaded and locked in the processor cache. In some embodiments, the code of hypervisor may
be stored in the ROM (not shown), and addresses in the predefined range may be mapped to
that ROM during the system start. Thus, in such embodiments, the code is not actually
loaded to the predefined range of memory but the predefined range of memory may be
mapped to the ROM. Regardless of whether the code of the hypervisor is loaded to the
predefined range of memory or the predefined range of memory is mapped to the ROM
storing the code of hypervisor, a hash value of the code of hypervisor may be calculated
according to the embodiments described herein. Subsequently, as a result of execution of the
code of hypervisor, the code for a supervisor that establishes and administers a protected
computing environment may be loaded and executed as one of virtual machines.

[0037] In some embodiments, the hypervisor may be responsible to verify that trusted code is
used as the code of the supervisor. For example, the hypervisor may first calculate the hash
of the code of the supervisor and compare it with a predefined value contained within the
code of hypervisor. In addition, the hypervisor may configure virtual machines so that only
those virtual machines which are authorized to perform security-related operations, and those
for which the hypervisor has a validated hash (such as the virtual machine that contains the
supervisor), are allowed to access the security-enhancing chip. Then, whenever the
supervisor needs to perform a security-related operation (such as, for example, to digitally
sign data on behalf of some software code being executed, or to update the secure timer), a
corresponding request may be sent from the processor 105 to the security-enhancing chip

130.

11
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[0038] It should be noted that the corresponding request may comprise the hash value
calculated for data in the predefined range of memory, that is, the hash value for the code of
hypervisor. By comparing the hash of the data that corresponds to the predefined range with
values of hashes stored in the hash storage 155, the security-enhancing chip 130 may
effectively verify whether an authenticated hypervisor is running on the processor 105.
Because the hypervisor ensures that only those virtual machines that run trusted software
have access to the security-enhancing chip, the verification may ensure that the received
request is indeed sent from a system with an intended configuration (e.g., authorized and
authenticated).

[0039] In some embodiments, a symmetric cryptography may be used for request
authentication. In such embodiments, in addition to or instead of signing the request to
generate a signature and using the signature as an authentication token, any kind of message
authentication code (MAC) involving a secret key stored in a storage of the processor 105
may be used. For example, a secret key may be saved permanently inside the processor 105
at the time of manufacturing the processor 105, and a copy of this secret key may be stored in
the chip 130 as part of an initialization process for the chip 130. Then when the system 100
is assembled, the processor 105 may use this secret key to generate a MAC as an
authentication token for a request to be sent to the chip, and the chip 130 may use its copy of
the secret key to verify the MAC received along with the request.

[0040] In some embodiments, generation of authentication token(s) may be performed by one
or more hardware components within the processor 105 tailored for such operations. For
example, any of the operations for encrypting the request, signing the request to generate a
signature, or generating MAC using a secret key may be performed by a circuit component,
such as a microcontroller running firmware, a field programmable gate array (FPGA), or an

application specific integrated circuit (ASIC).
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[0041] While specific embodiments and applications of the present invention have been
illustrated and described, it is to be understood that the invention is not limited to the precise
configuration and components disclosed herein. The terms, descriptions and figures used
herein are set forth by way of illustration only and are not meant as limitations. Various
modifications, changes, and variations which will be apparent to those skilled in the art may
be made in the arrangement, operation, and details of the apparatuses, methods and systems
of the present invention disclosed herein without departing from the spirit and scope of the
invention. By way of non-limiting example, it will be understood that the block diagrams
included herein are intended to show a selected subset of the components of each apparatus
and system, and each pictured apparatus and system may include other components which are
not shown on the drawings. Additionally, those with ordinary skill in the art will recognize
that certain steps and functionalities described herein may be omitted or re-ordered without
detracting from the scope or performance of the embodiments described herein.

[0042] The various illustrative logical blocks, modules, circuits, and algorithm steps
described in connection with the embodiments disclosed herein may be implemented as
electronic hardware, computer software, or combinations of both. To illustrate this
interchangeability of hardware and software, various illustrative components, blocks,
modules, circuits, and steps have been described above generally in terms of their
functionality. Whether such functionality is implemented as hardware or software depends
upon the particular application and design constraints imposed on the overall system. The
described functionality can be implemented in varying ways for each particular application--
such as by using any combination of microprocessors, microcontrollers, field programmable
gate arrays (FPGAs), application specific integrated circuits (ASICs), and/or System on a
Chip (Soc)--but such implementation decisions should not be interpreted as causing a

departure from the scope of the present invention.
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[0043] The steps of a method or algorithm described in connection with the embodiments
disclosed herein may be embodied directly in hardware, in a software module executed by a
processor, or in a combination of the two. A software module may reside in RAM memory,
flash memory, ROM memory, EPROM memory, EEPROM memory, registers, hard disk, a
removable disk, a CD-ROM, or any other form of storage medium known in the art.

[0044] The methods disclosed herein comprise one or more steps or actions for achieving the
described method. The method steps and/or actions may be interchanged with one another
without departing from the scope of the present invention. In other words, unless a specific
order of steps or actions is required for proper operation of the embodiment, the order and/or
use of specific steps and/or actions may be modified without departing from the scope of the

present invention.
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WHAT IS CLAIMED IS:

A computer processor comprising:
a storage for storing an encryption key;

a central processing unit (CPU), the CPU being configured to run one or more

software programs;

2.

a circuit configured to:

calculate a hash function to generate a hash value for data loaded into the
computer processor, the data comprising executable code for at least one of the one or

more software programs; and

generate an authentication token, using the encryption key stored in the

storage, for a request initiated by a software program running on the CPU.

The computer processor of claim 1, wherein the request is one of a request to retrieve

data, a request to store data, and a request for a service to be performed.

3.

The computer processor of claim 1, wherein the encryption key is a private key of a

public and private key pair and the authentication token is a signature of the request.

4.

key;

5.

The computer processor of claim 3, wherein the CPU is further configured to:
generate the public and private key pair;

store the private key of the public and private key pair in the storage as the encryption

report the public key of the public/private key pair; and
use the private key to sign the request as the authentication token for the request.

The computer processor of claim 1, wherein the encryption key is a secret key and the

authentication token is a message authentication code (MAC).

6.

7.

The computer processor of claim 1, wherein the CPU is further configured to:
receive a nonce; and
add the nonce to the request.

The computer processor of claim 1, wherein to generate the authentication token

comprises at least one of to encrypt the request and to sign the request.
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8. The computer processor of claim 1, further comprising a memory cache, and wherein
the data loaded into the computer processor is loaded to the memory cache, and wherein the

hash value for the data is calculated after the data is loaded to the memory cache.

9. The computer processor of claim 1, further comprising a memory cache, and wherein
the data loaded into the computer processor is loaded to the memory cache, and wherein the

hash value for the data is calculated when the date is being loaded into the memory cache.

10. The computer processor of claim 1, wherein the CPU is further configured to
authenticate at least some portion of the data when reading the data into the computer

processor.

11.  The computer processor of claim 1, wherein the circuit is one of: a microprocessor, a
microcontroller, a field programmable gate array (FPGA) and an application specific

integrated circuit (ASIC).
12. A security enhancing chip, comprising:
a first storage for storing an encryption key;
a second storage for storing a first certificate;
a hash storage; and
circuit components configured to:
receive a command to store a first hash value in the hash storage;
validate the command to store the first hash value using the first certificate;

store the first hash value in the hash storage when validation of the command

to store the first hash value is successful;
receive a command to add the encryption key to the first storage;
validate the command to add the encryption key using the first certificate;

add the encryption key to the first storage when validation of the command to

add the encryption key is successful;
receive a request for an operation, the request comprising a second hash value;
validate the request using the encryption key;

verify that the second hash value is equal to the first hash value stored in the

hash storage; and
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process the request when the request is valid and verification of the second

hash value is successful.

13.  The security enhancing chip of claim 12, wherein the request is one of a request to

retrieve data, a request to store data, and a request for a service to be performed.

14.  The security enhancing chip of claim 12, wherein the circuit components are further
configured to verify that the request is received from a computer processor within a

predefined distance.

15. The security enhancing chip of claim 12, wherein to process the request the circuit

components are further configured to store data in association with the second hash value.

16.  The security enhancing chip of claim 15, wherein the data in association with the

second hash value is another encryption key to be stored at the security-enhancing chip.

17.  The security enhancing chip of claim 15, wherein the data in association with the

second hash value is a piece of code to be stored at the security-enhancing chip.

18.  The security enhancing chip of claim 15, wherein the data in association with the

second hash value is a second certificate to be stored within the security-enhancing chip.

19. The security enhancing chip of claim 12, wherein the encryption key is a public key
of a public and private key pair, and to validate the request using the encryption key the
circuit components are further configured to verify a signature of the request using the public

key.

20. The security enhancing chip of claim 12, wherein the encryption key is a secret key
and to validate the request using the encryption key the circuit components are further
configured to verify a message authentication code (MAC) of the request using the secret

key.
21. A method for operating a computer processor, comprising:

calculating a hash function using a circuit in the computer processor to generate a
hash value for data loaded into the computer processor, the data comprising executable code

to be executed on a central processing unit (CPU) of the computer processor;

initiating a request by a software program executing on the CPU, the request to

comprise the hash value; and
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generating an authentication token for the request using the circuit and an encryption
key stored in a storage of the computer processor.

22. The method claim 21, wherein the request is one of a request to retrieve data, a

request to store data, and a request for a service to be performed.

23. The method claim 21, wherein the encryption key is a private key of a public and

private key pair and the authentication token is a signature of the request.
24, The method of claim 23, further comprising:
generating the public and private key pair;

storing the private key of the public and private key pair in the storage as the
encryption key;

reporting the public key of the public/private key pair; and
using the private key to sign the request as the authentication token for the request.

25. The method of claim 21, wherein the encryption key is a secret key and the

authentication token is a message authentication code (MAC).
26. The method of claim 21, further comprising:

receiving a nonce; and

adding the nonce to the request.

27. The method of claim 21, wherein generating the authentication token comprises at

least one of encrypting the request and signing the request.

28. The method of claim 21, wherein the computer processor comprises a memory cache
and the data loaded into the computer processor is loaded to the memory cache, and wherein

the hash value for the data is calculated after the data is loaded to the memory cache.

29. The method of claim 21, wherein the computer processor comprises a memory cache
and the data loaded into the computer processor is loaded to the memory cache, and wherein

the hash value for the data is calculated when the date is being loaded into the memory cache.

30. The method of claim 21, further comprising authenticating at least some portion of the

data when reading the data into the computer processor.
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31 The method of claim 21, wherein the circuit is one of: a microprocessor, a
microcontroller, a field programmable gate array (FPGA) and an application specific

integrated circuit (ASIC).
32. A method for operating a security enhancing chip, comprising;

receiving a command to store a first hash value in a hash storage of the security

enhancing chip;

validating the command to store the first hash value using a first certificate stored in

the security enhancing chip;

storing the first hash value in the hash storage when validation of the command to

store the first hash value is successful;

receiving a command to add an encryption key to a first storage of the security

enhancing chip;
validating the command to add the encryption key using the first certificate;

adding the encryption key to the first storage when validation of the command to add

the encryption key is successful;
receiving a request for an operation, the request comprising a second hash value;
validating the request using the encryption key;

verifying that the second hash value is equal to the first hash value stored in the hash

storage; and

processing the request when the request is valid and verification of the second hash

value is successful.

33. The method of claim 32, wherein the request is one of a request to retrieve data, a

request to store data, and a request for a service to be performed.

34. The method of claim 32, further comprising verifying that the request is received from

a computer processor within a predefined distance.

35.  The method of claim 32, wherein processing the request comprises storing data in

association with the second hash value.

36. The method of claim 35, wherein the data in association with the second hash value is

another encryption key to be stored at the security-enhancing chip.
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37. The method of claim 35, wherein the data in association with the second hash value is

a piece of code to be stored at the security-enhancing chip.

38. The method of claim 35, wherein the data in association with the second hash value is

a second certificate to be stored within the security-enhancing chip.

39. The method of claim 32, wherein the encryption key is a public key of a public and
private key pair, and validating the request using the encryption key comprises verifying a

signature of the request using the public key.

40. The method of claim 32, wherein the encryption key is a secret key and validating the
request using the encryption key comprises verifying a message authentication code (MAC)

of the request using the secret key.
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