(43) International Publication Date

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Ny
Organization é
International Bureau -,

=

\

(10) International Publication Number

WO 2016/032580 A1l

3 March 2016 (03.03.2016) WIPOIPCT
(51) International Patent Classification: (81) Designated States (uniess otherwise indicated, for every
HO4W 12/06 (2009.01) HO4W 48/04 (2009.01) kind of national protection available). AE, AG, AL, AM,
HO4W 68/00 (2009.01) HO04W 4/02 (2009.01) AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,
. .. BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM,
(21) International Application Number: DO, DZ. EC, EE, EG, ES, FL, GB, GD, GE, GH, GM, GT.
PCT/US2015/031062 HN, HR, HU, ID, IL, IN, IR, IS, JP, KE, KG, KN, KP, KR,
(22) International Filing Date: KZ, LA, LC, LK, LR, LS, LU, LY, MA, MD, ME, MG,
15 May 2015 (15.05.2015) MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ, OM,
PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA, SC,
(25) Filing Language: English SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN,
(26) Publication Language: English TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.
(30) Priority Data: (84) Designated States (uniess otherwise indicated, for every
14/471,606 28 August 2014 (28.08.2014) Us kind Of regional protection available): ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, ST, SZ,
(71) Applicant: GOOGLE INC. [US/US]; 1600 Amphitheatre TZ, UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU,
Parkway, Mountain View, CA 94043 (US). TJ, TM), European (AL, AT, BE, BG, CH, CY, CZ, DE,
(72) Inventors: RYBAK, Alexander; 3283 Mission Street, San DK, EE, ES, FL, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU,
. . LV, MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK,
Francisco, CA 94110 (US). AYOUB, Alain; 3417 Wood- SM, TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ
side Lane, San Jose, CA 94121 (US). GORMAN, Ezra; GW’ KM, ML. MR I,\IE ,SN ,TD :FG), > > > >
4304 SE 48th Ave, Portland, OR 97206 (US). PHAM, > > S A S )
Priscilla, Dao; 1379 Snow Street #3, Mountain View, CA Published:
2324 éagjszalilfsljol—léi’9zll‘§7l( ,(és"l)"ownsend Street, AP 2= itk international search report (Art. 21(3))
(74) Agents: KRUEGER, Brett, A. ct al.; Honigman Miller

Schwartz and Cohn LLP, 350 East Michigan Avenue, Suite
300, Kalamazoo, MI 49007-3800 (US).

2016/032580 A1 I I 00 OO0 OO0 00

Netwaork

FIG. 1

(54) Title: VENUE-SPECIFIC WI-FI CONNECTIVITY NOTIFICATIONS

Locicp, Fetch

@ozuﬁcanon

250

170

Data Storage

(57) Abstract: A method (700) includes receiving a wireless connection request (256) at a backend computing device (142) from a
user device (200) to allow wireless connection of the user device to a network (130) through an access point (120) located at a venue
(110). The connection request includes a user identifier (322). The method includes validating the user identifier and granting wire -

o less access of the user device to the access point when the user identifier is valid. The method further includes transmitting a ven -
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ue-specific notification (250) to the user device when the user device connects to the network.
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Venue-Specific Wi-Fi Connectivity Notifications

TECHNICAL FIELD
16061} This disclosure relates to wircless access to networks through access points

focated at venues and methods of notifying user devices when they connect to networks.

BACKGROUND
[6062] Providing customers guest access to wirciess networks is cormmonly offered
as a service by restaurants, coffec shops, shopping facilities, or other venues. When a
user device is connected to an access point located in a venue, the wireless networks
deliver imteruet access to the user devices. Users may gain access to the internet by using
a service set identifier (8S1D) associated with wireless network. For instance, users may
be required to enter & captive portal maintained by the venue, whereat the users may input
a pre-shared SS5ID/password combination to gain access to the internet. While the
captive portal is a valuable tool for allowing the venue to engage with its client base,
captive portals are sub-optimal to the user/client experience, because several steps are

required to connect t© the wireless network for gaining access to the internet.

SUMMARY
16663} One aspect of the disclosure provides a method that inchudes receiving, at a

backend computing device, a wireless connection request from a user device to allow
wircless connection of the user device to a network through an access point located ata
venue. The connection request inchudes a user identifier. The roethod meludes,
validating the user identifier at the backend computing device and granting wireless
access of the user device to the access point when the user identificr 15 valid. The method
further includes transmitting a venue-specific notification from the backend computing
device to the user device when the user device conunects to the network.

[6004] Implementations of the disclosure may include one or more of the following
optional features. In some implementations, the method inchides receiving the
connection request at the backend coraputing device from the user device through the
access point when the user device is within a wireless coverage area of the access point.

Optionally, when the backend computing device receives the connection request from the
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user device, the method may include identifying that the user device is located within a
wireless coverage arca of the access pomt. In some implementations, the ruethod
inchides receiving a registration request at the backend computing device from the user
device. In response to the registration request, the method may optionally inchude
generating a user record inchiding the user identifier, storing the user record in non-
transitory racmory in comnmunication with the backend computing device, and
transmitting the user identifier from the backend computing device to the user device.
The user record may optionally include a media access control address associated with
the user device and/or application mformation associated with one or more applications
exccuting on the user device and initiating the registration request.

0065} In somc examples, the method includes retrieving venue-specific information
from the non-transtfory memory in communication with the backend computing device
using an access point identifier included in the connection request. The method may
include generating the venue-specific notification based upon the retrieved venue-specific
information. In some instances, the method includes determining that the venue-specific
information includes a venue application identificr wheu the backend cormputing device
retrieves the venue-specific information. In response to the venue application identifier,
the method may optionally inchude querying a user record stored in the non-transitory
nmemory to determine if the user record includes the venue application identifier
associated with the venue. In some examples, when the user record includes the venue
application identifier, the method may optionally include generating the venue-specific
notification basced upon the retrieved venue-specific information including the venue
application identifier. In other examples, the method includes retrieving application
information from the non-transitory memory in communication with the backend
computing device using the user wdentificr included in the connection request. The
application information may relate to one or more applications excecuting on the user
device and instiating the connection request. Based upon the application information, the
method may include generating the venue-specific notification. In some
fmplementations, the user record contains information about the user and his/her devices.
A separate record in the noun-transitory memory in communication with the backend

computing device {¢.g., i a data base) associates the access point with the venue

v
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nformation. In response to an authorization request {connection request), the method
may inchude executing a lookup {¢.g., on the non-transitory memory in communication
with the backend computing device) of both the user information {e.g., based on device
mformation) and the venue information {e.g., based on access point information).

[3086] In some implementations, the method inchades identifying when the user
device connects to the network, Optionally, the method may include transmitting the
venue-specific notification as a push notification froro the backend corputing device to
the user device in response to the backend computing device identifying when the user
device conuvects to the network.

166671 in other implementations, the method inchides receiving a notification request
at the backend computing device from the user device to fetch any pending venue-
specific notifications avatlable for the user device. The user device may execute one or
more applications that inttiate the notification request when the user device connects to
the network. In response to the notification request, the method may optionally include
retrieving the vemie-specific notification from the non-transitory memory in
communication with the backend coroputing device and transrottting the venue-specific
notification from the backend computing device to the user device.

8008} In some implementations, the method includes publishing the venue-specific
notification for the user device to look-up when the user device connects to the network.
The method may include receiving a notification at the backend computing device from
the user device to get the published venue-specific notification. The user device may
execute one or more applications that initiate the notification request when the user
device connects to the network. In response to the notification request, the method may
optionally include retrieving the published venue-specific notification from the non-
transitory woemaory in communication with the backend computing device and
transmitting the venue-specific notification from the backend computing device to the
user device.

15669 In some examples, the venue-specific notification transmitted from the
backend computing device prompts an application executing on the user device to render
the venue-specific notification for display upon a graphical user interface executing on

the user device. The venue-specific notification may indicate to the user that the user
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device has connected to the network. Optionally, the venue-specific notification
displayved upon the graphical user interface may provapt the user to nitiate one or more
actions. The one or more actions may optionally include opening a uniform resource
tocator associated with the venue, open a venue-specific application associated with the
vemie executing on the user device, dismiss the venue-specific notification, expand the
venue-specific notification and initiate an cxplicit intent of the venuc-specitic application
when the venue-specific application is executing on the user device.

(6016 Another aspect of the disclosure provides a system that includes one or more
shared backend processing devices that execute a shared backend, one or more validation
service processing devices in communication with the one or more shared backend
processing dovices and that execute a validation service, and one or more noetification
system processing devices in communication with the one or more validation service
processing devices and that execute a notification systermn. The shared backend receives a
wireless connection request from a user device to allow wireless connection of the user
device to a network through an access point located at a venue. The shared backend link
validates the user identifier. The validation service grants wireless access of the user
device to the access point when the user identifier is valid. The notification system
transroits a venue-specific potification to the user device when the user device connects
to the network.

(6611 This aspect may inchude one or more of the following optional features. In
sorae implementations, the shared backend recetves the connection request from the user
device through the access point when the user device is within a wircless coverage arca
of the access point. Optionally, the shared backend may identify that the user device is
located within a wireless coverage arca of the access point when receiving the connection
request from the user device. In some exaroples, the shared backend transmits a
connection authorization command to the access point. The connection authorization
command raay permut the access point to connect the user device to the network.

18612} In some implementations, the remote system further includes one or more
shared credential processing devices that exccute a shared credential application program
interface (AP1) and one or more registration service processing devices tn communication

with the onc or more shared credential processing devices that exccute a registration
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service. Optionally, the shared credential AP may receive a registration request from the
aser device and transroit the user identifier to the user device. Optionally, the registration
service may generate a user record inchiding the user record in response to the
registration request and optionally store the user record in data storage in communication
with the registration service. In some examples, the user record includes a media access
control address associated with the user device. In other examples, the user record
includes application information associated with one ot more applications executing on
the user device and initiating the registration request.

18613] In some exaraples, the validation service retrieves venue-specific information
from non-transitory memory in communication with the validation service using an
access point identifier included in the connection request. Based upon the retrieved
venue-specific information, the validation service may generate the venue-specific
notification. In some instances, the validation service may determine that the venue-
specific information includes a venue application identifier when the validation service
retricves the venue-specific information. In response to the venue application identifier,
the validation service may optionally query a user record stored 1u the data storage fo
determine if the user record includes the verue application identifier associated with the
venue. When the user record includes the vere application identifier, the validation
service may optionally generate the venue-specific notification based upon the retrieved
venue-specific nformation ncluding the venue application identifier. In other examples,
the validation service retrieves application information from data storage in
communication with the vahidation service using the user identifier inchuded m the
connection request. The application information may relate to one or more applications
exccuting on the user device and initiating the connection request. Based upon the
application wnformation, the validation service may generate the venue-specific
notification.

10614} In some implementations, the notification system identifies when the user
device connects to the network. Optionally, the notification system may transmit the
venue-specific notification as a push notification to the user device in response to the

backend computing device identifying when the user device connects to the network.
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8615 in other implementations, the notification system receives a notification
request from the user device to fetch any pending venue-~specific notifications available
for the user device. The user device may execute one or more applications that initiate
the notification request when the user device connects to the network, In respounse to the
notification request, the notification system may optionally retrieve the venue-specific
notification from data storage in conmumunication with the notification system and transmit
the venue-specific notification to the user device.

[6G16] {n some implementations, the notification system publishes the venue-specific
notification for the user device to look-up when the user device convects to the network.
The notification system may receive a notification from the user device to get the
published vere-specific notification. The user device may execute one or more
applications that initiate the notification request when the user device connects to the
network. In responsce to the notification request, the notification system ray optionally
retrieve the published venue-specific notification from data storage in communication
with the notification system and transmit the venue-specific notification to the user
device,

16617} The details of one or more implementations of the disclosure are st forth in
the accompanying drawings and the description below. Other aspects, features, and

advantages will be apparent from the description and drawings, and from the claims.

DESCRIPTION OF DRAWINGS
[6018] FiG. 1 is a schematic view of an example system for providing a user device
guest access to a network provided by a venue.
16619} F1G. 2 is a schematic view of an example user device in communication with
a backend service that manages access to a remete systern through an access point.
183261 FiG. 3 1s a schematic view of example components of a system.
6621 FIGS. 4 and 5 arc schematic views of example operations performed by a
backend service of the system of FIG. 3.
[6622] F1G. 6 is a schematic view of an example backend computing device of FIG.

lal

3.
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86234 FiG. 7 is a flowchart of an example method for transmitting a venue-specific
notification to a user device when the user device connects to a network.

66G24] Like reference symbols in the various drawings indicate like elements.

DETAILED DESCRIPTION
5 [6G25] Referring to FIG. 1, in some implementations, a system 100 includes a user

device 200 associated with a user 10, who may be at, or vear a venue 110 having an
access point 120, The access point 120 is in communication, via a network 130, with a
remote system 140, The remote systern 140 may be a distributed system {c.g., cloud
environment} having scalable/elastic resources 142, The rescurces 142 may include

10 computing resources 144 and/or storage resources 146, The user device 200 may mitiate
access to the remote system 140 through the access pownt 120, In some implementations,
the remote system 140 executes a backend service 150 that manages access to the remote
systern 140 (e.g., by granting ot abrogating access). In some examples, the remote
system 140 communicates with non-transitory data storage 170. The data storage 170

15 may collectively include data storage 306 and 314, described in further detail below with
reference to FIG. 3. The network 130 may inchide various types of networks, such as a
local arca network (LAN), wide arca network (WAN), and/or the Internct.
6326} Although the network 130 may represent a long range network {¢.g., Internet
or WAN), in some tmplementations, the network 130 includes a shorter range network,

20 such as a local area network {LAN). In some implementations, the network 130 uses
standard communications technologies and/or protocols. Thus, the network 130 can
include Huks using technologies, such as Ethernet, Wireless Fidelity (WiFi) {e.g.,
%02.11), worldwide interoperability for microwave access (WiMAX), 3G, Long Term

Evolution (LTE), digital subscriber line (DSL), asynchronous transfer mode (ATM),

25 InfiniBand, PCI Express Advanced Switching, ete. Similarly, the networking protocols
used on the network 130 can include multiprotocol label switching (MPLS}, the
transmission control protocol/Internet protocol (TCR/IP), the User Datagram Protocol
{UUDP}, the hypertext transport protocol (HTTP), the simple mail transfer protocol
{SMTRB)}, the file transfer protocol (FTP), ete. The data exchanged over the network 130

30 can be represented using technologies and/or formats inchuding the hypertext markup

~3
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fanguage {(HTML}, the extensible markup language (XML}, etc. In addition, all or some
of the Huks can be encrypted using conventional encryption technologies, such as secure
sockets layer (SSL), transport layer security (TLS), virtual private networks (VPNs},
Internet Protocol security (IPsec), cte. In other examples, the network 130 can use
custom and/or dedicated data communications technologies instead of, or in addition to,
the ones described above.

166271 FIG. 2 shows an example user device 200 in communication with the backend
service 150. User devices 200 can be any computing devices that are capable of wireless
communications with the access point 120, User devices 200 include, but are not himited
to, mobile computing devices, such as laptops, tablets, smart phones, and wearable
computing devices {¢.g., headsets and/or watches).

[6G28] The user devices 200 may use a variety of different operating systems 218, In
examples where a user device 200 1s a moobile device, the user device 200 may run an
operating system including, but not imited to, ANDROID® developed by Google Inc,
105® developed by Apple Inc., or WINDOWS PHONE® developed by Microsoft
Corporation. Accordingly, the operating system 210 running on the user device 200 may
include, but is not limited to, one of ANDROID®, 108®, or WINDOWS PHONE®, In
some examples a user device runs an operating system inclading, but not linaited to,
MICROSOFT WINDOWS® by Microsoft Corporation, MAC OS® by Apple, Inc., or
Linux. User devices 200 may also access the backend service 150 while running
operating systeras 2180 other than those operating systems 218 described above, whether
presently available or developed in the future. The operating system 210 roay execute
one or more software applications 220,

{8029 A software application 220 may refer to computer software that, when
executed by a computing device, causes the computing device to perform a task. In some
cxamples, the software application 220 may be referred to as an "application”, an "app”,
or a "program”. Example software applications 220 include, but are vot hmited to, word
processing applications, spreadsheet applications, messaging applications, media
strearning applications, social networking applications, and games.

6036 Applications 220 can be executed on a variety of different user devices 200.

In some exaraples, apphications 220 are installed on the user device 200 prior to the user
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10 purchasing the user device 200, In other examples, the user 10 may download and
install applications 220 on the user device 200.

[6G311 in some implementations, the user device 200 executes a Wi-Fi application
220 that initiates coramunications with a recognized access point 120 to establish
wireless communication with the access point 120. The backend service 150 may
transmit 4 notification 250 through the access point 120 to the user device 200 when the
user device 200 connects to the network 130 through the wireless access poimt 120, In
some examples, the backend service 150 publishes a venue-specific notification 250 upon
grauting wireless access of the user device 200 and the wireless application 220
subscribes to the backend service 150 to look-up and fetch the venue-specific notification
250 published by the backend service 150. For example, the Wi-Fi apphication 220 may
cause the user device 200 to transmit a notification request 252 to the backend service
150 through the access point 120 to fetch any pending venue-specific notifications 250
available for the user device 200 upon connecting to the network 130, In other examples,
the backend service 150 transmits the venue-specific notification 250 as a push
notification to the user device 200 in response to the backend service 150 identifying
when the user device 200 connects to the network 130 through the access point 120.
186321 In some implementations, the Wi-Fi application 220 renders the venue-
specific notification 250 for display upon a graphical user interface (GUI) 260 executing
on the user device 200 when the backend service 150 transmits the venue-specific
notification 250 to the user device 200 through the access point 120, The notification 250
may indicate to the user 10 that the user device 200 has connected to the network 130,
The notification 250 may include, but is not hmited to, a title for the notification 250,
descriptive text for the notification 250, URLs directed toward icons/logos associated
with the vere 110, one or more links to divect the user 18 to a web page and/or a venue-
specific application 220 executing on the user device 200, In some implementations, the
notification 250 allows the user 10 to initiate, via a user input, one or more actions. For
instance, the notification 250 may allow the user 10 to open the URL associated with the
venue 110, open a venue-specific application 220 associated with the venue 110
executing on the user device 200, dismiss the notification 250, expand the notification

250, and/or inttiate an explicit intent of the venune-specific application 220, As used
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herein, the term “initiate an explicit intent of the venue-specific application” refers to the
user executing an action offered by the venue-specific application including, but not
Hmited to, purchasing a product offered for sale by the venue 110, rate and/or review a
product or service offered for sale by the venue 110, redeem a coupon offered by the
venue 110, view a promotion offered by the venue 110, view a purchase history
assoctated with the user 10, and view clectronic funds associated with the user 10, In the
exarapie shown, the notification 250 displaying upon the GUI 260 includes Buttous 1-3
that cach may receive a user input allowing the user 10 to initiate a corresponding action.
In some exaraples, the user 10 jnitiates an action via a user mput o the rendered
notification 250 without selecting any buttons. User inputs can include any combination
of touching or tapping the GUI 260, speech inputs, gesturing, mamipulating a joystick or
control button, eye gaze, and blinking

[8633] Referring to FIG. 3, a block diagram of an example implementation of
components of a system 100 for transmitting notifications to the user device 200 when
the user device 200 connects to the network 130 is illustrated. The system 100 includes
the user device 200, the wireless access poiut 120 and the backend service 150, The
backend service 150 exccutes a shared credentials application Programming Interface 302
{(hereinafter ‘credentials APT), a registration service 304, a shared backend 308, a
validation service 310 and a notification systern 312, The backend service 150 may be
i communication with data storage 306 and data storage 314, cach including non-
transitory memory for storing information.

18034] In some implementations, the backend service 150 receives requests from the
user device 200 through the access point 128, For example, the credentials AP 302 may
receive a registration request 254 from the user device 200, the shared backend 308 may
receive a wireless connection reguest 256 from the user device 200 and the notification
systemi 312 may receive a notification request 252 from the user device 200, In some
examples, the user device 200 is required to transmit the regisiration request 254 to the
credentials AP 302 the first time the user device 200 desires to communicate with the
backend service 150 to access the network 130, The registration request 254 can be
transmitted to the credentials AP 302 using any method and does not require that the

access point 120 located i the venue 110 be used to facilitate the transmmission of the
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registration request 254 to the credentials API 302, For instance, the registration request
254 may be transmitted through any access point 120 that provides access to the network
130, The registration request 254 may include pertinent information related to the user
10 and the user device 200 for registering with the backend service 150, The credentials
API 302 may generate a user record 320 and corresponding user identifier 322 based on
the pertinent information within the registration request 254, and the registration service
304 may store the user record 320 mcluding the user identifier 322 within the data
storage 306. In some implementations, the registration service 304 registers the user
device 200 and mserts a new row nio a data structure 330 within the data storage 306,
the new row including the user identifier 322 identifving the user record 320, In some
exarnples, the user record 320 includes one or more attributes associated with the user 10
and the user device 200. Example attributes of the user record 320 may include, but are
not limited to, a media access control address associated with the user device 204, the
operating system 210 of the user device 200, application information associated with one
or more software applications 220 executing on the user device 200, and user information
relating to user credentials for registering with the backend service 150, o some
cxamples, the application information includes application identifiers associated with the
one or more software applications 220. The user record 320 stored within the data
storage 306 may subsequently be accessed by the validation service 310 for generating
venue-specific notifications 250 associated with the user device 200 upon successtul
connection to the network 130, Simultancously, the credeuntials AP 302 may transmit
the user identifier to the user device 200,

18835} In some implementations, the shared backend 308 receives the wireless
connection request 256 from the user device 200 to allow wireless connection of the user
device 200 to the network 138 through the access pomnt 120 located at the venue 110, In
some examples, the shared backend 308 receives the wireless connection request 256
from the user device 200 through the access point 120 when the user device 200 is within
a wireless coverage arca of the access point 120, the connection request 256 initiated by
the Wi-F1 application 220. The shared backend 308 may further identify that the user
device 200 is located within the wireless coverage arca of the access point 120, In some

examples, the wircless connection request 256 reccived by the shared backend 308
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includes the user identifier 322 generated by the credentials AP 302 during a previous
registration request 254 by the user device 200 and/or an access point identifier 122
associated with the access point 120, In some implementations, the shared backend 308
uses the user identifier 322 included within cach wireless connection request 256 to
authorize connection by the user device 200 to the network 130, In some examples, the
sharcd backend 308 provides the wircless connection request 256 ineluding the user
identifier 322 to the validation service 310 to validate the user ideutifier 322 and
authorize connection by the user device 200 to the network 130. When the user identifier
322 1s valid, the validation service 310 may grant wireless access of the user device 200
to the access point 120, In one example, the shared backend 308 transmits a wireless
connection comunand 340 to the access point 120 perrnitting the access point 120 to
connect the user device 200 to the network 130, In some examples, in response to a
connection request 256, the shared backend 308 executes a lookup (c.g., on the non-
transitory memory 170 in communication with the backend computing device 142) of
both the user information {e.g., based on device information} and the venue information
{¢.g., based on access poiot information).

[6035] Impicmentations are directed toward the notification system 312 of the
backend service 130 transmitting a venue-specific notification 250 to the user device 200
through the access point 120 when the user device 200 connects to the network 130, In
sorc imaplementations, the validation service 310 generates the venue-specific
notification 250 using the user identifier 322 and/or the access point identifier 122
mcluded in the wircless connection request 256,

180371 In some examples, using the access point identifier 122 included in the
wircless connection request 256, the validation service 310 retricves venue-specific
information 332 related to the venue 110 from the data storage 306 and generates the
venue-specific information 250 based thereon. The data storage 306 may include venue-
specific information 332 for a plurality of venues 110, When the venue 110 maintains
multiple access points 120, cach access point 120 may be associated with the same access
point wdentificr 122, In some implernentations, a corresponding row in a data structure
330 within the data storage 306 represents the access point identifier 122 identifving the

venue-specitic information 332, In one example, the venue-specific inforruation 332 and
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associated access point identifier 122 stored within the data storage 306 for cach venue
110 providing access to the network 130 is ranaged by an owner of the backend service
153, In another example, venues 110 are permitted to manage their own venue-specific
mformation 332 stored within the data storage 306, The venue-specific information 332
may include one or more attributes associated with a configuration of the venue-specific
notification 250. Example attributes of the venue-specific information 332 may wnclude,
but are not limited to, a title for the netification 258, descriptive text for the notification
250, URLs directed toward icons/logos associated with the venue 110, one or more links
to direct the user 10 to a web page and/or a venue application wdentifier associated with a
venue-specific application 220 (if executing on the user device 200) for the venue 110.
The validation service 310 may gencrate the venuc-specific notification 250 based upon
the retrieved venue-specific information 332, In examples when the retrieved venue-
specific inforraation 332 mchades the venue application identificr, the validation service
310 may determine whether or not the user device 200 executes a venue-specific
application 220 associated with the venue application identifier. For instance, the
validation service 310 may guery the user record 320 stored within the data storage 306
to determine if the user record 320 includes the venue application identifier 222
associated with the venue 110. Thereafter, the validation service 310 may geuerate the
venue-specific notification 250 based upon the retrieved venue-specific information 332
inecluding the venue application identitier 222 when the user record 320 includes the
venue application identifier 222 associated with the venue 110,

[8038] In another example, the validation service 310 additionally or alternatively
retrieves application information from the data storage 306 using the user identifier 322
included in the wircless connection request 256, the application information related to
one or more software applications 220 executing ou the user device 200 and juitiating the
connection request 256. Thereafter, the validation service 310 may generate the venue-
specific notification 250 based upon the retrieved application information.

(30391 In some implementations, upon generating the venue-specific notification 250,
the validation service 310 transmits the venue-specific notification 250 to the notification
systemy 312, The netification system 312 may configure and integrate venue-specific

notifications 250 for rendering upon the operating systeras 210 and application(s) 220
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exccuting on the user devices 200. In the example shown, the notification system 312
may determine the operating system 210 executing on the user device 200 by guerying
the user record 320 stored within the data storage 306 using the user identifier 322
mcluded within the wircless connection request 2536, The notification system 312 ruay be
tn comnumication with the data storage 314 for storing the venue-specific notification
250 before the notification systern 312 transmits the notification 250 to the user device
200 through the access point 120, In sowe examples, the notification systern 312
publishes the vere-specific notification 250 for the user device 200 to look-up when the
user device 200 connects to the network 130,

{8046} implementations are directed toward the notification systern 312 transmitting
the venue-spectfic notification 250 to the user deviee 200 for rendering when the user
device 200 connects to the network 130, In some examples, the notification system 312
receives a notification request 252 from the user device 200 to fetch any pending venue-
specific notifications 250 available for the user-device 200. Here, the notification request
252 may be initiated by one or more applications 220 executing on the user device 200
when the user device 200 connects to the network 130, To respouse to the notification
request 252, the notification system 312 retrieves the venue-specific notification 250
from the data storage 314 using the notification request 252 and trausmits the venue-
specific notification 250 from the notification system 312 to the user device 200 through
the access point 120.

60641} In some examples, the notification system 312 receives a notification request
252 from the user device 200 to look-up and get a published venue-specitic notification
258, Here, the notification request 252 may be initiated by one or more applications 220
exccuting on the user device 200 when the user device 200 connects to the network 130.
In response to the notification request 252, the notification system 312 retrieves the
published venue-specific notification 250 from the data storage 314 and transmits the
venue-specific notification 250 from the notification system 312 to the user device 200
through the access point 120,

16042} In other examples, the backend service 150 identifics when the user device
200 connects to the network 130 and transmits the venue-specific notification 250 as a

push notification to the user device 200 in response thereto. In some implomentations,
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when the notification system 312 transmits the venue-specific notification 250 to the user
device 200, the notification systern 312 mdicates the venue-specific notification 250 as
read by the user device 200, and thus, no longer available for the user device 200.

[8043] FI1G. 4 1s a diagram illustrating example operations performed by the backend
service 150 of the system 100 of FIG. 3 when a registration request 254 is received from
the user device 200, The vertical y-axis indicates time inercasing from the top to the
bottom. At tivae 1, the user device 200 (initiated by Wi-Fi application 220) requests
registration to the credentials API 302, The registration request 254 received by the
credentials APT 302 mncludes the pertinent information related to the user 10 and the user
device 200 for registering with the backend service 150 for access to the network 130, At
tirae 2, the credentials API 302 generates the user record 320 and the user identifier 322
associated therewith based on the pertinent information within the registration request
254, At time 3, the registration service 304 stores the user record 320 including the user
tdentifier 322 within the non-transitory memory of the data storage 306 to register the
user device 200. At time 4, the registration service 304 transmits the user identifier 322
to the user device 200, The user identifier 322 can be included within subsequent
wircless connection requests 256 as a user name and password for authorizing and
gaining access to the network 130

(8044 FiG. 5 is a diagram 500 tllustrating example operations performed by the
backend service 150 of the system 300 when a wireless connection request 256 1s
received from the user device 208, The vertical y-axis indicates time increasing from the
top to the bottorn. At time 1, the shared backend 308 may recetve the wircless
connection request 256 from the user device 200 to allow wireless connection of the user
device 200 to the network 130 through the access point 120 located at the venue 110.

The one or more applications 220 (e.g., Wi-Fi application 220 and/or venue-specific
application 220) may initiate the wircless connection request 256 when the user device
200 s within the wireless coverage area of the access point 120, The wircless connection
recuest 256 includes the user identifier and the access point identifier. At time 2, the
sharcd backend 308 may validate the user identifier 322 mcluding the user name and
password for accessing the network 130 and provides the wireless connection request 256

mchading the user identifier and the access point identifier 122 to the validation service
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310. Attime 3, the validation service 310 may retricve user information and the venue
information from the non-transtiory memory of the data storage 306 using the user
identifier 322 and the access point identifier 122, respectively. The user information may
mclude the application information related to the one or more apphications 220 exccuting
on the user device 200 and/or operating system information related to the operating
systera 210 executing on the user device 200,

16045} At time 4, the validation service 310 may generate the venue-specific
notification 250 that is published and stored within the non-transitory memory of the data
storage 314, At timoe S, the validation service 310 may grant wireless access of the user
device 200 to the access point 120 when the user identifier 322 is valid. The user device
200 may wirclessly connect to the network 130 through the access point 120 at time 6.
The user device 200 may wirelessly connect to the network 130 in response to the shared
backend 308 transmitiing the connection authorization command 340 to the access point
128, the connection authorization command 340 permitting the access point 120 to
connect the user device 200 to the network 130,

[6046] At time 7, the user device 200 may request notifications 250 from the data
storage 314. In the example shown, the notification system 312 may receive the
notification request 252 from the user device 200 to fetch any pending venue-specitic
notifications 250 available for the user device 200. The Wi-Fi application 220 executing
on the user device 200 may inttiate the notification request 252 when the user device 200
connects to the network 130, At time 8, the notification system 312 transmits the venue-
specific notification 250 to the user device 200. Optionally, the user device 200 may
omit transmitting the notification request 252 to feteh pending venue-specific
notifications 250, whercat the notification system 312 may transmit the venue-specific
notification 250 as a push notification to the user device 200 1o respouse to the
notification system 312 identifying when the user device 200 connects to the network
138, The user 10 roay select user prefercuces via the Wi-Fi application 220 to enable
how the venue-specific notifications 250 are transmitted. At time 9, the venue-specific
notification 250 transrmitted from the notification system 312 may prompt the Wi-Fi
application 220 executing on the user device 200 to render the notification 250 for

display upon the GUI 260 executing on the user device 200, In some examples, the Wi-
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Fi application 220 is in sicep mode and is activated upon the user device 200 receiving
the notification 250 from the votification system 312, The venue-~specific notification
25 may non-obtrusively indicate to the user 10 that the user device 200 has connected to
the network 130 without the user 10 having to access a captive portal associated with the
vemue 110,

6047} FIG. 6 15 a schematic view of an example computing device 600 that may be
used to implerent the systems and methods described in this docament, such as the
backend service 150 and the computing device. The computing device 600 18 intended to
represent various forms of digital computers, such as laptops, deskiops, workstations,
personal digital assistants, servers, blade servers, mainframes, and other appropriate
computers. The components shown here, their connections and relationships, and their
functions, are meant to be exemplary ounly, and are not meant to Hmit implementations of
the inventions described and/or claimed in this document.

3048 The computing device 600 includes a processor 610 {i.¢., processor), memory
620, a storage device 630, a high-speed interface/controller 640 connecting to the
meroory 620 and high-speed expansion poris 630, and a low speed interface/coutroller
660 connecting t© a low speed bus 670 and storage device 630. Each of the components
610, 620, 638, 640, 650, and 660, are interconnected using various busses, and may be
mounted on a common motherboard or in other manners as appropriate. The processor
610 can process nstructions for execution within the computing device 600, including
instructions stored in the memory 624 or on the storage device 630 to display graphical
mforrnation for a GUT on an extornal mput/output device, such as a display 680 coupled
to a high speed interface 640. In other implementations, multiple processors and/or
nubtiple buses may be used, as appropriate, along with multiple memorics and types of
meroory. Also, muliiple computing devices 600 may be connected, with each device
providing portions of the necessary operations (e.2., as a server bank, a group of blade
servers, or a multi-processor system ).

(30491 The memory 620 stores information non-trausitorily within the computing
device 600. The memory 620 roay be a cornputer-readable medium, a volatile memory
unit(s), or non-volatile memory unit{s). The non-transitory memory 620 may be physical

devices used to store programs {€.g., sequences of instructions) or data {¢.g., program
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state information) on a temporary or permanent basis for use by the computing device
600. Exarples of non~-volatile memory include, but are vot limnited to, flash memory and
read-only memory (ROM)} / programomable read-only memory {PROM)} / crasable
programunable read-only memory (EPROM) / electronically crasable programumnable read-
only memory (EEPROM) (e.g., typically used for firmware, such as boot programs).
Examples of volatile memory include, but are not limited to, random aceess merory
{RAM), dynaruc random access memory (DRAM), static random access memory
{SRAM]}, phase change memory (PCM) as well as disks or tapes.

18056] The storage device 630 is capable of providing mass storage for the
computing device 600. In some implementations, the storage device 630 is a computer-
readable medium. In various different implementations, the storage device 630 may be a
floppy disk device, a hard disk device, an optical disk device, or a tape device, a flash
memory or other similar sohid state raemory device, or an array of devices, including
devices in a storage area network or other configurations. In additional implementations,
a computer program product is tangibly embodied in an information carrier. The
computer program product covtains instructions that, when executed, perform oue or
more methods, such as those described above. The information carrier is 8 computer- or
machine-readable wediom, such as the meroory 620, the storage device 630, or mewory
on processor 610.

0051} The high speed controller 640 roanages bandwidth-intensive operations for the
computing device 600, while the low speed controller 660 manages lower bandwidth-
mtensive operations. Such allocation of duties 1s exemplary only. In some
implementations, the high-speed controller 640 is coupled to the memory 620, the display
680 (e.g., through a graphics processor or accelerator), and to the high-speed cxpansion
ports 630, which may accept various expansion cards (not shown}. In some
implementations, the low-speed controller 660 s coupled to the storage device 630 and
fow-speed expansion port 670. The low-speed expansion port 6798, which may include
various communication ports (¢.g., USB, Bluetooth, Ethernet, wireless Ethernet}, may be
coupled to one or more input/output devices, such as a keyboard, a pointing device, a
scanner, or a networking device, such as a switch or router, e.g., through a network

adapter.
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8052} The computing device 600 may be implemented in a number of different
forms, as shown wn the figare. For example, it may be iroplemented as a standard server
6002 or multiple times in a group of such servers 600a, as a laptop computer 600b, or as
part of a rack scrver systern 600c¢.

3053} In some implementations, the computing device 600 implementing the
backend service 150 1s in cornrunication with data storage 170, 306 and 314 (c.g., in the
meroory 620}, The processor 610 executes the backend service 150 including the
credentials APY 302, the registration service 304, the shared backend 308, the validation
service 310 and the notification system 312, For example, the backend service 150
{executing on the processor 610) may receive a wireless connection request from a user
device 200, validate a user identifier included within the connection request, grant
wireless access of the user device 200 to an access point 120 when the user identifier is
valid, and transmit a venue-specific notification 250 to the user device 200 when the user
device 200 connects to the network 138, In some exampies, the validation service 310
exccuting on the backend service 150 generates the vemue-specific notification 250 based
upon venue-specific information the validation service 310 retrieves frow the nou-
transitory memory 620 (e.g., the data storage 306) using an access point identifier. In
some examples, the validation service 310 generates the venue-specific potification 250
based upon application information the backend service 150 retricves from the non-
transitory maemory 620 {(e.g., the data storage 306) using the user identifier. In some
examples, the validation service 310 generates the venue-specific notification 250 based
upon both the venue-specific information and the application mformation.

18054] In some implementations, the notification system 312 executing on the
backend service 150 {exccuting on the processor 610), stores the venue-specific
notification 250 n the nop~transitory meroory 620 (c.g., the data storage 314) for the use
device 200 to fetch when the user device 200 connects to the network 130, In other
examples, the notification system 312 publishes the venue-specific notification 250 in the
non-transitory memory 620 (e.g., the data storage 314) for the user device 200 to look-up
and get when the user deviee 200 connects to the network 130, In some examples, the

notification system 312 identifies wheun the user device 200 connects to the network 130
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and transmits the venue-specific notification 250 as a push notification to the user device
200 m response to identifying when the user device 200 connects to the vetwork 130,
[8655] The backend service 150 executing the credentials AP 302 may further
receive a registration request from the user devicee 200, and i response to the registration
request, the registration service 304 executing on the backend service 150 may generate a
user record mchuding the user identificr, store the user record in non-transitory remory
620 (e.g., in the data storage 306), and use the credentials AP 302 to transmit the user
wdentifier to the user device 200.

8056} FIG. 7 1s a flowchart of an example method 700 executed by the computing
device 600 of FIG. 6 for transmitting a venue-specific notification 250 to the user device
200 when the user device 200 connects to the network 130, The flowchart starts at
operation 702 where a shared backend 308 receives a wireless connection request 256
from a user device 200 to allow wircless connection of the user device 200 to a network
138 through an access point 120 located at a venue 110, as illustrated in FIG. S at time 1.
The connection request 256 inchudes a user identifier 322 and an access point identifier
122. In some implementations, the shared backend 308 receives the connection request
256 when the user device 200 18 within a wircless coverage area of the access point 120.
At operation 704, the shared backend 308 validates the user wdentifier 322, as illustrated
in FIG. 5 at time 2. In some examples, a validation service 310 retrieves user record
information using the user wdentificr 322 and venue information using the access point
identifier 122, as iHustrated in FIG. 5 at time 4. Thereafter, the validation service 310
may generate the verue-specific notification 250 based on at least one of the retrieved
user and device information and the retrieved venue information, as illustrated in FIG. 5
at time 4. The user and device information may correspond to application information
assoctated with one or more applications 220 executing ou the user device 200 and/or
operating system information associated with an operating system 210 executing on the
user device 200. The validation service 310 way provide the generated votification 250
to the notification system 312, Implementations inchide any one of the notification
systera 312 publishing the notification 250 for the user device 200 to look-up and get,

storing the notification 250 within the data storage 314 for the user device 200 to fetch
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and retrieve, and transmitting the notification 250 as a push notification in response o
identifying wheu the user device connects to the network 1340.

164571 At operation 706, the backend service 150 grants wireless access of the user
device 200 to the access point 120 when the user identifier 1s valid. At operation 708, the
notification system 312 transmits the venue-spectfic notification 250 from the backend
computing device to the user device 200 when the user device 200 connects to the
network 130, In some examples, the notification systern 312 receives a notification
request 252 from the user device 200 to fetch any pending venue-specific notifications
250 available for the user device 200 when the user device 200 connects to the network
130, Here, the notification system 312 retrieves the venue-specific notification 250 from
the data storage 314 in response to the notification request and transmuts the notification
250 to the user device 200 through the access point 120, In other examples, the
notification system 312 receives a notification request 252 from the user device 200 to
get a venue-specific notification 250 published by the notification system 312, Here, the
notification system 312 retrieves the published venue-specific notification 250 from the
data storage 314 in respouse to the notification request transmitting the notification 250
to the user device 200 through the access point 120, One or more applications 220
exccuting on the user device 200 may mitiate the notification request 252 upon the user
device 200 comnecting to the network 130, In some implementations, the notification
systera 312 identifies the notification 250 as being read and no longer available for the
user device 200 upon the notification system 312 transmitting the notification 250.
[B058] Irmplementations include the notification system 312 transmitting the venue-
specific notification 250 to the user device 200, the notification 250 prompting an
application 220 (c.g., the Wi-Fi application) exccuting on the user device 200 to render
the venue-specific notification 250 for display upou the GUI 260 to indicate to the user
10 that the user device 200 has connected to the network 130, The notification 250
rendered by the user device 200 may include a title for the notification 250, descriptive
text for the notification 250, URLs directed toward icons/logos associated with the venue
110, one or more links to direct the user 10 to a web page and/or a venue-specific
application 220 executing on the user device 20¢. The displayed notification 250 may

allow the user 10 to inttiate, via a user nput, one or more actions. For instance, the
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notification 250 may allow the user 10 to open the URL associated with the venue 110,
open a venue-~specific application 220 associated with the veoue 110 executing on the
user device 200, dismiss the notification 250, expand the notification 250, and/or initiate
an explicit intent of the venue-specific application 220. The user 10 may initiate the one
or more actions via user inputs to any one of buttons 1-3 of the displayed notification
250.

60G59] In soroe implementations, the backend service 150 is iraplemented to roonitor
user interaction with the venue-specific notifications 250, For instance, events related to
venue-specific notifications 250 and correspouding subsequent user inttiated actions can
be tracked. Examples of tracked cvents may include, but are not limited to, the venue-
specific notification 250 displayed upon the GUI 260 of the user device 200, dismissal of
the notification 250 by the user 10, cancellation of the notification 250 by the Wi-Fi
application 220 {e.g., when the user 10 exits the venue 110), expanding of the notification
258, and user-initiated actions to the notification 258, Additionally or alternatively, the
backend service 150 may be implemented to monitor venue-specific notifications 250 in
relation to specific venues 110 and/or specitic venue locations. For instance, the
aforementioned tracked events can be parameterized according to the venue 110 and/or
focation.

80661 Vartous implementations of the systems and techniques described here can be
realized 1n digital electronic and/or optical circuitry, integrated circuitry, specially
designed ASICs {application specific integrated circuits), computer hardware, firmware,
software, and/or cornbinations thercof. These various iraplementations can include
implementation in one or more computer programs that are executable and/or
interpretable on a programmable system including at least one programmable processer,
which may be special or general purpose, coupled to receive data and instructions from,
and to transmit data and instructions to, a storage system, at least one input device, and at
feast one output device.

13061 These computer programs {also known as programs, software, software
applications or code) include maching 1nstructions for a programumnable processor, and can
be implemented in a high-level procedural and/or object-oriented programming language,

and/or in assembly/machine langnage. As used herein, the terros “machine-readable
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medium’ and “computer-readable medium” refer to any computer program product, non-
transitory computer readable wediom, apparatus and/or device {e.g., magnetic discs,
optical disks, memory, Programmable Logic Devices (PLDs)) used to provide machine
mstructions and/or data to a programunable processor, including a machine-readable
medium that receives machine instructions as a machine-readable signal. The term
“muachine-readable signal” refers to any signal used to provide machine instructions
and/or data to a prograromable processor,

(6062} Implementations of the subject matter and the functional operations described
in this specification can be implemented in digital electronic circuriry, ot in computer
software, firmware, or hardware, including the structures disclosed in this specification
and their structural equivalents, or in corabinations of one or more of them. Moreover,
subject matter described in this specification can be implemented as one or more
computer program products, 1.¢., one or more modules of computer prograrn imstructions
encoded on a computer readable medium for execution by, or to control the operation of,
data processing apparatus. The computer readable medium can be a2 machine-readable
storage device, a machine-readable storage subsirate, a raemory device, a coraposition of
matter effecting @ machine-readable propagated signal, or a combination of one or more
of them. The terms “data processing apparatus”, “coraputing device” and “compuiing
processor” encompass all apparatus, devices, and machines for processing data, including
by way of example a programumable processor, a computer, or multiple processors or
computers. The apparatus can include, in addition to hardware, code that creates an
exccution environment for the coraputer program in question, ¢.g., code that constitutes
processor firmware, a protocol stack, a database management system, an operating
system, or a combination of one or more of them. A propagated signal is an artificially
generated signal, e.g., a wmachime-generated electrical, optical, or electromagnetic signal
that is generated to encode information for transmission to suitable receiver apparatus.
18063] A coraputer program {also kuown as an application, program, software,
software application, script, or code) can be written in any form of programming
language, including corapiled or interpreted languages, and it can be deployed inany
form, including as a stand-aloune program or as a module, component, subroutine, or other

unit suttable for use in 4 computing covironment. A computer program does not
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necessarily correspond to a file in a file system. A program can be stored in a portion of
a file that holds other programs or data {¢.g., one or more scripts stored in a markap
fanguage document}, in a single file dedicated to the program in question, or in multiple
coordinated files {e.g., files that store onc or more modules, sub prograrms, or portions of
code). A computer program can be deployed to be executed on one computer or on
multiple computers that are located at one site or distributed across multiple sites and
interconuected by a communication network,

[6064] The processes and logic flows described in this specification can be performed
by one or more programmable processors executing 0ne or More computer programs to
perform functions by operating on input data and generating output. The processes and
logic flows can also be performed by, and apparatus can also be implemented as, special
purpose logic circuitry, e.g., an FPOA (field programmable gate array) or an ASIC
{application spectfic integrated circuit).

[ B065] Processors suitable for the execution of a computer program include, by way
of example, both general and special purpose microprocessors, and any one or more
processors of any kind of digital computer. Generally, a processor will receive
instructions and data from a read only memory or a random access memory or both. The
cssential elements of a computer are a processor for performing instructions and one or
more memory devices for storing instructions and data. Generally, a computer will also
inelude, or be operatively coupled fo receive data from or transtor data to, or both, one or
more mass storage devices for storing data, e.g., magnetic, magneto optical disks, or
optical disks. However, a computer need not have such devices. Morcover, a computer
can be embedded in another device, e.g., a mobile telephone, a personal digital assistant
(PDA), a mobile audio player, a Global Positioning System (GPS) receiver, to nane just
a few. Corputer readable media suitable for storing computer program instructions and
data include all forms of non-volatile memory, media and memory devices, including by
way of example semiconductor memory devices, ¢.g., EPROM, EEPROM, and tlash
memory devices; magnetic disks, e.g., internal hard disks or removable disks; magneto
optical disks; and CD ROM and DVD-ROM disks. The processor and the memory can

be supplemented by, or incorporated in, special purpose logic circuitry.
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(8066} To provide for interaction with a user, one or more aspects of the disclosure
can be implemented on a computer having a display device, ¢.g., a CRT {cathode ray
tube}, LCD (liguid crystal display) monitor, or touch screen for displaying information to
the user and optionally a keyboard and a pointing device, ¢.g., a mouse or a trackball, by
which the user can provide input to the computer. Other kinds of devices can be used to
provide interaction with a user as well; for example, feedback provided to the user can be
any form of sensory feedback, ¢.g., visual feedback, auditory feedback, or tactile
feedback; and input from the user can be received in any form, including acoustic,
speech, or tactile input. In addition, a computer can interact with a user by sending
documents to and receiving documents from a device that is used by the user; for
exarupic, by sending web pages to a web browser on a user's client deviee in response to
requests recetved from the web browser.

8667} One or more aspects of the disclosure can be wuplemented in a computing
system that includes a backend component, e.g., as a data server, or that includes a
niddleware component, ¢.g., an application scrver, or that includes a frontend
component, ¢.g., a chient computer having a graphical user interface or 2 Web browser
through which a user can interact with an implementation of the subject matter described
in this specification, or any combination of one or more such backend, middleware, or
frontend components. The components of the system can be interconnected by any form
or medium of digital data conmurunication, ¢.g., a communication network. Examples of
communication networks include a local area network ("LAN™}Y and a wide area network
{(“WAN"), an inter-notwork (¢.g., the Internet), and peer-to-peer networks {(¢.g., ad hoc
peer-to-peer networks).

[3068] The computing system can include clients and servers. A chient and server are
generaily reruote from cach other and typically mteract through a communication
network. The relationship of client and server arises by virtue of computer programs
running on the respective computers and having a client-server relationship to each other.
In some implementations, a server transmits data {e.g., an HTML page} to a client device
{e.g., for purposes of displaying data to and receiving user input frorn a user interacting
with the client device). Data generated at the client device {e.g., a result of the user

interaction) can be received frora the client device at the server.,
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(80649 While this specification contains many specifics, these should not be
construed as lumitations on the scope of the disclosure or of what may be claimed, but
rather as descriptions of features specific to particular implementations of the disclosure.
Certain features that are described 1n this specification in the context of separate
implementations can also be implemented in combination in a single implementation.
Conversely, various features that are described in the context of a single implementation
can also be impleroented o multiple impleraentations separately or in any suitable sub-
combination. Moreover, although features may be described above as acting in certain
combinations and even initially claimed as such, one or more features from a clairned
combination can in some cases be excised from the combination, and the claimed
combination may be directed to a sub-combination or variation of 4 sub-combination.
6G748] Similarly, while operations are depicted in the drawings in a particular order,
this should not be understood as requiring that such operations be performed in the
particular order shown or in sequential order, or that all tllustrated operations be
performed, to achieve desirable results. In certain circumstances, multi-tasking and
parallel processing may be advantageous. Moreover, the separation of various systero
components in the embodiments described above should not be understood as requiring
such separation 1n all erbodiments, and 1 should be understood that the described
program components and systems can generally be integrated together in a singic
software product or packaged mto multiple software products.

16¢71] A number of implementations have been described. Nevertheless, it will be
understood that various modifications may be made without departing trorn the spirit and
scope of the disclosure. Accordingly, other implementations are within the scope of the
following claims. For example, the actions recited in the claims can be performed ina

different order and still achieve desirable results.
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WHAT IS5 CLAIMED {8:
1. A method comprising:
receiving, at a backend computing device {142}, a wireless connection request
{256) from a user device (200) to allow wireless connection of the user device (200)to a
network {130) through an access point {120) located at a venue (110), the connection
request (256} corprising a user identifier (322);
validating, by the backend computing device {142), the user identifier (322}
granting wireless access, by the backend computing device (142}, of the user
device (200) to the access point (120) when the user wdentifier (322} is valid; and
transmitting a venue-spectfic notification (250) from the backend computing
device (142) to the user device (200) when the user device (200} connects to the network

(130).

2. The method of claim 1, further comprising receiving the counnection request (256},
at the backend computing device (142), from the user device (200) through the access
point (120} when the user device (200) 15 within a wireless coverage area of the access

point {120).

3. The method of claim 2, further comprising, after receiving a connection request
(256) from the user device (200), identifying, at the backend computing device (142), that

the user device (200} is located within a wircless coverage area of the access point (128},

4. The method of claim 1, further comprising:
receiving, at the backend computing device (142), a registration request {254)
from the user device (200); and
in response to the registration request (254):
generating a user record (320) comprising the user identifier (322);
storing the user record (320) in non-transitory memory (170, 306, 314) in
comrunication with the backend corputing device {142); and
transmitting the user identifier (322) from the backend computing device

{142} to the user device (200).
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5. The method of claim 4, wherein the user record (320} comprises a roedia access

control address associated with the user device (200).

6. The method of claim 4, wherein the user record (320} comprises application
information associated with one or more applications (220} executing on the user device

{200) and 1oitiating the registration reguest (254).

7. The mwecthod of claiva 1, finther comprising transmitting a connection
authorization command (340} from the backend computing device (142) to the access
point (120), the connection authorization comrnand (340) permitting the access point

{120} to counnect the user device (200) to the network (130},

8. The method of claim 1, further comprising:
retrieving, using the backend computing device (142), venue-specific information
{332) from non-transttory memory (170, 306, 3143 in communication with the backend
computing device {142} using an access point (120) identifier included in the connection
request {256), the venae-specific information {332) related to the venue (110); and
generating the venue-specific notification (250) based upon the retrieved venue-

specific information (332).

9. The mcethod of claira 8, further corprising, after retrieving the venuc-specific
information (332), determining, by the backend computing device (142}, that the venue-
specific information (332) comprises a venue application identifier (222}; and
o response to the venue apphceation identifier (222

querying a user record (320} stored in the non-transitory memory {170,
306, 314) to determiue if the user record {320) comprises the venue application identifier
{222} associated with the venue {110}, and

generating the venue-specific notification (250) based upon the retrieved
venue-specific information {332 comprising the venue application identifier (222} when

the user record (320) comprises the venue application identifier (222},
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10. The method of claim 1, further comprising:

retrieving, using the backend computing device {142}, application information
from noun-transitory memory {170, 306, 314} in conununication with the backend
computing device (142} using the user identifier (322) included in the connection request
(256}, the application information related to onc or more apphications (220} executing on
the user device {(200) and imtiating the connection request (256); and

generating the venue-specific notification (250) based upon the retrieved

application mformation.

11, The method of claim 1, further comprising:

identifying, at the backend computing device (142), when the user device (200)
connects to the network {130); and

in response to tdentifying when the user device (200) connects to the network
(130}, transmitting the venue-specific notification (250) as a push notification to the user

device (200).

12, The wethod of clammn 1, further corprising:
receiving, at the backend computing device (142), a notification request (252
from the user device (200) to feich any pending venue-specitic notifications (250)
available for the user device {200}, the user device (200) executing one or more
applications (220} initiating the notification request {252} when the user deviee (200)
connects to the network (130); and
in response to the notification request (252):
retrieving the venue-specific notification (254} from non-transitory
memaory (170, 306, 314) in communication with the backend computing device (142);
and
transmitting the venue-specific notification (250} from the backend

computing device (142} to the user device (200},

13. The method of claim 1, further comprising:
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publishing, using the backend computing device (142), the venue-specific
notification {258} for the user device (200} to look-up when the user device (200)
connects to the network {(130);
receiving, at the backend computing device (142}, a notification request (252}
from the user device (200} to get the published venue-specific notification (250), the user
device (200) executing one or more applications (220} initiating the notification request
{252y when the user device (200) conuects to the network (130); and
in response to the notification request (252
retrieving the published venue-specific notification (250) from non-
transitory memory (170, 306, 314) in communication with the backend computing device
(142); and
transmitting the venue-specific notification (250) from the backend

computing device (142} to the user device (200).

14, The method of claim 1, wherein the venue-specific notification (250) transmitted
from the backend computing device (142) prompts an application {220} exccuting oun the
user device (200} to render the venue-specific notification (250) for display upon a
graphical user interface (260) executing on the user device (200), the venue-specific
notification (250) indicating to a user {10} that the user device (200) has connected to the

network (130).

15. The method of claim 14, wherein the venue-specific notification (250} displayed
upon the graphical user interface (2603 prompts the user to initiate at least one of the
following actions:

open a uniform resource locator associated with the venue (110)

open a venue-specific application {220} associated with the verue (110) executing
on the user device (200},

dismiss the venue-specific notification {250},

expand the venue-specific notification (250); or

initiate an explicit intent of the venue-~specific application (220) when the venue-

specific application (220) 1s exccuting on the user device (200).
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16, A remote system {(100) comprising:
one or more shared backend processing devices (142} executing a shared backend
{308}, the shared backend (308):
receiving a wireless connection request (256} from a user device (200} to
allow wireless connection of the user device (200) to a network (130} through an access
point {120} located at a veonue (110}, the connection request (256} coraprising a user
identifier (322); and
validating the user identifier (322);
one or more validation service processing devices (142) in communication with
the one or more shared backend processing devices (142) and exccuting a validation
service {310}, the validation service (310) granting wireless access of the user device
{200} to the access poimnt (120) when the user identificr (322) 1s valid; and
one or more notification system processing devices (142) in communication with
the one or more validation service processing devices and executing a notification system
{312}, the notification systern (312} transwitting a venue-specific votification (250) to the

user device (200) when the user device (200} connects to the network (130}

17, The remote system (100} of claim 16, wherein the shared backend (308}, at the
one or more shared backend processing devices (142}, receives the connection request
{256) from the user device (200) through the access point {1203 when the user device

(200} 15 within a wircless coverage ares of the aceess point (120).

18, The remote system (100} of claim 17, wherein the shared backend (308}, at the
one or more shared backend processing devices (142), identifics whether the user device
{200} 1s Iocated within a wircless coverage area of the access point (120} in response to

receiving a connection request (256} froro the user device (200).

19, The remote system {100} of claim 16, further comprising:
one or more shared credential processing devices (142} executing a shared

credential application program interface (AP (302), the shared credential AP (302)
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receiving a registration request (254) from the user device (200} and transmitting the user
identifier (322) to the user device {(200); and
one or more registration service processing devices {142) in communication with
the one or more shared credential processing devices and exccuting a registration service
{304), the registration service (304), in response to the registration request (254):
generating a uscr record (320) comprising the user identifier (322); and
storing the user record {320) in non-transitory data storage (170, 306, 314)

in communication with the one or more registration service processing devices {(142).

20. The remote system (100} of claim 19, wherein the registration service {304)
generates the user record {320) comprising a media access control address associated

with the user device (200).

21, The remote system (100} of claim 19, wherein the registration service (304}
generates the user record (320} comprising application information associated with one or
more applications {220} executing on the user device (200) and nitiating the regisiration

request (254).

22. The remote system (100} of claim 16, wherein the shared backend (308}, at the
onc or more shared backend processing devices (142), transmits a connection
authorization command (340} to the access point {128}, the connection authorization
command (340) permutting the access point {120} to connect the user device (200) to the

network (130).

23, The remote system (100) of claim 16, wherein the validation service (310), at the
onc or more validation service processing devices {142}
retrieves venue-specific formation (332) from noun-transitory data storage (170,
306, 314) in communication with the one or more validation service processing devices
using an access point {120} wdentificr included in the conmection request (256); and
generates the venue-specific notification (250) based upon the retrieved venue-

specific information (332).

%)
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24.  The remote system (100} of claim 23, wherein the validation service (310), at the
one or more validation service processing devices:
deterruines that the retrieved venue-specific information (332) comprises a venue

application identifier (222}, and in respounse to the venue application identifier (222}

querics a user record (320) stored in the data storage (170, 306, 314) to
deterromne f the user record (320) coraprises the venue application identifier (2223
associated with the venue (110); and

generates the venue-specific notification (250) based upon the retrieved
venue-specific information (332) comprising the venue application identifier (222) when

the user record (320} cornprises the venue application identifier (222).

25. The remote system (100} of claim 16, wherein the validation service (310), at the
one or more validation service processing devices (142):

retrieves application information from non-transitory data storage (170, 306, 314}
in communication with the one or more validation service processing devices using the
user identifier (322) included in the connection request (236}, the application information
related 1o one or more applications {220) executing on the user device (200) and mnitiating
the connection request {256); and

generates the venue-specific notification (250} based upon the retrieved

application information.

26, The remote system (100} of claim 16, wherein the notification system (312}
transmits the venue-specific notification (250) as a push notification to the user device
{200} in response to the notification systern (312) identifying wheu the user device (2003

connects to the network (130

27, The remote system (100} of claim 16, wherein when the notification system (312},
at the one or roore notification system processing devices, receives a notification roquest

{252} from the user device (200} to fetch any pending venue-specific notifications (250)
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available for the user device (200) when the user device (200) connects to the network
{130}, the notification systern (3123

retrieves the venue-specific notification (250) from non-transitory data storage
(170, 306, 314) in communication with the one or more notification system processing
devices; and

transmits the venue-specific notification (250) to the user device (200).

28, The remote system (100) of claim 16, wherein the notification system (312), at
the one ot more notification system processing devices pubhishes the venue-specific
notification (250) to allow the user device (200} to look-up when the user device {200)
connects to the network {130), and when the notification systern (312) recetves a
notification request {252} from the user device (200) to get the published venue-specific
notification {250), the notitication systern (312):

retrieves the published venue-specific information (332) from noun-transitory data
storage {170, 306, 314} in communication with the one or more notification system
processing devices; and

transmits the venue-specific notification (250) to the user device (200},

29, The remote system (100} of claim 16, wherein the venue-specific notification
(250) transmitted from the one or more notification system processing devices to the user
device (200) prompts an application (220} executing on the user device (200) to render
the vere-specific notification (250) for display upon a graphical user mterface (260)
executing on the user device (200}, the venue-specific notification (250) indicating that to

a user (10) that the user device (200) has connected to the network (130},

30. The remote system (100) of claim 29, wherein the venue-specific notification
{250) displayed apon the graphical user inferface (260) prompts the user (10) to initiate at
feast one of the following actions:

open a uniform resource locator associated with the venue {110);

open a venue-specific application {220} associated with the venue (110} executing

on the user device (200);
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dismiss the venue-specific notification (250};
expand the venue-specific notification (250); or
initiate an explicit intent of the venue-~specific application (220) when the venue-

specific application (220) 1s exccuting on the user device (200).

(%)
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