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(57) Abstract: In some examples, a method can include receiving with a Packet Data Network Gateway (PGW) in an application
layer and from a mobile device, a handover request in an access network. The handover request requests a bearer for routing an In-
ternet Protocol (IP) data flow. The mobile device comprises a Wireless Cellular Access Technology (WCAT) interface and a Wire -
less Non-Cellular Access Technology (WNCAT) interface connected to the access network. The WCAT interface and the WNCAT
interface having a same IP address and the requested bearer is either a WCAT bearer associated with the mobile device or a WNCAT
bearer associated with the mobile device.
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HANDOVER REQUESTS IN ACCESS NETWORK

BACKGROUND

(00011 Enterprise wireless network  infrastructure can  boost  enterprise
information Technology (iT) productivity. The enterprise connectivily should satisfy the
emerging requirements of guaranteed Quality of Services (QoS) with ever-increasing
bandwidth requirements for various applications, at the same time {o support continuity,
simplicity and security, etc. These technical expeciations may suggest a hybrid
enterprise access network empowering e.g. Long Term Evolution (LTE) and Wireless
Local Area Network (WLAN) serving in parallel. With an entire EPC (Evolved Packet
Core} maintained in the enierprise access network, seamless handover capability of

heterogeneous networks {(e.g. between LTE and WLAN) should be analyzed.

BRIEF DESCRIPTION OF THE DRAWINGS

f00062] FIG. 1 shows an example of a network architeclure according to the
present disclosure.

f0003] FIG.2 shows examples of signaling al a network layer and in an
application layer for handover operation.

f0004] FIG.3 shows an example of a hybrid nelwork where seamless
handover can be performed.

{0065 FiG.4 shows an example of routing modules within a user equipment
(UE) and a Packet Data Network (PDN) Gateway (PGW).

{0066} FIG.5 shows an example of a flux diagram for performing seamless
handover with end-to-end bidirectional signaling carried out in the application layer

according o the present disclosure.
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f00067] FIG.6 shows examples of modules for performing seamiess handover
within a UE and a PGW.

0008 FIG.7 shows an example of a bidirectional signaling and rouling
between a UE and a PGW.

DETAILED DESCRIPTION

{0009] This disclosure presenis an end-lo-end bidirectional signaling performed
in an application layer for seamless handover operation in an access network or .g. an
enterprise  access network. This seamless handover performed with end-to-end
bidirectional signaling in the application layer solution can be referred in the present
disclosure as Muitiple IP flows and Simultaneous connections based Seamless handover
with In-band and On-demand signaling of low-lateNcy (MISSION) solution.

{00107 Seamiess handover according to MISSICN solution can simultaneously
use both of a Wireless Cellular Access Technology (WCAT), as e.g. LTE and a Wireless
Non-Cellular Access Technology (WNCAT) as e.g. WLAN ofa Uk. The Uk canbe e.g. 8
mobile device. The present disclosure shows examples of network architectures for hybrid
solutions that can implement LTE and WLAN access technologies but other access
technologies could be used when carrying out in MISSION solution.

i0011] The mobile device can be a client’s mobile device, a user squipment (UE)
or a mobile node (MN) within the access network. The mobile device can be a mobile
phone, a tablet or a laptop with an adaptor for LTE technology or any other maobile device
with cellular and non-cellular technologies accessing capabilities.

i0012] MISSION can be a customized P flow mobility solution that can simplify
the procedures and mechanisms of conneclivity, signaling and control for seamless
handover. MISSION can maintain the necessary funclionalities in performing the full
seamiess handover capability. MISSION can support a client initiated handover operation
and a network initiated handover operation by performing a bi-directional rule provisioning
mechanism. At the same time, MISSION solution can also backwardly support a one

connection based complete handover.
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f0013] In order to enable more flexible and cusiomized policy within an
enterprise and to reduce the data traffic going through the carrier’s core network, when
deploving the hybrid enterprise access network, one of the aspects to consider may be {o
astablish an Evolved Packet Core (EPC) in an access network. The enterprise EPC can
run in physical boxes or in virtual machines and can handle the seamiess handover of
heterogeneous networks {.e.g., belween the LTE and the WLAN) {o provide a coniroliable
QoS. In the example of the present disclosure, MISSION can handle connectivity of the
UE accessing an enierprise access nefwork and being a solution for the UE to enable
seamiess handover.

{0014] FIG.1 shows an example of an architecture of a hybrid enterprise access
network 100 connecting a UE 103 to Internet 125. The hybrid network 100 may comprise
a LTE eNodeB 116 and a WLAN Access Point (AP) 118. Furthermore, this example of
hybrid network 100 can include an EPC architecture that can comprise a Service Gateway
(SGW) 117, an Evolved Packet Data Gateway/Access Network Gateway (ePDG/ANGW)
119 and a PGW 124 accessing the Intemet 125.

f0015] The UE 103 can comprise two network interfaces, e, a network
interface 105 for the LTE traffic and a network interface 106 for the WLAN data iraffic. The
connections between the UE's network interfaces the LTE interface 105 and the WILAN
interface 106 and the PGW 124 in the EPC can be calied bearers. A bearer can be a
logical tunnel for transmitting data traffics, and all traffics betwsen the Uk 103 and the
PGW 124 can be further grouped in [P flows inside these bearers based on the general
characteristics of flows, such as source P address, source port, destination IP address,
destination port, and protocol (a.k.a., 5-tuple item), eic.

f0016] The bearers of MISSION solution can be treated as an abstraction of the
three types of Evolved Packet Swilched System (EPS) bearers as Data Radio Bearer
(between the UE 103 and the eNodeB 116), 51 Bearer {between the eNodeB 116 and the
SGW 117), and 55 Bearer (between the SGW 117 and the PGW 124), and regardiess of
distinguishing the default or dedicated EPS bearers for simplicity.

f0017] When the UE 103 can connect to the hybrid network 100, bearers may
be created between each network interface LTE 105 and the WLAN interface 106 and the
PGW 124, i.e., a WLAN bearer 101 can be creaied when the UE 103 is connected o a
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WLAN within the hybrid network 100, and a LTE bearer 102 can be created when the UE
103 is connecled o a LTE in the hybrid network 100.

f0018] The LTE bearer 102 and the WLAN bearer 101 may be kept operative
and ready to be used for simultaneous transmission. Each bearer can comprise multiple [P
flows transmilled and received from and to the UE 103 and the PGW 124, respectively.
The LTE bearer 102 can comprise internet Protocol (IP) data flows 111 and 112. The
WLAN bearer 101 can comprise IP data flows 113, 114 and 115.

{00191  Hybrid network 100 further comprises the PGW 124 than can also be
specifies as PDN GW. The PGW 124 can provide connectivity from the UE 103 to an
external packet data network 125 such as Intemnet by being the point of exit and eniry of
fraffic for the Uk 103. The PGW 124 can perform e.g. policy enforcement, packet filtering,
charging support, lawful interception and packet screening.

{00207 For this particular example of the present disclosure, MISSION solution
can handle seamless handover with two logical modules: a MISSION Uk 104 and a
MISSION PGW 120. These two logical modules may comply with several conditions within
the hybrid network 100 in order to carry out MISSION. These conditions can be calied
MISSION HOTLINE conditions. The MISSION Uk 104 can handle all operations on the
Uk 103, while the MISSION PGW 120 may reside at the network side and can be part of
the PGW 124.

{00241 The MISSION UE 104 within the UE 103 can be further composed of two
logical sub-componentis: a signaling module 107 and a routing module 108 that may be
used to carry out the seamless handover operations of flow rouling and bi-directional
signaling in the application layer.

00221 In an example according to the present disclosure, the UE 103 canbe a
mobile device that can perform end-to-end bidirectional signaling in the application layer in
order to carry oul seamless handover operation according to the MISSION solution. The
UE 103 can comprise a Wireless Cellular Access Technology (WCAT) inlerface as e.g. the
LTE interface 1056 connecled to the access network and a Wireless Non-Cellular Access
Technology (WNCAT) interface as e.g. the WLAN interface 106 connected o the access

network.
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f0023] The mobile device can comprise a processing resource and a memory
resource sloring machine readable instruclions o cause the processing resource to
transmit through an application layer a handover request 210 o a Packet Data Network
Gateway as e.g. the PGW 124 in the hybrid network 100. The handover request 210 may
request an access bearer (101, 102) for routing an [P data flow as e.g. the P data flows
111, 112, 113, 114 and 115. The requested bearer can be either a WCAT bearer as e.qg.
the LTE bearer 102 associated with the mobile device or a WNCAT bearer as e.g. the
WLAN bearer 101 associated with the mobile device. The WCAT interface and the
WNCAT interface may have the same IP address. The processing resource may route the
iP data flow through the requested bearer if the request is granied to the PGW 124 and
receive the IP data flow through the requested bearer if the request is granted from the
PGW 124,

i0024] The MISSION PGW 120 can comprise similar logical sub-components
as a signaling module 121 and a routing module 122. These logical sub-components may
comply with MISSION Hoetline conditions in order to maintain all the traffic paths used in
MISSION during seamless handover.

{00257 In an example according {o the present disclosure the PGW 124 can
comprise a processing resgurce and a memory resource storing machine readable
instructions 1o cause the processing resource {o receive in an application layer from the
UE 103 the handover request 210 in the hybrid network 100. The handover request 210
may request a bearer for uplink routing of an P data flow. The UE 103 may comprise a
Wirsless Cellular Access Technology (WCAT) interface as e.g. the LTE interface 103
connected o the access network and a Wireless Non-Cellular Access Technology
(WNCAT) interface as e.g. the WLAN interface 106 connected to the hybrid network 100.

f0026] The WCAT interface and the WNCAT interface may have the same [P
address and the requested bearer can be either a WCAT bearer associated with the UE
103 or a WNCAT bearer associated with the UE 103, The processing resource of the
PGW 124 may route, through the requested bearer and to the UE 103 the [P data flow
when the handover request 210 is granted and receive, through the requested bearer and
from the UE 103 the iP data flow when the request is granted.
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f0027] MISSION hotline conditions can permit seamiess handover operations
carried out by the MISSION UE 104 comprised in the UE 103 and the MISSION PGW 120
comprised in the PGW 124 for downlink traffic from the PGW 124 to the UE 103 and for
uplink traffic from the UE 103 to the PGW 124,

f0028] MISSION hotline conditions can comprise three conditions that may be
met by the WLAN interface 106 and the LTE interface 105 and the WLAN bearer 101 and
the LTE bearer 102 and by the whole hybrid network 100.

{00291 MISSION holline conditions that can enable to perform seamless
handover according to the MISSION solution using end-o-end bidirectional signaling in
the application layer between the Uk 103 and the PGW 124 can comprise the following:

{00301 The first condition of the MISSION hotline conditions can be the 1P
address assignment. When deploying the hybrid enterprise access network 100, the same
iP address may be assigned o both the LTE interface 105 and the WLAN interface 106 of
the Uk 103, which may enable deployment of proiocols for dynamically distributing P
addresses 1o the interfaces LTE interface 105 and the WLAN interface 106 as for example,
the Dynamic Host Configuration Protocol (DHCP). Furthermore, the same [P address
assignment may also enable centric maintenance of different users in the hybrid network
100.

{0031] The LTE interface 105 and the WLAN interface 106 of the UE 103 may
have the same P address assigned when they connect 1o the hybrid network 100. Thus P
datagrams sent out from the Uk 103 and received from the Internet 125 could have the
same 1P address identifying the UE 103 making the applications not aware of the
underlying hybrid network 100.

f0032] 1P address assigned to the LTE interface 105 for LTE data traffic access
can be based on an International Mobile Subscriber ldentity (IMS1) code of the UE 103,
while 1P address assigned o the WLAN interface 106 for WLAN dala traffic access can be
based on the Media Access Control Address (MAC) address of the UE 103,

f0033] To enable the same [P address o be assigned to both the LTE interface
105 and the WLAN interface 106 of the UE 103, the MAC address may automatically be
mapped to the IMSI code of the UE 103. This mapping can be carried out by the
ePDG/ANGW 119 or the PGW 124,
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f0034] The second condition of the MISSION holtline conditions can be keeping
both the LTE interface 105 and the WLAN interface 106 of the UE 103 connected to the
hybrid enterprise access network 100. Hence, MISSION can provide [P flow based
seamiess handover with end-{o-end bidirectional signaling in the application layer between
the UE 103 and the PGW 124. The LTE interface 105 and the WLAN interface 106 may
be connected to their respective bearers 102 and 101 simultaneously.

{00351 Since most of the off-the-shelf dual mode mobile devices may not
support such capability, in order to keep both the LTE interface 105 and the WLAN
interface 106 connected to LTE and WLAN bearers 102 and 101 respectively at the same
time, modification may be necessary on mobile device's operating system o enable both
interfaces the LTE interface 105 and the WLAN interface 106 turned on and connected io
the hybrid network 100 simultaneously with the same [P address. By taking advantages of
the multiple interfaces communication capability of latest mobile devices, few changes
may be needed in the mobile operating system to enable simultaneously multiple interface
connection.

{0036] The third condition of the MISSION hotline conditions can be keeping the
bearers operative and ready o be used for transmission simultaneously. MISSION
solution may simplify some underlying protocols used during transmission by adopting this
condition for access network bearers. By maintaining a mapping relation of bearers and P
flows on both the UE 103 and the PGW 124, seamiess handover could be flexibly initiated
gither from the UE 103 or from PGW in a bidirectional approach. This is also the
bidirectional provisioning mechanism of the MISSION solution.

00371  Inorder o perform the MISSION solution, the access bearers for UE, the
LTE bearer 102 and the WLAN bearer 101 may be kept operative until explicitly destroyed
or timed out, which may avoid long message exchanging at control plane for every re-
gstablishment within a specified short period. The living bearer may be instantly reused
and switched back and forth for fast seamless handover in MISSION. Both of the LTE and
WLAN bearers 102 and 101 can be used for data traffic simultaneously in both directions:
the direction from the UE 103 to the PGW 124 can be called uplink and the direction from
the PGW 124 to the UE 103 can be called downlink. By coordinating the routing of flows
through the uplink and downlink of both LTE and WLAN, MISSION can move the P flows
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for some logical connection (basically Transmission Transport Protocol (TCP) connection)
between bearers to achieve 1P flow based handover with session continuity.

f0038] FIG.2 shows different signaling schemes 200 for signaling between a UE
204 and a PGW 224. The first signaling scheme 201 may be a client-based signaling
performed in a network layer. i may require the UE 204 {o be involved in the management
of the mobility with specialized stack that should be able o detect, signal, and react to
changes of a point of altachment. Regarding a handover operation, clieni-based signaling
201 may indicaie the Uk 204 to send a first signaling message request 208a to the
ePDG/ANGW 219 in order 1o perform handover for a WNCAT data traffic and in response
to this request 208a, the ePDG/ANGW 219 may send a second signal 208b to the PGW
224 requesting handover for the WNCAT data traffic routed towards from the Uk 204
towards the PGW 224. Similarly, for handover operation of WCAT data traffic the Uk 204
may send an initial request to a SGW 217. A second signal requesting handover shouid be
sent {o the PGW 224 from the SGW 217.

{0039] The second signaling scheme 202 may be a network based signaling
performed in the network layer. When signaling for flow handover operations initiated from
the network side, the PGW 224 may send a first handover request 209a and notify the
ePDG/ANGW 219 or the SGW 217 in order to be able o handle flows for WNCAT or
WCAT ftraffic accordingly. A second signaling message or request 209b may be sent from
the ePDG/ANGW 219 or the SGW 217 to the UE 204,

{0040} End-lo-end bidirectional signaling schemes 203a and 203b in an
application layer used in the MISSION solution 1o carry out handover are shown in FIG.2
and can be performed by the UE 204 and the PGW 224 when the UE 204 may comprise
the signaling module 107 and the routing module 108 and the PGW 124 may comprise the
signaling module 121 and the routing module 122,

00411 In signaling scheme 2033, end-lo-end bidirectional signaling can be
carried out by one signaling request as e.g. the handover request 210 sent in the
application layer from the UE 204 to the PGW 224 within the hybrid network 100, When
performing end-to-end bidirectional signaling 203a and 203b in the application layer, the
network elements ePDG/ANGW 2189 and SGW 217 may act as forwarders of the
handover request 210 from the UE 204 o the PGW 224, Hence, they are skipped as it is
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shown in scheme 203a and 203b in the application layer. This end-lo-end bidirectional
signaling performed in the application layer can permit the ePDG/ANGW 218 and SGW
217 forward the handover request 210 without locking into the logics but performing dala
packet encapsulation and decapsulation at network layer. Hence, by sending the handover
request 210 in the application layer, the handover request 210 can be fransmitied directly
from the UE 103 to PWG 224. Hence, end-to-end bidirectional signaling in the application
layer that can be used during seamless handover of 1P data flows in the downlink direction
from the PGW 224 {o the UE 204 and in the uplink direction from the Uk 204 to PGW 224
can be achieved. Regarding handover operation, the network latency for the entire
handover operation process may be half the Round Trip Time (RTT). Bi-directional end-to-
end bidirectional signaling in the application layer as shown may permit the exchange of
signaling messages between elements shown in FIG. 1 as e.g. bstween the UE 103 and
the PGW 124 and vice versa without requiring IP stack changes on the UE 103.

{0042] Similarly to 203a, in 203b end-to-end bidirectional signaling can be
carried out in the application layer by sending the handover request 210 directly from the
PGW 224 io the UE 204 within the hybrid network 100. The nelwork elements
ePDG/ANGW 219 or SGW 217 may forward the handover request 210 as mentioned
above. Network elements ePDG/ANGW 219 or SGW 217 may be considered network
switches that may encapsulaie the handover request 210 in the network layer when
receiving the handover request 210. Hence, they may be skipped as if is shown in
schemes 203a and 203b in the application layer. This end-to-end bidirectional signaling in
the application layer can be used during seamless handover of P data flows in the
downiink direction from the PGW 224 to the UE 204 and in the uplink direction from the
UE 204 to the PGW 224. Regarding handover operation, the network latency for the entire
handover process when using direct signaling 203a and 203b may only be half the RTT
(Round Trip Time).

00431 The MISSION solution may implement flow rules that can be used for 1P
flow identification, routing specification and end-to-end bidirectional signaling between the
UE 103 and the PGW 124 that may permit communication with each other on the hybrid
network 100 for data transmission in accordance with the disclosure. Since the

bidirectional signaling between the UE 103 and the PGW 124 can be performed at the
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application layer, it may be easy for MISSION o extend flow rules that can support any
additional atiributes. Basically, a flow rule can have the following simplified altributes as

listed in Table 1 for performing seamless handover operations according to the MISSION

solution.
Attribute Description
Flow iD Uniguely identifies an IP flow
Priority Rules are matched in a prioritized order
UE iP address tP address of UE
UE port number Port number on UE
Peer |P address [P address of remote peer
Peer port number Port number on peer
Protocol Specify the protocol of flow
Bearer 1D Specify WLAN or LTE bearer for flow

Table I: Major flow rule attributes
{0044} The MISSION solution may categorize the flow rules in two dimensions:
on the first dimension, rules can be grouped into static and dynamic ones. On the second
dimension, rules may be calegorized as user or network defined. Table Il lists the

combination of two dimensions and samples on each category.

Static Dynamic
User defined User pre-defined rules, e.g. Auto-generated rules on UE,
user manually added rules. e.g., based on some processas.
Network defined Natwork pre-defined rules, e.g., | Auto-generated rules at
ISRP from ANDSF. network side, such as on PGW.

Table {I: Rules categorized by MISSION

[0045] Based on different flow rules, the 1P flows 111, 112, 113, 114 and 115
can be routed using different bearers, i.e. the LTE bearer 102 or the WLAN bearer 101.
When any data traffics not specified by specific flow rules, the default bearer for the UE
103 may be used, which can be specified by the UE 103 through signaling in the
application layer with the PGW 124.

f00468] The operations of dealing with 1P flow based seamless handover with
direct signaling between the UE 103 and the PGW 124 can be carried out by the MISSION
UE 104 and the MISSION PGW 120. In one example of the present disclosure, the
MISSION UE 104 and the MISSION PGW 120 can be further composed of two logical

components previously shown in FiG.1: The signaling module 107 and the signaling
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module 121 and the routing module 108 and the routing module 122, respeclively. Each of
these modules can manage corresponding work at one edge of the hybrid enterprise
access network 100. The routing module 108 and the rouling module 122 can connect o
the hybrid network 100 for data transmission and the signaling module 107 and the
signaling module 121 can connect to the hybrid network 100 for operation control, as e.g.
the transmission of the handover requests 210 from the Uk 103 to the PGW 124 and Vice
versa. These components will be described in detail.

{00471 FIG. 3 shows a hybrid network 300 according an example of 1o the
present disclosure where the MISSION sclution can be performed. The hybrid network
300 can enable the IP flows 113, 114 and 115 for & mobile device to be routed either
through the access bearer LTE 102 or the access bearer WLAN 101, or at the same time.
The PGW and intermediale nodes as e.g. 5GW and ePGW/ANGW are omitied for the
hybrid network 300. First stage 300a of the hybrid network 300 and second stage 300b
can show the seamiess handover of uplink traffic (IP flows fransmitled fowards the Internet
125) and downlink traffic (1P flows transmitted towards the UE 103):

{00487 In this example, the IP flow 113 can be video conference content, the IP
flow 114 can be FTP content and the IP flow 115 can be Web content. The P flows 113,
114 and 115 can be routed uplink and downlink direction using the LTE bearer 102 as
shown in stage 300a. Afier seamless handover operation according o the MISSION
solution presented in the present disclosure, in stage 300b the 1P flows of FTP 114 and the
Web content 115 data traffics can be transferred, i.e. routed through the WLAN bearer 101,
the video conference content the [P flow 133 may be kept in the LTE bearer 102, while
FTP content 114 and Web content 115 can be switched from the LTE bearer 102 {0 the
WLAN bearer 101 after seamless handover may be performed. The [P flow swilch can
happen based on further demands. Upper layer applications may not be affected when
performing seamless handover according to the MISSION solution. The established
connection of the UE 103 in the access network of the hybrid network 300 may not be
broken during seamiess handover according to the MISSION solution and the session
continuity can be preserved.

i0049] FIG.4 shows instructions blocks performed by the routing module 108 in
the MISSION UE 104 and the routing module 122 in the MISSION PGW 120. The flow
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routing are split into uplink handiling 405 and downlink handling 406, which can be done by
the routing module 108 in the MISSION UE 104 and by the routing module 122 in the
MISSION PGW 120. FiG.4 shows blocks performed by the routing module 108 within the
MISSION UE 104 for the uplink traffic 405. In particular, the routing module 108 may
perform blocks 402, 403 and 404 when receiving a data packet 401a of a specific IP flow.
FiG.4 shows blocks performed by the routing module 122 within the MISSION PGW 120
for the downlinl traffic 406. In particular, the routing module 122 may perform blocks 407,
408 and 409 when receiving a data packet 401b of a specific IP flow.

{00501 The uplinlK traffic 405 from the UE 103 can be manipulated by the routing
module 108 using a lightweight approach comprising blocks 402, 403 and 404 in order to
minimize the burdens of redirecting packets to a specific access bearer 101 or 102, In an
example of the present disclosure, this can be accomplished in block 402 by using iptables
command o set mark to the data packst 401a of a specific IP flow that can be identified by
the flow attributers shown in TABLE | {e.g. 5-luple items). In block 403 command ip rule
may be used io forward the data packet 401a of specific mark to lookup a routing table of
specified network interface in block 404, i.e. routing the data packet 401a through the LTE
bearer 102 or the WLAN bearer 101. The following example code can be a sample
combination of 1P flow rules for redirecting uplink packets accessing a destination UE port
number 80 using TCP protocol (i.e., normal Hypertext Transfer Protocol (HTTP) server
access) to use the LTE bearer 102

R ipiables - OUTPUT -p tep —dport 80 -t mangle -] MARK -—set-mark Ox180
$ ip rule add from all fwmark Ox180/0x If lookup rmnet_datal)

{00511 The uplink routing for a default access network can alsc be specified by
ip rule command in block 403 with a lower priority than the P flow rules. The following
example code is a sample on redirecting defaull uplink packets to WLAN access bearer
101 on the UE 103:

$ ip rule add from <IP_ADDRESS> lockup wilan()

{00521  The downlink traffic 406 may be processed by the MISSION PGW 120 in
the PGW 124 with the routing module 122 for the data packet 401b of specified 1P flow
and default traffics. The routing module 122 may store the IP flow rules in a rouling table.
in block 407 the data packet 401b for the downlink traffic may look up the routing table for
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bearer selection based on the packet characteristics shown in TABLE | {e.g., 5-tuple item).
in block 408, if a specific flow rule has been matched, the bearer corresponding to this rule
may be used and the dala packet 401b can be routed through the corresponding bearer in
block 400, If no flow rules had been matched, the defaull access network, e.g. WLAN
access bearer 101 may be used for downlink transmission.

[0053] With the cooperation of uplink routing 405 on the UE 103 and downlink
routing 406 on the PGW 124 for IP flow rules or default bearer, the MISSION solution can
perform the support for full seamiess handover capability. With simultaneous connection of
the LTE interface 105 and the WLAN interface 106, and the same IP address, the
MISSION solution can manipulate the routing of the data packsis 401a and 401b of
specific 1P flows on both the Uk 103 and the PGW 124 and can perform two handover
styles: the IP flow based handover and the one conneciion based complete handover.

{00541 For IP flow based handover, the MISSION solution may add flow rules
for packets redirection and packets that fail to match any flow rules may be redirected
using a default access network as e.g. WLAN access bearer 101, The defaull access
network can alse be changed on demands. As a result of this mechanism, if no P flow
rules are specified, the one connection based complete handover can be achieved by
changing the only acling default access bearer. In this way, the MISSION solution can
support both IP flow based handover and one connection based handover for backward
compatibility.

{0055] The MISSION solution defines three operations on flow rules: add,
update and delete. The switching of an IP flow can be accomplished by adding a new flow
rule or updating an existed flow rule. Disabling a flow rule is done by deleting operation,
which will disable or delete the flow eniry in routing table both on the UE 103 and the PGW
124,

f0056] The signaling module 107 and the signaling module 121 can be
encountered for the message exchanging between the UE 103 and the PGW 124, They
can adopt in-band and on-demand signaling, allowing flexible implementation in the
application layer. For our current implementation, the following commands in Table H can

be implemented for handover related operations.

Command I Parameters I Description I
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flow.binding 1)<UE P> (e.g., 192.168.3.100/32) Command to provision flow rule; one
2)<Action> {e.g., 1/2/3 for flow is supported each time;
Add/Update/Delete)

3} <Flow ID> {e.g., 100}

4} <Flow Priority> (e.g., 1, the smaller the
higher}

5} <Start Source P> {e.g., 192.1868.3.100/32}
6) <knd Source IP>{ e.g., 192.168.3.100/32}
7) <Start Source Port>{e.g., 1024 )

8} <End Source Port>{ e.g., 60000}

9} <Start Dest iP>{ e.g., 16.150.210.170/32)
10} <End Dest 1P> {e.g., 16.190.210.170/32}
11} <Start Dest Port>{ e.g., 80)

12} <End Dest Port> {e.g., 81}

13} <Protocol> {e.g., 6 for TCP, 17 for UDP}

}

}<
}<
14} <Access 1D>{e.g., 1}

flow.binding.json <JSON String> (as in Table IV) Command to provision flow rule in
JSON string; multiple flows are
supported each time;

routing.switch 1) <UE P> {e.g., 192.168.3.100/32} Command to switch default access
2} <Access 1D» {e.g., 1} network for specified UE;
routing.printip <UE P> {e.g, 192.168.3.100/32) Get the connected access network IDs

using UE's IP address; in collaboration
with routing.ext to get the 1Ds for
WEAN and LTE access networks;

routing.ext No parameters Get the connected access network
type using UE's IP address; in
collaboration with routing.printip to
get the 1Ds for WLAN and LTE access
networks;

TABLE {ii: Commands for handover operations.
[00577 JSON slring with atiributes is shown in Table [V that can be used io
encapsulate the flow rules and related operations for communication between the UE 103

and the PGW 124 in an end-to-end bidirectional signaling in the application layer.

{"fiow.binding":
{
{
"ue""192.168.3.100/32"%,

"action":"1", // 1: add, 2: update, 3: delete




WO 2017/166190 PCT/CN2016/078044
15

“fidh2n,

"orio™:"1",

"sre_start’:"192.168.3.100/32",
“sre_end":"182.168.3.100/32",

“sre_port_start™:"1024",

“sre_port_end”:"60000",

"dst_start":"16.180.209.10/32",
"dst_end"™:"16.180.209.10/32",

“dst_port_start”:"80",

“dst_port_end™:"81",

“proto":"6", f{ https:fien.wikipedia.org/wikifList_of IP_protocol_numbers
“access:"1" // access bearer |1D for WLAN or LTE

}// Mutltiple flow rules are allowed and separated by commas

I}

TABLE IV: Sample of implementation as J5ON attributes in a sample of one flow rule.

{0058] FIG.5 shows an example of a diagram 500 according o the present
disclosure. This diagram shows blocks to perform seamiess handover with end-fo-end
bidirectional signaling through the application layer of P data flow where a handover
request can be received by the PGW 124,

00591  In block 301, the PGW 124 can receive in the application layer from the
UE 103 (that can be a mobile device) the handover request 210 in the hybrid network 100.
The handover request 210 may request the access LTE bearer 102 or the WLAN bearer
101 for routing the [P data flows 111, 112, 113, 114 and 115. The UE 103 can comprise a
Wireless Cellular Access Technology (WCAT) interface as e.g. the LTE interface 105 and
a Wireless Non-Cellular Access Technology (WNCAT) interface as e.g. the WLAN
interface 106 connected io the hybrid network 100. The LTE interface 105 and the WLAN
interface 106 may have the same P address. The requested bearer may be the LTE
bearer 102 asscciated with the UE 103 or the WLAN bearer 101 associated with the UE
103.

f0080]  Since both of the WLAN bearer and LTE bearer can be Kept operative in
the access network, and they both have the same IP address assigned, a handover
request in the application layer may be seni lo the PGW in request to the PGW 124 to

redirect downlink packets from one access bearer to another.
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f0061]  In block 502, the PGW 124 may decide whether the request is granted or
nol. if the request is not granted the procedure for handover can end in block 505. If the
request is granted the procedure can move (o blocks 503 and 504. in block 503 the PGW
124 can route the I data flow through the requested bearer to the mobile device. In block
504 the PGW 124 can receive the IP data flow through the requested bearer from the UE
103. The requested bearer can be either a WCAT bearer associated with the mobile
device or a WNCAT bearer associated with the mobile device, and the WCAT interface
and the WNCAT interface may have the same P address.

f0062] In another example of the present disclosure shown in FIG.G, the
MISSION UE 104 and the MISSION PGW 120 can comprise a third module specified as
decision modules 601 and 602, respectively. The decision modules 601 and 602 can
handle triggering conditions and perform decision making. In the MISSION solution, the
decision modules 601 and 602 can trigger the handover, which can be associated with
varicus implementation dependent decision making processes or policies without
resirictions.

{00631 In an example of the present disclosure shown in FIG.6, once the
handover decision has been triggered by the decision modules, the decision modules 601,
602 may transmit the handover decision to the signaling module 107 and the signaling
module 121 in order 1o perform the message exchanging between Uk 103 and the PGW
124 and achieve an end-to-end bidirectional signaling between the UE 103 and the PGW
124,

{00684] End-lo-end bidirectional signaling in the application layer for handover
operation according to the present disclosure may permit a8 handover request to be
fransmitied in the application layer by the UE 103 io the PGW 124 and vice versa.
intermediate network devices between the UE 103 and the PGW 124 may perform data
packetl encapsulation and decapsulation in the network layer. Hence, the handover
request can be transmitted in the application layer from the UE 103 io the PGW 124 and
vice versa and the request can be received and processed by the PGW 124 or vice versa
Le. the request can be received and processed by the UE 103 when transmitied by the
PGW 124. The UE 103 may ask the PGW 124 {o redirect downlink packets from one

access network bearer to another. Bidirectional signaling performed in the application layer
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may permit the handover request to be transmitied to the PGW 124, Any network device
within the hybrid network 100 may perform data packet encapsulation and decapsulation
of the handover request like any other data packet through the dala plane. The handover
request can be ransmitled from the PGW 124 direclly to the UE 103 through the
application layer of the PGW 124 and the UE 103 and the request can be received and
processed by the Uk 103, i.e. the PGW 124 may ask the Uk 103 to redirect uplink packeis
from one access network bearer {0 another.

{0085] FIG.7 shows the general working flows of bi-directional signaling for data
packet routing and handover request of the MISSION solution between the MISSION UE
104 and the MISSION PGW 120. The MISSION solution can perform a bi~directional style
in-band signaling between the Uk 103 and the PGW 124 to provision flow rules under
differeni scenarios. For uplink direction from the Uk 103 towards the PGW 124, the Uk
103 can inform the PGW 124 to add/update/delete some flow rules, and the PGW may
react accordingly by adjusting the downlink routing from the PGW 124 o the UE 103, In
this respect, the Uk may firstly download ISRP rules from an ANDSF server and then
send these rules to the PGW 124,

{0068] The MISSION solution alse may use uplink direction {o enable user
defined rules for flexible handover operations and where during handover operation a
handover request can be transmitted from the UE 103 to the PGW 124. For downlink
direction, the PGW 124 could also notify the Uk 103 of the flow rules provision from the
network side. This process may be considered as a notification of the downlink routing and
the UE 103 could also react accordingly to adjust the uplink routing from the UE 103 side.
in this respect, ISRP rules may be directly retrieved from network side, Le. from the PGW
124. The MISSION solution can also use downlink direction {o provision network defined
rules to the UE 103 from the network side. The MISSION solution also uses downlink
direction to enable user defined rules for flexible handover and where during handover
operation a handover requeast can be transmitted from the PGW 124 to the UE 103

f0087] The MISSION UE 104 may initiate the handover request 210 at decision
module 601 and ask (a) the signaling module 107 1o encapsulate and send (b} the
handover request 210. The MISSION UE 104 may send the handover request 210
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through the operative bearers 101 or 102 within the hybrid network 100, where the bearers
101 and 102 may comply with the MISSION Hotline conditions.

f0068] The handover request may be received by the signaling module 121 in
the MISSION PGW 120. The handover request requesting the WLAN bearer 101 or the
LTE 102 for transmission of a specific 1P data flow from a plurality of IP flows handled by
the UE 103 and the PGW 124. In the MISSION PGW 120, the signaling module 121 may
report {c) the received handover request 210 to the decision module 802. When the
decision module 602 accepis the handover request 210 in order to carry oul seamless
handover, the decision module 602 may notify the routing module 122 and provide the
flow rule to the routing module 122 for routing the downlink traffics 406. Packets matching
the flow rule can be routed {e) through the granied bearer of access network within the
hybrid networlk 100.

{00691 Back al the decision module 601 within the MISSION UE 104, when the
MISSION UE 104 receives acknowledgement from the MISSION PGW 120, where the
acknowledgment may comprise a response 1o the request granting the handover request,
the decision module 601 may order {f} the routing module 108 o route {g) the packets for
the specific IP flow through the granted operative bearer for the uplink data traffic 405.
Packets for the uplink may be transmitied with the specified granted bearer of access
network consequently. in ancther example according to the present disclosure, {f) and (g)
could be performed right after () in order to achieve a minimized handover latency with
the assumption of always successful seamiess handover.

0070] When the handover request may be dispatched by the MISSION PGW
120 towards the MISSION UE 104, the handover can be initiated by the PGW 124, the bi-
directional signaling procedure can be similar o the procedure shown in FIG.7 where the
handover request 210 may be sent by the MISSION PGW 120 o the MISSION UE 104,
which may inform about the rearrangement of specific flows (i.e., change the downlink
traffic 406 of specified flows). When the MISSION UE 104 receives the notification, it can
adjust the uplink 405 traffic of specified flows accordingly.

i0071]  The bi-directional direct signaling performed in the MISSION solution and
shown in the present disclosure can {ake the distributed requirements from different UEs

into considerations, which also can make centric arrangement based on the overall
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network conditions. In such way, various network policies and flow rules could be applied
under enterprise access network to enable an improved Qok.

f0072] Hence with the coliaboration of the MISSION UE 104 and the MISSION
PGW 120, an IP flow based seamiess handover for enterprise access nefwork with end-
lo-end bidirectional signaling through the application layer has been described in the

present disclosure.
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CLAIMS

1. A method comprising:
receiving with a Packet Data Network Galeway (PGW) in an application layer
and from a mobile device, a handover request in an access network, wherein:
the handover request requests a bearer for routing an Internet Protocol (IP)
data flow,
the mobile device comprises a Wireless Cellular Access Technology (WCAT)
interface and a Wireless Non-Cellular Access Technology (WNCAT) interface
connected to the access network,
the WCOAT interface and the WNCAT interface having a same [P address,
and
the requested bearer is either an WCAT bearer associated with the mobile
device or an WNCAT bearer associated with the mobile device;
routing, with the PGW and to the mobile device, the [P data flow through the
requested bearer; and
receiving, with the PGW and from the mobile device, the |P data flow through the
requested bearer.

2. The method of claim 1, further comprising: retrieving, with the PGW, one or

more flow rules for routing the P data flow through the requested bearer.

3. The method of claim 1, further comprising: sending, with the PGW, a second
handover request to the mobile device, the second request requests the WCAT bearer

or the WNCAT bearer for rouling a second 1P data flow.

4. The method of claim 1, further comprising: granting, with the PGW, the

handover request based on predetermined rules or policies.



WO 2017/166190 PCT/CN2016/078044
21

5. The method of claim 1, comprising: assigning, with the PGW, the same IP
address (o the WCAT interface and the WNCAT interface connected io the access

natwork.

8. The method of claim 1, comprising: keeping, with the PGW, the WCAT bearer

and the WNCAT bearer associated with the mobile device simultanesously operative.

7. The method of claim 1, comprising: transmitting, with the PGW, the IP data

flow from the mobile device to an external network.

8. The method of claim 7, comprising: receiving, with the PGW, a plurality of [P
data flows from the external network, the plurality of IP dala flows including the P data

flow and the second P daia flow.

9. A Packet Data Network Gateway (PGW) comprising:
a processing resource; and
a memory resource storing machine readable instructions to cause the
procassing resource to:
obtain in an application layer of the PGW and from a mobile device, a
handover request in an access network, wherein:
the handover request requests a bearer for uplink routing of an Internet
Protocol (IP) data flow,
the mobile device comprises a Wireless Cellular Access Technology
{(WCAT) interface and a Wireless Non-Cellular Access Technology (WNCAT)
interface connactad to the access network,
the WCAT interface and the WNCAT interface have a same P address,
and
the requested bearer is either a WCAT bearer associaled with the
mobile device or a WNCAT bearer associated with the mobile device; and
transmit, through the requested bearer and to the mobile device, the IP data

flow when the request is granted; and
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obiain, through the requested bearer and from the mobile device, the 1P dala

flow when the request is granted.

10. The PGW of claim 8, wherein the memory resource storing machine readable

instructions cause the processing resource {0 decide whether the handover is granted.

11. The PGW of claim 9, wherein the memory resource storing machine
readable instructions cause the processing resource {0 send a second handover
request {o the mobile device, the second handover request requests the WCAT bearer
or the WNCAT bearer for transmission from the PGW o the mobile device of a second

(P data flow.

12. The PGW of claim 9, wherein the memory rescurce sltoring machine
readable instructions cause the processing resource to assign the same P address {o
the WCAT interface and to the WNCAT interface.

13. A maobile device comprising:
a Wireless Cellular Access Technology (WCAT) interface connected o the
accass nefwork;
a Wireless Non-Cellular Access Technology (WNCAT) interface connected to
the access network, wherein the WCAT interface and the WNCAT inlerface have a
same internet Protocol {IFP) address;
a processing resource; and
a memory resource storing machine readable instructions to cause the
processing rescurce to:
send through an application layer of the mobile device, a handover request
to a Packet Data Nelwork Gateway (PGW) in the access network, wherein:
the handover request requesting a bearer for routing an |P data flow,
and
the requested bearer is either a WCAT bearer associated with the
mobile device or a WNCAT bearer associated with the mobile device, and
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transmit the [P dala flow through the requestied bearer if the request is
granted to the PGW,; and

receive the [P data flow through the requested bearer if the request is
granted from the PGW.

14. The mobile device of claim 13, wherein the memory resource storing

machine readable instructions cause the processing resource o

receive a permission for handover from the PGW, the permission for handover

depends on a predetermined policy or rule of the access network.

15. The mobile device of claim 14, wherein the memory resource sloring
machine readable instructions cause the processing resource to decide handover of the
iP data flow.
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