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DESCRIPTION

Quantum key distribution network

TECHNICAL FIELD

In general, the present invention relates to the field of quantum key distribution (QKD). In
particular, the present invention relates to a QKD network architecture.

BACKGROUND

Quantum key distribution defines a technique of distributing secret random bits (used as a
pair of key for symmetric data encryption/decryption) between two parties by means of
quantum approaches (see "The security of practical quantum key distribution”, Rev. Mod.
Phys. 81, 1301). The secrecy of the key against eavesdropping is guaranteed by the laws
of quantum physics. A one-way QKD system is used in optical domain and consists of a
quantum channel (one way direction) and a classical channel (bi-directional), where a
quantum optical pulse is sent and detected on the quantum channel and the classical
channel is used by the post processing for communication in order to get the final secret

key.

However, due to the non-cloning theorem of quantum physics, the weak quantum signal
cannot be amplified as the traditional optical signal. Therefore, the transmission distance
of a signal in QKD is limited.

In commonly used QKD networks, the QKD transmitters and QKD receivers are assigned
in such a way that each communication link section of the QKD network comprises a pair
of a QKD transmitter and a QKD receiver. Typical examples of such commonly used QKD
networks are the so-called SECOQC Vienna QKD network (see "The SECOQC quantum
key distribution network in Vienna", New Journal of Physics 11 ) and the so-called Tokyo
QKD network (see "Field test of quantum key distribution in the Tokyo QKD Network",
075001Vol. 19, No. 11/ OPTICS EXPRESS 10387).

However, such conventional network topologies have the following disadvantage. If the
network topology consists of a total number L of nodes, then the total number of QKD
transmitters (QTx) could be at most L*(L-1)/2 and the total number of QKD receiver (QRx)
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could be at most L*(L-1)/2, depending on the topology of the QKD network. Therefore, in
the case of a fully meshed topology with L nodes, where L is large, the number of QTx
and RTx pairs would increase as L2 leading to very high resource costs.

In the work "A quantum access network”, VOL 501, NATURE, 69 a QKD network scheme
which allows to save costs is published, in which the authors use multiple transmitters and
let them share a common receiver by using an 1xN splitter or replacing the 1xN splitter by
a wavelength division multiplexing (WDM) module in a tree topology network.

However, the scheme mentioned above only solves the QKD network cost issues in a
tree-like QKD network topology, but the cost issues concerning the QKD devices in an
arbitrary network topology are not mitigated.

Thus, there is a need for an improved quantum key distribution (QKD) network having an
arbitrary topology with reduced cost.

SUMMARY

It is an object of the invention to provide for an improved quantum key distribution (QKD)
network having an arbitrary topology with reduced cost.

The foregoing and other objects are achieved by the subject matter of the independent
claims. Further implementation forms are apparent from the dependent claims, the
description and the figures.

According to a first aspect, the invention relates to a quantum key distribution (QKD)
network, comprising a plurality of network nodes, and a plurality of communication links
connecting the plurality of network nodes, wherein the plurality of network nodes and the
plurality of communication links define a network topology, and wherein at least a first
network node of the plurality of network nodes comprises a transmitter and a first KxM or
MxK optical switch connected to the transmitter and wherein at least a second network
node of the plurality of network nodes comprises a receiver and a second PxN or NxP
optical switch connected to the receiver, wherein the first optical switch is connected to
the second optical switch via one of the plurality of communication links in order to allow a
communication between the transmitter of the first network node and the receiver of the
second network node such that the first network node and the second network node share
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the transmitter and the receiver, and wherein K, P, M, and N are positive integer numbers.
In embodiments of the invention, the first KxM or MxK optical switch and the second PxN
or NxP optical switch may be wavelength-independent active optical switches.

It can be understood that the transmitter of the first network node is configured to
communicate with the respective receivers of M adjacent network nodes in different time
slots via the first KxM or MxK optical switch, and the receiver of the second network node
is configured to communicate with the respective transmitters of N adjacent network
nodes in different time slots via the second PxN or NxP optical switch.

Thus, a QKD network with an improved architecture is provided, which requires less
receivers and/or transmitters than conventional QKD networks and, thus, substantially
reduces the costs for hardware resources.

In a possible implementation form of the QKD network according to the first aspect, at
least one subset of the plurality of network nodes forms an odd cycle, an odd cycle being
a closed sequence of connected nodes, where at least a third network node in the odd
cycle comprises a transmitter and a receiver, wherein anyone of the transmitter and
receiver is directly connected to a respective optical switch of a neighboring node. In this
implementation form of the invention, the third network node has a receiver and a
transmitter and it may not have an optical switch. In other words, the third network node
may only have transmitters and receivers, for instance it may only have at least one
transmitter and at least one receiver. Here, it can be understood that the at least one
subset of the plurality of network nodes may refer to a part of the whole QKD network or
also the entire QKD network.

Thus, an improved architecture for a QKD network with at least one odd cycle of network
nodes is provided.

In another possible implementation form of the QKD network according to the first aspect,
at least a third network node of the plurality of network nodes comprises a transmitter, a
receiver and at least one optical switch, in particular, at least one wavelength-independent

active optical switch.

Thus, an improved architecture for a QKD network with at least one optical switch is
provided. In particular, by using the wavelength-independent active optical switch, the
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QKD transmitter does not need to tune to a particular frequency in order for the

transmitted signals to be routed by the wavelength-independent active optical switch.

In another possible implementation form of the QKD network according to the first aspect,
the plurality of network nodes further comprises a set of neighboring receiver nodes and
transmitter nodes, wherein the neighboring receiver nodes and transmitter nodes are
arranged in an alternating fashion. In other words, the arrangement is given by the
sequence transmitter (T), receiver (R), T,R, T,R, T, R...

In another possible implementation form of the QKD network according to the first aspect,
the QKD network further comprises a control unit configured to control the operation of the
plurality of network nodes on the basis of a time-division multiplexing scheme.

Thus, an improved QKD network is provided, which reduces the costs for the hardware
resources of the QKD transmitters and receivers.

In another possible implementation form of the QKD network according to the first aspect,
the first optical switch and/or the second optical switch is a wavelength independent active

optical switch.

In another possible implementation form of the QKD network according to the first aspect,
each of the plurality of network nodes comprises a receiver, a transmitter or a receiver
and a transmitter and wherein the number of receivers and the number of transmitters of
each network node is determined by a configuration scheme as a function of the network
topology, wherein the configuration scheme is based on a minimization problem which is
configured to provide the minimal number of receivers and transmitters in the network
under the constraint that each basic odd cycle of the QKD network contains at least one
node having a transmitter and a receiver, in particular one node having a transmitter and a

receiver.

In another possible implementation form of the QKD network according to the first aspect,

the configuration scheme is based on the following minimization problem:

min Zﬁ'{:ﬂj, suchthat ¥ ;eq,x; = 1,fori =1,..,Nandx; = 0,1forj =1, .. K,
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wherein K is the number of the plurality of network nodes, N is the number of all basic odd
cycles in the QKD network, S; is a set of network nodes forming a basic odd cycle of the
QKD network, and x; = 0 indicates that the j-th network node of the plurality of network
nodes comprises one transmitter and no receiver or one receiver and no transmitter and
x; = 1 indicates that the j-th network node of the plurality of network nodes comprises

one transmitter and one receiver.

Thus, an improved configuration scheme for the QKD network with reduced cost is
provided, which is efficient and easy to implement.

According to a second aspect, the invention relates to a method for determining the
configuration of a QKD network, comprising a plurality of network nodes comprising a set
of receiver nodes and a set of transmitter nodes and a plurality of communication links
connecting the plurality of network nodes, wherein the plurality of network nodes and the
plurality of communication links define a network topology. The method comprises the
steps of determining basic odd cycles in the network, wherein a basic odd cycle is a
portion of the network including an odd number of network nodes, and determining the
minimal number of receivers and transmitters in the network under the constraint that
each basic odd cycle includes at least one node having a transmitter and a receiver, in

particular, one node having a transmitter and a receiver.

In a possible implementation form of the method according to the second aspect, the step
of determining the minimal number of receivers and transmitters per network node
comprises determining the minimal number of receivers and transmitters per network

node on the basis of the following minimization problem:
min Zﬁ'{:ﬂj, such that e, x; > 1,fori=1,..,Nandx; = 0,1forj =1, ..,K,

wherein K is the number of the plurality of network nodes, N is the number of all basic odd
cycles in the QKD network, S; is a set of network nodes forming a basic odd cycle of the
QKD network, and x; = 0 indicates that the jth network node of the plurality of network

nodes comprises one transmitter and no receiver or one receiver and no transmitter and

x; = 1 indicates that the j-th network node of the plurality of network nodes comprises one

transmitter and one receiver.
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According to a third aspect, the invention relates to a network node for a quantum key
distribution (QKD) network including a plurality of network nodes. The network node
comprises a transmitter or a receiver and a first KxM or MxK optical switch connected to
the transmitter or receiver, wherein the first optical switch is configured to be connected to
a second optical switch included in a second network node, wherein K and M are positive

integer numbers.

According to a fourth aspect, the invention relates to a computer program comprising a
program code for performing the method according to the second aspect and the
implementation forms thereof when executed on a computer.

The invention can be implemented in hardware and/or software.

BRIEF DESCRIPTION OF THE DRAWINGS

Further embodiments of the invention will be described with respect to the following

figures, wherein:

Figure 1 shows a schematic diagram of a quantum key distribution network according to

an embodiment;

Figure 1a shows an exemplary time slot allocation table used for communication links of

the quantum key distribution network of figure 1 according to an embodiment;

Figure 2 shows a schematic diagram of a quantum key distribution network according to

another embodiment;

Figure 2a shows an exemplary time slot allocation table used for communication links of

the quantum key distribution network of figure 2 according to an embodiment;

Figure 3 shows a schematic diagram of a quantum key distribution network according to

another embodiment;

Figure 3a shows an exemplary time slot allocation table for communication links of the
quantum key distribution network of figure 3 according to an embodiment; and
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Figure 4 shows a schematic diagram of a method for determining the configuration of a

quantum key distribution network according to an embodiment.

In the various figures, identical reference signs will be used for identical or at least

functionally equivalent features.

DETAILED DESCRIPTION OF EMBODIMENTS

In the following description, reference is made to the accompanying drawings, which form
part of the disclosure, and in which are shown, by way of illustration, specific aspects in
which the present invention may be placed. It is understood that other aspects may be
utilized and structural or logical changes may be made without departing from the scope
of the present invention. The following detailed description, therefore, is not to be taken in

a limiting sense, as the scope of the present invention is defined by the appended claims.

For instance, it is understood that a disclosure in connection with a described method may
also hold true for a corresponding device or system configured to perform the method and
vice versa. For example, if a specific method step is described, a corresponding device
may include a unit to perform the described method step, even if such unit is not explicitly
described or illustrated in the figures. Further, it is understood that the features of the
various exemplary aspects described herein may be combined with each other, unless
specifically noted otherwise.

Figure 1 shows a schematic diagram of a quantum key distribution network 100 according

to an embodiment.

The quantum key distribution (QKD) network 100 comprises a plurality of network nodes
101, 103, 105, and 107, and a plurality of communication links 100L-1, 100L-2, 100L-3,
and 100L-4 connecting the plurality of network nodes 101, 103, 105, and 107. As will be
appreciated, the plurality of network nodes 101, 103, 105, and 107, and the plurality of
communication links 100L-1, 100L-2, 100L-3, and 100L-4 define a network topology. At
least a first network node 101 of the plurality of network nodes comprises a transmitter
101a and a first 1x2 optical switch 101b connected to the transmitter 101a and at least a
second network node 103 of the plurality of network nodes comprises a receiver 103a and
a second 1x2 optical switch 103b connected to the receiver 103a, in particular, in one
example, the first 1x2 optical switch 101b and the second 1x2 optical switch 103b may be
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replaced with a first 2x2 optical switch and a second 2x2 optical switch respectively, which
are not illustrated in Fig.1, in which one input port is unused. Here, 2x2 means the
respective optical switch has 2 input ports and 2 output ports. Clearly, the present
invention is not limited to 1x2 or 2x2 optical switches and the skilled person understands
that optical switches with an arbitrary number of input and output ports may be used.

The first optical switch 101b is connected to the second optical switch 103b via one of the
plurality of communication links 100L-1 in order to allow the communication between the
transmitter 101a of the first network node 101 and the receiver 103a of the second
network node 103 such that the first network node 101 and the second network node 103
share the transmitter 101a and the receiver 103a.

Similarly, the network node 105 comprises a transmitter 105a and a 1x2 switch 105b,
where the switch 105b is connected to the switch 103b of the network node 103 via the
communication link 100L-2 and to the switch 107b of the network node 107 via the
communication link 100L-3.

Moreover, the switch 101b of the network node 101 is connected to the switch 107b of the
network node 107 via the communication link 100L-4, in such a way the communication
between the transmitter 101a of the network node 101 and the receiver 107a of the

network node 107 can be established.

In embodiments of the invention, the distribution of the QKD devices (receivers,
transmitters and switches) in an arbitrary QKD network topology may satisfy at least one

of the following conditions:

1st: At least one QKD transmitter or one QKD receiver is placed at one of the plurality of

network nodes;

2: At most one QKD transmitter and one QKD receiver are placed at one of the plurality
of network nodes;

3: Any QKD transmitter in a given node is linked to all the M QKD receivers of adjacent
nodes via a KxM wavelength-independent active optical switch, wherein KxM means that
the switch has K input ports and M output ports, and vice versa for a MxK switch; and
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4th: Any QKD receiver in a given node is linked to all the N QKD transmitters of its
adjacent nodes via an PxN wavelength-independent active optical switch, wherein PxN
means that the switch has P input ports and N output ports, and vice versa for a NxP
switch, wherein K, P, M, and N can be any positive integer numbers, i.e. K, P, M, N =1, 2,
3or4...

In embodiments of the invention the communication links 100L-1, 100L-2, 100L-3, and
100L-4 can be optical fibers.

The embodiment shown in Fig. 1 provides the advantage of reducing the total number of
QKD transmitters from four to two, namely the transmitters 101a and 105a, and of
reducing the total number of the QKD receivers from four to two, namely the receivers
103a and 107a, compared to conventional methods of the prior art, while adding four 1x2
optical switches 101b, 103b, 105b and 107b. This provides the advantage of reducing the
cost issues of the QKD devices in the multi-node QKD network 100.

Moreover, in embodiments of the invention, some of the plurality of the communication
links 100L-1, 100L-2, 100L-3, and 100L-4 can work simultaneously. In particular, a time-
division multiplexing scheme can be used to assign which communication links operate

simultaneously.

More specifically, in one example, the time-division multiplexing scheme can be defined or
represented by a time slot allocation table, which can contain all the combinations of the
communication links 100L-1, 100L-2, 100L-3, and 100L-4 which can operate
simultaneously. In an embodiment, each combination corresponds to a row in the time slot

allocation table indicating which of the communication links can operate simultaneously.

In order to determine the time slot allocation table, in a first step, a link elimination table is
constructed which contains the communication links that may not operate simultaneously.
This information can directly be obtained from the definition of the topology of the QKD
network 100.

An exemplary link elimination table is given in the following table 1, with M=3, wherein M
indicates a number of communication links. The link elimination table is obtained as
follows. When a network node A operates in a QKD scheme with a neighboring node,
which has a particular transmitter/receiver (Tx/Rx) configuration, the communication links
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connecting to all neighboring network nodes of the network node A (having the same

Tx/Rx configuration) are disabled.

Link 1 2 3
Link

1 X X
2 X

3 X

Table 1: Exemplary link elimination table. In this example, using link 1 disallows the use of

links 2 and 3; using links 2 and 3 simultaneously is possible.

Once the link elimination table 1 is obtained, an algorithm can be used to find the table for
the links that can simultaneously operate, i.e. the time slot allocation table.

In embodiments of the invention, the time slot allocation table is generated on the basis of
the following algorithm, assuming that the QKD network 100 has a number M of

communication links:

// Final table indexed by T[row][link]
Var T[]

// Kick start the table filling

row=1

Initialize Tlrow][links] = ? for all links
fill_link(row,1)

func fill_link(row,link)
{
if (link > M)
return
end if
if (Tfrow]flink]==?)
// split row and proceed with two cases:
// use and not use the current link

duplicate_row(row)

10
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// case 1: use

set Tfrow][link]=1

// use elimination table to eliminate incompatible links in current row
eliminiate_links(row,link)

fill_link(row,link+1)

// case 2: not use
set Tlrow+1][link]=0
fill_link(row+1,link+1)

else if (T[row][llink]==0)
fill_link(row,link+1)
end if

func eliminiate_links(row,link)

{
Look up table E and set T[row][l]=0 for all links | incompatible with link

func duplicate _row(row)
{
Addonerowto T
Copy T[row] to T[row+1]

The basic idea behind the above shown algorithm is to loop through all combinations of
using different communication links simultaneously, eliminating combinations that contain
incompatible communication links (i.e., communication links that cannot be used

simultaneously as indicated by the link elimination table above).

In particular, in the embodiment shown in Fig. 1, the communication links 100L-1 and

100L-3, and the communication links 100L-2 and 100L-4 can work simultaneously during

11

PCT/EP2017/064118



10

15

20

25

30

35

WO 2018/224164 PCT/EP2017/064118

the time slots | and Il, respectively, as shown in Fig. 1a by the black blocks of the time slot

allocation table.

This embodiment provides the advantage of minimizing the total number of transmitters
and receivers of the QKD network 100. This is due to the fact that, a QKD scheme may
not operate 24-hour per day for each communication link 100L-1, 100L-2, 100L-3 and
100L-4 within the QKD network 100 and, therefore, the transmitters 101a and 105a and
receivers 103a and 107a can be interconnected by switches 101b, 103b, 105b and 107b,
and the communication links 100L-1, 100L-2, 100L-3 and 100L-4 can share the QKD
equipment (transmitters, receivers, switches) in different time slots, e.g. | and Il, according
to their needs.

In an embodiment, the QKD network 100 further comprises a control unit configured to
control the operation of the plurality of network nodes 101, 103, 105, 107 on the basis of
the time-division multiplexing scheme defined by the time slot allocation table of figure 1a.
Specifically, the control unit controls the optical switch directly by selecting which input
and output ports of the optical switch are connected. For example, the connection can be
established by giving electronic signals to the optical switch.

Figure 2 shows a schematic diagram of the quantum key distribution network 100
according to a further embodiment. In the embodiment shown in Fig. 2, the QKD network
100 comprises five network nodes 101, 103, 105, 107, and 109 and has a ring shape.

This embodiment provides the advantage of reducing the total number of QKD
transmitters from five to three, namely the transmitters 101a, 105a and 109a, and of
reducing the total number of the QKD receivers from five to three, namely the receivers
103a, 107a and 109b, compared to the prior art QKD networks, while adding four 1x2
optical switches 101b, 103b, 105b, and 107b. It can be noted that an optical switch costs
much less than a QKD transmitter or QKD receiver. In particular, four optical switches cost
much less than two QKD transmitters and two QKD receivers.

Analogously to the embodiment shown in Figs. 1 and 1a, in this case as well, there are
some time slots during which some communication links can operate simultaneously. In
particular, the communication links 100L-1 and 100L-3, and the communication links
100L-2, 100L-4 and 100L-5 can work simultaneously during the time slots | and I,
respectively, as shown in Fig. 2a by the black blocks in the time slot allocation table.

12
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Figure 3 shows a schematic diagram of the quantum key distribution network 100
according to a further embodiment. In the embodiment shown in Fig. 3, the QKD network
100 comprises five nodes 101, 103, 105, 107, and 109 and seven communication links
100L-1, 100L-2, 100L-3, 100L-4, 100L-5, 100L-6 and 100L-7.

This embodiment provides the advantage of reducing the total number of QKD
transmitters from seven to three, namely the transmitters 101a, 105a and 101c, and of
reducing the total number of the QKD receivers from seven to three namely the receivers
103a, 107a and 109a, compared to the prior art QKD networks, while adding four 1x2
optical switches 101b, 101d, 109b, and 103b and two 1x3 optical switches 105b and
107b. It can be understood that in the real QKD network, the quantity of the QKD
transmitters and the QKD receivers is large, for example, 200 QKD transmitters and 200
QKD receivers. Therefore, embodiments of the invention provide the advantage of
substantially reducing the total cost issues of QKD transmitters, QKD receivers and
switches in the whole multi-node QKD network 100.

Analogously to the embodiment shown in Figs. 1, 1a, 2 and 2a, in this case as well, there
are four time slots 1, 11, lll and IV during which some communication links 100L-1, 100L-2,
100L-3 and 100L-4 can operate simultaneously, as shown in Fig. 3a by the black blocks in

the time slot allocation table.

Figure 4 shows a schematic diagram of a method 400 for determining the configuration of
the QKD network 100, comprising the set of receiver nodes 103 and 107 and the set of
transmitter nodes 101 and 105 and the plurality of the communication links 100L-1, 100L-
2, 100L-3 and 100L-4 connecting the plurality of network nodes 101, 103, 105, and 107.

The method 400 comprises the steps of determining 402 basic odd cycles in the QKD
network 100, wherein a basic odd cycle is a portion of the QKD network 100 including an
odd number of network nodes 101, 103, 105, and 107, and of determining 404 the
minimal number of receivers 103a and 107a and transmitters 101a and 105a in the QKD
network 100 under the constraint that each basic odd cycle includes at least one node, in
particular, one node having a transmitter 101a, 105a and a receiver 103a, 107a. It can be
understood that a cycle is a closed sequence of connected nodes, wherein each node
appears only once and the node at the beginning of the sequence (start node) is
connected to the node at the end of the sequence (end node). An odd cycle is a cycle
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having an odd number of nodes. A basic cycle is a cycle which does not contain a smaller

cycle. A basic odd cycle is an odd cycle which does not contain a smaller cycle.

Furthermore, the step of determining 404 the minimal number of receivers and
transmitters per network node can include determining the minimal number of receivers
and transmitters per network node on the basis of the following minimization problem (i.e.,

an integer linear programming formulation):
min Y5, x;, such that ¥jeq, x; = 1,fori =1,..,Nandx; = 0,1forj = 1,..., K,

wherein K is the number of the plurality of network nodes 101, 103, 105, and 107, N is the
number of all basic odd cycles in the QKD network 100, S; is a set of network nodes
forming a basic odd cycle of the QKD network 100, and x; = 0 indicates that the jth
network node of the plurality of network nodes 101, 103, 105, 107 comprises one
transmitter and no receiver or one receiver and no transmitter and x; = 1 indicates that the
j-th network node of the plurality of network nodes 101, 103, 105, 107 comprises one
transmitter and one receiver. In this way, the total number of QKD transmitters and QKD
receivers can be minimized for any given kind of QKD network topology/architecture.

The steps of the method 400 of can be solved efficiently using optimization algorithms

such as the simplex method via linear program relaxation.

Embodiments of the method 400 provide the advantage of decreasing the number of QKD
transmitters and QKD receivers as a function of the number of nodes L. In particular, for
ring QKD networks, embodiments of the invention provide a decrease from L QKD
transmitters and L QKD receivers to nearly L/2 QKD transmitters and L/2 QKD receivers.

While a particular feature or aspect of the disclosure may have been disclosed with
respect to only one of several implementations or embodiments, such feature or aspect
may be combined with one or more other features or aspects of the other implementations
or embodiments as may be desired and advantageous for any given or particular
application. Furthermore, to the extent that the terms "include", "have", "with", or other
variants thereof are used in either the detailed description or the claims, such terms are
intended to be inclusive in a manner similar to the term "comprise”. Also, the terms
"exemplary", "for example" and "e.g." are merely meant as an example, rather than the
best or optimal. The terms “coupled” and “connected”, along with derivatives may have
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been used. It should be understood that these terms may have been used to indicate that
two elements cooperate or interact with each other regardless whether they are in direct
physical or electrical contact, or they are not in direct contact with each other.

Although specific aspects have been illustrated and described herein, it will be
appreciated by those of ordinary skill in the art that a variety of alternate and/or equivalent
implementations may be substituted for the specific aspects shown and described without
departing from the scope of the present disclosure. This application is intended to cover
any adaptations or variations of the specific aspects discussed herein.

Although the elements in the following claims are recited in a particular sequence with
corresponding labeling, unless the claim recitations otherwise imply a particular sequence
for implementing some or all of those elements, those elements are not necessarily

intended to be limited to being implemented in that particular sequence.

Many alternatives, modifications, and variations will be apparent to those skilled in the art
in light of the ahove teachings. Of course, those skilled in the art readily recognize that
there are numerous applications of the invention beyond those described herein. While
the present invention has been described with reference to one or more particular
embodiments, those skilled in the art recognize that many changes may be made thereto
without departing from the scope of the present invention. It is therefore to be understood
that within the scope of the appended claims and their equivalents, the invention may be
practiced otherwise than as specifically described herein.

15



10

15

20

25

30

35

WO 2018/224164 PCT/EP2017/064118

CLAIMS

1. A quantum key distribution (QKD) network (100), comprising:

a plurality of network nodes (101, 103, 105, 107); and

a plurality of communication links (100L-1, 100L-2, 100L-3, 100L-4) connecting the
plurality of network nodes (101, 103, 105, 107);

wherein the plurality of network nodes (101, 103, 105, 107) and the plurality of
communication links (100L-1, 100L-2, 100L-3, 100L-4) define a network topology; and

wherein at least a first network node (101) of the plurality of network nodes comprises a
transmitter (101a) and a first KxM or MxK optical switch (101b) connected to the
transmitter (101a) and wherein at least a second network node (103) of the plurality of
network nodes comprises a receiver (103a) and a second PxN or NxP optical switch
(101b) connected to the receiver (101a), wherein the first optical switch (101b) is
connected to the second optical switch (103b) via one of the plurality of communication
links (100L-1) in order to allow a communication between the transmitter (101a) of the first
network node (101) and the receiver (103a) of the second network node (103) such that
the first network node (101) and the second network node (103) share the transmitter

(101a) and the receiver (103a), wherein K, P, M, and N are positive integer numbers.

2. The QKD network (100) of claim 1, wherein

at least one subset of the plurality of network nodes (101, 103, 105, 107) forms an odd
cycle, an odd cycle being a closed sequence of connected nodes, wherein at least a third
network node in the odd cycle comprises a transmitter and a receiver, wherein anyone of
the transmitter and receiver is directly connected to a respective optical switch of a

neighboring node.
3. The QKD network (100) of claim 2, wherein at least a third network node of the

plurality of network nodes (101, 103, 105, 107) comprises a transmitter, a receiver and at

least one optical switch.
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4. The QKD network (100) of any one of the preceding claims, wherein the plurality of
network nodes (101, 103, 105, 107) further comprises a set of neighboring receiver nodes
(103, 107) and transmitter nodes (101, 105), wherein the neighboring receiver nodes
(103, 107) and transmitter nodes (101, 105) are arranged in an alternating fashion.

5. The QKD network (100) of any one of the preceding claims, wherein the QKD
network (100) further comprises a control unit configured to control the operation of the
plurality of network nodes (101, 103, 105, 107) on the basis of a time-division multiplexing

scheme.

6. The QKD network (100) of any one of the preceding claims, wherein the first
optical switch (101b) and/or the second optical switch (103b) is a wavelength independent
active optical switch.

7. The QKD network (100) of any one of the preceding claims, wherein each of the
plurality of network nodes (101, 103, 105, 107) comprises a receiver, a transmitter or a
receiver and a transmitter and wherein the number of receivers and the number of
transmitters of each network node is determined by a configuration scheme as a function
of the network topology, wherein the configuration scheme is based on a minimization
problem which is configured to provide the minimal number of receivers and transmitters
in the QKD network (100) under the constraint that each basic odd cycle of the QKD

network contains at least one node having a transmitter and a receiver.

8. The QKD network (100) of claim 7, wherein the configuration scheme is based on

the following minimization problem:
min Y5, x;, such that ¥ jes,x; = 1,fori=1,...,Nand x; = 0,1forj = 1, .., K,

wherein K is the number of the plurality of network nodes, N is the number of all basic odd
cycles in the QKD network, S; is a set of network nodes forming a basic odd cycle of the
QKD network, and x; = 0 indicates that the j-th network node of the plurality of network
nodes (101, 103, 105, 107) comprises one transmitter and no receiver or one receiver and
no transmitter and x; = 1 indicates that the j-th network node of the plurality of network

nodes (101, 103, 105, 107) comprises one transmitter and one receiver.
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9. A method (400) for determining the configuration of a QKD network (100),
comprising a plurality of network nodes (101, 103, 105, 107) comprising a set of receiver
nodes (103, 107) and a set of transmitter nodes (101, 105) and a plurality of
communication links (100L-1, 100L-2, 100L3, 100L-4) connecting the plurality of network
nodes (101, 103, 105, 107), wherein the plurality of network nodes (101, 103, 105, 107)
and the plurality of communication links (100L-1, 100L-2, 100L3, 100L-4) define a network
topology, wherein the method (400) comprises the steps of:

determining (402) basic odd cycles in the QKD network (100), wherein a basic odd cycle

is a portion of the QKD network (100) including an odd number of network nodes; and

determining (404) the minimal number of receivers and transmitters in the QKD network
(100) under the constraint that each basic odd cycle includes at least one node having a

transmitter and a receiver.

10. The method (400) of claim 9, wherein the step of determining (404) the minimal
number of receivers and transmitters per network node comprises determining the
minimal number of receivers and transmitters per network node on the basis of the

following minimization problem:
min Y5, x;, such that ¥ jes, x; = 1,fori = 1,..,N andx; = 0,1 for j = 1, .., K,

wherein K is the number of the plurality of network nodes (101, 103, 105, 107), N is the
number of all basic odd cycles in the QKD network (100), S; is a set of network nodes
forming a basic odd cycle of the QKD network (100), and x; = 0 indicates that the jth
network node of the plurality of network nodes (101, 103, 105, 107) comprises one
transmitter and no receiver or one receiver and no transmitter and x; = 1 indicates that the
j-th network node of the plurality of network nodes (101, 103, 105, 107) comprises one

transmitter and one receiver.

11. A network node for a quantum key distribution (QKD) network including a plurality
of network nodes (101, 103, 105, 107), the network node comprising:

a transmitter (101a) or a receiver and a first KxM or MxK optical switch (101b) connected
to the transmitter (101a) or receiver, wherein the first optical switch (101b) is configured to

18
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be connected to a second optical switch (103b) included in a second network node,

wherein K and M are positive integer numbers.

12. A computer program comprising a program code for performing the method (400)

of claim 9 or 10 when executed on a computer.
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