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WAESAR AR , A A BH 38 5 1 & 2% I 15 85 2 o 730, DA B 2 BAIE 15 7 28 S 2 ) B AT A
T SZ 1) B R e B AR 81 3R BT AN R 20 BOd 5 A RS )i s ARG R T B 0 Ak
I B A2 EAREL , AR A BH 38F G0 B2 I 52 IR L AL B RE 7752 B 0 25 7 i A7 1 44 PRl B 424 FRL )
FEAS 1) BE A, H T DX B ) AN B B e Bl B n] 4 X JF LR D S8R, AR BRI
BRe G LB P EME B, ORI IE IR S, 8 e P P B 3 R A e 4 A 2
HHC B) VBTN AS L o B A2 ANAIE 5 5 1 B v L AR U 0 22 A P R e T A e Sk
[0057]  sijfafsl b , BT i3 T X HBE ) B 4 B 44 U E 7 VRSl 7 A FE L R i 2
[0058]  RGHIMHILILFE, T AR RGN A FSE RS54,

[0059]  FEEAAERE AL, T2 & H RGNS R S0 FR UE B A BHEP AT
A B NS A IE B AR 6 0E AR 55 5

[0060]  yEAIEFE, FH T8 RGP & B B BERT B v E M R 25, 1R R e & LS B L 5
DI PR IR B A FIE B A S B

[0061]  FHENUEEFEH , T8 R4 W 7 ZEEAT A IR B R 3 At B UGIE 5 % 5 B
PR AR 55 » R FH R e 2 A 182 1 SRR DA E RS SR ) P S

[0062]  HEEHFHIIEAR, T8 RS R R G 015 B A AL 2 0 37 I 55, FF R A R & 200
FOHT G BT B, B 0k RGRR R B AT BE R M, SRR A A R AR A Bh AN
N

[0063]  ZEAMBY AR, T8 RGU R 7 & 445 B4 B F P IR S5, A F 2 e 6 20 IR il es
P REMME S B B2 0 R, SCRF 22 4 20 RS0 RUR B AN -

[0064]  SAfEFSLjEZ 2 0, L X Sk B S B o A AT BRI .

[0065] 4k, AME T HRARAS K BRHE AR TT 5, S A A U B St 49 A DS 45 5 2 s LD R
[0066] «x: RGIUESH

[0067] G2 ST PR IE A0 5] iy 28 oy

[0068]  P:#¥ G A A

[0069]  q:HEGHIZREHT

[0070]  Zq:ATFR4K, B {1,2,3,-,q)

[0071]  k » P MBI 145 Fpipikfe i, mp P EXPE T By ray

k>

[0072]  h () : BFRGA%ER R AL (RIS 75 B B0 N IR B KEF R R Mt o Ze B e R
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[0073]  File: Mt B BEGIH S

[0074]  KGC: A] {5 % A4 i

[0075]  U,,U,,U,: 73 AP 4R S 5INERE—H P B

(00761 UR,: 2 o0 A 2 A L

(00771 sk .,PK - RGHTEHMELY]

[0078]  BIP32:43 2 M & AR VE, S RAHAT A T HIEBIP32.SKD (=) MIAANT A T
BEEBIP32.PKD (*)

[0079] chaincodemm:%%ﬂiﬁi*‘DKGCE@ﬁﬁ?BIP%%%ﬁfﬁ@cﬁ‘]@ﬁ@ CCf:ﬁ%vi/l\ﬁﬁ)‘jEl/‘J
FkZEEND

(o080l d.,D,:U MR, A¥],i€({1,2,3,-}

[0081]  C.: %

[0082]  sk,,/sk,, : 1B 4]

[0083] St A BH L ARSI i, 75 B2 ] {5 [ 3 M O 30 28 X e T &, 9 HLARAE A P
TR 55 s B B IR 25, 1845 XU AE 48 A~ FHE T8 _FEAT A ELE , 75 2 5 T8 Be s 28 i H
JUESE By, X B R AR A B A 1SS IR SS

[0084]  7E RGEWIUAILILFE

[0085]  FEAKHEAH, X L VIE S EAME RIS 57, ARG ARV H AL S HOIRE
BIX HBEF- &, %R R 2 A R OKGCTE il M SRR I -

[0086] 1) KGCIEHE R4 %44, & A HIUEIE U APFIMY o IR it 2 hnvEREG, IE ik
E—NEMABER B () <

[0087]  2) KGCI&FE—BENLAN T, ARG LR Hsk MBS chaincode P JETHE &
GiEABIPK,, =sk,,,, P

[0088]  3) KGCANZE — /L& AH G BL B 2 E0 ) A H SCAFR i 1e L& S — AN 1 1B B [X B
B, e 8 T WS R B B Y R SR R 4R B XIS AT, AR ZE BRI ZH A SR 2 U s
121 B JERSUAE M Ek W 1 171 155

[0089]  4) KGCRAZE AT TRk, File, RATATFSHU(G, P, q, PKroor, h) o

[0090]  7ERBEA LIFBE L FE

[0091]  FEARKBAH, FEHE —NRA ATV R ELAULIN RS 5T AFVHAM S
WA, AP RN

[0092] 1) KGCHIAEAL AN R BE& 20, 43 N & BR VM oy HE S 2 B A ZORCAFN S 22
H PEMME SRR RE & 2IUCA, BN R R & Q33U 11, 4 DA SCRE R e & AR 1L
Binit () HEEALEHE Hupdate (¢) EREGLAE B Tquery (+) A BEA L
Pz revoke (*) 5

(00931 2) KGCIy £ M Lo UR 43 FC B i 29 UCARY S 2 11 B R & 20 A 422 1A O
FARLRR PA 2 B4 e A ZIRCA) £ )2 11 5

[0094]  FEyFAISAE:

(00951 ZEAR B, 550125 T KGCANUR  JUR U, 2 [R5 L 58 1, a8 i 4 20 v i
5 BT,
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[0096]  (DKGCHIUR f{yE MHALRE 4R T -

(00971 1) UR K4 B3 bR IR ID R IELAKGCAE A TE M 3K 5

[0098]  2) KGCHS 23 Mt K )& » I FIBIP32. SKD (sk ., chaincode 1D ) A AL sk
THRAPINPK =sk, « P, IF I ER sk, S APIPK A B 784481 5

(00991 3) KGOl FHL At 2 ZRCAKY T 4T lupdate (+) KSUR KT L (1D, PK , Sig)) ¥
I X PR BE & ZIRCA L5

[0100]  4)KGCH ARHYI(d;,PK,, chaincode, ) % 4ph A ILLARU , RU SE1H FIRCAR) &
4 M query (PK ) 8 IS 20 R 75 B0 T 530 8 AR T B, 98 S Y A BIPK =
BIP32.PKD (PK ,chaincode, 1D ) /& 75 BAL , A1 SR U S ey AH et 75 » 5 J0 S5 A e Y 35
K

[0101]  @UR AU FITEMHRAELT -

[0102] 1)U FJUR & % —ANEMHE KA B UR JREE B (1D, PK,, Sig ) )8 i & 0 A 2
s

(01031 2) U, 1A H# LV RAIE 1 25 4 Sig B IERATE G , Seie B — DNEENLR 7, ZE AL Bd, B
e A, =d, * P, 2 EAS SLELSE BP0 3 BLID RIBERT ccd « A 4D S 9 il R o
(R ;

J

(01041 3) UR ;W B (IDycci, D) Ja » % b #% B L # T €Zg it H % X
Ci = (Cil =1 - P, CEZ = IDI * }'L(S}I{‘.r . Cil) mod qui3 — CC? + h(Sk} * Cil)mod Q) *HX{I‘/A\%E

D B2 4 Sig,, S5 1 FI A BE & Z9UCA update O B2 FUKHE B (0,,C,, Sig,, PK ) i %
HUCAH s o, C, \C,C IR0 3 3015 B

(01051 4) UR 32 [l v Mk e 0 g 17 435 2

[0106]  5) U, i FH % ik & LIUCARI B #4% M query (0,) BB REALUCAR B EIL T HH &
AR TS B, FRIE S 44 S 1 g, 1B ik, 35 AV U W 56 A, 75 U 28397 b v S
[0107]  FEME IR

[0108]  7EA K B, IANESE I A F 28 EL S8 A, A U FHU, , AR 2 814D, FD,,
It HAMEIB S A& 7 2R EBBOT I A AE R, B ERE T

[0109] DU k#E—AMBENIE € Zo> tH BN TKK =k, « P, 2 AEES=k -dh D, ]|
t, | [KK) FATERE 7X = Ky - D,@(D115) 28 5 B, = (KK, | [X] [t} RI%4AU,, bt Ry
U, 24 BT S I A 38

[0110]  2) U, i 315 5 5 A 25 I [R] 8K t 2 75 B 6, 3 AN 2 46 48 DA E @ 15, 15 03 55
(Dy|ls) = X®d, - KKy HAR AT L IR «

(01111 i & it & LUCAI B # 3 M query (D)) B S AZ4ED MEME R O, ,C.,
Sigi,PKJ.) )

[0112] @1 FIRCARI A )42 M query (PK ) X2 TAFTEUR FIVENHE B IF IR &S ig, 1
IEAfE

[0113]  @iF KK, =s » P+h D, | [t,[ |KK) * D &AL,
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[0114]  FHXLBO@@HH —ANARWAL, MIE LB, 5 Wik — N BEL R € Zg» (15
BELE KK, =k, « P, I 52 15 % §sk, =h (KK, | [KK, | [k, * KK, | [D | [D,) , LA FINUER
FY = h(dy - KKy ||t)@RD1 1Dl Iskar) s 98 5451 M, = (KK, | | Y] | t,} RIXAU,  Herdre,
U, 24 B 178

(01151 3) U Mt 25 J2 o A 2 I TR) Bkt 2 1 0T B , 5 AN 2 UAE 8 IR I8 A , 15 TS il
sk, =h (KK, | [KK,| [k, *KK,||D [[D,) , FIEiEfE S

Y' = h(ky - Do| KKy ||t2)® (D1 ||D;|sk1z)» BRAEY " =Y 75 BT, 5 AL, WIAE 26 0, 75
58 BAAIE B 23 1 35 I i » O Jia BRI A3 PRAE AR B L

[0116]  fER P il fer .

(01171 A W e, e e S Tk A, 75 W o L 2 U 75 8 3 A 4.

[0118] 35— ZER B 1 LML e, 9 T 7 1L 4 FH PR BE B, 75 ekt FH ) 25
PIE B AT E IR LAT 3B i S RSN T

[0119]  BLH , UR B B MR B K45 M AT B cc = Cia — R(sk; - CiaJmod q. 485 8 I 24§17
4 530 BIP32.PKD(Dy, cef ke + 1) £ R I A SAD T FIBE D ek, B2 35 ik 8 30T 1) Bt AL 5
1 € Lo iHHHmLC = {(C", =C +r/ * P,

Ciz = Ciz - h(sk; - Ciy) - h((sk; - 051)_1 mod q,C;3 = ccf** + h(sk; - Cjy)mod q} F1 %t 2 4
D’ I 4481’ ARG VI g A Z9UCA R update O B2 TTEHEE (07,,C7,,Sig”,,PK)
AN INEN £ Z9UCAH s F UL U A FA 4R A7 A SIiBIP32. SKD(d,, el k + 1) B BT 1 Xof B A
Hld’ FEERGecf s

[0120] 55— 4 SRLU AL BT 8 | TS AU, 9 0 LR 75 R 3 1 5 o AL, % S AT UR 75
FEAE LS B, O I A S AT U - 1 S, UR IR SR s T
BT 485 T FHUCAIY LR L revoke (D) X REMIE B (0,,C,, Sig, ,PK ) M A A2 IR
[0121]  fEE P AR

[0122] A B o, A5k 3 HIHUH L AR, A PR IG OL U, B B P15 B 5 EE e o 55— b
BISRUR B FU 7726 T 4T 9 , UR 3 FHUCARK BURS B Ll revoke (D) ¥4%4 REAA £ 5 D, ,C,
Sig,,PK ) MEBES L) MIER o 55—l W SRU AR EE BT R 48, i ZERE — MR BIUR
SRJGUR Vi FHUCAR A B2 L revoke (D) KPR RIAIME L (D, C,, Sig, ,PK ) ERE &2 R .
[0123]  BAKSZIER , A< K BIFOAR 5 S8 ) 75 v AT B AR s RN BRI SV A4
ARSI E BEBATHAE , SLELUTVER R G058 B U A7 i A B HOR T7 SRR LS URE Fe B o
VAT EAFAE A BTEA S B AE IS AT AR BTN PP i T SR %, B 2 AR AR B ) OR3P 7
BN o 3 T AR B TV AR 5 St AR I B T VA R 5

[0124]  SEjfgl 2 T A J BH A9 18 () B 44 VIR -5 % B B R G0 A4 T {5 2 B AR i 0 1
W55 25 B DA R A& 0m ok, RGEAIURAL R RE G 2080 B AR IHAURE 70 ) % A i B ) s
it 9 7 V2 R R A SR R BB LB SRR RN A SR SR, 43 ) 2 T A R 45 A RN g
B AR MEE N IR 55 o 2 e 2 4% M A B B A2 UIE SRV AR s 1R 3 ]

[0125]  follur, DAL & wl (B IR S5 2 A A P AE B AHAE b, 2 6 VE IR 55 #8150 & (il 4 M
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TEME AR 55 S AR A Al 5545 B) » 24~ 28 s v w6 (90l i 4409 P e s AR P 46 B) o b, 7
TV$ R 55 25 AR M e 55 95 B2 79 7 B IX S AR IX $skB A R FH P 5 FH P 8 AR P P e 28 B UL X
T X IRAMTX S BH T

[0126]  ESL, AIEMRSS A5 AT RGHIAGAL B RE & A AE AR, OF HAZ ORI N B N &
VM R 55 2% 1 2 SE LTI 55, A 2 RL A AHIE S A5 E IHE 2, JF 1 FH 8 RE & ZIRCATE B
PR IURAZIE NS BAC AR X HE b, DL TR 6 VE IR 95 4 1 7T SE 1

[0127] R 25 i MR 55 R AT F2 TR B A 2 08 7 v e ASR (G E AR 55, TR R RE 5 44
UCABE W43 I 5 F P 4 O VE A 2D e X BB b, Qb iR A5 S A 3 S0 2 TAE A 55
AR A [F B, VE AR 55 48 BOY F P i e BRE(IE MR 55 5

[0128]  SRJ& . FH 7 Voo ARH Y 7 Ve a6 Bl 4% U W 9 8 04T B A4 L VGIE 55 3 91 v, 2L
R R BE A ZORCARTUCA R A 432 1 6 e 3 7 AR VE S S wT Sk, AT ) P X DR A 22
A 38t G A% 9 S\ I T 75 1140 8009 308 435 0 R B4 o IR 55

(01291 HLAh R U B (1) R AR SR S Bt X6 AR UREAR N BT 5 2 ARBT &1L, A5 B W
iDP

[01301 23T B it 1) JHL AR ST A9 ASLASCAE Xof A i ARG A 40 28 4810 35 B« 4 Y T Jg A 4
SRR AN 53 AT KT e 48 38 P9 AR St 9] 8055 A 25 90 100 2 e kb 7 BICR PSR BA) 5 50
AABTFEAS 2 i 18 AR S W FR RS A0 A TR BT B BRI SR 3 i s SR v
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