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, 5 | = o
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o B ddgoA e, A g AW(150)+= Edde 203 BE %Pilgﬂ FAE Fdavt gtk A
ZF AW (150) = @A 2wl 3k X9 =l #2] X (110)947 S48 =
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=
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st A W& ““O]‘ﬂr ol PIE YolEH Fe Aoes, A vl
(110)+= "¢ = ’\](management proxy)"$} Zo] TZslm, RE FRE Az W32 AW (150)9] A
A FFA A (150)= Z=wel FEle] FQdh BE AHES Fsta, A9 =del FE FX (11
Mol Aol |3t FA G o] A= ool %QlalE AAELS UEYI e Ho| 27}
3t k. wE dbE AW(150)7F Ao Edl T FX(110)0 A dF-o wEE Ade A, Evd
A Ao =Wl FHE A(110) B A e AW (150)9] ofste] Uro] Galw
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[0032]

[0033]

[0034]

[0035]
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SE3. oo tiF $Hoew Ay FF Mu(150)E LDA FTE&7)/7117] (LAD public/private key pair),
LDA &&7] 254 (LDA public key certificate), LDA 2J*H=F(LDA ID) ¥ vl Z & 94 (domain credentia
)& LDAZ 7FA AA(110)o1A] FA%.  FHoll LDA EE(113)2 47 ARES A @ AW (150)9 B8}
AYg o2 A E(120, 130, 140)S 93+ 91= A X (authentication information)S A (sign)dte o] AFEE
T AT weh, Z=dRld &g AAES T &Y FREE el fste] Eddd agREs
ARESL, &) dlY 2925 A o = FE il upet o] 38FHe= Aol

Bowbgol A LDAS 7Hd A (110)E o2 AXE5(120, 130, 140)3 HEstu RS wgslr] ste]l 7 A
gk &2 AE(LLC: location limited channel)(111)& Ab&-gtth.  AREAE LDAE 7HK A (110)E AME-3hA
g =dls FAA(form)E FAES FM(discover) gt 7] LDAE 7Hzl 44X (110) 2+ LDA E&°] &A%
& As AREE g vk AREARE ol A BAlE FAE S A =l F4E AAES YT ¢ 2
ol et Hte AFEAoNAl wl$ AA~HLE, o E Bol, HoJXH A A FA Ad(infra-red location
limited channel)& AR&3to] A9 ZHlQl #g] X (110)ZFH 44 A el A Fx]&(120, 130,
140)& gAgT. 7] gAlE FXE(120, 130, 140)3 X9 =del #he] FX(110)= A A 52 A4
(LLO& &3t ARE w3hsitt. o FAFoRE 7] @458 FX5(120, 130, 140)2 47] A el #e
A (110) 2 =] 2H A (device 1D) & X &F&7] QUS54 (device public key certificate)
o wHdl #y AX110)= 7] wSAaE FXE(120, 130, 140)2FH FalE 4R 387
(verify)gtrt. gAY AsdE AAEY ArRe A7l A9 =HQD #E AXA(110)9] tjAaEHolel
el

o

= mlo
O,

FAET. a8, ARRARE A7 HaEg el g5}
A ¢ . A9 =AQl #E X (110)E 7] AdgE ZXEA =M Igdd 2 Fx AT HR
(device authentication information)E& $AIETh  Fo, 7] FXEL A9 =dl #g x|, vt FAE
T Ay g AWl A7 AA AT AERE AAFTORHA, ALlo] Y Ll FAUAS SHE & d

o}

A2 A =Wl #he] EE(LDA: local domain authority)S 7Fd Fx(110)E AME3sle X E(120,
130, 140)9 A9 Z=wQl(local domain)S 3y, A Z=wdQl #E EEWLA)S 7F FX(110)+= v
FAE(120, 130, 140)7 HFsta, A7l o FAEHR AERE wdsta, 7] o0& FHES A9 =H<09
TS (register)¥th.  LDAE 7Fd A (110)& Z=w1 #Agld #gk Hgh(authorization) & g 5 AW
(right issuer)(150)ZF¥ F-of W& (delegated) F= AT}, 7] EwQl #2](domain management)ol & A Z-&
EHRls AdsE A, =HRle AR FXE FUtske | A& 2HAsteE A, 2 =deds
2HAEHE A T dF S AEE e, 2 ddge] o AAdd mEW, LDAE ZFR AA(110)E A
e AH(150) 0 HEFste] A9 Z=wl o] digh dt(authorization) S F418 4 UTh.

p

2 A =l #YE Tt A DA EEd X3S A9 =dQl #E Xtk A9 Z=dd #g
FA = Ad5E Aste] LDA F87]/701917] % (LDA public/private key pair)E& 7Fdth. A9 =l #z] X
£ 7] LDA 3&71/71Q17] 5 vheke whgos 48 ¢ vk, g WS AY =HQ #Y X7 =HdE
A7) Hell A8 g AWMERE 7] 7] ARE FAsE Folth. E o WHOEE LDA BEo] AAE
A7) 71 ARE AT = Qo

Erle] Bk wl§ T8I olgrolr] e, AY LWl Y A (110) Ev dHE Eu AW(150)E AT
H7] E=(device revocation list)S FAE & vk, <AF #H7] 552 AuE o|F2E X9 =<l #d
FA(110) == Ay e AWA50) A Q5o Asfgr Aor g7 X Ed dg JRE FAT. AF

|

)

B2 TE5E A e HS £AV e AR B Jdr. 2R A3Y 7|ICdE B0, THlx #y

2b, A2 AzPQA el FrIHeR Ao ml #E FX(110) Ex A Za AW 150 A AF 7]

= (device revocation list)e] 784l ARE AT F= Aok, A EF AWA50)7F XS =l &

(110)0] dvh} B2 A3S Add=A el weh, A9 AF #H7] HE5(local device revocation list) 2 2

Q1% #7] E=(global device revocation list)o] AMEE = ). XA Q13 #H7] H52 A9 Z=del T

F2(110)0] FAH= % #H7] FF5o=2, A5 #A7] HFo tigk A7t A9 ==l #e] A (110) 14 A
H(150)0l A 5= <15 = R

o]

g¥= Aol ARgEr. A S #7552 Al de A s W7l 5502, A

7] =l ek A7 A s A (150)014 AelE= Aol AR 7] QS 7] 55 5 skt

THAY e E BEFE #AT i v ' BEFE aAse A5, A 2 ME(160)= ARl de <

S H7] B5E A $, A9 wul @y X (110)00A 15 #HY] 55 B AEE AFEtd, A9 =
o

W7 B2E RAHER & 5 vk,
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[0036]

[0037]

[0038]

[0039]

[0040]

[0041]

[0042]

[0043]

[0044]

[0045]
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e A s A9 =dd de BEs £F6haL s Ao, olstdlA AW EHE AY
il

AHEAE DA RES 7 A9 = %El AA(201) 5 AHEslY AZE =vds AEE & . AN2E
THle] AAAE 95t A =HQl #HE FA(20DE ARSARFE ALY =dQle] E=Wl A M (domain
information)S FISH(HA 211). 7] Euﬂfﬂ ARE =7 o]E(domain name)S FFFCF.  wI, AV
= ARE E9Q A9 (domain description)d A7) ZEw¢lm #He 2 ARES E33 5 ). ALE
2= Ao A9 =wiel #E FX(201)9 98 e ojgste =Wl HRE A9 =l Tl A (201)
H=kcia=

oA 21200141, A9 =9l #E] FA(201) = Ao A AEAH(device D) R 7] E=HI ARE A w5y
2F AW (202) N A FAlgr. 2 el A AAde] mEad, A9 Evl #AE FX (20D A4l A FE
7] e1Z A (device public key certificate) ¥ =<l A3 (domain policy)& 7] A w52k 4B (202)°l Al
ST (A 202). A7) =W AL AREA] oste] fEE = k. AV Bl AALS 3] =HQl
of 23d = UE FX Y HulFe] TS AFEALY EE WE T 4 Q. dE 5o, AEAE 3y Ty
Aol st A 5 10712 & F ot A9 =l &Y FX(201) = Foll =vdS AT v A7) =+
A S Fa(consult)erh, A =wWQl g X201 FA| AEA F AR FEI| AFA= AZAH
of oJste] X =wQl FE] Fx](201)9] A Al A9 T=wd el FX (201l A" 4 Agrt

oA 21304 A2l dEA AE(202)= AY =l de ;‘"1(201)331 FAT ARE 7x2E AY ol
we] AA(201)5 A (authenticate)t. A WAk An(202)= L=l ¥ AA(20)25E FA% 4
| =l ey AR A A 3 A7) =dddl e FAHe A7l AA 3871 JASAE
|Zgte =, A9 =rl e A (20DE I F A

NN
)

A =del e X (201)0] e dFo] AFedoed, A v AW(202)E XY =del FE FH
(201)0l] thsled LDA 21"HAHLDA ID)E H-of(assign)dTh(hA 214).

A 215004 | EEA AW (202)= A9 B #HE] FX (20D A 7] =HRle] E=HQl JHQ17](domain
private key), LDA &-87]/70<17] %-(LDA public/private key pair), LDA &8&7] <=4](LDA public key
certificate), ¥ Zu¢l F# N (domain credential)S FAITTE, A7) Tl AlyE Fo =del #
AZFol AFEETE. 7] LDA 87 dFA e A7 Ea AW 202)9] odte] A EAY(signed) =& 7] A
gl W A (202)0 2lste] 15 H(trusted) A3 FA ol oate] HE AU F vk, Y] =ee A4
Ao ¢l F87)(domain public key), 7] ZH|¢l 7/1217](domain private key), @ Ew|¢l F87] ¢4
(domain public key certificate)S Xg3dtcy, 2 dlrgo] o AAjdo] waH, ] d52F AAH(202)= A7
o] ARE BFE F£A8= g ”7]91 AEE F dF9 A9 =dQl T FA (20D F4F & Adrk. A
7] Tl ZdES bdeEA AEsy] flete], Y e A¥(202)F A9 =l el FX(201)9] A
F87)(device public key)Z /‘}%0}04 =l 7§217])(domain private key)E &% & (encrypt)d F ¢ =

Ql QA A HAEFS Hlst 2 WS AMEE S Y. dE B0, d¥ EUF 1“1(202)9}
2o =del A FX(201)+= 7] A ZTR2EF(key establishing protocol)S F383lal, F%7|(common ke
V& AARE F Advk. 2", AV FE7E ol&ste] Zul AFwlde] dEsh(encryption) B O3EH
(decryption)& F38& 4 dot. A Y ol e A2 (201)= wdel FYUNAL A5, wuel Iz
S dEeg. ez, XY =l g A (201 ¢ekdE whHo g el siel7](domain private key)E
A7get. dlE 5o, EEPROMO] #1743 4 dtt.

]
= m‘i L
O

[t

A

=
1

e
MR
ol

il
I
3

—
a-

w
rlo

o] Ao wet FAE Erle] F7Haddition)dte WS EAIRE SF ol

we] ARE Fe] slstel, Aeat A9 meldl pe FAGODE AHgete] A mwa $ 4A
(3019 A Az vl AAF FAES BA(discover) T, AFEAIL Ao £l Wa] ZAH (30Dl A B
qe sy, Aol meel el FA(0DE A LC AEslolag o fake] A Ag BHow AHow

2E AgE A dx= FAEANA AX AEAF(device ID) ® Hx F8&7] 2AFA(device public key
certificate) & $41& A

12
. =
p

o

& et ) 24 FAT FAES A9 =) wel FAEDAA A
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[0046]

[0047]

[0048]

[0049]

[0050]

[0051]

[0052]

[0053]

[0054]
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2] 2 A2 T8I ASAHE AY A FTA A A H o] 2=(location limited channel interface)
S o]&3te] FIstty. =, @AI(310)olA A Tl #HE] FA(30D)E V] AY =dd #E] FAZHEH
AstE Ag ﬂ%oﬂ A FXE302) HARE A A FA AE A FH o] ~(LLC interface: location

A9 =l #FE ZX(301) = oA BAE AA Sl e ARE ALEAN A AFTSEL, AFEARFE AV
el FAYPeR FTET Ao o AEs 4y wEg(dA 311, dE B, A9 =l & FA
Bo7F gAE AXE HARE Ao yzFdeold ®ASIH, AMEAE BAE FAE F shte FAE A
gato] Yoz A7l FAE =Hded FUHe AS BWHEE ¢ vk, o]y d "2RIE < Z=(point and
click)" ®A2 AR&AP Al wig- Hsek A4S AFshA @k, 28w, A9 =q4Q0 #E FX(301)+ @A
(312) W 3 5 5 Zvjle FAYeR ddd AFXE QF(authenticate)SHrt.

A
AT Hye A U *131(303)if\51 A =vel wel AR GODAA Dvit B2 Aol 9 (delegat
e) S A=Al we vEA

ok Ag] v AW (303)7F A9 =Rl #El FX (30D Al A2 FR Y] QIS tete] BE AE fdst
Aok, A vl #HE] FX (30D AdEE FX e AA F&7] AFA(device public key certificate)s
AAZTHEA 312). BV FA &7 A4V FEEA FoW, A5 At m=gk, A9 =dl #E
F2(301)E A9 2% #H7] E=(local device revocation list)E AAICH(AA 313). 7o Aglel =7}
A 1lF #H7) HEFo FEH dod, Q15 Amgrt. AY =udl #F FX 301+ FUHHLRE dHd
A8 A2 AEAE AT e vk, dFol Adstd, A Z=rQl #E] X B0 = o] FA7F Zwlel
F7td F es ARERA A FA gt B, A7) dEE X9 Q5o AEtd ] dud GAE AT
Ag Q15 #H7 FFol FE5g}.

whek A I AW(303)7F AE =HQD #E FXBODONA MRS A AFed diste] FiEA A

ts AdstAohd, A =l #e] A (30D A SFAk AW (303)A A AFEAFll o8] A

] T&7] ASA(device public key certificate)S FASTHEA 316). A TF AH

(303) = A A=A F8&7] AFME AASu(EA 317), A7) A8"E A7t A9 <% 7] ES(global

device revocation list)dl SS=o A=A AASH(EA 318). W i AH(303)= F7HHo=2 Hed
gAY A AEAE AT FE At

it
=

X 3]
i,

_|_4

olFo] AFshd, dg I A (303)= A7) AElE Ao disle] =w|el W 2 2]¥E2}F(domain-based
device ID)E l?*‘ﬂ(asygn)ﬁ“?} agla, ;‘431 ‘Q%Z} AW (303) = A7) ZdQl Ul dx] AExter A A9
Tl e AX (30D FAET(EA 319).

o] Asfatd, Ay IuEA AB303)E A7l AEE AAE E=ddl
(negative decision)S WHSS XY ZH ¢l #Ag] AX(B0D)oA ADsch(hA 319). W3, A7) Add 2
9] QlFo] AustH, A WEA AW (303) T 7] A FXE V] A QT H7] BEFo| T3, A
g = #H FXBODAA AF A% #Hr| 559 S aF¢dr. a8d, A9 =49l

= A4 AY QlF H7] 555 ZldT(dA 314).

ZHele] Fr1E Aol tidk 9dFo] AFshH, Ao m=Hel
A 22} (domain-based device ID)E ZFeoh(dA 315). digdHo=z EwQl U X AEA= ?JE]
A (303)elA4 Bdd 5 2 o] A¢ AY = X (3 3|
Y A ApE2E A 319 FE)E7] wiEe], A9 =Hd 3 XJX](SOIVF Lol o) A A
ZF(domain-based device ID)E & o= giry. =w<l U FXH AEAE 9 = ] el A Ewle] &
3 A58 dA(enumeration)dt=d AFEE T},

A (315) A4 A A C]J,%ﬂ A2 (301)E =Wl AAS AFdk, oS Eof, =uel
G el % JFsd AX9 A7t 107190H, o) 10719 AX7F %o 9=
F7te= AFdo.

=9l A AA7F AFsid, X9 Zud Tl FA(301)= =l F7re FA(302)9 A FEI1E °l
L35t Tl Jel7lE s slstu(dAl 321).

T, A9 =dd #E FA BT (1) F(302)dA EF¥(assigned) =wld Wl A 2HE A (domain-
based device ID), (2) & TR AW7t 7] A9 Tl #g AXoA sk LDA 2E=H(LDA ID), ¥

o
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[0055]

[0056]
[0057]

[0058]

[0059]
[0060]
[0061]

[0062]

[0063]

[0064]

[0065]

[0066]

[0067]

[0068]

[0069]
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(3) A7) a9=" AXe Az F8&7] ¢21ZFA(device public key certificate)e] aldztel 378 #((1)-(3)&
471 A9 =l #el FX9] LDA AAZI(LDA public key)E AW (sign)dtl., 7] Z=dd W A= A=}
(domain-based device ID)&= * 2 AA(30D) == A SFR AW (303)4d oste] 3d(assign)
et

A (322)0 A =mol #e] FX(301)E A eEE X (302)00A A7) ==l o
(device authentication information)E $Algtth, x| JAF AHE= dld =d<la} A
v AFEASS T Fuot "k A

JR

1

=

o
e

%%?1“%@1
o] #x2](302)7} o]

(1) A7 A9 =l A FX(301)¢] LDA 3-87](LDA public key)
(2) ’F71 FA(302) etk el Wl 4 2 =}(domain-based device ID);

(3 71 A9 E=dd e AXA(301)9] LDA A8 XH(LDA ID) - LDA ID& & &gF=F AW (303)ol <J3}e]

5o (assign) @

4) obefo] 3 e A mwel #e] A (301)¢] LDA 7HQ17](LDA public key)® A& A" (signature)
D A7 A (302)0 A F-H (assigned) =W W] ] 22} (domain-based device ID)
2) A EFA AB303)7F 7T AY =EQl e FA (B0l Al &gk LDA A AH(LDA 1ID), 3
3) A7 AFE FH(302)9 FH &7 QA5 A (device public key certificate)®] 4%k

TR, A =l #e] FA G0 = 4] s Fx ](302)01]74] 7] wwldlel]l g3k =wl A2l 9l/d (domain
KR

5 (domain credential),

Eis

2 A2 2l A
(2) 7] =d1e] &l JiRI7IE A7) s G % 7= OLiﬁ}f‘} o5stE Zh(encrypted key),
(3) A7) =cle] =rol 87 2% (domain public key certificate) & ¥§ EE HAFEES Ef‘c}%’ T A
ot A7l Eddl ARe Bl olE, =l AEx T 22 EdRle] #d ARE Xt &l T
e, A7) A7 i mdclel &3 ZelxE Hod o, 4y FXF AT Aol deAE YEhA 9
o, odE B9, A7 FAA7} sld =rdddd &3 ZelxE A2 u Ay =l Aguds Ay FHxE
At e FRNA Aoz, A7 ZExE HTe + A dt.
BE ARE FA(302)0] F41& &, GA323) A A =ml #e] FA(301)= 7] 15E A (302)F &
7] =role] A J(member)oi S5E3. By FAFoR, A9 =red A FXB0DE A7 FA(302)F
71 A9 Zdel #FE] A (30D FAEH= =l Y B 2=E(domain member list)o] S5t Z=wQl
T4Y Y2EE A7 =Rl 49 A AEA 9 4 QlE FH(device authentication informatio
n)E A7ggt.

FA(302)5 =Hdle] e $53 5, AdYHow, Ao =ddl v F
ddel(assigned) =wQl o A Ak, g A7) FHGB0D O] A w87 ASAE de] EaEAk An(303)
A AT = Aot

® o4 B oawe deo wt FHE = o2 E AAl(delete)dhs WS EAE SEEo|T

RheR ARSAE mHQle R e shute] A (402)E AASIE sk B9, AREARE Y] mdikle #eEshal
S A =Sl e AA 0D E ARk AAlE EvlQl S AR (A 411)

&7 AA02)E 7] EvQle] Aoy At 84S salstd, A9 =il #el A (40D
A7) AdeE FA(402)5 A7) =dle] w=Hel FAAeRTE AAGTH(EA 412). B FAHOR, A9
=elel we AR U= Erl]l A B aEd A%E ] A (402)9] A AEA 8 ZA] QAT JRE
AHA| R

A 413) A, A =Ml ] A 0D = FX(402)ol A 47] EHele uge A AT Au A4 2
e AT F7EE A9 =l #e] FA 0D FA )l A siF muclel #dk FrSo] AAE 2
48 & Sk g B, A9 =W B AANUDE = AR, =il F871//007] 4, 3 =l
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s==s4

Al dE A 403) 0 Al

p
L

1(401)

[0070]

;0_
B

e pue w4

wAE 2+A(delete) 3]

s
2

[0071]

o

&

2]

s

371 flekel, ALg

< 2HA

—

T

[0072]

X
-~

=)
=

ol

g gz A (503) 7k

=

:3

1(501), AH&AF %2](502)

)

N©

)

2]

iR

(el
)

o
B

o] FHAel= A

AR 4

ATH A 514).

oV

™

tﬂ(503)°ﬂ7‘” }—q—xﬂ% Fg—“]—‘é—ch 1:1/]1\__]—:; Ui] }—\}Xﬂ

M
)

o

™

e

| Apate] elsEst AgE 4 gl

L
.

o YArER

=
=

C
s

=Y

TR

Y
o
TR
2|

el

s WAlE T2

7 A 5 7L

2|

M

Jjo

Z}7] wl A (magnetic media), CD-ROM, DVD%}

KR
-

EE

29 gs3 9 2] Hel

=
=

o} A (optical media),

A=

A o] of ol

ZF71-3% =) A (magneto-optical

ek
o

Bl tyxA(floptical disk)el #&

=
=

s

o
e

i)
w
4o
jant

1l
o

4o
sl

X
i)

JJ)

0

gol eell= Hapdel <

14 BFEe o

3]

EIRLE!

3]

e AL

L

SRR

ol
;OD
23]

i)

™

gE=

s

d718] AdAfdel

[0074]

o, ages,

S

s

A3 o)} o] 4

Al Al

1=

Ish AHEA AR

&=

I

Wy Z7}

[0075]

A

Eal

pal

@ Azl A

| v UESA Aol s thil AH

[0076]

WA Az Ad B4 AY e ol

14 erect,

5]

L

[
A&

k1
=

A

p=Nge]
o=

9 % 7]

[0077]

o
Do
X 1FL
_ N
=
| ﬁ
= O
oy e
B
WO
P
9
oy
W o=
o| M
"
i
X W
o
£
W~
X Nro
Em _
M o
P
w
W
= A
No W
ol o
" 3
o N
g
ﬂA:O

=
o

A3 Qlek,
= ql

25l Al

v

al

W o] |9 A&z} A

(point and click)"

2]
=2

Telol= Z=vlde] A Aol 371

gk,

TC

[0079]
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s==4

shit

o A7}

HA 3.

[0001]

B!
4

o

o]

o

0] A4 (domain creation)

gl wel =wQ

Q]
=

[0002]

;o#

)

7Haddition)

H|Qle]

=
=

of Aol whet A

=13
=

[0003]

;o#

)

B 27 (delete)

HQlo

4

[0004]

L
o

27 (delete) 3}

]
e

gl whel =wQ

Q]
=

g]

[0005]

120~ &1
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