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SPECIFICATION
TITLE OF THE INVENTION
Gb PARAMETER BASED RADIO PRIORITY

Cross-reference to Related Applications

This application claims the priority benefit of U.S. Provisional Applications for
Patent, Serial No. 60/347,981, entitled “Gb Parameter Based Radio Priority,” filed on
November 7, 2001 and Serial No. 60/337,731, entitled “Cell Level Congestion Policy
Management,” filed on November 8, 2001 which are hereby incorporated by reference for
all purposes.

Statement Regarding Federally Sponsored Research/Development
Not Applicable.

The present application relates to wireless packet data networks, and more
particularly to Gb parameter based radio priority.
Background

Wireless networks which were originally designed for wireless telephone services
are being adapted for wireless data services as well. The wireless networks are adapted for
wireless data services by linking the wireless network to the preexisting wired data
network, wireless packet data protocols such as General Packet Radio Services (GPRS)
were developed to facilitate the transmission of data packets over the wireless network.

The most common wired data network is the Internet. The Internet is a global
network connecting computers from government agencies, education institutions, the

military, and businesses from around the world. Data is transmitted over the Internet using
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data packets. The data packets are sent from a sender to a recipient over any one of a
number of network connections between the sender to the recipient.

Where the recipient is a wireless client, the data packet is sent from the wired
network, e.g., the Intémet, to a wireless network associated with the wireless client. The
wireless network routes the data packet to a radio transceiver region that maintains radio
communications with the wireless client.. The radio transceiver transmits the data packet
over the wireless interface to the wireless client.

The available bandwidth for transmission of data packets over the wireless air
interface is usually lower as compared to other parts of the communication network. As a
result., a backlog of data packets exists for transmission over the air interface. The
resulting backlog significantly affects the throughput rate of the wireless packet data
network.

The data packets are transmitted in accordance with a priority scheme, wherein
each data packet is associated with a particular priority. For example, in a GPRS network,
each data packet is associated with a radio priority, wherein packets with the highest radio
priority level are transmitted first.

The assignment of radio priority is based on a subscriber profile parameter which
is associated with the subscriber at the wireless client. The subscriber profile parameters is
known as the Quality of Service parameter. Accordingly, the wireless network provider
can offer different levels and prices for subscription, based on the Quality of Service
parameter which determines the priority of transmission for data packets.

However, the perceived quality of service from the user's point of view varies
based on the user's application. For example, where a user's application is streaming video

application, a high data throughput rate will be required for a satisfactory perceived
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quality of service. On the other hand, where the user's application is email, a considerably
lower throughput rate will result in a satisfactory level of service. The foregoing can be
true, even where the subscribers have paid for similar level of services. Therefore,
subscriber satisfaction can be maintained by provisioning the lowest level of priority to
data packets associated with the streaming video, and a higher level of priority to the
packets associated with the email application.

Accordingly, it would be advantageous if the priority of transmission for the data
packets were based on the application type, as well as the subscriber's purchased level of

service.
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Summary

A system and method far transmitting data packers to a wireless client is presented
herein. The data packets are received by a wireless content switch in the wireless network.
The wireless content switch assigns the priority of transmission for the data packet based
on both the purchased level of service by the subscriber receiving the data packet, as well

as the application pursuant to which the data packet is transmitted.
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Brief Description Of The Drawings

FIGURE 1 is a block diagram of an exemplary communication network;

FIGURE 2 is a signal flow diagram describing the operation of the
communication network;

FIGURE 3 is a block diagram of an exemplary communication network
supporting General Packet Radio Services;

FIGURE 4 is a block diagram of an exemplary wireless content switch; and

FIGURE 5 is a signal flow diagram describing the operation of the

communication network.
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Detailed Description Of The Drawings

In the descriptions which follow, like parts are marked throughout the specification
and drawings with the same numerals, respectively. The drawing figures are not
necessarily drawn to scale and certain figures may be shown in exaggerated or generalized
form in the interest of clarity and conciseness.

Referring now to FIGURE 1, there is illustrated a block diagram of an exemplary
communication network for transmitting data packets to a wireless client 105 from a
content server 110. The wireless client 105 is a mobile terminal generally associated with
a user or subscriber to the communication network 100, and can comprise, but is not
limited to, a mobile station, a personal digital assistant, or a lap top or palm top computer
capable of engaging in wireless data communications.

The content server 110 is a server computer which can include, for example, a web
server. The content server 110 is generally connected to a wired network 115. The wired
network 115 can comprise, for example, a local area network, a wide area network, or the
Internet. Data is transmitted over the wired network 115 in a series of sequential
partitions, know as data packets.

The wired network 115 is interfaced with a network 120 associated with the
wireless client 105. The wireless network 120 includes a network of nodes which routes
data packets to a geographic location within radio communication of the wireless client
105 and transmits the data packets over the wireless air interface to the wireless client 105.
The wireless network 120 also includes a wireless content switch 125. The wireless
content switch 125 is positioned in a manner to receive the data packets which are

transmitted to and from the wireless client 105.
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The available bandwidth for transmission of data packets over the wireless air
interface is usually lower as compared to other parts of the communication network 100.
As a result, a backlog of data packets exists for transmission over the air interface. The
resulting backlog significantly affects the throughput rate of the communication network.

The data packets are transmitted over the wireless air interface in accordance with
a priority scheme, wherein each data packet is associated with a particular priority. The
assignment of radio priority is based on the level of services which the subscriber
associated with the wireless client 105 has purchased, as well as the application pursuant
to which the subscriber is receiving the data packets. When the data packets are received
by the wireless content switch 125, the wireless .content switch 125 determines the
subscriber's level of services and the application pursuant to which the data packets are
transmitted. The wireless content 125 then assigns a radio priority based on both the
subscriber’s level of service and the application pursuant to which the data packet is
transmitted. The assigned radio priority is then forwarded with the data packet for
transmission over the wireless air interface to the wireless client 105.

Referring now to FIGURE 2, there is illustrated a signal flow diagram describing
the operation of the communication network 100. A data packet (signal 205) is
transmitted by the content source 110 addressed to the wireless client 105. The foregoing
data packet is received by the wireless content switch 125. Upon receipt of the data
packet, the wireless content switch 125 assigns a priority of transmission for the data
packet which is based on both the level of service which the user of the wireless client 105
has purchased as well as the application type pursuant to which the data packet is

transmitted (action 210). After assigning the priority of transmission for the data packet,
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the wireless content switch 125 transmits (signal 215) the data packet with the assigned
priority of transmission to the wireless client 105.

Referring now to FIGURE 3, there is illustrated a block diagram of an exemplary
communication network supporting General Packet Radio Services. It is noted that certain
elements have been omitted for the purposes of simplicity, and therefore, the figure is not
intended as an exhaustive illustration. The wireless network 120 interfaced with the wired
network 115 by any number of Gateway GPRS Support Nodes (GGSN) 305. Each GCSN
305 is associated with any number of IP addresses which the GGSN 305, in turn, allocates
to wireless clients 1035, either statically, or dynamically.

The wireless network 120 provides packet data services to geographical areas
which are divided into routing areas. Each routing area is associated with a particular
Service GPRS Support Node (SGSN) 310. Each SGSN 310 is associated with any number
of base station systems 315. The base station systems 315 comprise the radio transceiver
equipment which transmits and receives signals to and from the wireless clients 105. Base
station systems 315 maintain radio frequency communications with a geographic area
known as a cell.

The SGSN 310 and the GGSN 305 are interconnected by a backbone network 325.
The backbone network 325 routes packet data between the SGSN 310 and the GGSN 305.
During transmission from the content server 110 to the wireless client 105, the content
server 110 transmits the data packets to an IP address associated with the GGSN 305. The
GGSN 305 receives the data packet, determines the identity and location of the wireless
client 105 associated with the IP address, and forwards the packet towards the wireless

client 105.



10

15

WO 03/041334 PCT/US02/35592

The network also includes a home location register (HLR) 330 which comprises a
database which stores subscriber profile for each subscriber subscribing to the network.
The subscriber profiles include parameters which indicate information, such as the
subscription level of service which the subscriber has purchased. During establishment of
an internet access for the wireless client 105, the SGSN 310 authenticates the identity of
the wireless client 105 using the records stored in the HLR 330. Additionally, the SGSN
310 establishes the Quality of Service which the subscriber associated with the wireless
client 105 has purchased. During an internet session, the SGSN 310 receives data packets
from the content source 110 and forwards the data packets to the base station system 315.
Prior to forwarding the data packets to the base station system 315, the SGSN 310 maps
the quality of service parameter to a radio priority. The foregoing radio priority is then
transmitted with the data packet towards the base station system 315.

Additionally, a wireless content switch 125 is connected between the base station
system 315 and the SGSN 310. The interface between the SGSN 310 and the base station
system 315 is known as the Gb interface. Accordingly, the wireless content switch 1235
receives all signals transmitted over the Gb interface, including the data packets for
transmission to the wireless client 105. In one exemplary embodiment, the wireless
content switch 125 is an Intelligent Packet Control Node (IPCN) developed and
manufactured by Cyneta Networks, Inc.

The wireless content switch 125 examines the IP layer of the data packets for a
parameter known as the type of service parameter. The type of service parameter is
indicative of the type of application pursuant to which the packet is transmitted to the
wireless client 105. The wireless content switch 125 replaces the radio priority in the data

packet with a new radio priority which is based on the quality of service parameters, as
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well as the type of service parameter. The quality of service parameter and the type of
service parameter can be from different Open Systems International (OSI) layers.

Referring now to FIGURE 4, there is illustrated a block diagram of an exemplary
wireless content switch 125. The wireless content switch 125 includes any number of
upstream ports 450a and downstream ports 450b. The upstream ports 450a facilitate
connection of the wireless content switch 125 towards the content server 110 via a trunk
line, such as, for example, a T1, El, or an Ethernet connection, to name a few. In one
embodiment, an upstream port 450a can be connected to the SGSN 310 via a trunk line.
Similarly, the downstream ports 450b facilitated connection of the wireless content switch
125 towards the wireless client via a trunk line. In one embodiment, the downstream ports
450b can be connected to the base station system 315. Connection of the ports 450 in the
foregoing matter permit receipt and transmission of the data packets which are transmitted
between the wireless client 105 and the content source 110.

The wireless content switch 125 also includes memory 455 for storing a quality of
service table 460. " The quality of service table 460 includes any number of records 465,
each of which are associated with a particular wireless client 105 receiving wireless packet
data services from the SGSN 310. Each record contains a client identifier 465a, a client IP
address identifier 465b, and a quality of service parameter 465c. The client identifier 465a
identifies the wireless client 105 associated with the record 465. The client quality of
service parameter 465c¢ is the quality of service parameter 465¢ of the subscriber profile
for the wireless client 105 associated with the record 465.

Additionally, the memory 455 stores a radio priority table 490. The radio priority

table 490 maps various combinations of quality of service parameters, and type of service

10



10

15

20

WO 03/041334 PCT/US02/35592

parameters with a particular priority. Therefore, the radio priority can be based on both
the quality of service parameter and the type of service parameter.

In one embodiment, the quality of service parameters and the type of service
parameters can be mapped to reflect the varying customer perceptions of service based on
the various applications. For example, wherein the type of service indicates that the
application is a video streaming application, a higher radio priority can be mapped,
whereas a lower priority can be mapped wherein the type of service indicates email,
notwithstanding the same quality of service parameter.

The memory 455 can also store a plurality of instruction executable by a processor
470. The foregoing instructions when executed by the processor 470 cause the processor
to maintain the records 465 for each wireless client 105 which commences data services
with the SGSN 310, including the IP address and quality of service associated therewith.

When a data packet is received at upstream port 450a for a wireless client 105, the
identity of the recipient wireless client 105 and the type of service parameter are
determined. The type of service parameter can be determined by examination of the TCP
layer of the data packet. The identity of the wireless client 105 can be determined by
examination of the destination IP address associated with the data packet and selecting the
record 465 with a matching client IP address identifier 465b. The client quality of service
465¢ is then retrieved from the record 465. The quality of service 465¢ and the type of
service parameter are then used to look up the corresponding radio priority from the radio
priority table 490. The radio priority is then used to replace the radio priority in the data -
packet. The wireless content switch 125 then transmits the data packet to the base station

system 315.

11
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The wireless content switch 125 is discussed further in U.S. Patent Application
Serial No. 09/839,830 entitled “System and Method for Wireless Packet Data Content
Switch,” which is commonly owned and assigned with the present application and in U.S.
Patent Application Serial No. 09/884,663 entitled “Packet Retransmission in Wireless
Packet Data Networks,” which is commonly owned and assigned with the present
application and both of which are hereby incorporated by reference.

Referring now to FIGURE 5, there is illustrated a signal flow diagram describing
the operation of the communication network. A packet data session is commenced by the
transmission of an attachment message (signal 505) from the wireless client 105 to the
SGSN 310 via the base station system 315 and the wireless content switch 125. When the
wireless content switch 125 receives at the downstream port 450b the foregoing
attachment message, the wireless content switch 125 initializes a record 465 and associates
the record with the wireless client 105 by storing (action 510) the identity of the wireless
client 105 at the wireless client identifier of the record 465a. The SGSN 310 responds by
querying (signal 515) the HLR 330 to authenticate the wireless client 105 and download
the subscriber profile. After querying the HLR 330, the SGSN 310 transmits an
attachment acknowledgment (signal 520) to the wireless client 105 via the wireless
content switch 125. The attachment acknowledgment includes the subscriber profile
downloaded from the HLR 330. Upon receipt of the attachment acknowledgment at the
upstream port 450a, the wireless content switch 125 stores the quality of service
parameter, in the client quality of service indicator 465c¢ (action 525).

Additionally, the wireless client 105 also transmits a PDP context request to the
SGSN 310 which responds by transmitting a PDP context response (signals 535). The IP

address associated with the wireless client 105 is contained in either the PDP request or

12
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PDP response, depending on whether the wireless client 105 is allocated the IP address on
a static or dynamic basis. Both the PDP request and response are received at the wireless
content switch 125 at the downstream port 450b and the upstream port 450a, respectively.
Upon receipt of the foregoing signals, the wireless content switch 125 stores the IP address
associated with the wireless client 105 in the IP address identifier 465b of the record 465
associated with the wireless client 105 (action 540).

Upon completion of the PDP request/response signaling, the wireless client 105
commences an internet session. Pursuant to the session, the content source 110 transmits
data packets (signal 545) which are associated with a particular type of application
addressed to the wireless content switch 105. The type of application can include, for
example, web browsing (hypertext protocol transmission, hitp), a file transfer (file -
transfer protocol, ftp), email (simple mail transmission protocol, SMTP), streaming video,
or streaming audio, to name a few. The data packets are received by the SGSN 310 which

assigns (action 550) a radio priority to the data packets, based on the quality of service

~parameter in the subscriber profile associated with the wireless client 105. The data

packet with the radio priority is then transmitted (signal 545") towards the wireless client
105 via the wireless content switch 125. The wireless content switch 125 receives the data
packet at the upstream port 450a.

When the data packet is received at upstream port 450a for a client 105, the
identity of the recipient wireless client 105 (action 552) and the type of service parameter
are determined (action 555). The type of service parameter can be determined by
examination of the TCP layer of the data packet. The identity of the wireless client 105
can be determined by examination of the destination IP address, associated with the data

packet and selecting the record 465 with a matching client IP address identifier 465b. The

13
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client quality of service 465c is then retrieved from the record 465. The quality of service
465¢ and the type of service parameter are then used to look up the corresponding radio
priority from the radio priority table 490. The radio priority is then used to replace the
radio priority in the data packet (action 560) . The wireless content switch 125 then
transmits the data packet (signal 545"") to the base station system 315 via the downstream
port 450a.

Although the foregoing detailed description describes certain embodiments with a
degree of specificity, it should be noted that the foregoing embodiments are by way of
example, and are subject to modifications, substitutions, or alterations without departing
from the spirit or scope of the invention. For example, one embodiment can be
implemented as sets of instructions resident in memory 455. In another embodiment, the
wireless content switch 125 may be integrated with either the SGSN 310 or the base
station system 315. Those skilled in the art will recognize that physical storage of
instructions physically changes the medium upon which it is stored electronically,
magnetically, or chemically so that the medium carries computer readable information.
Accordingly, the inventions are only limited by the following claims, and equivalents,

thereof.
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What Is Claimed Is:

1. A method of transmitting data packets to a wireless client, said method

comprising:

receiving a data packet for a particular wireless client; and
assigning a radio priority for the data packet based on two or more parameters.

2. The method of claim 1, further comprising:

transmitting the data packet with the radio priority of the data packet based on two

or more parameters.

3. The method of claim 1, wherein receiving the data packet further comprises

receiving a data packet with an original radio priority;
4. The method of claim 3, wherein receiving the data racket with an original
radio priority further comprises:

receiving the data packet with an original radio priority based on a quality of

service parameter.

5. The method of claim 1, wherein assigning a radio priority for the data

packet based on two or more parameters further comprises:

assigning a radio priority for the data packet based on a quality of service

parameter associated with the wireless client and a type of service parameter.

15
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6. The method of claim 5, wherein assigning a radio priority for the data
packet based on the quality of service parameter associated with the wireless client and

type of service parameter further comprises:
determining the identity of the wireless client; and
retrieving the quality of service parameter associated with the wireless client.

7. The method of claim 5, wherein assigning a radio priority for the data
packet based on the quality of service parameter associated with the wireless client and

~ type of service parameter, further comprises

examining a transmission control protocol layer of the data packet.

8. The method of claim 1, wherein the two or more parameters are from two

or more Open Systems International (OSI) layers.

9. A wireless content switch for transmitting data packets to a wireless client,

said wireless content switch comprising:

an upstream port for receiving a data packet for a particular wireless client;

a bus coupled to the upstream port;

memory coupled to the bus, the memory for storing executable code and a radio
priority table; and

a processor for executing the executable code, the code, when executed selecting a
radio priority from the radio priority table for the data packet based or two or more

parameters.

16
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10.  The wireless content switch of claim 9, further comprising:

a downstream port coupled to the bus, the downstream port for transmitting the

data packet with the radio priority for the data packet based on two or more parameters.

11.  The wireless content switch of claim 9, wherein the upstream port receives

the data packet with an original radio priority.

12.  The wireless content switch of claim 9, wherein the upstream port receives

the data packet with an original radio priority based on a quality of service parameter.

13. The wireless content switch of claim 9, wherein the executable code, when
executed, assigning the radio priority for the data packet based on a quality of service

parameter associated with the wireless client and a type of service parameter.

17
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14.  The wireless content switch of claim 13, wherein the memory stores a
plurality of records, each of said plurality of records associated with a wireless client, each

of said plurality of records comprising:

a wireless client internet protocol (IP) address identifier for identifying an IP
address for the wireless client associated with the record; and
a wireless client quality of service identifier for identifying the quality of service

for the wireless client associated with the record.

15. The wireless content switch of claim 13, wherein the executable code,

when executed determining the type of service parameter by examining a transmission

control protocol layer of the data packet.

18
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