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800

int cshiff[11][11] =
{00000000000 /0%
0,26,0,0,0,0,0,0,0,0,0, /*1 %

0,26,14,0,0,0,0,0,0,0,0, /*2 *
0,26,15,12,0,0,0,0,0,0,0, /*3 */
1

0.26.24.14.11,0,0,0,0,0,0, /*4 *
0.26.24.16.13.10,0, 0, 0,0, 0, /*5 *
0.26.2417.14.11. 8.0.0.0.0, /*6 *

0,26,24,17,14,12,10, 8,0,0,0, /*7 */
0,26,24,18,15,12,9,6,3,0,0
0,26,24,17,14,11,9,7,53,0, /[*9 *
0,26,24,18,16,13,11,9,7,53 /*10*/ }

int fshiff[11][24] =

{ 0,0,0,0,0,0,0,0,0,0, 0, 0,0,0,0,0,0,0,0,0,0,0,0,0, /*0 *
0,0,0,0,1,1,1,1,2,2, 2,3, 3, 3,4, 4,4,5,5,5,6,6,6,0, /*1 *
0,0,0,0,1,1,1,1,2,2, 2,3, 3, 3,4, 4,4,5,5,5,6,6,6,0, /*2 *
0,0,0,0,1,1,1,1,2,2, 2,3, 3, 3,4, 4,4,5,5,5,0,0,0,0, /*3 *
0,0,0,0,1,1,1,1,2,2, 2,3, 3, 3,4, 4,4,5,5,5,0,0,0,0, /*4 *
0,0,0,0,1,1,1,1,2,2, 2,3, 3, 3,4, 4,4,5,5,5,0,0,0,0, /*5 *
0,0,0,0,1,1,1,1,2,2, 2,3, 3, 3,4, 4,4,5,5,5,0,0,0,0, /*6 *
0,0,0,1,1,2,2,3,3,4,4,5,5,6,6,6,0,0,0,0,0,0,0,0, /*7 *
0,0,0,1,1,2,2,3,3,4,4,5,5,6,6,6,0,0,0,0,0,0,0,0, /*8 *
0,0,0,1,1,2,2,3,3,4,4,5,5,6,6,6,0,0,0,0,0,0,0,0, /*9 *
0,0,0,1,1,2,2,3,3,4,4,5,5,6,6,6,0,0,0,0,0,0, 0,0 /*10*

int pshift[11][4] =

{0,000 /0%

0,2,11,20, /1%
0,320,0  [*2%
0,320, 0  [*3%
0,320  [*4%
0,320  [*5%
0,320,0 /6%
0,320  [*7*%
0, 20, 0,0,  [*8*
0,20, 0,0,  [* 9%
0, 20, 0,0}  /*10 ¥

FIG. 8
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SCALABLE DEDUPLICATION SYSTEM
WITH SMALL BLOCKS

CROSS-REFERENCE TO RELATED
APPLICATIONS

This Application is a Continuation of U.S. patent Ser. No.
13/929,262, filed on Jun. 27, 2013, now U.S. Pat. No.
9,075,842, which is a Continuation of U.S. patent applica-
tion Ser. No. 13/534,361, filed on Jun. 27, 2012, now U.S.
Pat. No. 8,478,730, which is a Continuation of U.S. patent
application Ser. No. 13/236,552, filed on Sep. 19, 2011, now
U.S. Pat. No. 8,484,170.

BACKGROUND OF THE INVENTION

Field of the Invention

The present invention relates in general to computers, and
more particularly to scalable deduplication in which fine-
grained resolution is required to enable access to small data
blocks in a computing storage environment.

Description of the Related Art

In today’s society, computer systems are commonplace.
Computer systems may be found in the workplace, at home,
or at school. Computer systems may include data storage
systems, or disk storage systems, to process and store data.
Large amounts of data have to be processed daily and the
current trend suggests that these amounts will continue
being ever-increasing in the foreseeable future. An efficient
way to alleviate the problem is by using deduplication. The
idea underlying a deduplication system is to exploit the fact
that large parts of the available data is copied again and
again and forwarded without any change, by locating
repeated data and storing only its first occurrence. Subse-
quent copies are replaced with pointers to the stored occur-
rence, which significantly reduces the storage requirements
if the data is indeed repetitive.

SUMMARY OF THE DESCRIBED
EMBODIMENTS

Various exemplary method, system, and computer pro-
gram product embodiments for scalable data deduplication
working with small data chunk in a computing environment
are provided. In one embodiment, by way of example only,
for each small data chunk, a signature is generated based on
a combination of a representation of characters used in
selecting data to be deduplicated. A c-spectrum of the small
data chunk being a sequence of representations of different
characters ordered by a frequency of occurrence in the small
data chunk, and an f-spectrum of the small data chunk being
a corresponding sequence of frequencies of the different
characters in the small data chunk.

In addition to the foregoing exemplary method embodi-
ment, other exemplary system and computer product
embodiments are provided and supply related advantages.
The foregoing summary has been provided to introduce a
selection of concepts in a simplified form that are further
described below in the Detailed Description. This Summary
is not intended to identify key features or essential features
of the claimed subject matter, nor is it intended to be used
as an aid in determining the scope of the claimed subject
matter. The claimed subject matter is not limited to imple-
mentations that solve any or all disadvantages noted in the
background.

BRIEF DESCRIPTION OF THE DRAWINGS

In order that the advantages of the invention will be
readily understood, a more particular description of the
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2

invention briefly described above will be rendered by ref-
erence to specific embodiments that are illustrated in the
appended drawings. Understanding that these drawings
depict embodiments of the invention and are not therefore to
be considered to be limiting of its scope, the invention will
be described and explained with additional specificity and
detail through the use of the accompanying drawings, in
which:

FIG. 1 illustrates a computing system environment having
an example storage device in which aspects of the present
invention may be realized;

FIG. 2 is a flowchart illustrating an exemplary method for
scalable data deduplication with small blocks;

FIG. 3 illustrates an exemplary diagram showing a sche-
matic representation of a partition into blocks of character
frequencies in a computer environment in which aspects of
the present invention may be realized;

FIG. 4 illustrates an exemplary diagram showing a layout
of various building components of the approximate hash
function in which aspects of the present invention may be
realized;

FIG. 5 is a graph showing the probability, on a test
database of size 32 GB, of obtaining a 1-bit in each of the
32 bit-positions of the defined signature;

FIG. 6 is a flowchart illustrating an exemplary method for
defining data chunks;

FIG. 7a is a flowchart illustrating an exemplary method
for defining the character part of the signature definition;

FIG. 7b is a flowchart illustrating an exemplary method
for defining the frequency part of the signature definition;

FIG. 7¢ is a flowchart illustrating an exemplary method
for defining the character pairs part of the signature defini-
tion; and

FIG. 8 defines the shift constants used in the flowcharts of
FIGS. 7a, 7b and 7c.

DETAILED DESCRIPTION OF THE DRAWINGS

Data deduplication refers to the reduction and/or elimi-
nation of redundant data. In a data deduplication process,
duplicate copies of data are reduced or eliminated, leaving
a minimal amount of redundant copies, or a single copy of
the data, respectively. Using deduplication processes pro-
vides a variety of benefits, such as reduction of required
storage capacity and increased network bandwidth.

An approach to deduplication, based on hashing, can be
schematically described as follows. The available data is
partitioned into parts called chunks (e.g., C; and C;). These
chunks may be of fixed or variable size, and the (average)
size of a chunk may be small, for example, 4-8 Kilobyte
(KB), up to quite large such as 16 Megabyte (MB). A
cryptographically strong hash function (h) is applied to these
chunks, meaning that if h(C;)=h(C)), it may be assumed,
with very low error probability, that the chunks C, and C, are
identical. The set (S) of different hash values, along with
pointers to the corresponding chunks, is kept in a data
structure (D) allowing fast access and easy update, typically
a hash table or a B-tree. For each new chunk to be treated,
its hash value is searched for in D, and if it appears there, one
may assume that the given chunk is a duplicate, so it is not
stored again, rather, it is replaced by a pointer to its earlier
occurrence. If the hash value is not in D, the given chunk is
considered new, so it is stored and its hash value is adjoined
to the set S.

However, difference may arise based upon how the chunk
boundaries are defined and in the suggested size of the
chunks. The chunk size has a major impact on the perfor-
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mance, and, if the chunk sizes are too small, the number of
different chunks may be so large as to jeopardize the
deduplication approach because the data structure D might
not fit into RAM, so the system might not be scalable. On the
other hand, if the chunk size is chosen too large, the
probability of obtaining identical chunks decreases and, in
many instances, numerous chunks exist that could have been
deduplicated had the chunk size been smaller, but if the
chunk size is larger, many of these chunks have to be kept.

The deduplication process may also look for similar and
not only identical chunks. If a similar chunk is located, only
the difference is recorded, which is generally much smaller
than a full chunk. This allows the use of much larger chunks
than in identity based systems. Yet, for many applications,
data is more fine-grained, and a more efficient deduplication
process can be performed with significantly smaller chunks.
For example, a simple generalization of a system in which
the chunk size could be reduced from 16 MB to 8K, for
example, by a factor of 2000, without changing anything
else in the design, could imply a 2000 fold increase of the
size of the index, from 4 GB to about 8 TB. However, this
may not be assumed to fit into RAM. Moreover, keeping the
definition of the notion of similarity and reducing the size of
the chunks will lead to an increased number of collisions,
which may invalidate the approach altogether.

In contrast, and to address the inefficiencies previously
described, the mechanisms of the illustrated embodiments
serve to implement the required similarity by what shall be
identified as an approximate hash scheme. The main idea is
that such an approximate hash function is not sensitive to
“small” changes within the chunk but behaves like other
hash functions as far as the close to uniform distribution of
its values is concerned. As a consequence, the mechanisms
may handle the set of approximate hash values as is usually
performed in hash applications (using a hash table, or storing
the values in a B-Tree), but detect both similar and identical
blocks. If a given chunk undergoes a more extended, but still
minor, update, its new hash value may be close to the
original one, which suggests that in the case of a miss, the
values stored in the vicinity of the given element in the hash
table should be checked. Such vicinity searches are useless
in a regular hash approach.

A general algorithm for storing the repository may include
using a hash table H with, for example, 2> entries as a basic
data structure. During the building process, each chunk C
will be assigned its approximate hash value ah(C), and the
index, or address of the chunk will be stored at H[ah(C)], the
entry in H indexed by the hash value of the chunk. If the
location in the table is not free, it may be overwritten. This
may happen in case the new chunk is identical or very
similar to a previously encountered chunk; in which case, it
may be preferred to store the address of the more recent
chunk for later reference, if needed. However, a collision
may also be the result of two completely different chunks
hashing to the same value, and then the pointer to the older
chunk that has been overwritten will be lost.

In one embodiment, the mechanisms of the present inven-
tion apply specific transformations to data and determine a
signature by means of which it will be possible to select the
data to be deduplicated. The mechanisms partition the data
into relatively small chunks (C) of fixed or variable length,
with (average) size of about 8-16 K. Each chunk may be
analyzed as to the distribution of the characters forming it
and their corresponding frequencies of occurrence. The
sequence of different characters, ordered by their frequency
of occurrence in the chunk, is defined as the c-spectrum of
C, and the corresponding sequence of frequencies defined as
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the f-spectrum of C. In addition, the mechanisms of the
present invention consider the sequence of different charac-
ter pairs, ordered by their frequency of occurrence in the
chunk, and this sequence of pairs is defined as the p-spec-
trum of C. The suggested approximate hash function (re-
ferred to as ah(C)) will be a combination of certain elements
of these spectra. In one embodiment, by way of example
only, the size of the hash values may be fixed in advance, so
as to exploit the space of the allocated hash table. For
example, it may be decided that the table will have about 4
billion entries, which corresponds to a hash value of 32 bits.
The chosen elements of the spectra, and more precisely, only
a part of the bits of the chosen elements of the spectra, may
be arranged appropriately by shifting them to the desired
positions and then performing a logical XOR operation on
the bit strings. In one embodiment, an approximate hash
function is generated based on a combination of characters
and their frequencies. The approximate hash function is used
to select the data to be deduplicated.

Turning now to FIG. 1, exemplary architecture 10 of a
computing system environment is depicted. The computer
system 10 includes central processing unit (CPU) 12, which
is connected to communication port 18 and memory device
16. The communication port 18 is in communication with a
communication network 20. The communication network 20
and storage network may be configured to be in communi-
cation with server (hosts) 24 and storage systems, which
may include storage devices 14. The storage systems may
include hard disk drive (HDD) devices, solid-state devices
(SSD) etc., which may be configured in a redundant array of
independent disks (RAID). The operations as described
below may be executed on storage device(s) 14, located in
system 10 or elsewhere and may have multiple memory
devices 16 working independently and/or in conjunction
with other CPU devices 12. Memory device 16 may include
such memory as electrically erasable programmable read
only memory (EEPROM) or a host of related devices.
Memory device 16 and storage devices 14 are connected to
CPU 12 via a signal-bearing medium. In addition, CPU 12
is connected through communication port 18 to a commu-
nication network 20, having an attached plurality of addi-
tional computer host systems 24. In addition, memory
device 16 and the CPU 12 may be embedded and included
in each component of the computing system 10. Each
storage system may also include separate and/or distinct
memory devices 16 and CPU 12 that work in conjunction or
as a separate memory device 16 and/or CPU 12.

FIG. 2 is a flowchart illustrating an exemplary method
200 for scalable data deduplication with small blocks. The
method 200 begins (step 202) with generating a signature,
which is the result of applying an approximate hash function
on a small data block, based on a combination of characters,
frequencies and character pairs distributions (step 204). The
approximate hash function is used to decide, for a given data
block, if the data block may be deduplicated (step 206). The
method 200 ends (step 208).

To further illustrate the mechanisms of FIG. 2, in one
embodiment a set of characters, such as a;, a,, . . ., a,, are
defined as the sequence of different characters in the chunk,
or, more precisely, as the ASCII representation of these
characters, ordered by non-increasing frequency in the
chunk. The ties in the frequencies of these characters may be
broken by sorting the characters with identical frequency by
their ASCII value. The mechanisms let f;=f,= . . . =f, be,
respectively, the corresponding frequencies. The number n
of different characters in the chunk may vary between 1 (for
chunks of identical characters, like all zeroes or blanks) and



US 9,747,055 B2

5

k, the size of the chunk. As this size is mostly much larger
than the ASCII alphabet, one may assume that 1=n=<256.

The elements a, may be partitioned into blocks. The
mechanisms may gather several characters together and treat
them symmetrically, because it may often happen that fre-
quencies of certain characters may be equal or very close. In
such a case, a small perturbation may change the order of the
characters and yield a completely different hash value,
contrarily to the objective of the approximate hash function
being immune to small changes. The ASCII representation
of all the elements in a block may be aligned with the same
offset and an XOR operation may be performed for the
elements so that the internal order within the blocks may be
arbitrary.

In one embodiment, the mechanisms, for defining the
blocks, inspects the sizes d, of the gaps between adjacent
frequencies, d=f,-f,, fori=1, . . . , n-1. However, sorting
the gaps according to d, alone may strongly bias the defi-
nition of the gaps towards inducing blocks with single
elements, since the largest gaps may tend to occur between
the largest values. The sizes of the gaps are normalized by
dividing by an appropriate weight and apply harmonic
weights 1/i for izl according to Zipf’s law. The gaps are
therefore sorted with respect to ixd,=i(f,-f;, ;), which has the
advantage or requiring only integer arithmetic. The 1-1 (1
represents the number of blocks) gaps with largest weights
are chosen (for example setting 1=10) and the 1 sets of
consecutive elements delimited by the beginning of the
sequence, these 1-1 gaps, and the end of the sequence, are
defined as the blocks.

FIG. 3 illustrates an exemplary block diagram showing a
schematic representation of a partition into blocks in a
computer environment in which aspects of the present
invention may be realized. By way of example only, in FIG.
3, 1=8. The squares represent elements a,, the arrows repre-
sent the weighted gaps i (f-1f,, ;), and the numbers under the
arrows are the indices of the weighted gaps in non-increas-
ing order. In FIG. 3, by way of example only, the induced
blocks would consist of 3, 1, 3, 2, 4, 1, 4, and 5 elements,
respectively.

FIG. 4 illustrates an exemplary block diagram showing a
layout of various components of the approximate hash
function in which aspects of the present invention may be
realized. In one embodiment, the various building blocks of
the suggested approximate hash function illustrate 32 col-
umns representing the 32 bits of the signature, numbered as
indicated from right (0) to left (31). The blocks with the
up-right to down-left lines represent blocks of characters a,
and indicate that the ASCII representation of the characters
is taken in its original form. The blocks with up-left to
down-right lines indicate that the ASCII representation of
the characters are taken in reverse, e.g., 11101010 instead of
01010111 for the letter W in ASCII. The block with cross-
hashed filling represents a block of character pairs. The
smaller bars in the lower right part of the figure represent the
frequencies (i.e., the elements of the f-spectrum.)

In one embodiment, the number of blocks is 1=10, and the
size of the last block is truncated, if necessary, to include at
most 10 characters. There may also be lower bounds on the
number of occurrences of a character to be considered, such
as (15) and on the size d, of a gap (5). If after these
adjustments, the number of blocks in a given chunk is
smaller than 10, a different layout may be chosen that is
adapted to the given number of blocks. The layout in FIG.
4 assumes that 1=10 blocks are given. A complete description
treating all the possible values 1 of can be found in the
flowchart of FIGS. 7A-7C.
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Moreover, each data block taken from the c-spectrum may
be of size 8 bits, using the full ASCII representation, except
for the first block of the most frequent characters, for which
the first (leftmost) 2 bits may be pruned. Each of these
blocks may be shifted, and more specifically, the first block
may be shifted by 26 bits to the left (e.g., left justified in the
32-bit layout) and the next block may be shifted 24 bits, then
18, 16, 13, 11, 9, 7, 5 and 3 bits. The straight and reversed
representations of the characters may be alternating.

The elements of the f-spectrum may be incorporated into
the signature as described below. For each frequency value,
which may be an integer between 1 and 8192, the mecha-
nisms consider first the frequency value as a standard binary
representation (e.g., in 16 bits), and extend this string by 8
additional zeros to the right. Thus, the mechanisms assign to
each frequency £, a 24-bit string F,, for example, if £=5, then
F,=00000000 00000101 00000000. The mechanisms define
D, as the substring of F, of length 3 bits, starting at the
position immediately following the most significant 1-bit,
for the above example 00000000 00000101 00000000, the
bits forming D, are emphasized. By way of illustration,
another example with a value of more than 8 bits is given by
considering £=759, 00000010 11110111 00000000 then
displays both F, and D,. (emphasis added). In one embodi-
ment, the size of all the elements is chosen as 3 bits, except
the first, which is only of length 2 bits, and this in addition
to the lower bound of 15 of the values in the f-spectrum
implies that the right padding with zeros is never needed.
However, other embodiments may lower the bound and
increase the bit-size of the values. The offsets in bits of these
elements are as indicated: 0, 0,0, 1,1, 2,2,3,3,4,4,5,5,
6, 6 and 6, with the first (largest) frequency being depicted
as the lowest element FIG. 4.

The block of the p-spectrum of C may be of length 12 bits
and may be placed left justified in the layout. In one
embodiment, the p-spectrum of C may be defined by order-
ing the pairs by non-increasing frequencies and consider
those indexed as 5, 6, 7, 8 and 9 (i.e. 5 through 9% block)
in this ordering. The reason for not choosing the most
frequent pairs as performed for the characters is that their
distribution is much more biased, with the pairs (0,0) and
(255,255) appearing as the most frequent in an overwhelm-
ing majority of the cases we tested.

For each of the 5 pairs, the following bit string may be
constructed. Given the 2 bytes A=a,aasa,a;a,a;a, and
B=b_bsbsb,b;b,b,b,, the mechanisms may rotate A cycli-
cally to the left by 3 bits and B cyclically to the right by 3
bits. The bytes may be aligned so that the rightmost 4 bits of
A overlap with the leftmost 4 bits of B and then a XOR logic
operation may be performed on the bit strings. Thus, the 12
resulting bits may now be illustrated as a,,a;,a,,a,,a, b,,
a,"b,,as byas b, by bs,b,bs, where the notation a’b is used
for a XOR b. The most and least significant bits of both A
and B are in the overlapping part, so if their distribution is
biased, they have an additional chance to correct the bias by
the additional XOR logic operation. Finally, a XOR logic
operation may be performed on all the elements of the layout
yielding a 32 bit string, representing a number between 0
and 2°?~1 that may act as the hash value of the given chunk
C.

By way of example only, and to illustrate the performance
of the signature to show the uniformity of distribution, a
subset of an Exchange database of about 27 GB has been
chosen and a file of about 5 GB. In the chosen embodiment,
the chunk was of variable length size. The boundary of a
chunk was defined by applying a simple Rabin-Karp rolling
hash on the d rightmost bytes of the chunk under consider-
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ation. If this hash value equals some predefined constant c,
the chunk was truncated after these d bytes; otherwise, a
byte was adjoined and the test with the rolling hash was
repeated. In the chosen embodiment, d=25, c=2718 and the
hash function was RK(x)=x modP where RK is the Rabin-
Karp rolling hash value, x is a variable, P=2*%-257 is a
prime number, and mod stands for the modulus function,
defined by A mod B is the remainder of the division of A by
B, where both A and B are integers, or in mathematical
notation:

A mod B=4-Bx|A/B].

To avoid extreme values for the chunk lengths, a lower limit
of 2K and an upper limit of 64K are imposed as an example.
The average size of a chunk was then about 12K on the test
databases.

FIG. 5 illustrates a graph showing the probability, on an
exemplary test database, of obtaining a 1-bit in each of the
32 bit positions of the signatures. The vertical axis indicates
the probability values from O to 1, and the horizontal axis
indicates the 32 bit positions, indexed O to 31. As can be seen
in FIG. 5, the probabilities, for all bit positions, are very
close to the expected value of 0.5 for a random distribution.

FIG. 6 is a flowchart illustrating an exemplary method
600 for defining data chunks. The method 600 begins (step
602) by reading the parameters K,,,,,,.K,,,...:s,Const where
K, and K, . are the minimal and maximal sizes we allow
for a chunk (step 604), P is the prime number used in the
Rabin-Karp hash, s is the number of bytes on which the
Rabin Karp hash is applied and Const is some fixed integer
constant 0=Const<P. K, ,,, bytes are read into the buffer (step
606). Let S denote the value of the last s bytes read when
they are considered as representing an integer (step 608).
The method 600 will then determine if S mod P=Const (step
610). If yes, the method 600 will define the current buffer as
a chunk (step 616). If no, the method 600 will read one more
byte (step 612). The method 600 then determines if the
buffer size equals the parameter K, . (step 614). If no, the
method 600 returns to step 608. If yes, the method 600 will
define the current buffer as a chunk (step 616) and the
method 600 ends (step 618).

FIGS. 7a, 7b and 7c¢ illustrate is a method 700 for
signature definition. For technical reasons, the flowchart of
method 700 is split into three parts, FIGS. 7a, 76 and 7c,
dealing, respectively, with characters, frequencies and char-
acter pairs, yet FIGS. 7a, 76 and 7¢ all are apart of method
700. FIG. 7a is a flowchart illustrating an exemplary method
for defining the character part of the signature definition. In
FIG. 7a, dealing with the characters, the method 700 begins
at step 702 and then initializes the parameters by reading a
chunk, defining the set of characters a;, a,, . . ., a,, which
are the sequence of different characters in the chunk,
indexed according to non-increasing order of their frequen-
cies within the chunk, defining f, =f,= . . . =f , respectively,
as the corresponding frequencies, defining the sizes d, of the
gaps between the frequencies as d=f,-f,,,, fori=1,...,n-1,
eliminating elements a, for which f,<15 or d,<5, defining the
number of blocks K by K<—1+min(9, number of elements in
sequence d,), sorting the sequence i d,, and letting n,, . . .,
n._,; be the indices of the K-1 largest elements in sequence
i d,, defining n =0, and ng=n, ,+10, and defining K blocks
of frequencies as f,, ,, ... 1, (firstblock),f, ., ...1,, (second
block), . . ., L, ., ...1%, (K-thblock) (step 704). The
signature to be built, sig, is initialized as a 32-bit long integer
consisting only of zeros. Continuing at step 708, after the
method 700 sets a parameter j representing the index of the
block as zero and a parameter is representing the index of the
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current character as n+1 (step 708), the method 700 will
determine if j=0 (step 724). If yes, the method 700 will
truncate the 2 leftmost bits of a, (step 726) and then move to
step 728. In any case, the method 700 then determines if j is
odd (step 728). If yes the ASCII representation of a, is
reversed (step 730). In any case, the method 700 will then
execute the function sig<—sig XOR shift (a,,cshift[K.j]) (step
732), which performs a logical XOR operation of the current
value stored in sig with the ASCII representation of the
character a, that has been shifted into a position determined
by the index j of the block and the total number of blocks K.
The exact amounts of these shifts are given in the table
cshift[K,j], which is an external parameter of the signature
scheme (not depending on a specific chunk), and are given
in FIG. 8. The method 700 will then increment i by 1 (step
734). The method 700 will then determine whether there are
still elements in the current block indexed j to be processed
by checking if i=n,,, (step 736). If yes, the method 700 will
return to step 724. If no, the method 700 will try to pass to
the next block by incrementing j by 1 (step 738). The method
700 will then determine whether there are still blocks to be
processed, by checking if j<K (step 740). If yes, the method
700 will return to step 724 to perform an additional iteration
of the loop. If no, the method 700 continues to connection
point A (step 742), which is the entry point to the next part
of the flowchart, dealing with the frequencies, and displayed
in FIG. 7b.

FIG. 7b is a flowchart illustrating an exemplary method
700 for defining the frequency part of the signature defini-
tion. In FIG. 7b dealing with the frequencies, the method
700 starts at entry point A (step 742) and selects the number
of frequencies involved in the definition of the signature
according to the number K of available blocks. If K>6 (step
750), the number lim of frequencies is set to 16 (step 754);
otherwise, if K>2 (step 752), the number lim of frequencies
is set to 20 (step 756); still otherwise, that is, if K=2 or K=1
or K=0, the number lim of frequencies is set to 23 (step 758).
In all cases, the method 700 passes to step 760 and initializes
the parameter i, representing the index of the frequency f;,
setting it to 1. In step 762, a substring of length 3 bits is
extracted from the binary representation of the frequency f,,
as explained above in FIG. 4. More specifically, F is the
result of padding f, with 8 zeros on its right end, which is
equivalent to multiplying f; by 256, Note that f,, and thus F,
cannot be zero. The method 700 then sets the parameter h to
| log, F], which is the index of the leftmost 1-bit in the
binary representation of F, starting to count at the rightmost
bit, which is indexed 0. Finally, the 3 bits after the leading
1-bit of F are obtained in e by subtracting 2" from F, which
cancels the leading 1-bit, and then dividing by 2"~ which
deletes the h-3 rightmost bits, leaving just 3 bits, as
requested. The method 700 then checks in step 764 whether
we deal with the first frequency by checking if i=1, and if so,
the value of e is halved in step 766, which is equivalent to
deleting the rightmost of its 3 bits. In any case, the method
700 will then execute sig<—sig XOR shift(e,fshift[K,i]) (step
768), which performs a logical XOR operation of the current
value stored in sig with the 2 or 3 bits of the value e that has
been shifted into a position determined by the index i of the
element and the total number of blocks K. The exact
amounts of these shifts are given in the table fshift[K.,i],
which is an external parameter of the signature scheme (not
depending on a specific chunk), and are given in FIG. 8. The
method 700 will then increment i by 1 (step 770), and
determine whether there are still frequencies to be processed
by checking ifi (step 772). If yes, the method 700 will return
to step 762 to perform an additional iteration of the loop. If
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no, the method 700 continues to connection point B (step
774), which is the entry point to the next part of the
flowchart, dealing with the character pairs, and displayed in
FIG. 7c.

FIG. 7c¢ is a flowchart illustrating an exemplary method
700 for defining the character pairs part of the signature
definition. In FIG. 7¢, dealing with the character pairs, the
method 700 starts at entry point B (step 774). In step 776, the
character pairs are first sorted into non-increasing order
according to their frequency of occurrence within the chunk.
The pairs to be considered by method 700 are those indexed,
in the order yielded by the sorting, 5 or higher. The pairs are
processed in clusters of several pairs. The number of clus-
ters, pnum, and which pairs belong to each of the clusters,
are determined according to the number K of available
blocks. The partition of the pairs into clusters is imple-
mented by means of an array plim[j], 1=<j=plim[j] giving the
index of the last pair in cluster j. If K=8 (step 778), the
number pnum of clusters is set to 1 and plim[1] is set to 9,
so that the only cluster in this case consists of the 5 pairs
indexed 5, 6, 7, 8 and 9 (step 781); otherwise, if K>1 (step
780), the number pnum of clusters is set to 2, plim[1] is set
to 8, and plim[2] is set to 12, so that the first of the two
clusters in this case consists of the 4 pairs indexed 5, 6, 7,
and 8, and the second cluster consists of the 4 pairs indexed
9,10, 11 and 12 (step 782); still otherwise, that is, if K=1 or
K=0, the number pnum of clusters is set to 3, plim[1] is set
to 8, plim[2] is set to 12, and plim[3] is set to 16, so that the
first of the three clusters in this case consists of the 4 pairs
indexed 5, 6, 7, and 8, the second cluster consists of the 4
pairs indexed 9, 10, 11 and 12, and the third cluster consists
of the 4 pairs indexed 13, 14, 15 and 16 (step 783). In all
cases, the method 700 passes then to step 784 and initializes
the parameter i, representing the index of the pair, setting it
to 5, as well as the parameter j, representing the index of the
cluster, setting it to 1.

In step 785, the method 700 then starts a loop processing
a single pair p, in each iteration. u and v are defined as the
characters forming the pair p,. In step 786, a string w of
length 12 bits is formed as function of the ASCII represen-
tation of u and v. More specifically, u is cyclically rotated left
by 3 bits, v is cyclically rotated right by 3 bits, and the result
w is obtained by applying a logical XOR operation on the
rotated strings, after having shifted u by 4 bits to the left. The
method 700 will then execute sige—sig XOR shift(w,pshift
[KgD) (step 787), which performs a logical XOR operation
of the current value stored in sig with the 12 bits of the value
w that have been shifted into a position determined by the
index j of the cluster and the total number of blocks K. The
exact amounts of these shifts are given in the table pshift
[K,j], which is an external parameter of the signature scheme
(not depending on a specific chunk), and are given in FIG.
8. The method 700 will then increment i by 1 (step 788), and
determine whether there are still pairs to be processed within
this cluster by checking if i=plim[j] (step 789). If yes, the
method 700 will return to step 785 to perform an additional
iteration of the loop with another pair of the same cluster. If
no, the method 700 will increment j by 1 (step 790), and
determine whether there are still more clusters to be pro-
cessed by checking if j=pnum (step 791). If yes, the method
700 will return to step 785 to perform an additional iteration
of the loop with another cluster. If no, the method 700
outputs the evaluated signature sig (step 792) and ends (step
799).

FIG. 8 defines the shift constants used in the flowcharts of
FIGS. 7a, 76 and 7¢. The tables are given in C-style, with
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indices starting from 0, so the first line and first column are
not used. The first parameter is the given number of blocks
K. The second parameter is:

a) For cshift: the index j of the block of characters;

b) For fShift: the index i of the frequency;

¢) For pshift: the index pnum of the number of pairs used
(1t03)

For K=8, only one pair is used, elements indexed 5-6-7-

8-9
For 2=<K<7 2 pairs are used: 5-6-7-8 and 9-10-11-12
For K=1 3 pairs are used: 5-6-7-8, 9-10-11-12 and 13-14-
15-16
The last index of these element blocks is given in plim[j].

The present invention may be a system, a method, and/or
a computer program product. The computer program prod-
uct may include a computer readable storage medium (or
media) having computer readable program instructions
thereon for causing a processor to carry out aspects of the
present invention.

The computer readable storage medium can be a tangible
device that can retain and store instructions for use by an
instruction execution device. The computer readable storage
medium may be, for example, but is not limited to, an
electronic storage device, a magnetic storage device, an
optical storage device, an electromagnetic storage device, a
semiconductor storage device, or any suitable combination
of the foregoing. A non-exhaustive list of more specific
examples of the computer readable storage medium includes
the following: a portable computer diskette, a hard disk, a
random access memory (RAM), a read-only memory
(ROM), an erasable programmable read-only memory
(EPROM or Flash memory), a static random access memory
(SRAM), a portable compact disc read-only memory (CD-
ROM), a digital versatile disk (DVD), a memory stick, a
floppy disk, a mechanically encoded device such as punch-
cards or raised structures in a groove having instructions
recorded thereon, and any suitable combination of the fore-
going. A computer readable storage medium, as used herein,
is not to be construed as being transitory signals per se, such
as radio waves or other freely propagating electromagnetic
waves, electromagnetic waves propagating through a wave-
guide or other transmission media (e.g., light pulses passing
through a fiber-optic cable), or electrical signals transmitted
through a wire.

Computer readable program instructions described herein
can be downloaded to respective computing/processing
devices from a computer readable storage medium or to an
external computer or external storage device via a network,
for example, the Internet, a local area network, a wide area
network and/or a wireless network. The network may com-
prise copper transmission cables, optical transmission fibers,
wireless transmission, routers, firewalls, switches, gateway
computers and/or edge servers. A network adapter card or
network interface in each computing/processing device
receives computer readable program instructions from the
network and forwards the computer readable program
instructions for storage in a computer readable storage
medium within the respective computing/processing device.

Computer readable program instructions for carrying out
operations of the present invention may be assembler
instructions, instruction-set-architecture (ISA) instructions,
machine instructions, machine dependent instructions,
microcode, firmware instructions, state-setting data, or
either source code or object code written in any combination
of one or more programming languages, including an object
oriented programming language such as Smalltalk, C++ or
the like, and conventional procedural programming lan-
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guages, such as the “C” programming language or similar
programming languages. The computer readable program
instructions may execute entirely on the user’s computer,
partly on the user’s computer, as a stand-alone software
package, partly on the user’s computer and partly on a
remote computer or entirely on the remote computer or
server. In the latter scenario, the remote computer may be
connected to the user’s computer through any type of
network, including a local area network (LAN) or a wide
area network (WAN), or the connection may be made to an
external computer (for example, through the Internet using
an Internet Service Provider). In some embodiments, elec-
tronic circuitry including, for example, programmable logic
circuitry, field-programmable gate arrays (FPGA), or pro-
grammable logic arrays (PLA) may execute the computer
readable program instructions by utilizing state information
of'the computer readable program instructions to personalize
the electronic circuitry, in order to perform aspects of the
present invention.

Aspects of the present invention are described herein with
reference to flowchart illustrations and/or block diagrams of
methods, apparatus (systems), and computer program prod-
ucts according to embodiments of the invention. It will be
understood that each block of the flowchart illustrations
and/or block diagrams, and combinations of blocks in the
flowchart illustrations and/or block diagrams, can be imple-
mented by computer readable program instructions.

These computer readable program instructions may be
provided to a processor of a general purpose computer,
special purpose computer, or other programmable data pro-
cessing apparatus to produce a machine, such that the
instructions, which execute via the processor of the com-
puter or other programmable data processing apparatus,
create means for implementing the functions/acts specified
in the flowchart and/or block diagram block or blocks. These
computer readable program instructions may also be stored
in a computer readable storage medium that can direct a
computer, a programmable data processing apparatus, and/
or other devices to function in a particular manner, such that
the computer readable storage medium having instructions
stored therein comprises an article of manufacture including
instructions which implement aspects of the function/act
specified in the flowchart and/or block diagram block or
blocks.

The computer readable program instructions may also be
loaded onto a computer, other programmable data process-
ing apparatus, or other device to cause a series of operational
steps to be performed on the computer, other programmable
apparatus or other device to produce a computer imple-
mented process, such that the instructions which execute on
the computer, other programmable apparatus, or other
device implement the functions/acts specified in the flow-
chart and/or block diagram block or blocks.

The flowchart and block diagrams in the Figures illustrate
the architecture, functionality, and operation of possible
implementations of systems, methods, and computer pro-
gram products according to various embodiments of the
present invention. In this regard, each block in the flowchart
or block diagrams may represent a module, segment, or
portion of instructions, which comprises one or more
executable instructions for implementing the specified logi-
cal function(s). In some alternative implementations, the
functions noted in the block may occur out of the order noted
in the figures. For example, two blocks shown in succession
may, in fact, be executed substantially concurrently, or the
blocks may sometimes be executed in the reverse order,
depending upon the functionality involved. It will also be
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noted that each block of the block diagrams and/or flowchart
illustration, and combinations of blocks in the block dia-
grams and/or flowchart illustration, can be implemented by
special purpose hardware-based systems that perform the
specified functions or acts or carry out combinations of
special purpose hardware and computer instructions.

While one or more embodiments of the present invention
have been illustrated in detail, the skilled artisan will appre-
ciate that modifications and adaptations to those embodi-
ments may be made without departing from the scope of the
present invention as set forth in the following claims.

In particular, changing any of the constants K,,,,,,.K,,,....Ps
s,Const that appear in step 604 of FIG. 6, or of the constants
that appear in the flowcharts of the FIG. 7a, 7b or 7c¢ in steps
704, 726, 750, 752, 754, 756, 758, 762, 766, 776, 778, 780,
781, 782, 783, 784, 786, or any value in the tables cshift,
fshift and pshift in FIG. 8, may result in a completely
different signature sig that might as well reach the objectives
of the present invention. The specific constants used above
are thus given by way of an example for a possible imple-
mentation only and should not be understood as restricting
the scope of the invention to these values alone.

What is claimed is:

1. A method for scalable data deduplication working with
small data chunks, the method comprising:

for each small data chunk, generating, by a processor, a

signature based on a combination of a representation of
characters that appear in the small data chunk and a
representation of frequencies of the characters in the
small data chunk, the signature used in selecting data to
be deduplicated by matching the generated signature of
the small data chunk to signatures of data chunks stored
in a repository, wherein the representation of characters
and the representation of frequencies of the characters
comprising:

a c-spectrum of the small data chunk comprising a
sequence of representations of different characters
ordered by a frequency of occurrence in the small
data chunk, and

an f-spectrum of the small data chunk comprising a
corresponding sequence of frequencies of the differ-
ent characters in the small data chunk; and

in conjunction with generating the signature based on the

c-spectrum and the f-spectrum, performing one or more

of:

combining characters of the c-spectrum having similar
frequencies into blocks, by weighing gaps d,=f,-f,, |
between frequencies f; of characters that are adjacent
in an ordered sequence, wherein the gaps are nor-
malized based upon weights,

selecting a subset of the gaps for defining boundaries of
blocks of characters of the c-spectrum,

performing a logical XOR operation on a combination
of characters in blocks of characters of the c-spec-
trum, and

selecting a subset of bits of a subset of frequencies of
the f-spectrum.

2. The method of claim 1, wherein the signature is based
on the c-spectrum of the small data chunk and the f-spectrum
of the small data chunk, and

the signature is generated to provide for small modifica-

tions in the small data chunk to cause one of small

changes and no changes in the signature.

3. The method of claim 1, further including performing
shifting operations on the selected subset of bits and per-
forming a logical XOR operation by combining the selected
subsets of bits into a bitstring representing a signature.
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4. The method of claim 3, further including performing
the shifting operations according to parameter tables.

5. The method of claim 1, wherein weights w, by which
the gaps d=f,-f,,, are normalized are w,=1/i.

6. A system for scalable data deduplication working with
small data chunks in a computing storage environment,
comprising:

at least one processor device, operable in the computing

environment, wherein the at least one processor device:
for each small data chunk, generates, by the at least one
processor device, a signature based on a combination
of a representation of characters that appear in the
small data chunk and a representation of frequencies
of the characters in the small data chunk, the signa-
ture used in selecting data to be deduplicated by
matching the generated signature of the small data

chunk to signatures of data chunks stored in a

repository, wherein the representation of characters

and the representation of frequencies of the charac-
ters comprising:

a c-spectrum of the small data chunk comprising a
sequence of representations of different characters
ordered by a frequency of occurrence in the small
data chunk, and

an f-spectrum of the small data chunk comprising a
corresponding sequence of frequencies of the dif-
ferent characters in the small data chunk; and

in conjunction with generating the signature based on
the c-spectrum and the f-spectrum, performing one
or more of:

combining characters of the c-spectrum having simi-
lar frequencies into blocks, by weighing gaps

d=f,—f _, between frequencies f, of characters that
are adjacent in an ordered sequence, wherein the
gaps are normalized based upon weights,
selecting a subset of the gaps for defining boundaries
of blocks of characters of the c-spectrum,
performing a logical XOR operation on a combina-
tion of characters in blocks of characters of the
c-spectrum, and

selecting a subset of bits of a subset of frequencies of
the f-spectrum.

7. The system of claim 6, wherein the signature is based
on the c-spectrum of the small data chunk and the f-spectrum
of the small data chunk, and

the signature is generated to provide for small modifica-

tions in the small data chunk to cause one of small
changes and no changes in the signature.

8. The system of claim 6, wherein the at least one
processor device performs shifting operations on the
selected subset of bits and performs a logical XOR operation
by combining the selected subsets of bits into a bitstring
representing a signature.

9. The system of claim 8, wherein the at least one
processor device performs the shifting operations according
to parameter tables.

10. The system of claim 6, wherein weights w, by which
the gaps d=f,-f,,, are normalized are w,=1/i.
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11. A computer program product for scalable data dedu-
plication working with small data chunks by a processor
device, the computer program product comprising a non-
transitory computer-readable storage medium having com-
puter-readable program code portions stored therein, the
computer-readable program code portions comprising:

a first executable portion for, for each small data chunk,
generating, by the processor device, a signature based
on a combination of a representation of characters that
appear in the small data chunk and a representation of
frequencies of the characters in the small data chunk,
the signature used in selecting data to be deduplicated
by matching the generated signature of the small data
chunk to signatures of data chunks stored in a reposi-
tory, wherein the representation of characters and the
representation of frequencies of the characters com-
prising:

a c-spectrum of the small data chunk comprising a
sequence of representations of different characters
ordered by a frequency of occurrence in the small
data chunk, and

an f-spectrum of the small data chunk comprising a
corresponding sequence of frequencies of the differ-
ent characters in the small data chunk; and

a second executable portion for, in conjunction with
generating the signature based on the c-spectrum and
the f-spectrum, performing one or more of:
combining characters of the c-spectrum having similar

frequencies into blocks, by weighing gaps d,=f,—1f,, ,
between frequencies f, of characters that are adjacent
in an ordered sequence, wherein the gaps are nor-
malized based upon weights,

selecting a subset of the gaps for defining boundaries of
blocks of characters of the c-spectrum,

performing a logical XOR operation on a combination
of characters in blocks of characters of the c-spec-
trum, and

selecting a subset of bits of a subset of frequencies of
the f-spectrum.

12. The computer program product of claim 11, wherein
the signature is based on the c-spectrum of the small data
chunk and the f-spectrum of the small data chunk, and

the signature is generated to provide for small modifica-
tions in the small data chunk to cause one of small
changes and no changes in the signature.

13. The computer program product of claim 11, further
including a third executable portion for:

performing shifting operations on the selected subset of
bits and performing a logical XOR operation by com-
bining the selected subsets of bits into a bitstring
representing a signature.

14. The computer program product of claim 13, further

including a fourth executable portion for:

performing the shifting operations according to parameter
tables.

15. The computer program product of claim 11, wherein

weights w, by which the gaps d,=f—{,,, are normalized are
w=1/1.



