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[0053] 5 ZE UL B IR A , 8 1 Wit P TR P38 A SCAF I8 5 B A I, ] 73 PRI O, 1 Bk
WARATE SCAF I — AR RS T P iR A2 SO TR R N, RT3 A SCAF It i e — AR iR S
FIvidh W A2 SO TR 3 P IR AP0 2 SO I e — A R AR R 5 2 T e 8 VR SR TR ME— s iR
5 i M A I B 2 P AR5 A S T ME— B iR AN AR [R] (5 T R 0 1 SCA I [ i —
PRIRE T P B 4% SO E T A ME— AR 195 H 3¢, BIZEL inux R G SCAF S5 # o, Bl ik g
FESCAF TR TR R A F SO IR S H 3

[0054] 5 BEUL I (R , 78 ) W7 P b 45 8 A SCAPF T 75 A ML I, T i P i gl 8 A SO
T ME— AR IRFELinux RGE P OO B, 3B G5 1) L A 3R ik A SO T A H S i —FR iR,
I BT IR 5 H 35 R E — b PR 5 i M 42 SCAPF T A7) 38 PAY (10 A A 92 S I (1 P — AR 2B AT L
Xt s A AR R] S DU R A A SO T 42 5 Gkt T R 0 E PITIR $8R A SR T 15 A 4 o L
B IR e AR ROE SO/ SO R BT & inode S AL, BIGRRT E SCIF R g8 I
flbBEME— AR RIS B AL G -

[0055] 5 BE UL (12 , 48 4 W7 v i A R 'R SCAF I 75 i S P2, 2 2 T Linux R L
DIER SCAF” R PR BEAT B I, Li nux (51 R GE2 R FH 902 AR RDIR H 454 - f£ 12450
L EERRRAZ Y7 IR %A SN E AR AR R B 3%, 8 E R T Z I B AR
H@HE AT B RY AR TAT 2RI A AR E R, T R4 H =
VSRERE R
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[0056]  S105:#7 BT ik 45 A SO T 4% , W id I B idKprobe  BPF R4 B 4 84 SO A4
T AR5 B 5 P IR A3 SO IO B ) R R A B
[0057] 5 EEUd BHI A2 , 76 I T tH B il 4 B A SR ik s 4% )5, ml @ S i idKprobe BPFR
A PR A R AR ST U B AR AE B S5 BT IR R 48 A SO it B () RSB S o, B
RO G BEFE RS0 A5 L R I 18] A AR ) 7 o 1 22 /b — T
[0058]  S106: ¥ Frids i #5 AF SCAF T B AR5 18 S 5 Fr il g R AR SO U0 B2 (1) 22 4t 1 S
BAENFTIRFAF AT, IR SO FAF R E
[0059]  7F—LEshifs b , B i K Fr ik 4 48V SCAF IR BR AR AT B S 5 BT iR A #8 A'F STAE T0%
) 2 4 AE BAE N TR SNBSS s, G @ B SRR P X
TEPTAR B G v X DL E M )R 177 NPt e il g 4 SO I ) B8 4245 B s 4 Pl g 45
VESCAR I B AR5 S 1 5 Frids il B8V SO 00T B2 (1) R 48 0 A 45 S BF e OO A% 72 N BT
REHAEBAF , K S AR
[0060] 5 B BH () A2 , TR SR B P i A 458 4 SO 30 ) B8 A2 A5 B 2 5 P e SO A 1
XTI Z 40 R A B B DU R ) 07 SAE AT IR AR B, AT i B — H Pt g nh
X, FEFTIA H P22 vh X LA A i AR 9 77 PR IR A SO B BRARAE B, o, BT id
H 1) AR 19 77 SCRE A A B 30 [m) b HF 42 2R H 3% 000 a0 1 (58 ] SRS 58 8 1 4 #F SO I
[ 5e% HRAE R, MR e M B RXE R G, ik H %13 55 Frid g 8 A4F S0 o0t
N R G G B PR O A, AR BT IR S AR F , DLtk S 3R B S 24T 2
FAubHE,
[0061]  7F—Sb5ffE o) h , Fridk 3 T EBPF YL inux &R Gt 4 Wi 4% )51, 35 il Linux &
G0 (1) 514 R RS PR A BA B 5 SR AR AT BT il A4 BA B 9 B S S, FR i FIL i nux &
G 7R
[0062]  FFELULEAIIRZ , N TAE 7 Be 8 S i SR BT AR 4t B 5 17 O, AT S I Bl ) g )
T Linux R4 0573 HEFEFE 1 BT IR S5 BA 51, 19 0 78 B a5 42 DA 51 9 A N8 0 ST AR A i)
fi % BT 57 4P HEREFE VR BT IR A BA A
[0063] 75 ELUd B &2 , BREC M BT IR HAFBAFI4b , 38 m] ¥ B L T BT ik ST HARAE A BT iR 5
A BA B BR B 1D SR R SR ST A, R R SR b sk AT SR BCER AR (1) I8 18] S5 B 42 N R 3C
PRFAE BT B A AR IR B 24 BT F A A SR N — AN ST SIS, B fi % sy 3 1 A
SREGZ A FH A
[0064] 75 LUk BH )2 , BT IR A AT BT IR =52 DA 2 oA 1) SC AR <A, 3l 5 2 g Pl 3 ST A A 1
BRI R, R R AR E R A RGHAGE R, b ik RE R AGE REFE RS
5 U FH )R] A g R4 1 A5 45
[0065]  FFEL UL, fEIE A TR L inux R4 1 2 AR5 , Al 3E 47 AH B 1Y 28 7 Bl I 45
VB, AT 63 VEAR R 7, 5l 1k 5 B g AR ST ARG LI R S A3 iy e A 1 R
[0066] s PERN , Gn B2 , FE R 55 2 A0 A K B IR 42474 1 Linux B0 E TR
Jete HZ, URFHE B2 AR 7] Uiz 55 258 2 i she 1L A7 (e Bfishel 1, il 2 MU bl
W T 75 HEANTCP /UDP; 1 4 AR 55 3 » B AR L 32 30 B2 18 3K 21 B AL T 1 o 11, FE% Hodm &
AT N A BB HL O NMRE SRR RS /ete/passwd SRS AR , 1@
L shelljqah vimEREENERNAEZRE /ete/passwd,

10
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[0067]  fEvim HEENEENELEREHT vis write REWHEE T KProbe BPF
F2JF - 1ZKProbe BPFAZJTMEHT 24 1A FH I B I Z 50, $OUMF R Se it 54 LA B i ) A s U
1175 A /ete/passwd « Jete/ A/ XN H FTEGAEBIETGE, K /ete T
B T WA S8 3, W fish R 22 4 15 8, B I AR HFEE TR R AT, AR B B8 o5 1 ST A
() B AR BR 1215 BN /etce/passwd; i BPF £ 404 LIFREL T B oot ) C3EFR 45 B, b
i B SFAPHERE

[0068] s b FRUR B 2 A5 5, SLRREW R G K /ete/passwd (5B R R
vinfE B AR R shel S B, REENRIESE, I B R W22 6, MEN
BRI U B fE T e E B .

[0069]  J gl P Hh , FEuh s B EAL R 55 48 TR IR AR A BT it BN SO F oG
A BT 9 O e B A A% B 5%, AR il iBwebshe 1l IR  HIE T St Inotify 3L
PR WS35 0% B S 75 BN SO B s B R I, WRYR 5 RO, A P A Szt ] 2 AL 0 5 R A
% H N, R B R fE A% A BPF BLEL 6P 4 S0 e BT, Kok T 24
TR A IR T RS BE T

[0070] A5 13 , W B3PI 7S » AS STt ] 11 3 F-EBPF YL inux R Gt 4 M 4% 57k, vl 43 N
BB, BRI BeAis AT B B o

[0071] kBB :

[0072] 1) \i#iFBPF Hash-table mapflzdii% SoEmi%1) % ;

[0073]  2) \WIEEAL W 45 ) ST/ T Y inode Mlldevicenumber G £ 5D , Hordr, ik #1454k B
ik BT A B S

[0074]  3) .j#@IIBPF Perf-event arrayfl]@FHfFRAA;

[0075]  4) . JN#iKProbe BPFFLFEZ H bR RS0 Y A,

[0076]  IEATREL:

[0077] D) RIS () SO UG B, FF 540 W i ST 72 15 78 BT iR M 45 SCAE 31 R A
[0078]  2) 7 Pk SCAFAE BT iR I 45 SCAF IR AR N WSRO A, 65 B ik U A R
1% 2 PR HAF S 5

[0079] 3 it ik s 4P i RE b HU BT I A BA A P 1) SC A A

[0080] 4D \ N T-BK H 2 1) 5 8 4 i SO AR I

[0081]  ACSjita 5 #2417 — Fh & T-EBPF L 1inux 5 48 F 4 Wa 45 7532 , a2 7 W 4% S 4
PN J i A BB, b, B I W 358 SO 01 36 9 A 2 75 i s 3 SO T ME— B il BT ik
SCAIRALFE SO AN/ B SO A 92 s In#Kprobe BPFZE H A5 2 4o F 15 i, Bk H AR R G0
AR B S TR 7 A T A o IR B AR R G0 T A S T A UdE i BriRKprobe
BPF 3¢ B $8 /S 30 M — A 1 5 3 T L nux 28 48 S0 0 45 19 B i A48 SO A T f v —
P TR S A M 428 SCA T P P — s AR ) 7 SR 40 A ST A 0T 5 g M 42 5 2 BT IR 4 R A S A2 T
B gz, WsE I fridKprobe BPFRAR Bl 45 A SO 0 B AR5 I8 S A5 BT IR 49k B A ST A T
X R RS G S s BT IR B A ST 1) B A5 IS 2 5 BT IR gl B AR SO T} B2 1) 2R ¢
WG BAENFTIR ARSI, 3F & SO SR, RR8 A DL A SO IS 35 A7 AE I R AIK
NI HARECRE A R M DASE I U I oA SR G AR B S 1), T AE A N N A AR
B dERoot HERET , S IR I 28 SO S B o o0 1 ey AR e A5 L 9 HL AT BASR B3 B g

11
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SR BARERE

[o082]  ZE 5, GnEAFR , A SE g S it 7 — R TEBPFHILinux R I35 E
FLFE -

[0083]  ME#%AEAIALHAL0, T 8 L I % SO IUHI 3R K i 4% A BA A, Hod, i e 4% S
PEIF 2% AL B 75 A e 42 SO T ME— A U, BT 3 ST T 6 S A A/ BT %

[0084]  FE M MEHL420, F T m#Kprobe BPFZE HAx RS0 A &, Tk B ¥5 2 451
R R OO T 75 T R

[0085]  FRINREUEIHA30, F T FTid B Ax R G0 UR A 7 S8 A, WHdE R fridKprobe BPF
SR AR SO TP P — AR a5

[o086] W% WA H 440, F T2 T Linux R 48 SCHF B S5 « BT e 48 4 SC1F T A o — o
TR A M 47 S A IO ) — o T O B SR A A S T 5 e M 4

[0087]  {F B RHUBIHAS0, F T4 BT i 35/ SC A Tt M 4% , i i ffrikKprobe BPFSRAE
FIT 8 4 35 SO T 2% 4245 S8 S 5 IR Wl A SO T000) B 1 R G 1R S B s A &

[0088]  EHAFREMIHA60, HI T4 BT i 5 A ST T 1) B8 A2 A5 5 22 5 Pk e 3 A SR o
XF N ) R G0 S BAE NPT S BAF , 5 SO A e

[0089] 7 — L Sjiifs] H , B ik 2 37 M 4% SO TS 36 B M 42 A BA B, 04 - SR EUFT iR 4
P SCAF I e — AR 1, Jorp, BT IR ME — BRI 5 5 5 K iNode 5 5 3 - BTl 7 1 42 SO AR I3
FE—BR VRS E T IR Wl M 35 SO TR 45 B L, HKs Bk Je 4l in 38 & prid W 4 Se R 10181 22
s ST W B A RS

[0090] 7 — &L skt 451 v , By 2 57 M 4% SO T A 3R K M % AR BA 81, B4R Ry < i BPF
Hash-table map@ IS % SCAFIUAI AR, Horh, BT M 4% SO AR 0 21 36 22 i A 36 5 18 1 BPF
Perf-event arrayf . Wais=H{ERNT),

[0091]  7E—2esTifs) d , Brid B Ax RS0 A1 s 4s F i iR i 20— G SR SO
e | ARE A 2 B 0 T BRI B SO PR 1 R B, M ST A SO e R 2 1 BRI A8 2
SCA T 1 () R B, A7 ST A B R B

[0092]  7F—dGsftE el , AT ik 2 Birid B bx & G0 F 5 S A, W@ i fridKprobe BPF
SR AFAE SO TR ME— SRR, B 45 Bk B AR R G008 FH 1 s bl 8, D00 ek A& in 488 B
& H b RGP s AL BIKprobe BPF, JEiEid BT i Kprobe BPFIRHUAH 5 AF SO 101 (1) ME— 5
Ho

[0093]  #E—L&sTifafs] o , BT I 3 T Linux ZR G0 ST 45 74  FTd 1 358 A SO T P it — e i
T A7 M 428 S TP PHE — A TR A BB T S A 4 SO IR 5 40 e 4%, B4 IR iR 454 H %
TH P PHE— B 1R B gl 4 SR T M — B iR 5 2 T Linux RG0S IR 5 K Linux R4
P R ME— BR R A TR BT IR Wl R A SO R T 48 75 T ATl ol R 4 S TR B AR Y 5 £ BT
AR SR IO B A5 L T BT ol M 4 ST AR T B AR P 5 AR/ BT 3 A A A T
—FR UL T BT M 3% SR IA R P T BT R A R S A T e 48

[0094]  7E— L STifs) BT iR BT IR 45 A SOAR I 1) B8 AR A5 J2 % 55 I i e 3 S A T X}
L) R SR E BAENFT IR FAE B, 5k H SO AR, B4 - g H KPR X
TERTIR B P82 X DA 3 Wl 1) 7 sCHF 22 BT e 35 VR SO T B AR5 S s 4 i o
VE ST B8 4245 1B I 5 BT iR A SO T00GE I 2R 48R A S H B e 54, A7 N BT

12
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A, H R SO AR .

[0095]  7F—esjfs)  , BT iR 3 TEBPFIAIL inux R 4G Ak W #5577 , 036 < I8 Linux &
G ~F 4 R RS R B SR BA S 5 SREF R AT BT i A BA S P B SR A BRI L inux &R
LIk AR

[0096]  FF—LBsutify| &, frid L T EBPFHILinux Rt FHF i3t E , 1 T, B d Linux &
G ~F 4 R RS R B SR BA S 5 SREF R AT BT i A BA S P8 1 S A A BRI L inux &R
LI AR

[0097] 28 =750, WIS N , A St 7 —Fl B % %5500 , £ 45 4b B4R 520 F1 A7 fif
#3510

[0098]  Firid AbBE 2552038 1 1 FH BT ik A7 i 45 5 1047t I FE 8k 48 2, A FHAT W8 —J7 1
H AT — St 5] Bk 7 VD B

[0099] 5 5 JB7 1t BH A2 < DA b & St 4915 FH DA 35 BH A H 3 (R 3R O 2, T Al e LR il 5 S
2 IR IR A5 St ) A S AT T VEAE I L AR Sk B B RN SRR 2 R AR LA
SR T LIS HT IR - St ) i 10 80 B B R 7 S AT A 2, B T L 4y B A R R AR
A7 55 [R5 4 5 17 1 B 5 B B 4, AN A S AR 5 58 IR AR o I 25 AR FR A % S it 9 B R
T R .

13
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5101

BErEeEXHRF zr EE2EH0F, E4, KR
EX R ZALEFHEEXHENE—FIR, BT
ﬂi#ﬁﬁ%i#ﬁﬁiﬂﬁ%

7 g Kprobe
BPFEEHFEZARATE, TRXEHFRGRAAT AL
ERXHANEHFEANT &

:

EHABFRGRAY K@M, NEHFFAKprobe
BPF# Bl B E X F T 9P — AR 1R

‘
ETLinxZR XN EN ., FERREXHFRNE
— AR R R MO T Y e — AR R A BT Arid R B AE XX

FRAEER HE
'
FRRARBEX IR EE, W& HFEKprobe
BPFRRFIAMBEX AN BEFELRE FERE
EX I MR ZRA R R

HHERBEXHINEBCERRFMERBIEXF
B ENEGERAEREFEARTRERNLT], FEEX
EEERE

5102

5103

5104

5105

5106

AR

K1
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EEHfEvin L B2
vfs_write("/etc/passwd”)
i BKProbe BPF 1
dentry
o) [p— Fa4 monitored
1 64513/1048577
e A 64513/393217
Dev | 64513 2
o VEE - RIRNE
/var/BFI /proc/H #IR
dentry dentry dentry
Jete/ Name | ete Name | vwar Name | proc
BF1 Inode| 1048577 Inode| 131077 Inode| 1
Dev 64513 Dev 64513 Devw 24
LR \ l /
dentry
BRI |Name | /
Inode| 2
' Dev 64513
ZAR -
/etc/passwdifivimidtFE B L 8L

& 2

15
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i B PO &

3/5 Tl

e W msl & EHIA Kprobe BFF & &

mERbr B ¥ 7 BPF Hash-table map

e Wi #H 8 Inode F Device number

13 BPF Perf-event array

g Kprobe BF
=i EREEHT AT

RFMH
BREH
EFEENXHT

&

16
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/ 410
W % ST M

420
27 i /ﬁﬂ

430
*4 w/\%ﬂxﬁﬁ /

440
penwws |

450
2 & 3R BUE B /

460
E T /
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/7 500
510 520
17 i 2% -«  OEZHE
K 5
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