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APZ [A] [ R IR SE R o

[0046] 55— AP i B AIE B AN Z0H R ST 11 49 2 110 1 6 M SE R STAFHAP [H] [ S IG5 18 A Al
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SR BEIRSC , 7630 1 R IR AZ T 58 EE B IE 3 N A AN 25 60 Bl i 1 2 kb L KR AP ATSTA
()35 ) ()9 A0, FR B FH P 4436

[0047]  EEPYT5 I, A8 BH KTt it 7 — PhPRasig i i, Fridk 7 VA 4k -

[0048]  FEZuLESTALEFE N B 4 N AP Z )5, 58 -5 85— AP Z [ (1) 5 I UAIE B2 A AE
EEHITE 15 BN PTIA S —APRIMACHIE | BSx 3= %5 BH PMKCRI B 5 e B 25 BAPTK , BT IR 56 —AP A
Pk 55 — APIR AR J&

[0049] Pk STAZE R E VI #R BIFTIA 55— APZ 5 , 1] FITIA 55 — AP R 3% R F AT IR PTK N 2% Ji5 19
PR S

[0050]  JE i 7ESTAME M 55 —APYIH B 55 —APZ B , 5 5 85— AP Z M) [ BE B UIE B2\
NAIE B AH I L 153 55— APRIMACHE JiE . PMKFIPTK , ZESTAH 12 MBS AP B BIiZAPZ )5 , 4]
STAR 3% K FIPTK N2 i () B85 4 S0, A8 55— APSR FHPTK G I i 1 S04 i OSC BT iR 25, 3F 4R
A2 TG BRI N 3 B2 T — B0 SECSTARI 5 — AP Z [8] [ SR IBG , 1145 STAK y8 Y it
Tt e 35 A ) 1) () Y 8 (RIS I DT B 0O A TR) 9 22 0) , DI B b RR IR, 58 4 W] LA R Vo I PRV 25 75
3K, A RAREE P AR .

[0051]  EEFLTT I , AR B St S it T — PRSI R A, Ik RauOFE T S8 Bid
55— 75 [ PR I T AR R 2%, W an Buistig i e B BB Bl STA B 42 N mi AP BE—AP,
[0052]  EENTTIH , AR B St S it T —Ppudig e B, kA B AR T S g
8 77 [ BTIR B A BT, B AN AP B3R B T VAP(E BRI BT L STAME B3R B T |
STAfE B R IEHIT.

[0053]  EE-LJ7 1, A K B SERE I HR 4 T — P4 N s AP, BTk APAS 8 T S8 IR 58 =7
T I 1 7 V25 B8 T, A9 S 4 N 48 B 0 R ST B T A% B T B BT

[0054]  £5 )\ Ty i , A B SE Tt S i 7 — PR Bhul STA, Bk STAGHE H T SE 3L A 55 1Y
75 TH TR B 7 VR 55T, B e A HE A& 3070 B N SE R TG

[0055]  EE LTI , A BH K R i T — PP RIS R B PR B B AR  AA AR 5 AT
fift 25 TE R AL P 25 , Pk A7 4 4% FH T A7 i A OF R P BL BB, S ik AL 3 258 FH T s 47 3R
ATAFAEAEFITIR AZ 28 N I SRR P DA RS , BT DASRAT 58— 7 [ Pk R 7732

[0056]  EE T i , A B SRt R B AR T — Bl LRI A BT, T A7 i 2 0m AT 1Y
FEFPARRS , T P2 7 ARAS B FE AT 58 — 7 T ATk (9 7 VI HE 4 o

[0057]  EE—TJ5 I, AR B SE I FR AL T — BN RAP, T IRAPALHE « /7 85 . SAF 4%
TEEI AL R 25, TR A7 2% FH T A2 R P DL A, Y BT A b 38 2% F Ts AT BT 47
il £E PR A G 25 A B 3 e A S ABE ), W] DABHAT 55 =77 i Pk 1) 77 ¥

[0058] £t 75 I, AR R B SE e H i 7 — Mt AL AT A B, BT ARG R s AT
(RIFE 7 ACHS , BT i Ry AR A FE AT 55 =77 1 Fr iR i 77 V548 4

[0059] S5+ =751, A KB SL 9 fe fit T — MpRE Zhub STA, ik STAGHE A7 4E 2% . S5 4718
PEFE R AL IR 2E , BT iR A7 1 28 T A7 A8 B R 7 DA B e, >4 il b B 495 T 18 AT BB AT
FFAEAE IR AF A 285 N I AR P DA BASEE , mT DA ST S5 DU 7 1 Ik 1) 702

[0060] &5+ 75 [ , AR BH S R FR AL 7 — PPt AL AT A T, T A7 A8 4 omPhAT
[RIRE AR, BT Ry AR A FE AT S5 VU 77 10 B ik B 7 VK48 4

[0061] A% BH SEifa sl FR BER BOR 77 R SR I 2 AU A

9
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[0062]  JHILAESTABENEE —APZ & , TESTARIE N SR —APHI AR B 35— AP B 22 BLEE .
S IMACHE L \PMK PTK S5 B, , S8 BSTAFE N S5 —APTE 2 v OB BE DAILE VB2 A DALE L 25 81
Wi, R K IR /> STAIG Vit 7% Hh 22 BLAE BT HE 2R IR IS (7] o [F] ) 24 STARH 58 V146 21 55 — AP, AP
MRHE STAR AP IR [ 85— DR SCH N BB 15 Boe 15— B SESTAMI S —APZ [A] (] R K,
S A5 STAR 18 i 3ot 2 Hh 32 A I 1) B Y A (RIS i )3 ) B TR) 98 22 0) , DIk #RBR, 52 4w DA
W RV IPEENI 2575 3K, A R R H A58

Bft 152 AR

[0063] gy B i A iy 150 BH A BH S5 H B B AR T 585 IS T K ol S it 497 R 0 Hh e 7 AT
FHICTBH ] AR foT S i A28, 61T By L, T 10 3 o (34 B B AN AN e A R BH I — LS S8 e 451, o T
AU AL W ARN 7R, FEAT H A& VRS SR T IR T, 8 v] AR 48 1% Lo b B 3R A5 HAh
(IR I

[0064] &1 A%k B St 51
[0065]  [&] 22 A<k B SE i 15
[0066]  [&]3/2& A%k B S 5
[0067] & 4/2& A%k B SE i 5
[0068] &5/ A% & BH S it 491 2 (AL A STAR A A5 A I

[0069]  &]6& A= A B} & Jta 491 fAE 1) — i bR 8 & i 7 VA B TR AR I

[0070]  J&|7 @& AR B Lt 491 e (AL () STARE N5 AP A2 L ]

[0071] & 8a I 8bxe A BH Lt il F2 AL I STAR LSS — AP it B 1]

[0072]  [&]9a FTIE]9b & A% i HH <k it 49 & (S FK) STANT 8 —APHEAT BERE VR s =

[0073]  [&] 1072 A W SE Tt B R L I STARMISE —APHHAT G IR IR 7 = e

[0074] [ 110 1 1bae A B e 4] $2 A4t () STAS5 AC RADTUS IR 55 28 BEAT # N AE R 7R
B

[0075] ] 12a 1P 1 2b2 A B S it 49 R 1K) STARH 5 — AP AT 2 A I i s i 1

[0076] & 137 A% K BH St R I R PTR I 5 M s i

[0077] [l 14a TP 14bJ2 A B St 9 AR 1) o — bR delt g i 7 V6 A8 FLaE R I

[0078] &I 152 A A B S it 49 S HL KT AP R IR A5 B S5 A4 s e B

[0079] P& 1652 A BH S il 5] B AL P AR 3R S TAAE Al P BB LRI 904 J2. 1) 45 M 7 IS

[0080] [T 172 A B St 49 H2 A AR 802 . 1 1w R 5 BRI 25 W s i IS

[0081]  [&] 1872 A i BH S it 9] B A P B4 4 S AR o R I s

[0082]  [&] 192 A BH STt 9] B AL 1) — ol Rk 3 it 25 1) 465 M) s L

[0083] ] 202 A%k B S it (9 B AL A — e N s ) 5 A s

[0084] P& 2132 AN i BH S it 9 RS ) — i k% Bl 1) &5 4 s i e

[0085]  [&]22a FIIPE]| 22b & A% % BH S jt 4911 e (AL 1) — P PR TS i R 45 i s 2

—

SRR BRI T8 T 7 VR R R 3 B 5
SRAERTSEBLAP U 9 258 ZRA4 14 5
SRR BRI 18 T B R B A 45 H 5
PRALH 5 —APRY BE {45 H ] 5

= = = = =

AfksEiEs R
[0086] Ayl T 110 3R T S RIS DI T DI 5 A W P R 0 90
SR HE— 2 M P AR
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[0087]  BEFN TP A RIPAN RBALATATIS ] (93 : Any time) AEATHI AT (93 : Anywhere) &b
5\ 25 AT F S (B30 : Any thing) , BFRN “SATFA” XA P AL A
N GHR IR B [1) AR ) P SR, mT DAAEAT A B e N Al X 4% 5 il A

[0088] &I 1 Ay AR BH S it 41 i 4k 1) RO 8 i 75 VA L FIAERZ B 0 A s B s B B 2 LI
1, 55—AP 10F155 AP 204 N[A— k5 30 , £l N 45 3052 it I & — A To 2k )
(JL X :Wireless Local Are Networks, falFR:WLAN) o {5V 2% 3028 2 BT 78 M 28 4 1 FIE 35
HL 425 N IE B T 4550 . STA 60 4 FITAL T35 AP 201 IR 45 X 35 (B 1 AR IR 3%
BAAPHI RS X 3R) P9, STA 6082 N5 AP 20 (55 AP 207 HSTA 60 24RTAP) , 55 —AP
2032 N\ ARV R 45 30 , 8t 12 8 T X 46 5.0 A DA S TR0 2 7 B/ I 484 1 DA R Bl H 4219 T
] s 2 JGSTA 60BN E—AP 10MI MRS X3Py (B 1 kI B4 R R STAM B2 3l 7 1AD)
STA 604J#: |55 —AP 10 (35—AP LOFKNSTA 601K B FRAP) , 45—AP 10H3E AN 2430,
STA 60 7] LAZk &L inl 2 ) T /EM 4541 DA S B i A 0042, SEEAE B 70 A o STA 60 A EE AP
20171 ¥ B 5 —AP 1O, SR FHAC R BH S it 9] $ A 1) 7 VA SR I RUIs 8 i

[0089] K2 A 7E L BT BB H 37t T HAR SEIAP I # (1) WX 4% ZE A4 [ o I 2 s , =AM 58
—AP 10158 AP 2045 EAEANFALE , = NEE-—AP 10958 AP 20/ 280 fE . Hodh , IR E N
AR JERIAPH [A]— M NS #1285 (JE 3 :Access Controller, faiFR: AC) 5% H AR 855 bR 1R (B
:Service Set Identifier, &#x:SSID) AH[F| - STAR] BAFE H. 4R FE I AP Z [F) 2 3% , BT A —
ASAPYIH R F5— AP B 2B 7~ 5 — AP R B U A2 ], A I SEZ il 481 0] JHe AN A B i o

[0090]  7E[E 29, STA 604 HTHENE AP 20,STA 608 3) 5 7] B P # B AN —AP 10,
AP 20T A AP 103 5 N 1E #1288 (JE3C :Access Controller, faiFK:AC) T07EHE
G R A 230 ,AC TOXFSANAPIBECE B4 F P NS 34T B B A% ] . AC 7018
5 FIAER S H P IRSS (FE3C:Remote Authentication Dial—-In User Service, faifi:
RADTUS) Il 55 #5807 42 Gl H K A7 2635 42) , RADTUSHR 2525 80 4% FIAE VA ILE L B ALK (9%
W :Authentication.Authorization.Accounting, fajFK: AAA) ARSS 2%, SEIR FH P 2N AGIE .
[0091] AR WIAE BRI 28 ZER) 3G  — PO i@ e R B 90, T EAESTA 601 21|55 —AP
102 HISEIRSTA 60F1EE—AP 102 (B 15 BA8 B HARH , PRSI e B 7] DL B AEAC 70
b AT LA B AE S ANAP [ BT LSS TAC TOFIAPYE B . & 2 DA it 18 i s B oo ph 7 T
ACHIAP Y B AT I PE UL , 7E S BR B2, PO I8 Ui 4% B 90t 7] LA 1% B AEACEE & AP
.

[0092]  fE HAASEIN A, STA 60— % o, ] LA A To 2k W R vH AL, AT DL 2T
BARNTLMRE (J3 Wireless-Fidelity, AR Wi-Fi) BEHL 2 G FAL AR i 655 o 55
—AP 1055 AP 20.AC 703592535 4 , 0K FH 5% .

[0093] 5 EEUd B A2 , BT LRI 2 7 B BEAE AN R 8], A B AN PR il T 1t

[0094] "I [ 45 B H AZR 1) B A1 45 ) o SR TR AR D P S T 497 A1 P BRI Vi 206 B L R — AP
STABFAT UL o

[0095] 2 DL IKT3, BRIA I8 Vi 26 B OO AT LA g i FH 25 55 X 48 1 4 o PRl I8 i 2 B 9 ] DAL 6 —
AECE AU R ORI AR R — A BN L B EAL RS A B A 2592
DA S5 $2 L1935 501, R ER AR89 1 7] LA FH S 2894 -5 47 fif #8592 RN 15 182 11 93AHE o A AU H;
RN ZATLER A, P 30 7 HH P 405 P AN Al oot 285 L PR R 52, T DAL RE LL PR 7R o 2 Bl /1
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A, B A A R, B AN IR ) S AT L

[0096]  KbFEEFO1 A& P IS JiE 2% B 90 MK Fa il v 0o , R F 25 Pz 11 RN 2R B 7 e B AN PR V2 Ui
$ BRI A4, I IS AT BUIAT 4768 FEAE 25 92 I R 7 A0/ B, DA &% i A7
il AEAT ik 292 N B , BAAT BRIV T 265 T 90 F) 4% Pl I BB RN AL T K0 45 , AN 1T 6o R 12 i 2
BT R AR M 5 AR, AL AR 1 AT LA FE— A B — AL B A EE T, i A EE T T
PAAEd oAb FE B8 s (£ :Central Processing Unit, faiFK: CPU) B & P 2% b HR 25 (3 :
Network Processor, failfi:NP) 2,

[0097]  fF G 28927 I T AF MG AT RE T, 2 AR P 7] DA ER AL B 289 1 30 AT - A7 i 25 927] &2
BAAFEAFAETE T X FAEAE LR X, Jo i, A R )7 X 0] 74 B /R RS0 JAP1S B3R AU B AP
15 B REREIR STAME B IREUEH L STAMS B R IEARHL s /7 A HUR X AT A7 AR 4 sz e 25 B
Q0I5 F T B2 B B , 9t e ket 3 255 8 L R I I 255 51 45 L SHe A, 74 2592 DL 4% v el
BE LA EUAF 25, 7] LLEREAE 5 R A7 6k 2%, Bl 2 D — DN RERLAT i 35 1 IN A7 3 1 L B3R
Hopth 55 25 VR 274k 2805 o A R, 77 0% 239218 ] LA FE 77 4 s 45 1l 28, LR (It AL 289 1 5%+
RS20 7 1]

[0098]  JEf5HE 1937] DAL A7 Z6 I 2 2 11 (Lk fn DA 42 1) FTE 28 4 422 11 (b IwLAN
Be0) i b — P, 2 B i B 9038 1R AEAC [ B T T ACHIAPHY , JB /54 D 93045
AR 442 1 2 BRI i 2 90U AEAP I, 3 15 428 L1 A0 45 £ 0 48 432 11 RIS 45 ) 2%
B Gl S 93 AL FR 8391 #l.

[0099] A e , BRI IE i ¢ B 90k m] DL ALKEHr H % £ 95 LA B N IR 4696 i H 1 £ 95 A
BN 296 5 AL R AR LAHIE o i HH W #5957 DU AT 7 5 B I S /s 2% - 3B 07 8 (1) DTl
WA BT EDALEE , fan H I #9530 m] DUALFE i th 42 il 2%, FH DA SR A4 1 31 S8 7R BF L D0 &
BT EDAL S N 1B 4496 1T DU FH T B P 3 A5 216 38 0 BRUAe SR A L Wl 7 A i 28 L B3 f
AR 2 IR A% S N IR #9634 AT DAL FE i th 42 i) 2% DA FH T4 SR b 2 5k B SROPR B
FL s 28 B s T AR S5 A4 TN

[0100]  ZDLIE4, 55-—AP 107 DUARE HH A8 S5 M 45 10 4 o S —AP 107 DALHE — DB — 4
DL E AL AZ O AR RS 1L — B — AL B ENLAT AN TR A A 12 DL S E (5 $2
1135, AL 25 11 P DA AL 26 145 476k 25 1 200008 45 42 11 134 o AU AR 51 m] A
HRAFE, B4 7 H 25 R AN R 2 L I PR s, P DA L ] 7 B 22 B /D () A B
O A FEEGEA , B AS R A ER A A B H

[0101]  AbIRAR1LEEE—AP 1ORGFE GO, R P O FIZR S TR B2 AN 55 —AP 10/ %
ANHAY I IB AT BPATAF B FEAT 1 2 L2 P9 (R B R s A/ BAsE e, DA B A7 A FEAF B 45
12 BB , AT AP 10945 FhIhRE RN AL B AL I , TS 55— AP 1OBEAT 844 I 5 . AT ik
Mo, A FE LU LLERE— A BCE — AN PL AR T, 1% A0 R R T ] DA A g b P T (T
W :Central Processing Unit, faifi: CPU) B E W 28 b 28 (953 :Network Processor, fij
FR:NP) &5,

[0102]  f7fif 28 127] FH TAFAE AT AR BAFRE P AT LA AL B 28 1 1 3AT A7 127 3
TALFEAT TR 7 X AT B X, Jorp, AP FR 7 X I A7 A R R N & B 4
BRSO | fif AR 6 AR s A7 s B X ] AF A AR P S — AP LOM A A i G 2 1) £ » 491
U RS 32 BB L RO I A 25 B S L A, A7 A 28 120 DU HE R B A LA BT i A%, 3B AT DLAT,

12
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FEAE 2 R AT f 8, B 2 /D — AN WA AT A B 45 INAF 28 B A 5 R VR S A7 f 2 AT
FHRLHE , 4728 1 208 7] DLEOFE A7 B 2845 2%, DUAR ML HR 25 1 LN AF A 25 L2089 V7 ] o

[0103]  JEf5H: 1130 DAAFE A LR 458 1 (b n DAKIE 1) FITE 28 242 11 (b IwLAN
B GBSO ISFAL TR 281 145,

[0104] W]t , B—AP 1030 n] DAL 5 H 1 26 150 S A N T 4516 - %t 150 46 15 T N 1
1654021 AHE it B & 150 DAE T BoR 5 B B oR 8y FB 80 5 1 D is % 5%
HFEIALAE B 150 4 1 530 AT LA B HH a2, B DA BR (e B0 BN B L T 0% A B 4T
AL i N8 2% 16 7] LA & T F P N S A G SRob S B4 | P % 28 B0 A T AR
Z B B N 1B 16348 AT LA FE HH 2 il 2 DL T Ba i M Ab 28k B BROPR B L F T fil
EE NGy LE LTI & LTINS

[0105] P57 H T SEBILAS & B S 5 B AL i STA R B A4 45 #40  STA 60 7] LA B BE F L. T
BRI A i S5 LA B R FAL N, STA 607 ELEFESS 4 (Radio Frequency, fAiFRRE)
HL B 61 VAR — BB B EHLAT AR AN B AZ (2562 5 N R JT63 . R it
64 L IEKEL65 A 1% 66  TCZR R B (wireless fidelity, BiFRWiFi) fie7. A iEH —4
B AN PA B AN ERAZ O AL EE 2368 DL A HL YR 695 A o A AT B AR AT DLER A, B 5
71~ HE (R B 5 46 1 AN AE) R X STATKTBIR 5 , WT LAAHE LU R B8 2 B D[R 3R A, B0 4 & ik
BA: , B AN ] ) B A AT o

[0106]  AbFEZR684ESTA GO F& il Lo, FIFH & P [ AN 2R B8 EFL 2N STA 601 #5178
43 I IEAT BUORAT A B TEAT G 26 2P0 I AR o A/ B, DA B R FHAZ A AEAF B #5629
(IR, BRATSTA 6011 2% Fh D Re AL BREHE , A TATAFSTA 60BFAT HEAA I 45 . T IR , Ab 22 2%
68 A AL — PR AL FAZ 0o s PRI , AR 26 ST 4R Fl 0L P A FE 28 11 1l e 18 b 3 8%, HL
Hh, B AL R 2% 3 AL R AR R G0 P S AR AR R A A AL PR 2 3 BN T 2
A o T ABR MR AL, 13 R g 1R Ak 2R 28 1 ] DU AR R B Ab FE 2368

[0107]  fFfif #5627] F-TA7 4l & P 4140 25 FhEC B 2 80 A7 1 AR e DA BB, Ak 3
AR O8I L IS AT A7 1E A7 25 6 21K B R 3 A BAR L, T FAAT 25 Fh D 6 B2 FH DA B B 8 4k
A7 256 27] £ B FEAAAETE T X AAEAE LR X, o, (28T 7 X AT ARG B E R 42
NE AR B N 58 AR s A7 i B s X n] A7 AR P STA 60145 I B 22 (10 £ 5 , 497 e 5
F B T I I 2 S L A, 47 i 256 2] DAL S R BE A AT A it 2% iIE AT LR E 5
RPEAFAE RS B0 2> — AN RERLAT 2517 N AR 28 BUHAR 5 2 PR [ A A7 i 284 o FHRLHE
FF 286210 ] LR A7 2845 2, DAFR LA 23 68 AT N B TT6 3% A7 il 2R 6 21K 15 ] .
[0108]  RFHLE{61A] TR AS B BUE TG FEH , 15 5 I FRUSORI A ik, 45 il , 4 sl (1) T
1715 BRWUG , A — A EE — N PL E AR 2568402 L 3% , R 6 T L R EAN PR TR 26
AT VAR ARG S S B (Subscriber Identity
Module, fAIFRSIM) R WSO ABEHL ARG 45 (KR AR 4§ (Low Noise Amplifier, fBIFKLNA) |
R4 55 o Ak, REHL P86 130 ] DAIE I o 263815 5 ) 2 A A 1 260845 o Pk T 2238 /5 AT LA
i A — G R AE B, BFE AR T 22K 301l R4 (Global System of Mobile
communication, fAFRGSM) il FH 440 T2k IRk 4% (General Packet Radio Service, fai#k
GPRS) A543 2k (Code Division Multiple Access, fAFRCDMA) « 55 H A5 43 2 H (Wideband
Code Division Multiple Access, faiF#RWCDMA) . K #AvE 3 (Long Term Evolution, fRj#R
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LTE) < HL FHBAF 55 78 B IR SS (Short Messaging Service, falFRSMS) £,

[0109] = WLEI6, HooR H T AR BR S it 491 4 (4t () — P98 i 5 v, 1% 7 VEAE E LI AR Y
N 37T 5 SR FHIE 27 75 (4 ) 24 B ) SE I Id 2 i« I 6 BT » i 5 1A AL 4

[0110] A IES301:STAFENEE AP,

1111 FEARSLEHH , 2 WK T, %P ERS301 7] LAAFE:

[0112]  JBIES301a, STARINLE —AP;

[0113]  BBES301b, STAFIEE —APHET BERE AL ;

[0114]  JPIRS301c, fERERIAIEINIL 2 J5 , STARISE —APHEAT OCHK

[0115]  BEES301d, ACH| FHRADIUSHK 55 2856 STABFAT B2 NAAAIE 5

[0116]  PUES301e, fEHENIMIEEIL 2 J5 , STARI S5 - APRHT 2 BH Up R

[0117] Moo, ACH T & B ANz AP

[0118]  BEREINUEAEAPYE AT STA{S F Y 2 2 18] ) To 4R K

(01191 SRIIE Wi Jo 2R B % 1 TIC B 240, 4 Syl 2 0O A5 T LR W) o 2R % o

[0120] 2 NIAUE &2 XS START B A 3 AT 5600 , 43 B STARTAP L [F] % 21 mlex) 32 25 81 (93
Pairwise Master Key, [&i#K:PMK) , PMK ySTARIAP . [R]85 48 FIIK) BT A3 25 B0 1K) K U5 . 49 4,
STALFIAP LA A PMK 1 A& B AH B 38 15 14 25 55 , STALFTAP2AH FHPMK24E fig AH T3 {5 1) %5 5 , STA2
FIAP1AE FHPMK 34 5 AH L3015 (1 25 50 , STA2 FIAP 218 FHPMKA/4 i AH FL 3015 1 2541 .

[0121]  ZEA PR A& 5 T STARIAPAZ 11115 2. LA S PMKAS 21 B x I By 25 80 (JE3C s Pairwise
Temporal Key, f&#%:PTK) , PTK FHTXFSTAFIAP . i) 4% i () B4 n s

[0122]  FEARSLHE A — P2 B 7 U, 2 LK 8a, 1% 8 #8S301am] LA A4

[0123] 1 STAESZHFFIIGIE FARIR AR IEBRINIGE K (F3C:Probe Request) ;

[0124] 2,58 ZAPHUR BIFRINIE K , 1] STAK EFRIMA B2 (J£3C : Probe Response) o

[0125]  7ESb AP BTy 20, STA S B4 41 JE AT 42 N R AP , LA 5 JE ) m] 2 NI AP, J IR
AP I8 SERC

[0126]  g— Db, TIE K ] LLAFEAPHI IR bR iR (JE3L :Service Set Identifier,
fAI R : SSID) » F A2 BIFR DG R AT AP 2 G BRI SR FR I SSID S B B (I SSIDIRFAT L ¢, 2
RPN SSDTAH ] M ) STA A IEFR DU g 52, PR b R XA SSTD -5 883U =K o (9 SSTDAH A (T AP
S [Al STARIE W BL, (H - T-STAR BLAT 7 AP

[0127]  FEARSZHEHIN 75— PPl 75 s, 2 ILE8b , % P BES30 1am] A4 :

[0128] 1,58 —APRRRF 1% & I HH A I 5 b (3L : Beacon) i ;

[0129] 2, STAEZR BN SE —APRIEFIF FRMil o

[0130]  7E b AT T7 20 H , STARE Zh 558 455 AT 422 N B AP R 35 B 45 At , DA e Ja] [ ] 422
ANWIAP, 5 FF RIERITE R AL , B B2 OE AR AT LK K948 STATHFE I HL R, S HL 1Y)
5 o A S RSB R )

[0131]  fEHAKRSEEL A, 5 A AT LA N100ms , 5 Fn i n] LLADREAP SSID . S HF il 4%
[0132]  FEASZHE I —Phac BTy 20 , 2 WK 9a, 1% P BES301bA] DL ALHE .

[0133] |, STA] %5 —APK IEBERK UIEIE R ;

[0134] 2. %8 —AP[A]STAKR L BERE AL K o

[0135]  pb RS2l 7 AFRAFFIR R G IAE (JE3C:Open System Authentication) , R ZESTA
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RAZINETE R , APES 2= e v HAAE S, B B8 V2 0

[0136]  fEASLEI) F3—Fh LIy s, 2 W 9b , %P RS301b 7] LAAL4E

[0137]  1.STAM] 25 —APK IERERK IAEIE R ;

[0138] 2,58 AP Rl BRI 1, HF R IRL5STA;

[0139]  3.STASR TG BC B 1 25 B Bkl k5 1B BEAT I8, F006 02 5 1 Bkl vl R IR 5
AP,

[0140] 4,55 AP FHTR G L B 1K 25 BT K05 25 STAI B 15 AT N, I 1843 201
2 BB T S B B TS R R E AT XL

[0141] 5. YPAFRERFTEARIF B, 55 AP STAK 15 BE % U E MR B .

[0142]  {EsEfR B o, 76 TG e B 25 B3 R X R H Ok a6 AR Il S0 08 1) U7 b 48 i AH
(7] %) 5 SR B SCHEAT TN FAR % 18 50 BB OL T, 38 AP/E SR 40 th i m] UK FH TSR I B Y
BN N S PR TS AT R RN AR S BB TR 5 R 45 STAR Bk R w5 AT
XF LG, RIS T DA SE IR BE S AL

[0143] RS2 77 2UFR N AL B AL (€3 : Shared—key Authentication) , HF
STAFIEE AP TG L B (1 % B AH F], A Rl ik BE B VI , A PR

[0144] w3kt , 2 WLIE10, 1% B 58ES301cA] L ALFE .

[0145]  1.STAM & —APKRIEFELE R

[0146] 2,28 ZAPFRR BISCHRIF 3K , [A] STAK I SR IR M L

[0147]  Hirp , SCHKIE RALFESTARY SCRFE 2 B8 IR 55 L& (JE3C:Quality of Service,
fAI K : QoS) VEE AR J7 20 28 SRV 5 o T A AP AT LA a2 STAZE R ICIE SR v i 225K, 10
[A] STARIE JG IR A B, F 4% HE STAZE S IR 3R o 1) R AL S s , DL R B PR e i v iy 2 4
AL A AT LSRR, 78 e S , STARIAP 2 7] 1) o 22 B R 37 58 Fit o

[0148]  fEASZHEMIH) —FhsEBLTr b, 2 WK La, %P BRS301d Al L4«

[0149]  1.STARACK EENNIEE K

[0150] 2 ACEE BIIAETE 3K , 18] STAK 2 B 31 5K

[01561] 3. STALUL B B35 K, MIACK ESTAIK B M5 2., B 45 BASE F J Rl

[0152] 4 ACHESTAR) S5 B K Z5RADTUSHR 55 7% +

[0153] 5. RADIUSHR S5 #5420 2 B 415 B, IAIACK 15 ALHE A B IR 55 2 [ AE 15 5

[0154] 6. ACKFAL4E L B IR S5 2R I IE 4% ) 45 STA

[0155] 7. STAF B HE A B IS5 B3 AR S , %o Bl 45 28 IO AIE 5 3HAT 301 , 363 i 2h fa 7
A AL RS & OUPRATIE %8 (JE3C :pre—master—secret) ) , 3R HA X R AL 245
FR AT N, IR T B AL D 5 A2 PV 5

[0156] 8. STAMACHK 1 STARE AN f (1) Bt AL 25 6 o 5

[0157] 9\ ACHESTARUE 5 AT N2 f (1) BE B35 A5 H % R 4 RADTUS IR 45 2% 5

[0158] 10 RADTUSHR S5 #5368 UESTARIUE S , BIE 5l Dy I % FHARABRAS I i i B AL 25 6 s g
ITfEE, LT B ML E D AL R PMK 5

[0159] 11 .RADIUSHRSS &5 (A ACK 35 2 NV AIE A B2 FIPMK , ACTS 21 PMK 5

[0160] 12 AC[H] STA%L & 43 NANEMA B .

[0161]  FEARSZHEAI 7y —FhskI 7 20, 2 WK 1 1b, iZ P BRS301d ] LA 45 «
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[0162]  1.STARIACK ZERENNIEERK

[0163] 2 ACHAR BHATEIE K , A1 STAR IE B 15 3K 5

[0164] 3. STAZW B B HHE K, IAIACK IESTAIN B35 B, B3 BAFE ARk,

[0165] 4 ACHESTAK) & 1315 B e K 45 RADIUSIIR 55 25+

[0166] 5 RADIUSHRZS #5UX BI B 015 B, IFIACK I IE 46 & 5

[0167] 6. ACKE AL UG BHE R 45 STA;

[0168] 7 STAZEURXBAIEFEHTE S , HACK IE ML S, VAL TH B AR N H/E5F£ %
AEHJZ (3L : Transport Layer Security, fal#R: TLS) PPSURAS . & 1f bR IA &S

[0169]  8.ACIAIRADTUSHR 55 2855 K ANE W & 5

[0170] 9. RADTUSHR S #32I BIAIESR 2., RIACK 15 B 45 A BH I AR 25 2R I AIE 15 5

[0171] 10 ACKEH5 A BHII MRS 2 IE 1046 K 25 STA 5

[0172] 11 .STAB BIALHE A AR R 55 23 HOAE 1S, 5 AR 45 28 AL P AT 6L , B Al h i
FEAE—NBENLERD IR A A X BE ML B RS E AT N, S TR AL A HR A PVK
[0173] 12, STAIRJAC 3% STAIIUE -SRI IN 2 J5 1 BE LG &

[0174] 13, ACKE STARYUE LRI AN i 1) BE AL 25 5 £ 5 R 45 RAD TUS IR 5545 5

[0175] 14 .RADTUSHR S 25 BGAESTARAIE 15 , B81E Al Th f5 R FHRABH XS 2 5 1 B A1 2 R o g
ATAE T BE ML AR £ A B PMK

[0176] 15 RADTUSHR 25 %8 [41 ACA 325 #2 N AAIE M B FIPMK , ACS 21 PMK s

[0177] 16, AC[H] STA%E K #8 N AL B

[0178] 75 LU ARG JE , ACAE BIPMK 2 Ji » B ] KE PMK 5 S AH 2T AP, PRI I £ 24 APFISTA |3
B IFPMK

[0179]  gt-—20Hh , DASGUE IR 35 28 B E 15 948, 38IE i 5 m] BASR T 7 RS8R «

[0180]  RADIUSHRSS %K FIAL B XS U B A5 B HAT N , 158 2128 4 , Ui M5 B FE MU AL -
Tk AR 7] 45

[0181]  RADTUSH i (5 S 5 RABHUT L1 A BH ANI2E 44 40 B A F R B 45 STA 5

[0182]  STARZUL BN EL FAE 15, K FHBUCTHIE 59 (19 A B0 BT IE 1 (1 28 B - AT A2, 0%
fif s 4 SR 5 B AR P B Uk B BT AL 5

[0183] Mg o B G HFUE T I Ui (5 B — B, 38 UE R 2D 5

[0184]  yfigesis o 5 E AR+ Y U S B AN I, 3R

[0185] W] DATEfgHh, IUESTARE P AT LA FiR it FEI40L, FELE AN FEPEIR

[0186] Wk, 2 WIK12a,iZ% B HES301e 7] LLALHE .

[0187] 1. STAMIEE AP 51 A4 i B HLEL s

[0188] 2. %% AP HE APAE IR BE LA 45 STA

[0189]  3.STAE:T 85 AP B BENLEL . 58 —APHI A J vy ] 45 il (J£3C :Media Access
Control, faFK :MAC) Ml . STAA B (K BEATLEL « STARIMACH HE  PMK , S MG 75 (£ 3 : Hash) &
1EAEPTK

[0190]  4.,STA[H] %5 AP IESTAAE B BEHLEL 5

[0191] 5,55 ~APEE-T-STAZE AR HIFE HLEL . STARIMACHE JE L 58 —APA: I BEALEL . 55 AP
MACHI 1 \PMK, SR FHRG Ay B34 P TK
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[0192] 6.4 AP STAKR 3% 235 PTK[F) 8 %0 5

[0193] 7. STABL B L AEPTKIV AN, 22 BEPTKIF (1] 55 AP R IR 2 AP TK P 51 5

[0194] 8,55 —APHL B2 AEPTKIF I AN, 2P TK .

[0195] K13 APTKI &5k n B o G 137, 24 % FTH 0 ae B AR h e B 5 AL P il
(FL ¥ :Counter Cipher Block Chaining Message Authentication Code Protocol, {#
PR : CCMP) ), PTKI0~ 127 b RF (3L :bit) N BHIAIA T HA (S :Key Confirmation Key,
fRIPR : KCK) , 128~ 25500 Fr A2 AN 25 25 50 (JE3C :Key Encryption Key, & #%:KEK) , 256~
383LL R M N2 % 80 (JE3C: Temporal Encryption Key, f&I#K: TEK) s 4K H G 250 56
P (J53C: Temporal Key Integrity Protocol, faIFK: TKIP) I, PTKII0~127Ek 47K
KCK, 128~ 255k 4 NKEK , 256 ~383EL 4 A TEK , 384 ~51 1 Eb 4 Ay lifs I ¥ S8 58 2 P A A 85 4H
(FL 3 : Temporal Message Integrity Check Key, fai#K: TMK)

[0196]  fiLikth, Z WK 12b, iZ%H8S301 et Al DL AL HE

[0197] 1.5 —APAERRA FZ4H (G :Group Master Key, fal#k:GMK) , 3& T OMK 5 L 4H
) 255 (530 :Group Transient Key, faj#R:GTK) , 3 5% FHPTK MG TKIEAT TN 5

[0198] 2,45 —APJAISTAKR IX NE5 J5 IKIGTK 5

[0199]  3.STARFHPTKA! N J& (G TK AT fif 2, 13 BIGTK IR 34T e 3%

[0200]  4.STAM %5 APK % T8/~ 22 BEGTK IR 18 51 5

[0201] 5,55 ZAPEA BIFR /R 2 BEGTKIN A, 2226 TK

[0202]  JLrp, GMK Ay — AR ALEL , FH R AR G TK s GTK A K i 20 3% AT 5 SC s PTK A R A
RO

[0203]  FEFEYLIH K& , ZESTAFIAPH , PTK  GTKES 85 £H (1) 2248 L P8 5 B8 SHAFAd AR & L LA
BEREI S H

[0204]  HH-T-STAR AN ZE —APEA 7 | 58 BE M IR 55 TN, BE B VOIIE L R IR B A AIE 25 R W i
AR, R 5 AP E A STATEWLANA B IR B2 A FIAP

[0205]  7EAHRS3012 )i, STAT, # AWLANHR ) —ANAP (AR SEZ i o R 88 —AP) , U BHSTAD
Z2 I WLAN 2 NAAAIE , STARY AR AR B 1 AT ARAIE o 8 T 38 Ho BT 34T 22 IR R ST 7R S
IR N ANIE T FE 91 K = A 18] DR X STA R T4 B 14 F2 3 1 # 21 WLANH (1) & APRY
STAFE N BT R AT TRI4L , T2 2R AESTARI) 4 2 (1) AP ) 5 7 %2 A AR AL S 5 4 1) o
LR BN o ELAR L, AR ST ] 7218 YRR R, R PR I8 ke B AE STAYT) 4 B AP Z |, SEISTA
HIAPZ B 45 2AC B, STAMIAPIAZR LRI AT 7 MACHE diE | i B 47 PMK ., A A A P TK 5 58 Bt STA
AP [8] ) FE R VGIE VBN AIE S LA BB UN RS « D3 7h , AESTARA & 1 # BIAPZ J& , APARHE STA
[F] AP35 (1) 5 — AN B R S P S B 15— B SE RS TAFIAP Z [8] Y O Ik o HoAds LR 3¢
[0206] D ERS302: 55— APYE 5 —APHIHRAE/S B R IR 45 TRIBE iF e B . 1% D IRS302 5 D IR
S0 PHAT A S G i o

[0207]  FEASZHEM] H , 55—APEE —APRIAL G 55 —APRARAE (S B A0 55 55— APHIMACHE hE
MG —APA: I B AL AL (JE3C :Nonce) o Hodt, BEHLEUE 55— AP T — M2 ANHISTAAE B o
[0208]  m] i, 5 —APHIFFAE(S Bk AT LA FE 55— APR FH 0 N B0 7 96 A, B A
A AR STARE NAPFT & A2 L5 B E .

[0209]  7EHAKRSEINH , %D BRS3020] DAL FE
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[0210] PRI JifF 2 B i 2 STATE N BE AP,

[0211] PR v BARAE & MAPRI A B 0w Fr A 55 —AP, JF 1R B 55— AP R IEFRIE(S B
e HUE R

[0212]  ZE—APHRUR BIRFIE (S BAREUE K, B CRIRHIE S B R IR RIS T E

[0213]  E4AH, bR 18 3 B M AEAC I, ACH 55 AP £ 4, A LA XS —APBHT
P AN T, R teACTH] LLSE T 32 50 i) 55 AP 7 U A E STAEE N 55 AP, ta] DLiE Rt 2k
5 AP FHEIE B E STAFE N EE AP,

[0214]1  [E] R B FACHE $2 B AN FRAPHY , X BEACE. J1 3 NAPI f7 B, BE i # 2 HAE N —
APHIARJE O BT 55— AP, 43 Tl 1] AN 55— AP R AR5 B3R K , FE 40 B — AP0k 3
FHIEE BIREUE R 2 5 [FU 2 FRHIEE B .

[0215] >y Pujstig i B 3G R AEAP LNy, 58 AP b5 (1) PO I8 i 25 B 2 AR m] DA E STA
FENEE AP,

[0216]  [F]R T 38 AP SACH %42, ACT] AKX S5 ASAPHEAT $ il R 2, T @ T A AP
B &, BRI 8 APT] LUIE S (A1 ACTR IR 1 3R (1) 77 AR ML BIVE R 58 AP AR BRI B 5 85— AP,
& ASAPZ AR 2 A 2 3% 45 , 33k 1 ] DA 1) 8 AN 38— AP ROIRFRAE /5 B IR BUE 3K, U
— APFES B AE (5 B EUE SR 2 )5 [l B (KRS B o

[0217] 24 Huist i s 255 B N7 T ACHIAP 1 BN, HRId 8 Ui 25 B mT DL 5 AC. 5 ANAPA RiE 42,
I I ACK %3 KR E 7 R B STAEN S AP DL KRB BIE A 55 —APRI AR SR BT A 55—
AP, ] DL e ) 4% ANAP R 3£ 1K 7 s 8 STASE N 55 AP DL KR BUEIAE A 55 — AP AT 1)
BT 58— AP, BE 1M H 18] 254N 35 — AP R HRAE(E B AR K , I 820 88 — APERI RI4HIE (S B
FREUE R 2 S5 B2 I RHEE R

[0218]  [&]6 A 75 PR % 7 2% B M ST T ACHIAPIAE L T, SEILSTAM 5 AP 18 i 1) 55 —
APH I R 7~ B I 5 A8 BRIV 5 2 B AEAC E RIS R, eI PR g Y i AR AT BAZ
B 14a s 70 PRIEIE 26 B B B AL S NAP R LT , SEBLPEE i AR T A S LK 14b.
[0219]  APURS303 .« PRistig JiF 2 B 5 — APHUAFIE (S B K 45 STA . %8 IR S3037E AP 1 S301
ZJaHAT .

[0220]  EAdcHh, 4 Heidig i 2k B 3% A2 AC_ B o T-ACTIAPL B I, ACHS 55— APRY HF
fIEf5 B RIEE 56 AP, 8 AP L STA ; M PR I8 Vi 2% B I I 7EAP 1), 55 AP R
IS B EH B AP R E S BURIE LS STA,

[0221]  7E B ARSI, Puidkig e B Ak 5 —APARIE (S B ] LA FEAPAR I W HF
fiE 2 ARFAE S AVRFAE B ALEL 901, 2 LI 15, RS e 26 B 0K 1) — AN 5 — AP R AIE
SR NAP ID1 (APARIR) MACT CHIIERRAE) « /5 2N brifE (9€3C :Advanced Encryption
Standard, fAjF : AES) I35 (‘22 4 45ME) 2. 4186 (FHHAFE) Nouncel FENLED ; Bk ig
T B RIEI A — A B AP ERIE (S BAREAP 1D2 (APFRIR) MAC2 (W FRAFAE) AESHNZ
(L AHFAE) 2. 438G (FHATHFAE) \Nounce2 (FEALED o

[0222]  JDURS304: STAHE A BE AL I A b 4h RIS FAE E .

[0223]  H{AHh, 24 BRI IE s 25 B 3 S AEAC_ BB ST T ACHIAP 1 B, STAKE STAAE A 1K)
BEALELUR S 55 AP, FH 55 AP STAAE S I BEMLEUFS 45 AC s 4 PUistig e 2 B 34 W /EAP
I, STAELH24G STAAE R K B AL UK IB 45 55 AP L3835 (Y Bsig iF s . .

18



CN 107690138 A w Bg B 14/18 T

[0224]  FEEULEHRIZ , ME N ZAPRIABIRI SE—APT BB H 24>, LLB STAZ £t X B — A58
—AP, A R —ANFEMLEL, FE R AR R AP Ho, AN — AP R BE HLE AT BE AR ,
AIREANA] o SETINF , FH T4 STAZE Bl BE LA R 45 55 — AP 24575 55— APIMACHE L , DA
BRI I i 2 B AT DA #5710 55— APIRIMACHEIE , [X 23 % AN BE LB B (1) 55 —AP .

[0225]  7E HLARSEZILA, B0 AN 55— AP R IE I B AT LA FEAPKR I L BEALEL . 1 20, 2 I
BI16, B A — AN EE—APRIER T B AAP 1D1 (APARIF) \Nouncel (BENLED s % 55— 48—
APRIEIIIH S NAP 1D2 (APFRIR) \Nounce2 (FEHLED .

[0226]  JDIES305: STAHHE 75158 —APHIPMK, FF 24 T %N 55 — AP PMK T 5 HEPTK

[0227]  4ij Fir ik , PMK -5 STARIAPRE [R]4F Bz, B T AR SEJita 451 h R 8 S B —ASSTA, IR L BB
K FHAPIX 43 £ 1~PMK

[0228]  m[i%Hh, STAHATE 55 —APRIPMK , ] LAAU3E .

[0229]  STAMRHE 55— APHIMACHE I , # 78 A& 15 22 47 A 5 — AP PMK %2 42 R Ik (€ 3 : PMK
Security Association, fajFK:PMKSA) ;

[0230]  4STAZEAFA 55— APHIPMKSART , 3R HL 228 471 55 —APRYPMKID ;

[0231]  YSTARA G247 55— APRIPMKSART , S8 802 . 1X P 5 B i 52 55 —APHIPVK

[0232]  FESZRR N A, BT 33802 . 1X P i A2 BRI EXPMK Y Je 25 YR Wit 58 # , 1 B ) 7] ¢
K, Rl STA S X 43 21 (1) PMK HEAT 22 A7 8 0 B 347802 . LX B i A2 B8, STARAAZZ A7 (1) 3l =2
PMKSA . PMKSAHD AP FIMACHE 11k . PMK ) 4= 75 J&L 8 A S PMKAR IR (6 3C:PMK Tdentifier, fi]
FR : PMKID) , PMKTD HH PMK . APFEMACHE 31  STARIMACHE HE 2515 B3 AT G 75 1+ 515 3,

[0233]  £EQ02.11rFr#fEd, S WELT , EHEHS K =R, = 25504 5 APMK_RO.PMK_R1.
PTK.PMK_RONES — 22550, & NMAPHIPMK_ROSZ AH[F ) s PMK_R1 A — 225 4H,PMK_R1E T
PMK_ROFNANAPEAEAS [F] 1945 8 (WIAPHIFR ) T AR 2, %S APRIPMK_R1E-AAHIA s PTK AN
9 R, PTKEE T-PMK_R1THEAS B XA —J7 I AESTATR i , AL 3 ¥ /2 PMK_RL, FH T %
ANAPHIPMK_R1 - ASAH TR , DR bk RIS PMK R4 A5, 1 R 06— AN APIE sz, e & PR s
— 7, FEC AN APHIPMK_RIEIE O , AT BAAF 2IPMK_RO, F2T-PMK_ROAT 55— MAPHI(E
2, B A48 BiZAPRIPMK _R1, 3k 1M 3 T-PMK_R1 B HEPTK , 8 o AT RS 19802 . 1xAILE , 4
K T ()

[0234] Y& FIRIE T, STARAE 55 —APFIPMK , A] LD HE -

[0235]  STAJETPMK_ROAIEE—APHIFRIN, +15 H 55— APHIPMK_R1.

[0236] il 4m1, AT LASR FHB02. 11 & SCI) % A A Bl R 2L (953 : Key Derivation
Function, f&j#% : KDF) , J& T2 AW AR S HEbR IR (P : Service Set Identifier, faj#K:
SSID) I . SSID. ¥ B B A VEFR IR (FE 3 : Message DigestAlgorithm Identifier, fi
TR :MDID) \PMK_ROZ R 75 45 1 1 B  PMK_ROZK R 75 #5 (W AR IR (5 B, 11 5t PMK_RO 5 33 1M 5%
FH802. 1 1rH1 58 SLKIKDF, 2 T-PMK_RO 7K ZEPMK_R1 MK 75 28 AR R 55 B, 7+ 5 HPMK_R1.,
[0237]  Hkdth, BT A E—APKPMK & HIPTK, 7] LA HE :

[0238]  STAJETF 55 —APHIMACHLIE 55 —APA: B A BEAILEL . STARIMACHE BE L STAAE 1 FAI Bt AL
B LA S 58— APHIPMK , Al FHRG A S0 H B PTG

[0239]  GHHGFTIA , 4 M FE N RIAP I # B L & AP, P DA TR AL FE , R 75 SR HL— Ee
(1) 5 B0 ST 22 A UE B AR S B e 1 TC 2R B G HD ], E SERR B o, STAHR 2 ST 2R A7 PR E 3%
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HEAL TR BB TR M S AL W R o

[0240] H—
AP & STA 8% | AP 4 & |PMKID | PMK RI | Ae & 3 & Faa
[0241] | MAC Huib | SGMALEL | S9RALEL B

[0242] P B EAE—APHIMACHEE . STAAE R BENLEL . 55— APAE A B L PMKID
PMK_RT 1% 25 85 4 B2 26 50 A R0 ) o L, 2 8 BH N PTKHH (1 TEK, 47 2226 BH NPT Y
TMK o 75 ZE UL IR I A2, R 0 B o] DARR 32 NAPSERR BT 75 (19 S 20347 I

[0243]  JPERS306 - PRk i 5 B IR BLSTARHFFIESS B o

[0244]  ZEARSZJEH]F , STARHFAE /S B A RESTARIMACHE HE . STAZE i O BEHLEL LA JZSTA N
55— APAE B PMK ) R AIEAE

[0245]  7E BAASZI A, STAAE B BE LB STA R 3K 4 DR adie i 26 B, A INF AR S TAA: R
B AL ) ST R 2 #5717 STARIMACHE M , PR3 8 7 26 B mT AR SCH SR ECSTARIMACHE 3L « )
A, R T8 I 2 AT DL S 5 T APHE B STAIIMACHE B o STAR 55— APAE R IF) PMK (1) 47 AE 4B
W N E— AP PMK DB 55— APIYPMK_R1, RADTUSHR S %8 7] LA 5% FI -5 45 B S305 41 STAR 5& &5
—APHIPMKAH [F] 1 77 28 78 STAR 55— APAE RV PMK YRR AR , B PMK I RRAE(E R 1B 25 AC.
WIS B IR AEAC I, AT DL B B2 3R ER B STAK 55 — AP AR B (1) PMK 1) 4R AR AR 5 01 SR R ik
182V 2% B R AEAPBUM S T-ACFIAP 1 B ), T ] DA Jd i 5 ACH) 22 TR HXSTA N 85— APAE A%
[¥IPMK ) R HE AR o

[0246]  DERS307 : PRI V74 B STARFRIE S B R IR 5 —AP,

[0247]  HAkM, %5 ANAPZ A L4z , B ANAPFIACZ WA £ 7%E 4z , o 12 i 24 B W B 7EAC
B AP L, Y] DL B STARI HRE (5 B R K45 AP R 18 i 265 B T T ACFIAP IR B I, B
HS R E HACHIS AN AP 2R 42, 7] DL BB STAR RS BRIRZ5AP

[0248]  DEES308: 5 —APEAL BISTAIFRE(S B , 2 T STAIHRE S BT & HPTK.

[0249] B 4Akh, i BRS308 7] LA 4

[0250]  E5-—APIET 55— APHIMACHE I . 55 —APA: i BEHLEL . STARMACH B L STAA: B B
HLEL LA R STAFI S — AP PMK , 1) FHIR& 75 Sk 1 B HIPTK .

[0251]  FEsEhr A, AP EE A ZE A TR, TN R R

[0252] F—

STA  #9|8STA £ & AP 4 & |[PMKID PMK R1 e 55 48 2 | F 2w
[0253] | MAC bk | sMALE | A5 ALEL HE | EA |

[0254] K BI4T STARIMACH 1L\ STAAE Rl (1) BE ML AL L 55— APAE R BE AL AL . PMKID. PMK_R1 .
TN B 0 A B 0 A R A) o e i B B A PTK R I TEK , 465 42 %5 83 9 PTK A (1) TMK - 75
LU )72 , R P I E 7] LA 4 NAPSERR I s 1 2 B0 AT I o

[0255]  7ESEZPR B AR, 25 G247 B 3R B AN R TS A 0 3%, WIS B STAFIAP Z 7] (1) 5 2% A
TIE N VIE A5 50 Bl 56 1l o 1 T DA ER RT3 7 265 L0 S0 STA R AP B B DA ALE « 32 N AAAIE AT
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AP e

[0256]  HHGFTIA , A S 70 18 Vit 2, 0P NG FEHEAT (R AL , ) P skt 8 e 25 B s
STAFIAP 2 8] {45 B A8 T, 45 BN 77 FIMACHE b  Tic B PMK L A= Bl PTK o 78 5 R0 , i i ik 20 1%
S302-FIRS308H PLik yg JiE 4 B 5 STA S MAPZ A M5 BEACH., B 5 st BAIE B2 A
TE DA S B A B

[0257]  JPERS309: fESTAH & M EE —APYIH B 85— AP JT , STASK FHPTK B4 ) S04 T n
B, I 1A 55— AP R IE N I I BE R 5L

[0258] 7R ARSIt 451 v 5 B0 iR SO 45 U i AN o A i e X B A O B L
BAUE B UL SCILE R 2E 4  H R e B B0 S5 DI R SR 1 B R R MO RG A BV EOY B
% W EEA TR TR (JE3L:Cyclic RedundancyCheck, fai#k: CRC) i B EH
VERRASS (L :Message—Digest Algorithm 5, falFK :MD5) Z¢ A BUH 2 (P 3 : Secure
Hash Algorithm, faj#R:SHA) »

[0259] B AkH:, 7F & & InZ it (953 :Advanced Encryption Standard, fai#K:AES) 1,
AR EEREERELIIL (£ :Cipher Block Chaining Message
Authentication Code, fai#K: CBC-MAC) /E Md 2L,

[0260]  HE-—35Hh, 2 WLIKILS, BE SR A it R R

[0261] >R AL HE 4 B R B AT 5 49 BB 15 B A SR ) S 10

[0262]  ZEHLAEAIHG AN 802, 113K

[0263] AR H 4 2200 = N B WA 56 7 71 (€30 :Frame Check Sequence, faI#K:FCS) o
[0264]  7ESLlR R A H, START DAKET15 5 5 B (58 10 BT L, #0825 AT AP A7)
e VA K IR AP o

[0265]  H A, STASK FIPTKXS B4k $ SCBEAT I, vl LAES -

[0266] % e V45 B &5 — APHI PTKOW B4 0 SCHEAT I

[0267]  PERS310: 55— AP B N i i 0 S0, SR FHPTKON N8 i 1 2504 S AT i
BB e i O R AR R

[0268]  H4A&t, %A BRS3107] L4

[0269] R4 STARIMACHE hE 1 FEP TN I8 Ji (1) B Hk SCHEAT if 55, 19 B AA 255 )5 1 20 1 47
ERIHE -
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