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(57) Abstract: A lockout/tagout or smart isolation device in-
cludes a wireless link, a non-volatile memory, and a control-
ler in communication with the wireless link and the non-
volatile memory. The wireless link is in selective communica-
tion with a wireless identification device, such as a keycard,
carried by a user. The controller is programmed to receive a
signal from the wireless link and write usage information
about the device to at least a portion of the non-volatile
memory such that the portion of the non-volatile memory
storing the usage information cannot be erased or re-written
thereby securely storing this usage information. This
lockout/tagout or smart isolation device may be standalone or
be part of a system that may potentially serve as part of a fa-
cility-wide safety system (for example, networked or in com-
munication with a SCADA system).
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LOCKOUT /TAGOUT DEVICE WITH NON-VOLATILE MEMORY AND RELATED
SYSTEM

CROES-REFERENCE TO RELATED APPLICATION
{60017 Thig application claimg the benefit of U.S.
Provigional Patent Application No. 62/020,7%4 filed on July 3,
2014, the contents of which are incorporated by reference for

all purpcses as if set forth in their entirety herein.

STATEMENT OF FEDERALLY SPONSORED RESEARCH OR DEVELOPMENT

{ooo2d Not applicable.
BACKGROUND
{00033 Thig discleosure relates to lockoub/tagout devices and

smart isclation devices for implementation in related systems.
More gpecifically, thig disclosure relates to lockout/tagout and
gmart igclation devices and systems having a secure record of
the access higtory of the device.

[0004] Machines or equipment often contain energy sources
that can be potentially hazardous to workers if these energy
sources are not properly controlled and maintained. These
energy sources may be, as some non-limiting examples,
electrical, mechanical, hyvdraulic, pnsumatic, chemical, and/or
thermal in nature.

[0C05] In order to protect workerg from these energy sources
while gervicing or maintaining the machines or eguipment, proper
lockout/tagout procedures and practices may be voluntarily
adopted or may be required by the Occupational Safety and Health
Administration (0SHA}. What constitutes appropriate
lockout/tagout practicesg and procedures will largely depend on
the gpecific equipment. Lockout/tagout procedures and practices

involve following pre-determined steps or operations in order to
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disable the machinery or equipment to prevent the release ©f
potentially hazardous energy before the eguipment ig maintained
or to ensurs that, when the eguipment is placed back into
gervice, workers remain protected from the potentially hazardous
energy.

{0o0e] As one example of a lockout/tagout procedure, a
gservice station box may be de-energized and unlocked by an
authorized individual kefore a service technician maintains the
electric equipment contained ingide the box. After the geyvice
is completed, then the box may be re-energized and locked Lo
ensgure that unauthorized accesgs to the equipment inside the box
canncot oaour.

{00071 Ag another example of a lockout/tagout procedure, when
eguipment ig to ke serviced, a valve or switch may be turned
from an activated posgition to a deactivated position by an
authorized user to turn off the potentially hazardous energy
asscociated with the machine. The valve or gwitch may then be
locked out in order to indicate that {(a) the valve or switch
should not be returned to the activated position or (b} to
pvhysically prevent the valve or switch from keing returned to
the activated position by a non-authorized user. Only upon
completion of the service does the authorized uger remove the
lockout device and return the wvalve or control switch to the

activated position such that the egquipment can again be safely

used.
SUMMARY
{00081 In most lockout/tagout gystems, there exigt devices

and systems for controlling or restricting access to potentially
hazardous energy. Indeed, sgsome lockout devices, specifically
gsafetyv lockout padlocks, are designed to only provide access to

certain authorized users having keys to prevent unauthorized
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operation of the device.

{000%1 However, even with guch securing and authorization
mechanismg in place, there is often not a reliable and secure
way to confirm the individual that was the last authorized user
to operate the lockoui/tagout or isgelaticn device. Although
written or electronic logs or records may be kept as part of the
lockout/tagout or igolation procedure, it ig possible that these
logs may not be accurately maintained by the userg or even
potentially tampered with by users to hide improper usage of the
lockout/tagout or isolation procedure.

{0010} Disclosed herein arve improved lockout/tagout and smart
igolation devices and related systemsg incorporating these
deviceg in which a non-volatile memory is used to maintain a
gsecure accegs record of the lockout/tagout or smart isocolation
device and mayv be uged in conjunction with reprogrammable
memory. Because portions of the non-volatile memory may only be
written to and read from to produce the gecure accegg record
{(either by virtue of the physical structure of the memory itsgelf
or by virtue of the manner in which the controller is programmed
to operate), the secure accesg record provides an accurate and
true history of the usgage of the lockout/tagout or smart
isclation device. This gecure accegs record can include the
ugser (g} {(or their credentialg) that have used the lockout/tagout
or smart lgolation device and may further provide additional
information including the time the device was used, the state of
the device (for example, was the device opened or cloged), the
location of the lockout/tagout device (for example, the
gecographic location or location within a particular facility
uging a pre-defined locator tag, or even the gpecific energy
igolation point to which the device i1s affixed), and potentially
other relevant usage information. In instances in which proper

lockout/tagout or isclation practices and procedureg have not
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been followed, thig secure accegs record can be trusted to
explain who and under what circumstances the proper
lockout/tagout or isclation procedure was or wasg not followsd.
Many companies establish a process wherein all executed work
orderg are rvetained for record-keeping purposes. In view of such
improper action, the individual identified by the record wmight
ke identified and reprimanded and/or held responsgible for theilr
failure to follow proper the lockout/tagout or isolaticon
rrocedures,

{00113 Furthermore, discloged hervein are lockoub/tagout
devices and systems that avoid the use of nmechanical cylinder
and key to accomplish locking, plus assure that unigue and
secure opervating credentials can be aggigned Lo cperate the lock
and accomplish the desired lockout state.

{0012} According to one aspect of the invention, a
lockout/tagout device includes a wireless link, a non-volatile
memory, and a controller. The wireless link is for gelective
comnunication with a wireless identification device (for
example, a keycard) carried by a user. The non-volatile memory
ig for storing usage information about the lockout/tagout
device. The controller ig in communication with the wireless
link and the non-volatile memory and iz programmed to receive a
gignal from the wirelessg link and write the usage information
about the lockout/tagout device to the non-volatile memory such
that the portion of the non-volatile memory storing the usage
information cannoct be eraged or ve-written.

{00137} It is contemplated that the portion of the non-
volatile memory containing the usage information may be prevent
from erasure or being re-written in more than one way. In some
formg, the portion of the memory used to store the usage
information may be gelected to bhe physically capable of being

written to, but not capable of being readily ervased or re-
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written. In thesge formg, the non-volatile memory may be, for
example, a field programmable read only memory (FPROM), a one-
time programmable memory {(OTP), or a programmable read only
memory (PROM)} [which are all alternative ways of describing the
same type of memoryl] which physically prevent an erasure or re-
writing of the portion of the non-volatile mewmory storing the
ugage information. Such types of memory can be written to in
multiple geparate and discrete instances to add to the usage
information or log, but once particular bits are written, those
individual bits cannot be further altered or revised. If the
non-volatile memory ig one-time programmable memory, the memory
may be writable and readable, but may not be readily re-writable
or ervaged. In this way, the usage information provides a gecure
access record for the device and the usage information provides

a tamper-proof history of the device. It should be appreciated

£

that certain typeg of OTP memorieg such asg Erasable Programmable

[44]

Read-Only Memory (EPROM) may be entirely erasable under extreme
conditiong {(i.e., expcsure Lo strong ultraviclet light), but
that for all practical purposes, the wmemory is not readily re-
writable at the bit or byte resclution. Prefervably, the OTP
memory 1s non-volatile so that power may not need to be
continucugly supplied to retain the usage information in the
memory. Power mayv nesed to be continually supplied, or guery
from time or time, to the OTP memory at least while lockout
aevents are in process.

{0014} Alternatively, in other formg, to prevent eragure o
re-writing of the portion of the non-volatile memory containing
the usage information, the controller may be programmed to
prevent the portion of the non-velatile memory storing the usage
information from being erased and re-written, even if the non-
volatile memory itself isg physically capable of being erased or

re-written. Accordingly, rather than potentially investing in
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gpecial memory, the controller can be programmed to achieve a
gimilar effect with other types of non-volatile memory.

{0015] In some forms, it is contemplated that the wireless
iink, the non-volatile memcry, and the controller may be
gugpperted by a body of the lockout/tagout device. Indeed, in
some forms, they may be entirely contained within the body ox
houging of the lockout/tagout device. However, it is
contemplated that in sgsome formg, the componentg may be geparate
from the body of the lockout/tagout device. Az one example, the
non-volatile mewmory might be separate from the body and the
usage information may be wirelessly communicated to a second
body that houses the one-time programmable memory by the
wirelegss link of the lockout/tagout device. In this way, seacurs
uaage information log can be astored remctely from the locking
portion of the device iltgelf and in a location that ig either
centrally located relative to multiple devices or sgecured in
aother ways. Still yvet, when a field programmable read only
memory is emploved, a single memory unit might wirelesgs receive
usage information from each of the devices and be singularly
ugsed to store usage information for multiple devices such that
separate FPROMs are not required in each device. Such off-
device gtorage may alsgso help to further gecure the history of

the lockout/tagout device, becausge removing and destroying the

o

au
physical body of the device would not be able to destroy usage
information log which ig stored remotely on in the non-volatile

memory (which could be sepavately gecured under lock and key

G

and/or periodically backed up to further secure the usage

information stored on the memory) .

{0016} The body may further support a user-operated control
that is in communication with the controller. If a user-

operated control is present, then the controller may be further

programmed such that, upon operation of the user-operatsad
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control, the controllier temporarily activates the wireless link
for comvunication with the wireless identification device. As
one non-liimiting example, the user-operated control may be a
tutton accegsible from the outside of the lockout/tagout device
that, when presgsed, is used to temporarily activate an RFID tag
reader or RF trangponder in the lockout/tagout device. The
controller may be further programmed to deactivate the wireless
link a pre-determined amount of time after the operation of the
uger-operated control such that the wirelesg link ig not
comnunicable with the wirelessg identification device. By only
selectively activating the wirelessg link, the lockout/tagout
device can be made to coperate for long periods of time while
consuming only a minimal amount of power, thereby preserving
internal battery life.

(00171 In some forms, the lockout/tagout device may have a

lockable body with a locking member that alternatively has an

83

opened gtate and a ciosed state velative to the locking body.

In the opened state, the locking member may not form a closed
and secured loop with the body, permitting the attachwent of the
lockout/tagout device onto eguipment at an ensergy isclation
point. However, in the closed state of the lockable body, a
closged loop may be formed between the lockable body and the

locking member asuch that the lockout/tagout device can be

securely stored during a non-use condition or secursly attached

[£4]

to the eguipment at an ensrgy igolation point and not readily
removed by a non-authorized user. In some forms of the
invention, the locking member may only be transitioned or
gwitched betwesen opensad and clceosed gtates after an authorized
wirelegs identification device has been detected by the wireless
link of the lockout/tagout device. In thig sense, upon
presentation of the wireless identification device, the

controller may cause actuation of an element (for example, an
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engagement member holding or releasing the locking member) to
permit opening/unlocking or closing/locking of the locking
member. Thus, the wireless identification device (particularly
in near field communication circumstanceg) can effectively gerve
ag an action-instructing mechanism for the lockout/tagout
device. Pubt another way, the controller wayv be further
configured to alter the lockout/tagout device between a locked
state and an unlocked gstate upon a detection of the wireless
identification device by the wirelegs link.

{0018} The usage information written to the non-volatile
enory may include unigue identifying information about the
wireless identification device of a user that is operating the
lockout/tagout device. Additional usage information may further
include information about the time of usage of the
lockout/tagout device, the gpatial location of the
lockout/tagout device, and other relevant usage information.
{0giel In scome forms of the invention, the wireless
identification device may be cne of a plurality of unigue
wirelegs identification devices in which each of the plurality
of unique wireless identification devices are communicable with
the wirelegss link. These wirelesg identification device{g) may
be used separately to operate the lockout/tagout device and/ov
may be used together as part of a group iockout procedure

{(wherein multiple emplove

iy

redentials are programmad and some

¢}

or all of these are reguired to changs the open/locked gtate of
the lockout/tagout device.

{00207 The wireless link may take a number of forms. In one
form, the wirelesgs link may include an RF transponder in the
lockout/tagout device. However, other forms of the wireless
link way incorporate Bluetcoth® (including Bluetooth® Low Energy
or Bluetooth® LE), near field communication (NFC), 802.11 WIFI

protocols {(or "WIFI' that is based on the Institute of
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Electrical and Electronics Engineerg' 802.11 standards), and =s0
forth as well ag combinations of variousg protocols. To the
extent that the wirelesgs link is being used to detect the
pregence of a user within & certain proximity of the
lockout/tagout device, it may ke desirable to select a protocol
that has limited range to avoid the unintenticonal detection of a

wireles

]

identification device by an authorized user in the
range of the device but who ig not actualily cperating the
device.

{00213 According to another aspect of the invention, a
lockout/tagout syatem ig provided including the lockout/tagout
device including some or any combination of the features
described above and a wirelessg identification device for
gelective communication with the wirelegs link of the
lockout/tagout device.

{00227 Again, the wireless link may include an RF transponder
in the lockout/tagout device and an RFID tag may be found in the
wirelegs identification device that can be read by the RFID
transponder or reader. As noted above, other wirveless protocols
may also be used instead of RFID.

{60231 It ig contemplated that, in some formg, the wireless
identification device may be a key card or other credentials or
may be embedded in a separate maintenance tool for use with an
item of eguipment on which the lockout/tagout device is used.

In other forms, the wireless identification device might be part

L
H’
@
=
i_)

irelegg/mobile device {(such ag a smart phone, tablet ox

{00241 The lockout/tagout sysgstem may also include a locator
tag supportad by the equipment at an enesrgy igolation gpoint.

The controller may be programmed to read the locator tag upon
ugse of the lockout/tagout device to write location information

into the usage information. In other forms, it isg contemplated
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that location information might ke provided without a locator
tag. For example, the lockout/tagout device may include a
global pogitioning system (GPS) receiver that provides
gecgraphic cecordinates. A GPS receiver may ke of mors practical
uge if the lockout/tagout device isg being used at an
outdoor/remote location where such geographic resclution would
be acceptable; locator tags may be more appropriate for indoor
industrial appliications.

{00257 St£ill yet, according to other aaspects, a sgmart
isolation device is disclosed in which the device itsgelf
includes the features described hevelin with respect to the
lockout/tag cut device. The smart isolation device includes a
wirelegs link for gelective communication with a wireless
identification device carvied by a user, a non-volatile menmory
for storing usage information about the smart isclation device,
and a controller in communication with the wirelegs link and the
non-volatile memory. The controller is programmed Lo recelive a
gignal from the wirelegs link and write the usage information
about the smart isolation device to at least a portion of the
non-volatile memory such that the portion of the non-volatile
memory storing the usage information cannot be erased or re-
written.

{0028} Again, in some forms, the smart isclation device wmay
have non-volatile memory which is a field programmable read only
memory (FPROM), a one-time programmable memory {(OTP), or a
programnable read only memory (PROM) physically that prevents an
eragure or re-writing of the porticon of the non-volatile memory
gtoring the usage information. It ig contemplated that in some
forms, a gimilar effect may be achieved by programming the
controller to prevent the portion of the non-veolatile memory

storing the usage information from being ervased and re-written,

- 10 -
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aven if the non-volatile memory itself ig physically capable of
being erasgsed or re-written.

{00271 In sgome forms, the wireless link, the non-volartils
memcory, and the controller may be supported by a body of the
gmart isclation device. A user-operated control may be
supported by the body and this control may be in communication
with the contreller. The controller may be further programmed
such that, upon cperation of the user-operated contrel, the
controller temporarily activateg the wirelegs link for
comnunication with the wirelegs identification device. The
controller may be further programmed to deactivate the wireless
iink a pre-determined amount of time after the operation of the
uger-operated control such that the wireless link is deactivated
and not communicable with the wireless identification device.
[ag28]} The usage information written to the non-volatile
memory may include unigue identifying information about the
wirelesg identification device. The usage information written
to the non-volatile memory may further include information
about at least one of the time of usage of the smart isolation
device and the spatial location of the smart isclation device
that are written in conjunction with the unique identifying
information about the wirelegs identification device.

{00291 In some forms, the wirelezsg identification device may
be one of a plurality of unique wireless identification devices
in which each of the plurality of unigue wirelesgs identification
devices are comnunicable with the wirelessg link.

{00307 In some forms, the wireless link may include an RF
transponder in the smart isclation device for reading an RFID
tag in the wirelegs identification device.

{00317 The ugage information written to the non-volatile
memory may provide a tamper-proof history of the smart isolation

device.

- 11 -
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{00327 In some forms, the controller may be further
configured to alter the smart isclation device between a locked
state and an unlocksd gstate upon a detection of the wireless
identification device by the wirelegg link. In these forms, the
wirelegs identificaticon device can serve ag an action-initiating
set of credentials that perform one or more actiong upon
pregentation before the device.

{00331 Again, the wireless link for selective communication
with a wireless identification device operates may uss a
comnunication protocol selected frow the group consisting of
near field cowmmunication (NFC), WIFI implementing 802.11
gtandards (WIFI), Blustooth, Bluetcoth Low Ensrgy {(Bluetooth
LE}, and radio freguency identification (RFID). However, the
protocols are not limited to thisg exemplary list.

{00347 According to another aspect, a smart isolation system
ig disclosed. The smart isolation system includes the smart
igsoclation device described above and further includes a wireless
identification device for gelective communication with the
wirelegs link of the sgmart isclation device.

(00351 Ag noted above, it is contemplated that the wireless
link may include an RP transponder in the smart igolation device
and the wirelegg identification device may include a
corresponding RFPID tag.

{00361 Iin gome forms, the wireless identification device may
be embedded in a separate maintenance tool or smart device for
uge with an item of equipment on which the amart isolation
device ig placed.

{00371 In some forms, the gystem may further include a

locator tag securely and non-movable received on egquipment for

gmart isclation at an energy isolation point on the eguipment
and the controller of the gmart isclation device may be

programmed to rsad the locator tag upon use of the smart
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igolation device to write location information into the usage
information.

{60387 In gome forms, the gystem may include a central
network for communication with other network elements and a
digplay on other network elements.

{00387 These and still other advantages of the invention will
be apparent from the detailed description and drawings. What
follows ig merely a description of some preferred embodiments of
the present inventicn. To asgsess the full gcope of the
invention the claimg should be locked to ag these preferred
embodiments are not intended to be the only embodiments within

the scope of the claims.

BRIEF DESCRIPTION CF THE DRAWINGS
{00407 FIG. 1 is a schematic repregentatiocon of a
lockout/tagout device and related system.
{0041] FIG. 2A is a perspective view of one embodiment of a
lockout/tagout device in which the device ig directly activated.
[0042] FIG. 2B is a perspective view of another embodiment of
a lockout/tagout device in which the device ig activated by a
thumb lever.
{00431 FIGS. 32 through 3C shows a gerieg of steps for the
uge of the lockout/tagout device in a lockout/tagout procedure.
{00441 FIG. 4 shows a detailed view of the wireless
identificaticon device and the lockout/tagout device in close
proximity to cone another.
{00457 FIG. 5 shows an arvangement in which a mobile/wirelesgs
device is usged in conjunction with the lockout/tagout device and
the wireless identification device in order either program the
lockout/tagout device or to ceollect usage data from the lockout

device.

- 13 -
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{00467 FIG. é is an arvangement similar to that ghown in FIG.
5, but in which a supervisory control and data acguisition
(SCADA) device is used instead of the mobille/wireless device of
FIG. 5.

{0047] FIG. 7 illustrates one way to access the usags
information from the lockout/tagout device using a mobile
devicea.

{60487 FIG. 8 illustrates one way the lockout/tagout device
may ke used in a group lockout procedure.

[004%] FIG. 9 illustrates an arvvangement in which the
lockout/tagout device ig usged in conjunction with a locator tag
in order to provide location information about the application
of the lockout/tagout device to a particular ensrgy isclation

point and how a smart device may serve ag a data bridge between

the components the energy isgolation point and a central conscle
ag well ag provide information about lockout/tagout items and
rrocedures.

{0050} FIGS. 10A through 10K illustrates sequentially how the

lockout/tagout syatem can be implemented including the steps of
permitting the wirelegs identification device (credentials),
locator tag, and the lockout/tagout device (smart lock) to work
together; mapping the facility in which the gystem will be used;
performing the lockout/tagout procedure at an energy isolation
point; confirming completion of the lockout/tagout procedure;
operating on the locked cut eguipment with the isolation points
having been sgecured; removing the lockout/tagout device ag part

of a gtart-up procedure; and confirming the job as complete.

3]

DETATLED DESCRIFTION
o051l Referring firet to FIG. 1, a gchematic of a
lockout/tagout aystem 100 ia illustrated. The lockout/tagout

system 100 includes a lockout/tagout device 102 that is

- 14 -
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gelectively attachable via a locking membeyr 104 to egquipment 106
at an energy isolation point such ag a switch, valve, and so
forth during a lockout/tagout procedure. As can be seen in FIG.
1, the lockout/tagout device 102 includes a controller 108 that
ig in communication with a power supply 109, a non-volatile
memory 110, a realtime clock 111, a wirelegs link 112, a usery
activated control 114, and an activation indicator 116. The
powar gource 109 may be, for example, an internal kattery to
poweyr the varicus components. The real time clock 111 may be
uged to provide date and time information. The wirelesgsg link
112 can be placed in sgelective cowmunication with one or more of
varicous obijects ag will be described in greater detail below
including one or more wirelesg identification devices 118 ({such
az, for example, a keycard or cother credentialing item}, a
gupervigory control and data acguisition (SCADA) system 120, a
wireless/mobile device 122 (such as, for example, a phone,
tablet, or computer), and locator tags 124 that may be attached
to the eguipment 106 in the proximity of one or more energy
isclation points.

{00521 Varicus physical manifestations of the lockout/tagout
device 102 are contemplated and will be described in greater
detail below. As gome non-limiting examples, the lockout/tagout
device 102 mav be a padlock, a cable lock, and so forth. It is
contemplated that the locking member 104 of the lockout/tagout
device 102 may be of a quality that the lockout/tagout member
104 can be strongly mechanically attached to the eguipment 106
to provide a mechanical blocking function of a control on the
equipment 106 at an energy isgolaticn point in corder to prevent
the usage of the contrel; however, for purposes of providing a
vigual lockout/tagout, it may be gsufficient that the locking
member 106 gimply engages the eguipment 106 in a way that make

clear the lockout/tagout hag been made. The locking member 104
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may ke, for example, a shackle or a cable that is able to form
an opened or cloged loop with the body of the lockout/tagout
device 102; however, other types of locking members may be used
depending upon the gpecific locking configurations.

[0053] It will ke appreciated that the controller 108 is
programmed to provide the functionality described herein. Thus,
cne having orxdinary skill in the art will appreciate that, in
the disclosure that follows, any description of a particular
recited functionality {(e.g., action and/or responge) can be
achieved by programming the controller 108, given that the
controller 108 is in communication with the various component
parts of the lockout/tagout device 102. Thus, any description
of recited functicnality sghould be taken to mean that the
controller 108 is programmed to operate in the way recited to
achieve the recited result.

{00541 The non-volatile memory 110 is used to store a gecure
access record of usage informaticn from the lockout/tagout
device 102. Preferably the memory 110 ig non-volatile so that
power is not required when the lockout/tagout device 102 ig in a

non-active state.

{0055] The non-volatile memory 110 should be a memory that
can be written to and read from, but not readily re-written

without clearly indicating that the memory has been deleted,
purged, or otherwise modified. It is contemplated that these
type of read and write permissions may either be achieved by
programning the controller in such a manner that portions ov
bits of the non-volatile memory 110 can be written to conce and
only ready thereafter or by selecting a physical type of non-
volatile memory 110 that can only have bits written once and not
further modified after that write operation due to the physical
gualitiezg of the memory itself (that isg, once written,

individual bits may be read but not re-written).
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(00561 In some embodimentg, the portion of the memory 110
used to store the usage information may be selected to be
physically capable of being written to, but not capable of being
readily erased or re-written. In these forms, non-volatile
memory 110 may be, for example, a field programmable read only
memory (FPROM), a one-time programmable memory (OTP), or a
programmable read only memory (PROM) {which are all alternative
ways of describing the same type of memory] which physically
prevent an erasure or re-writing of the portion of the non-
volatile memory storing the usage information. Such types of
memory can be written to in multiple separate and discrete
instances to add to the usage information or log, but once

ular bits are written, those individual kits cannot be

T
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further altered ovr reviged. If the non-volatile memory 110 is
one-time programmable memory, the one-time programmable memory
may be writable and readable, but may not be readily re-writable
or evased. In this way, the usage infcormation provides a secure
access record for the lockout/tagout device 102 and the usage
information contained in this secure access rvecord provides a
tamper-proof history of the lockout/tagout device 102. It
should be appreciated that certain types of one-time
programmable memories such as Erasable Programmable Read-Only
Memory (EPROM) mayv be entirelyv ervasable under extreme conditions
{i.2., exposure Lo strong ultraviolet light), but that for all
practical purposes, the memory i8 not readily re-writable at the
bit or byte resolutiocn.

{00571 In other embodiments, to prevent erasure or re-writing
of the porticon of the non-volatile memory 110 containing the

ugage information, the contrelier 108 may be programmed Lo

usage information from being ervased and re-written, even if the

non-volatile memory 110 itself is physically capable of being
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eraged or ve-written. Accordingly, rather than potentially
investing in special memory, the controller 108 can be
programmed te achieve a similar effect with other types of non-
volatile memory. It will be appreciated that this contrel at
the controller level might be done for example by partiticoning
the memory 110 into portiong including a portion that the
controller 108 can additively write once to and not re-writen or
erased the specific bits once written (for storage of the usage
information) and another portion that can be written and re-
written without such restrictions.

{00581 In addition to the non-volatile memory 110,
illustrated the lockout/tagout device 102 may additiconally
include a separate reprogrammable memory that is in
communication with the controller. This memory may be any one
of a number of types of standard re-writeable memory (for
example, flash memcry). Accordingly, there may be multiple
types of memory in this gingle device, not all of which are of
the same type.

{00587 The wireless link 112 is used to gelectively
communicate with one or more other wirelegs devices via wireless
protocols such as radio-freguency identification (RFID}),
Bluetooth®, Bluetooth® LE (Low Energy), near field communication
(NFC), 802.11 WIFI (WIFI), and so forth. There may be one or
more such wireless links or protocols involved in the
lockout/tagout device 102. Some of thesge protocols may involve
long distance wirvelesg communication; however, in the instances
in which one or more of the wirelegg items in communication with
the wireless link 112 are used to serve ag a key for operation
of the lcockout/tagout device 102, it may be preferable for those
protocols to ke of limited range (for example, less than 10 feet

or even closer) for gecurity purposes.
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[00860] The usger-activated contrel 114 is a control supported
by a body of the lockout/tagout device 102 that can be operated
in order to activate the wireless link 112 for a pre-determined
duration of time. The uger-activated control 114 may be, for
example, a button or switch. As one exampls, when the user-
activated contyrol 114 is operated, the wireless link 112 is
activated for communication with the various wirelesgs elements
and, further, the activation indicatcr 116 (which may be, for
example, a light emitting diocde or diaplay) indicates that the

wireless link 112 has been activated by, for example,

M

illuminating. After some duration of time has passed (for
aexample, 30 geconds) the wirelegs link 112 ig deactivated to
save energy. However, it is alsc contemplated that the wireless
link 112 may also alwayg ke on and a user activated control 114
may be absent.

{0061} The wireless identification device 118 may be a unigus
item such asg a keycard or other credentialing device that
comnunicates with the wirelesg link 112 to regtrict accessg to
and control of the lockout/tagout device 102. Effectively, this
wireless identification device 118 gerves a similar function to
a mechanical key in that it permits an authorized user to lock
or unlock the lockout/tagout device 102 when the wireless
identification device 118 is presented to the wirvelesgs link 112.
The lockout/tagout device 102 may be programmed such that, only
upon the presentation of an authorized wireless identification
device 118 to the wirvelessg link 112 can the lockout/tagout
device 102 be locked or unlocked. BAlternatively, the
lockout/tagout device 102 may be locked/unlocked upon the
pregsentation of cne of multiple pogsible authorized wireless
identification devices. As yet ancther alternative, upon the
presentation of a group or subset of multiple authorized

wirelegs identification devices the lockout/tagout device 102
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may ke locked or unlocked. Howeveyr, the presentation of
nauthorized wireless identification deviceg (or leass than the
full group or subsget of authorized wirelegs identification
devices depending on the manner of programming of the
lockout/tagout device 102) will not result in the lockout/tagout
device 102 being locked or unlocked. Iin some forms, the
pregentation of the wireless identification device 118 to an
activated wirelesg link 112 may itself result in the locking or
unlocking action; however, in cothery forms, presentation of the
wirelegs identification device 118 to an activated wirelegs link
112 may further regquire the user to manually wmove or actuate
portiong of the lockout/tagout device 102 to open or cloge the

locking member 104.

{00821 It will be appreciated that, in some formg, the
locking member 104 of the lockout/tagout device 102 may be

closed, but may not actually be locked, relative to a body of
the lockcout/tagout device 102. In many congtructicns, the
opened or closed state is not the same as an unlocked or locked
state, eapectively of the lockout/tagout device 102. In some
constructions of the lockout/tagout device 102 even when the
locking member 104 is closed, the user{s) may still need to
present hisg or her credentials {(by way of presentation c¢f the
wirelegs identification device or deviceg) in order to actually

effectuate the locking mechanism to place the lockout/tagout

device 102 in the locked state.

{0063} Now with additional references to FIGS. 22 and 2B, Lwo
examples of lockout/tagout devices are illustrated.

{00841 In FIG. 22, a lockoub/tagout device 202 ig illustrated
in the form of a padliock having a lockable body 226 having the
locking member 204 such as a U-shaped shackle. In the form
illustrated, the lockable body 226 further supports the

activation indicator 216 in the form of a light emitting diode
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{(LED} and a user-activated control 214 in the form of a button.
The other components (i.e., the non-volatile memory, the
controller, and the wireless link) are all contained within the
lockable body 226 and are not visgible.

[0085] Thig lockout/tagout device 202 is a divect activation
device. In order to unlock thisg lockout/tagout device 202, the
uger-activated control 214 is pressed to wake up the
lockout/tagout device 202 which turns on the LED of the
activation indicator 216 to disgplay a first color (for example,
red, although other colorsg could alszso be emploved) and turns on
the wirelesgs link. At this point, an authorized user can swipe
a wirelegg identification device in the form of an RFID card
near the lockable body 226 in order for the wireless link to
read the wirelegs identification device. If the wirelegs
identification device ig approved, then the LED of the
activation indicator 216 will turn a second color (for example,
green, although other colore could alsc ke employed) that is
different from the first color and an internal motor will rotate

an internal mechanism of the locking wember 204 to unlocked

i

tate. The locking member 204 ig then able to be retracted from
the body. The lock will de-energize and hold the locking member
204 in the unlocked state. In order to lock the lockout/tagout
device 202, the user-activated control 214 ig again pressed and
the wirelesg identification device is swiped against the
lockable body 226 to be read by the wirelesg link contained
therein. The LED of the activation indicator 216 may turn the
second color (for example, green) to indicate that the wireless
identification device has been accepted. Once the locking
member 204 has been reinserted, then the motor will rotate the
internal mechanism to the locked posgition. The lock will then
de-energize and hold the locking member 204 in the locked state

or position. Alternately, the locking member 204 can be
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reingerted prior to the wirelesg identification device being

gwiped. For example, the usger-activated control 214 may again

o

e pressed and the wireless identification device is swiped
against the lockable body 226 to be read by the wireless link
contained therein. The LED of the activation indicator 2186 may
turn the second color (for example, green) to indicate that the

wireless identification device has been accepted and due to the

]

presence of the locking member 204 the motor will rotate the
internal mechanism to the locked state or position.

{00867 During these steps, the controller inside the
lockout/tagout device 202 will write the relevant usage
information to the non-volatile memory which usage information,
ag stated earlier, cannot be erased or re-written either by
virvtue of the programming of the contrcoller ovr by the phyaical
gualities of the non-volatile memory. As one example, when the
lockout/tagout device 202 is unlocked, the controller may
instruct usage information to be written tce the non-volatile
memory including information about the wirelegs identification
device used to operate the lockout/tagout device 202, the state
or change of state of the locking member 204, the time of
operation, and/or the locaticn of the lockout/tagout device 202
during operation. Similar information may be written during a
locking operation {(albeit, identifving that the lock was being
locked and not opensd ag in the previous exampls).

[0087] FIG. 2B illustrates a similar lock to that illustrated
in FIG. 2ZA, but in which, instead of wmeotorized movement of the
locking member 304 relative to the lockable body 326 in the
lockout/tagout device 302, a thumb lever 328 is manually
actuated by the user to uniock the locking member 304, such that
the locking member 304 can be manually pulled cut. As with the
embodiment illustrated in FIG. 2A, to unlock the lockout/tagout

e
device 302 of FIG. 2B, the user-activated control 314 ig pressed
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to wake up the lockout/tagout device 302 (that ig, to turn the
activation indicator 316, for example, red indicating that the
device 302 is enabled for reading of the wirelegs identification
device and to activate the wireless link). Then, after the
wirelegs identificaticon device hag been swiped by the lockable
body 326 to be rvead by the wirelegg link, the activation
indicator 316 will turn, for example, green to indicate the
credentialg have been accepted 1if the credentials are valid and
authorized. At this point, an internal motor activates an
internal mechanism such that the user may manually move the
thumb lever to the left to unlock and pull the locking member
304 out. The lock will de-energize and hold in unlocked
pogition. In order to lock this type of lockout/tagout device
304, the user again presses the user-activated control 314 and
gwipes the wireless identification device {(for example, RFID
card} against the lockable body 326. If the wireless
identification device ig accepted, then the locking member 204
ig inserted and the user moves the lever to the right to lock.

-

The lock will de-energize and hold in the locked position.
Again, usage information is written to the non-volatile memory
as these various step occur to provide a gecure access record
for the gpecific lockout/tagout device. Again, this usage
information is protected by either permigsions presented by the
controller or other hardware or the physical type of the memory
itself.

[00s8] Turning now to FIGS. 3A through 3C and 4 and reverting
to the generic 100-series reference numerals for the duration of
the detailed description, schematics are provided illustrating

how a lockout/tagout device 102 of this type may be affixed to

lockout procedure. As illustrated in the firvst step of FIG. 334,

the uger-activated control 114 on the lockout/tagout device 102
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ig pressed to activate the wirvelegg link 112 and illuminate the
activation indicator 116. At this point, the uger can swipe
credentialsg in the form of a wireless identification device 118
near the bedy 126 of the lockout/tagout device 102 as
illustrated in FIG. 3B and, if the lockout/tagout device 102 is
programmed to accept the credentialg, then this causeg the
locking member 104 to open or become unlocked. Asgs illustrated
in the detail of FIG. 4, a unigue chip 132 such asg an RFID chip

can e carvied on the wirelegs identification device 118 to

communicate with the wirelessg link 112 in the lockout/tagout

b

device 102 and potentially serve as a key to unlock the locking

{]

member 104. Notably, when the wirelegs identification device
118 ig used to open the lockout/tagout device 102, then the
controller 108 is programmed to write usage information
including information about the unigue wirelegs identification
device tce the non-volatile memory 110. Returning to FIG. 3¢,
the copened lockout/tagout device 102 can then be applied to
energy isclation point 130 on the eguipment 106 in order to lock
out the energy isolation peint 130. In the particular form
iliustrated in FIG. 3¢, the control at the ensrgy isclation
point 130 is a valve and the lockout/tagout device 102 is placed
through the valve once the valve has been turned to the off
pogition in ovder to secure and lockout the valve.

{0068] It is contemplated that the lockout/tagout device 102
may ke a standalone lock, may be a networked lock, or may be a
SCaDA-integrated lock. If the lockoub/tagout device 102 is a
standalone lock or a networked lock, then the lockout/tagout
device 102 may potentially be programmed via a master tag (that
ig, swiping a master tag that indicateg whether to accept or

decline the subseguently swiped unique wirelessg identification

device), via a wirelegs protocel (such as NFPC ag illustrated in
FIG. 5), or via a USB connecticn or other wired connection
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{although programming via USB connectiocon or other wired
connection would reguire the addition of an input port on the
lockout/tagout device 102 to accept the wired connection).

Event data from the secure accegs history may be read via a
wireless connection (NFC, Bluetooth® or another wireless
protocol) or a wirved connection {for example, USB or other wired
connection} . If the lockout/tagout device 102 is degigned to be
networked (via, for example, the 802.11 protocoel or WIFI), then
each of the lockout/tagout devices 102 may have a known energy
isolatlion location in a facility and the statuses of each of the
locks may be remotely monitored. Similarxly, for SCADA-
integrated locks guch ag those illustrated in FIG. 6, the
lockout/tagout device 102 may interface with a supervisory
control system and the informaticon from the lockout/tagout
device 110 mayv travel through a control network to the SCADA
network or directly.

(00701 With gpecific reference to FIG. 5, the lockout/tagout
device 102 is shown in wireless communication via wivelessg link
112 with two different items over two different wiveless
protocols.  As previcusly described, the wirelesgs link 112 can
include an RF transponder used to read an RFID tag 132 on the
wirelegg identification device 118. BHowever, asg illustrated in
FIG. 5, the wirelegs link 118 can algo include another protocol
such asg NPC that permitsg the wireless iink 112 to communicate
with a wirelegs/mobile device 122. It is contemplated that the
wirelegs/mobile device 122 can be usged to program the

lockout/tagout device 102 to accept or to nob accept unigue

¢

wireless identification devices 118. Further, in som
instances, the wireless/mobile device 122 can access or collect
data from the secure acceas record of the lockout/tagout device

102 in order to read the data and determine which wireless
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identification devices 118 were used to access and operate the
lockout/tagout device 102 ag well asz other usgage information.
{00741 With reference to FIG. 6, another variant ig shown in
which the lockout/tagout device 102 may ke integrated with a
SCADA gystem 120 via the wiveleas link 112 as well as be capable
of reading a wirelegs identification device 118 using a
localized wireless protocol (for example, WIFI or Blustooth)
{00721 Turning now to FIG. 7, one example method of accessing
aevent data from the secure accegs record of the non-volatile
memory 110 ig illustrated using a wivelesg/moblle device 122.

Az illustrated, the user-activated controel 114 may be operated
to wake the wirelesg link 112 of the lockout/tagout device 102.
Once the wireless link 112 of the lockout/tagout device 102 isg
activated, then the wirelegg/mcobile device 122 may establisgh a
data link with the lockout/tagout device 102 in order to provide
read-only accesg to the secure accesgs record including the usages
information. It is contemplated that the act of connecting the
wirelegss/mobile device 122 to the lockout/tagout device 102 may
also cause the contreller 108 to write an event Lo the gecure
access record entering that the record was read from and include
information about the wirelesg/mobile device 122 performing the
reading of the lockout/tagout device 102,

{00737 Locking now at FIG. 8, an arvangement is illustrated
in which the lockout/tagout device 102 is configured for group
lockout. In this arrangement, the lockout/tagout device 102 is

programned {(using a wireless mobile device 122, SCADA system or

[

other wired or wirelegs connection) to reguire mualtiple unigue
wireless identification devices 118a, 118b, and 118c¢c in order to
uge the lockout/tagout device 102. Ag one sexample, multiple
ugers and their regpective wirvelegg identification devices 118a,
118k, and 118c mav be reguired to be in the proximity of the

lockout/tagout device 102 or swiped within a pre-determined

i
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amount of time order to permit use of the lockout/tagout device
102 (for example, permit the locking member 104 to be placed in
an opensad gtate) .

{00741 Turning now to FIG. %, it is alsc contemplated that
the lockout/tagout system 100 may be made to include a locator
tag 124 such as an RFID locator tag. This locator tag 124 may
be fixed proximate to the energy isolation point 130 of the

equipment 106 and may ke read by the lockout/tagout device 102

tag written to the secure access record with the usage
information. In this way, the lockout/tagout device 102 can
provide a record not only of when and who accessged the
lockout/tagout device 102, but algc to which unique equipment
the lockout/tagout device 102 was attached. This can be used to
avoid a gituation in which one lockout/tagout device is veplaced
with another lockout/tagout device in orvder to obscure the
actual history of a particular ensygy isclation point.

{00751 FIG. ¢ further illustrates that a smart device 134,
which might be a tablet or other portable device, may be used in
proximity to any one of a number of the variocus tags, indicators
and devicesg to provide the usage history of these items, program
the device, or communicate with a central network or SCADA in
order to update information thereto regarding the devices, tags
and keys. Essentially, this smart device can act as a remote
congole, particularly in environments in which it may be
difficult to wirelessly or dirvectly connect a central monitoring
system to the varicous devices, tags, wireless information
devices (for example, keycards) and so forth throughout a
facility. Further the smart device 134 may effectively act as a
data bridge permitting the near field communication with the

tags and lockout/tagout device{s) Lo be communicated to a
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centralize gystem such ag a SCADA 120 or wirelegs network over
for example a WIFI connection of the smart device 134.

{00761 In most instances, the lockout/tagout device 102 will
be a separate device that is selectively attachable to an energy
igolation point in order to lock it cut and that, accordingly as
a geparate device, it may be desirvable for the lockout/tagout
device 102 to use minimal power ag an internal battery will
provide powsr.

[0077] In aome embodiments, the presence of the internal
battery can be uged to allow the uger to use a pasgive tag as
the wirelesgs communication device. To conserve energy, the
wireless link 112 will ideally go into sleep mode relatively
quickly if not wireless communication device 118 is detected.
The internal battery may be easily replaced in case of failure
and the lockout/tagout device 102 may provide some battery life
statug information during activation after the user-activated
control 114 1s opervated. For example, if power is low after the
uger-activated control 114 ig operated, then the activaticon
indicator 116 may blink intermittently to indicate this. It is
contemplated that a 1/3N battery (160mah) may be used in a
direct activation design illustrated in FIG. 22 and a CR2
{750mAh) battery may be used in the lever activation degign
illugtrated in FPIG. 2B. It is contemplated that the battery may
be a rechargeable battery, such as, for example, a lithium ion
battery.

{0078] In termg of power consumption baged on the type of
wirelegs link or communications link, NFC (which ig a form of
R¥FID and would use the game or gimilar communication chip) has
fagt automatic set-up {(less than 0.1s, no gairing), hag low
poweyr consumption, i8 already present in many mobile devices,
and has a 0.2m range. In contrast, Bluetooth® communication

demands mors power, has a longer set-up (68) than NFC, reguires
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pairing, and has a greater potential range {up to 100m).
Although is available on most wmobille devices, Bluetooth® may
have trouble if multiple devices are near during pairving.
Alternatively, a physical connection te program the lock would
likely invelve including a port on the lockout/tagout device
such asg a mini USEB port. If using USR, power potentially could
be gent from the host (PC, laptop,. tablet) to the battery in the
lockout/tagout device during programming to recharge the battery
in the lockout/tagout device 102.

(0074573 Turning now to FIGS. 10A through 10K, wvarious
operational steps are illustrated that show the programming of
the lockout/tagout device and its subseguent use in a
lockout/tagout procedure.

[0080] Locking firat at FIG. 10A, the various components of a

gample system are illustrated including a master tag ID

L(;\

providing an RFID locator 124, credentiale 118 incliluding an RFID
tag, and a smart lock 102 with an RF transponder 112. It is
noted that in FIG. 104, the smart ilock 102 ig iliustrated as
being a cable lock having an internal mechanism that selectively
congtricts around the cable to lock a segment of the cable
relative to the body of the lock. However, it is contemplated
that this smart lock 102 could also ke of the body and shackle
tvpe illustrated previocusly herein. Isolation management
software can be installed on a computer 120 that provides a
facility map, equipment information and lockout procedures.
Smart devices 122 such asg a portable handheld unit or a tablet
can have harvdware that used to read RF transponder 112 on the
iockout device{g) 102, potentially program them, and provide
relevant egquipment and procedure information to the end user
performing the lockout/tagout procedure. In the illustrated
embodiment, an RFID interface iz used so that the RBFID locator

tag 124, credentials 118, smart lock 102 and smart devicesg 122
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can communicate with one ancther. A WIFI interface is used to
interface the smart device(g) 122 with the software and the
control room or centralized conscle 120. The smart devices 122

bridge the information provided by the RFID devices to the

central control room and related software via WIFI.
{oosal Turning to FIG. 108, the facility can be mapped such

that all of the energy isolation points are defined. Then, the
smart devices 122 can be used to identify the user location
within the facility and provide information to the uger about
lockout/tagout procedures basged on location or read tags
throughout the facility. Meanwhile the smart device 122 can
remain in communication with the contrel rcom, such that the
control room can monitor the actions and location of the usey
uaing the smart device.

[o082]} Now with reference to FIG. 10C through 10F, an

exemplary lockout procedure ig illustrated.

{0083} First, as illustrated in FIG. 10C, the smart device
122 zcans and reads the locator tag 124 near an isclation point

130 on the equipment 106. The smart device 122 may then provide
an identification of the specific energy isclation point and
provide information to the user about the lockout/tagout
procedure to ke followed. uring this time, the smart device
122 may be in communication with the control room 120 to inform
the control room 120 that a particular isolation point has been
read and may provide information 123 about the lockout procedure
to users in the control room 120 as well.

{00841 As illustrated in FIG. 10D, the smart device 122 may
then inform the user of all of the appropriate ensrgy isclation
pointg 130 on the particular pisce of eguipment 1046 and the
order in which the varicus controls should be shut off (if
appropriate) . In the illustrated embodiment, there are four

separate isolation peints to be locked out.
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[oo8s] The lockout procedure for a specific isolation point
ig then illustrated in FIG. 10E. In FIG. 10E, it can be seen
that the smart device 122 reads the locator tag 124 {(as shown on
the l1=2ft side of the figure) and provides information about the
gpecific lockcout procedure to ke followed. The user turng oOff
the control at the isolation point 130 {(as shown on the right
gide of the figure} and scans their valid credentials 118 to
open the lockout/tagout device 102 and applieg the
lockeout/tagout device 102 to the isgolation point 130, Again,
during or after the application of the lockout/tagout device 102
this isolation peint 130, the smart device 122 may confirm the
lockout and transmit this information to the contrel rcom 120.
Furtheyr, as outlined aboutb, usage information can ke written to
the non-volatile memory 110 in the lockout/tagout device 102
during the application of the device 102. This lockout/tagout
procedure is followead at each of the reguired isclation points
130 on the eguipment 106.

{0086} After the various lockout/tagout steps have been

performed then, the smart device 122 ig used to confirm lockout

£

o

as been fully performed as illustrated in FIG. 10F. At this

point, 1f any lockout/tagout stepeg have not been performed, then

&

o]

oi

the gmart device 122 can be uszed to indicate the user of this
fact and any additional iscolation points 130 that may need to be
locked out.

{60871 Once the lockout procedure is confirmed ag complete,
then a technician can safely repair the equipment 1086 as
illustrated in FIG. 10G with the isgolation points 130 being

2Curea.

[£4]

{00887 After the repalr or maintenance work is completed,
then the eguipment can be started back up following the sequence
of steps illustrated in FIGS. 10H to 10K, In FIG. 10H, the

smart device 122 can again be used to provide the uger with
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information 123 about start up procedures. As further
illustrated in FIC. 101, the gmart device 122 and the control
120 may be provided with specific start up sequencing steps for

re-activating the variocus igolation points 130 on the egquipment

106.
{00887 With thisg seguencing information available, the

technician can go to sach of the isolation points 130 in proper
sequence and scan the locator tag 124 as illustrated in FIG.
10J. Upon confirmation that the particular isclation point is

appropriate to re-activate or re-energize, the user can scan his

.l

or her credentials 118 to permit opening of the lockout/tagou

(4

device 102 and remove it from the control. At this point, the
control can be reactivated. During this removal ogpervaticn, the
non-volatile memory 110 on the lockout/tagout device 102 can
record the usage information as described elsewhere in this
application and the smart device 122 can processg and relay the
actions to the control room 120, as well as provide information
about the next appropriate steps to take to gtart up the
eguipment 106 again.

{00907 Finally, as shown in FIG. 10K, after all of the
igolation points 130 on the equipment 106 have been unlocked,
the gmart device 122 and the control vroom 120 can be notified
that the start-up is complete. If appropriate, upon
confirmation that all lockoutsg have been removed, a separvate
powering on step for the squipment 106 may be performead.

{00811 It ig also contemplated that the lockoub/tagout device
102 may interconnect to or in communication with other
lockout/tagout devices in order to share usage information ox
operational data with one another. In one example, multiple
lockout/tagout devices are needed to de-energize a pilece of
equipment . Once locked, the lockout/tagout devices may not be

opened except in a specific order and after each individual
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lockout / startup occurs one of the devicesg dirvectly
comnunicates this to another one or multiple of the devices.
{0082} Finally, it should be appreciated that the
lockout/tagout devices described herein may alsc be more
generally referved to as a asmart isgcolation device. Such smart
igolation devices need not be used in lockout/tagout procedures,
but may be used in other contexts asg well. It will be further
appreciated that while such devices have been illustrated as
geparate locking mechanisms attached to energy isclation points,
that it is contemplated that the smart isgolation device might be
permanently integrated into the energy isclation point itseli ox
into another contrel. For example, the smart isclation device
including the non-volatile memory, wirelegs link, and go forth,
may e built directly into the structure of a lockable valve or
other control. Apart from being integrally formed in the
control or energy isclation point and adapted to its specific
gtructure, this smart isclation device may work just as the
lockout/tagout device described hevein.

[0083] As noted above, it should be appreciated that wvarious
other modifications and variations to the preferrved embodiments
can be made within the spirit and scope of the invention.
Therefore, the inventicn should not ke limited to the degcribed
empbodiments. To ascertain the full scope of the invention, the

following claims should be referenced.
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CLATMS

What ig claimed is:

1. A lockout/tagout device comprising:

a wirelega link for gelective communication with a
wirelegs identification device carvied by a user;

a non-volatile memory for storing usage information
about the lockcout/tagout device; and

a controller in communication with the wirelegs link
and the non-volatile memory, the controller programmed to
receive a signal from the wireless link and write the usage
information about the lockout/tagout device to at least a
portion of the non-volatile memory such that the portion of the
non-volatile memory storing the usage information cannct be

erased or rve-written.

2. The lockout/tagout device of claim 1, wherein the non-
volatile memory ig a field programmable read only menory
{FPROM} , a one-time programmable memory {(0TP), or a programmable
read only memory (PROM) physically preventing an erasure or re-
writing of the portion of the non-volatile memory storing the

uaage information.

3. The lockout/tagout device of claim 1, wherein the
controller ig programmed to prevent the portion of the non-
volatile memory storing the ugage information from being erased
and re-written, even if the non-veolatile wmemory itself is

physically capable of being erased or re-written.

4, The lockout/tagout device of claim 1, wherein the
wireless link, the non-volatile memory, and the controller arve

supportad by a body of the lockout/tagout device.
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5. The whkout/tagout device of claim 1, further
comprising a user-operated control supported by the body and in
communicatrion with the controller, the controllier further
programned asuch that, upon operation of the user-operated
control, the controller temporarily activates the wireless link

for communication with the wireless identification device.

5. The lockout/tagout device of claim 5, wherein the
controller ig further programmed to deactivate the wireless link

a pre-determined amocunt of time after the operation of the user-
operated control such that the wirelegs link is deactivated and

not communicable with the wirveless identification device.

7. The whkout/tagout device of claim 1, further
comprising a lockable kody with a locking member that
alternatively hag an openad sgtate and a clcsed gtate relative to

the locking body.

5. The lockout/tagout device of claim 7, wherein, in the
closed state of the liockable body, a ciosed loop ig formed

b

between the lockable body and the locking member.

9. The lockout/tagout device of claim 1, wherein the
usage information written to the non-volatile memory includes
unigue identifying information about the wireleas identification

device,

10. The lockout/tagout device of claim 9, wherein the
uaage informaticon written to the non-volatile memory further
includeg information about at least one of the time of usgage of

the lockout/tagout device and the spatial location of the
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unigue identifving information about the wirelegs identification

device.

11. The lockout/tagout device of claim 1, wherein the
wirelegs identification device ig one of a plurality of unigue
wireless identification devices in which sach of the plurality
of unigue wirelesg identification devices are communicable with

the wirelegs link.

12. The lockoub/tagout device of claim 1, wherein the
wirelesg link includes an RF transponder in the lockout/tagout
device for reading an RFID tag in the wirelesg identification

device.,

13. The lockout/tagout device of claim 1, wherein the
usage information written to the non-volatile memory provides a

tamper-proocf history of the lockout/tagout device.

14. The lockout/tagout device of claim 1, wherein the
controller is further configured to alter the lockout/tagout
device between a lockad state and an unlocked state upon a
detection of the wireless identification device by the wireless
link.

15. The lockout/tagout device of claim 1, wherein the
wirelegs link for gelective communication with a wirveless
identification device operates using a communication protocol
selected from the group consisting of near field communication
(NFC), WIFI implementing 802.11 standards (WIFI), Blustooth,
Bluetooth Low Energy (Bluestooth LE), and radio frequency

identification (RFID}.
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14. A lockout/tagout system comprisging:
the lockout/tagout device of claim 1; and
a wirelesg identification device for gelective
comnunication with the wirelegs link of the lockout/tagout

device,

17. The lockout/tagout gystem of claim 16, wherein the
wireless link includes an RF transponder in the lockout/tagout

device and an RFID tag in the wirelesgs identification device.,

18. The lockout/tagout system of claim 16, wherein the
wirelegs identification device is embedded in a separate
maintenance tocl or gsmart device for use with an item of

equipment on which the lockout/tagout device is placed.

19. The lockout/tagout svetem of claim 16, further

o

compriging a locator tag gecurely and non-movable received on

eguipment for lockout/tagout at an energy isolation point on the

egquipment and wherein the controller of the lockout/tagout
device 1s programmed to read the locator tag upon use of the
lockout/tagout device to write location information into the

sage information.

20. The lockout/tagout svetem of claim 16, further

comprising a central network for communication with other

network elements and a display on other network elements.

21. A smart igoclation device compriging:
a wivelesgeg link for sgelective communication with a

wirelegss identification device carrvied by a user;
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a non-volatile memory for storing usage information
about the smart igolation device; and
a controller in communication with the wirelesgss link

and the non-volatile memory, the contrellisr programmed Lo

v

receive a gignal from the wirveless link and write the usage
a

information aboub the smart isocolation device to at leas

s
¢

portion of the non-volatile memory such that the portion of the
non-volatile memory storing the usage information cannot be

eragsed or ve-written.

22. The smart isclation device of claim 21, wherein the
non-volatile memory is a field programmable read only memory
(FPROM) , a one-time programmable memory {(0TP), or a programmable
read only memory (PROM) phygically preventing an erasure or re-
writing of the portion of the non-volatile memory storing the

ugage information.

23. The sgsmart igeolation device of claim 21, wherein the
controller is programmed to prevent the portion of the non-
volatile memory storing the usage information from being srased
and re-written, even if the non-volatile memory itself is

physically capable of being erased or re-wyritten.

24 . The sgmart isolation device of claim 21, wherein the
wirelesg link, the non-veolatile memory, and the controller ave

gupported by a body of the smart igeolation device.

25. The smart isolation device of claim 21, further
comprising a uger-operated control supported by the body and in
communication with the contreller, the controlier further

programmed such that, upon opervation of the user-operated
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control, the controllier temporarily activates the wireless link

for communication with the wirelegs identification device.

26. The smart igolation device of claim 25, wherein the
controller ig further programmed to deactivate the wireless link

a pre-determined amocunt of time after the operation of the user-

cperated control such that the wireless link is deactivated and

not communicable with the wirveless identification device.

27. The smart igelation device of claim 21, wherein the
usage information written to the non-volatile memory includes
unigue identifyving information about the wirelegs identification

device.

28. The smart igelation device of claim 27, wherein the
ugage information written to the non-volatile memory further
includeg information about at least one of the time of usgage of
the smart isclation device and the spatial location of the smart
isclation device that are written in conjunction with the unigue
identifying information about the wireless identification

device.

2%9. The smart igelation device of claim 21, wherein the
wireless identification device is one of a plurality of unigue
wirvelesg identification devices in which =sach of the plurality
of unigue wireless identification devices arve communicable with

the wirelegg link.

20. The smart igelation device of claim 21, wherein the

device for reading an RFID tag in the wirelesg identification

device.
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31. The smart igelation device of claim 21, wherein the
ugage information written to the non-volatile memory provides a

tamper-procf higtory of the smart isclation device.

32. The smart isgolation device of claim 21, wherein the
controller ig further configured to alter the smart isclation
device between a locked state and an unlocked state upon a

detection of the wirelegs identification device by the wireless

Link.

33, The smart isolation device of claim 21, wherein the
wirelegs link for selective communication with a wireless
identification device operates using a communication protocol
gelected from the group consisting of near field communication
(NFC), WIFPI implementing 802.11 standards (WIFI), Bluetooth,
Bluetooth Low Energy (Blustoocth LE}, and radio fresquency
identification (RFID}.

34. A smart isolation system comprising:

the smart igclation device of claim 21: and
a wirelesgs identification device for selective
comnunication with the wirelegs link of the smart isclation

device.

35, The smart igolation system of claim 34, wherein the
wirelegs link includes an RF transponder in the smart isolation

device and an RFPID tag in the wireless identification device.

36. The smart ilsolation system of claim 34, wherein the

wireless identification device ig embedded in a separvabte
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maintenance tocl or smart device for use with an item of
equipment on which the smart isclation device is placed.

37. The smart isclation system of claim 34, further
compriging a locator tag gecurely and non-movable received on
eguipment for smart isclation at an energy isclation point on
the eguipment and wherein the controller of the smart isclation
device 1s programmed to read the locator tag upon use of the
smart isclation device to write location information into the

usage information.

38, The smart isolation system of claim 34, further
comprising a central network for communication with other

network elements and a display on cother network elements.
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