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Description

Cross Reference To Related Application

[0001] This application claims priority to US Provision-
al Patent Application No. 61/327,697, filed April 25, 2010.
[0002] The present disclosure relates generally to a
manner by which to search and to retrieve user mobility
information located at any of multiple disparate domains.
More particularly, the present disclosure relates to an
apparatus, and an associated method, by which to
search for, and to obtain the information, using a web-
based, search console.

[0003] The search initiation and response review, by
way of a web-based search console, eliminates the con-
ventional need for an administrator separately to access
each of multiple administrative consoles associated with
corresponding multiple domains.

Background

[0004] Advancementsin communication technologies
have permitted the development and deployment of
many new types of communication systems having com-
munication capabilities providing increased communica-
tion convenience and improved communication services.
Improved communication mobility is amongst the com-
munication improvements provided in various of such
new communication systems. And, for many, access to
mobile communication systems through which to com-
municate both voice and data has become essential for
business, and other, activities. Data messaging, such as
that provided by way of e-mail messaging, and the like,
provides message senders and recipients with near-in-
stant communication capabilities as well as, also, store-
and-forward messaging capabilities. A sender is able to
send a message at the sender’s convenience, and the
recipient of the message is able to receive and review
the message, atthe recipient’'s convenience, whetherim-
mediately or at some subsequent time.

[0005] Business, and other, enterprises sometimes
provide enterprise personnel with mobile communication
devices, herein referred to at times as mobile stations,
to provide enterprise personnel with messaging, and oth-
er communication capabilities. In a large enterprise or-
ganization, large numbers of enterprise personnel are
sometimes provided with the mobile stations.

[0006] An enterprise administrator is sometimes en-
charged with maintaining operability of the mobile sta-
tions, implementing communication policies, and gener-
ally otherwise overseeing and controlling communication
operations at the enterprise.

[0007] Particularly when the enterprise is large, the en-
terprise might utilize multiple domains in which different
enterprise personnel are associated with different ones
of the domains, sometimes at physically disparate loca-
tions. And, sometimes, some enterprise personnel might
be associated with more than one domain. The term "do-
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main" is used herein to refer to a collection of resources,
including and relating to a group of mobile stations, which
have in common an administrative/management system
or a configuration database therefor.

[0008] A communication scheme thatincludes multiple
domains provides additional challenges to an adminis-
trator. For instance, when searching for information re-
garding the mobile station used by enterprise personnel,
the administrator has to access and to search at the ap-
propriate domain of the multiple domains in order to ob-
tain the needed information. In conventional operation,
to do so, the administrator is required to log into the ap-
propriate administration service console and then locate
the needed information. This existing need, however, be-
comes unwieldy and cumbersome, particularly when the
administrator might not know in which domain to search
for the information, and a large number of domains are
employed by the enterprise. In these situations, the ad-
ministrator might be required to resort sequentially to log
into successive domains and search for the information,
prior to logging-into the appropriate administration serv-
ice console associated with the appropriate domain.
[0009] Document US2009/0100099 discloses an ex-
change database system for automatically collecting
contactinformation associated with a business or service
provider; storing the automatically collected contact in-
formation in a plurality of data records, each data record
being associated with a business or service provider.
[0010] Itisinlight of this background information relat-
ed to mobile communication systems that the significant
improvements of the present disclosure have evolved.
[0011] Theinvention is carried out according to the ap-
pended independent claims. Optional features of the in-
vention are carried out according to the dependent
claims.

Brief Description of the Drawings

[0012]

Figure 1 illustrates a functional block diagram of a
communication system in which an embodiment of
the present disclosure is operable.

Figure 2 illustrates a message sequence diagram
representative of example operation of an embodi-
ment of the present disclosure.

Figure 3 illustrates a console display generated pur-
suant to operation of an embodiment of the present
disclosure.

Figure 4 illustrates another console display, also
generated pursuant to of an embodiment of the
present disclosure.

Figure 5 illustrates another console display, also
generated pursuant to an embodiment of the present
disclosure.

Figure 6 illustrates another console display, also
generated pursuant to operation of an embodiment
of the present disclosure.
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Figure 7 illustrate a method flow diagram, represent-
ative of the method of operation of an embodiment
of the present disclosure.

Detailed Description

[0013] Aspects and features of the claimed subject
matter are set out in the appended claims.

[0014] The present disclosure, accordingly, advanta-
geously provides an apparatus, and an associated meth-
od, by which to search and to retrieve user mobility in-
formation located at any of multiple, disparate domains.
[0015] Through operation of an example of the present
disclosure, a manner is provided by which to search for,
and to obtain, the information using a web-based search
console.

[0016] Thereisdescribed herein asearch initiation and
response review, performed by way of the web-based
search console, that permits the information to be ob-
tained without requiring that a system administrator sep-
arately access administrative consoles associated with
domains at which the information might be located.
[0017] A simple and centralized mechanism is de-
scribed that provides searchability into all of the domains
of a multiple-domain implementation.

[0018] A web-based search console is described. The
search console provides for searching by a system ad-
ministrator, or other authorized party, to search for user
information in every domain utilized by the enterprise.
Searching is performed without requiring the administra-
tor, or other party, to log on to individual administration
service consoles associated with each of the separate
domains in order to obtain the user information.

[0019] In another part of the present disclosure, once
the location of the information has been found, e.g., by
locating the domain location at which the identity of the
associated enterprise personnel is located, the informa-
tionis retrieved without requiring the administrator or oth-
er party to log into an administration service console as-
sociated with the domain in which the information is lo-
cated.

[0020] In another part of the present disclosure, the
administrator or other authorized party is further permit-
ted to complete administrative actions related to the user
information by way of the console. The console provides
a link whose selection redirects the administrator to the
specific administration service of the domain where the
user information is located.

[0021] Thereis described herein the leveraging of var-
ious technologies, including IS, ASP, and administration
API (Application Processing Interface). ASP.NET web
pages run on an enterprise-deployed |IS web server.
ASP.NET web pages make API calls to an administration
API of each of the domains that are configured for the
enterprise. The configuration is completed by way of a
WEB.CONFIG file in the same folder as the ASP.NET
web page files on the IIS server. In another aspect of the
present disclosure, the ASP.NET web pages make API
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calls to the administration API in each of the enterprise-
configured domain. The configuration is completed by
way of a WEB.CONFIG file, located, e.g., in the same
folder as the ASP.NET web page files on the IIS server.
[0022] There is described herein the provision of au-
thentication. The authentication is, e.g., active directory
authentication, or administration service authentication.
Additionally, in one implementation, a static set of cre-
dentials is configured so that credentials need not be
requested when browsing to the address of the ASP.NET
web pages.

[0023] The administrator, or other authorized party, is
thereby able to obtain user information located at any of
a plurality of disparate domains by way of a console ata
remote workstation. The information is obtained without
requiring the administrator or other party to log on to an
administration service console of each of the domains in
which the information might be located. More efficient
control and simplified administration is thereby provided.
[0024] An apparatus, and an associated method, is
provided for facilitating a search at disparate domains for
user information. A search request detector is configured
to detect a search request for user information. A search-
er is adapted to receive indications of the search request
detected by the search request detector. The searcher
searches each of the disparate domains for the user in-
formation.

[0025] Turning first, therefore, to Figure 1, a commu-
nication system, shown generally at 110, comprises a
data-network 112, such as an enterprise intranet to which
functional communication entities are connected in com-
munication connectivity. The entities of the communica-
tion system are functionally represented and are posi-
tionable at any physical location, including distributed
across a plurality of physical locations. The entities are
also implemented in any desired manner, including hard-
ware, software, and combinations thereof.

[0026] The example communication system shown in
Figure 1 includes an IIS (Internet Information Services)
web server 116 and an example work station 118. The
work station 118 is representative of a work station that
an enterprise administrator, or other party, utilizes to
monitor and control an enterprise communication sys-
tem. The work station 118 is operable in generally-con-
ventional manner to invoke applications, here including
abrowser application 122. The administrator or other par-
ty invokes the browser application pursuant to operation
of an embodiment of the present disclosure, here to ac-
cess the IS web server 116 and to receive console dis-
plays therefrom.

[0027] The communication system also includes a plu-
rality of disparate domains, such as a first domain 124,
asecond 128, and an Nth domain 132. The domains 124,
128, 132 are representative of different domains, any of
which are associated with mobile stations operated by
enterprise personnel, viz., users of the mobile stations.
The communication system 110 illustrates an example
mobile station 136, here shown to be connected to a Ra-
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dio Access Network (RAN) that is, here, indirectly con-
nected to the data network 112. The mobile station is
associated with any of the domains 124, 128, and 132,
and potentially more than one of the domains.

[0028] The first domain includes an application pro-
gramming interface (API) 146-1, an administration serv-
ice (AS) 148-1, an application device servicing system
152-1, and a user and configuration database 158-1.
Generally, the aforementioned elements of the first do-
main are operatively connected to one another, directly
orindirectly, for communications therebetween. The sec-
ond domain includes analogous entities, that is, an API
146-2, an AS 148-2, an application device servicing sys-
tem 152-2, and a user and configuration database 158-2.
And, analogously, the Nth domain 132 includes an API
146-N, an AS 148-N, an application device servicing sys-
tem 152-N, and a user and configuration database 158-
N.

[0029] Information associated with the mobile station
136 is stored at a user and configuration database 158-1,
158-2 and 158-N, depending upon with which of the do-
mains that the mobile station is associated. As noted pre-
viously, in conventional operation, if an administrator or
other party needs to obtain user information, that is, in-
formation that is associated with the mobile station, the
administrator is required to log into each of the adminis-
tration services of each of the domains, at least until the
desired information is obtained. To obviate this conven-
tional requirement, the IIS web server 116, or other entity,
includes the apparatus 164 of an embodiment of the
present invention. The elements of the apparatus 164
are functionally represented, implementable in any de-
sired manner, including hardware, software, and combi-
nations thereof. Functional elements of the apparatus
are here shown to include a search request detector 168,
a searcher 172, and search result detector 176, and a
searchresultforwarder 182. The apparatusisimplement-
ed as an API (Application Programming Interface) and
ASP.NET web pages, of which the pages 178 are rep-
resentative. In operation, the administrator or other party
at the work station is provided with a web-based search
console that provides for searching of needed user infor-
mation located at any of the domains 1-N. The user-re-
lated information is of a type permitting searching of the
needed information. The information comprises, for ex-
ample, a user name, an email address, an IT policy, a
messaging server, etc. The input of this information at
the work station is provided to the web server and de-
tected by the search request detector 168. In response,
the detector causes the searcher 172 to search the do-
mains for the information. In the example implementa-
tion, API calls are made to appropriate web services API
components of the APIs 146 of the domains 1-N. The
user and configuration data bases are caused to be ac-
cessed, and the needed information, if stored thereat, is
returned to the web server. Responses to the searches
are detected by the search result detector 176, which, in
turn, provides the received search result response or re-
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sponses to the forwarder 182. In turn, the forwarder for-
wards on the received information for display at the work
station.

[0030] Inthe example implementation, the administra-
tor or other party, upon receipt of information that at least
identifies the location at which user information is stored,
i.e., at which of the domains that the user information is
located, the administrator is permitted to take further ac-
tion to retrieve additional information without logging into
the specific administration service console in the domain.
Thereby, information search and retrieval is carried out
more conveniently and quickly than conventionally per-
mitted. The request for additional information comprises,
for instance, an administrative services request, and the
search request detector 168 further functions as an ad-
ministrative services request detector, and the searcher
172 further functions as a forwarder for forwarding the
request for additional information to the appropriate do-
main.

[0031] Turning nextto Figure 2, a process, shown gen-
erally at 202, is representative of signaling generated dur-
ing operation of an embodiment of the present disclosure.
The signaling is representative of the signaling generated
during the operation of the example system 110, shown
in Figure 1. Signaling generated in other communications
can analogously be represented.

[0032] The process commences at the work station
118 when an administrator or other party initiates oper-
ation, here by requesting commencement of search pro-
cedures, indicated by the request search block 206. A
message is caused to be sent, indicated by the segment
208, to the IIS web server 116. The web server responds,
indicated by the segment 212 to provide a search console
to the work station to be displayed thereat pursuant to
browser operation of the work station. The search re-
quest indicated by the block 206 is also generated pur-
suant to operation of a browser application at the work
station. The console start block 214 is representative of
the display at the browser application of the search con-
sole.

[0033] The administrator or other party, by way of the
console at the work station, generates a search request,
indicated by the segment 218, that is delivered to the IIS
web server 116. In response to the search request, the
web server initiates searches, indicated by the blocks
222 to the different domains. In the example implemen-
tation, three domains are represented, and three search
blocks, search blocks 222-1, 222-2, and 222-N are
shown in Figure 2. ASP. NET web pages make API calls
to the APIs 146 of the domains, as indicated by the seg-
ments 228-1,228-2,and 228-N. The APIs, in turn, access
the respective application device servicing system 152
and associated databases 158, indicated by the seg-
ments 232-1, 232-2, and 232-N. Responses are gener-
ated, and returned, indicated by the segments 236-1,
236-2, and 236-3 to the respective APIs 146. And, the
APIs, in turn, return the search results to the IS web
server 116. The IIS web server then forwards on, indi-
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cated by the segment 242, the search results, to the work
station 118. The results are displayed, indicated by the
block 246. Figure 3 illustrates an example start console
262, representative of a console displayable at a work
station at which an administrator, or other authorized par-
ty, is positioned to operate an embodiment of the present
disclosure. The console 262 is representative of a start
console at which the administrator or other party enters
information relating to a search request, here at a search
field 264. The entered information comprises search cri-
teria, such as a user name, display name, user identifi-
cation, an email address, an IT policy, a messaging serv-
er identity, etc. In an embodiment, the administrator user
may optionally identify the type of search criteria using
an appropriate selection widget 266, which may be a
drop-down or any other appropriate selection widget.
[0034] Figure 4 illustrates a console display 272, rep-
resentative of another console displayable at a work sta-
tion during operation of an embodiment of the present
disclosure. The console display illustrates example
search results 274 generated pursuant to operation of
an embodiment of the present disclosure. Here, the
search results include information related to a search in-
quiry entered in the field 264. The console display 272
further includes a link 276 that, if selected, provides a
direct link to an appropriate Administration Service (AS)
console of an appropriate domain in the event that the
administrator or other party needs to perform additional,
advance administrative actions.

[0035] Figure 5illustrates another screen console dis-
play, console display 282, representative of another ex-
ample console generated pursuant to operation of an em-
bodiment of the present disclosure. The console display
illustrates example information retrieved and display at
a work station. Figure 5 illustrates a console display 286,
which forms a continuation of the console display 282,
shown in Figure 5, of information returned to the work
station pursuant to operation of an embodiment of the
present disclosure. Review of the console displays 282
and 286, indicate that user information, mail information,
device information, IT policy information, group informa-
tion, device settings, and device message information is
all potentially available for review by the administrator or
other party. In otherimplementations, other, or additional,
information is provided.

[0036] Figure 7 illustrates a method flow diagram,
shown generally at 312, representative of the method of
operation of an embodiment of the present disclosure.
The method facilitates a search at disparate domains for
user information. First, and as indicated by the block 316,
detection is made of a search request for user informa-
tion. User information may include, for non-limiting ex-
ample, information related to a user's communication
service or the management or configuration of such serv-
ice, in conjunction with one or more domains, or the ad-
ministration services thereof. Then, and as indicated by
the block 318, each of the disparate domains is searched
for user information responsive to the search request.
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Then, and as indicated by the block 322, a search re-
sponse is detected. And, as indicated by the block 326,
the search response is forwarded for viewing by, e.g., an
administrator or other authorized party.

[0037] Presently preferred embodiments of the disclo-
sure and many of its improvements and advantages have
been described with a degree of particularity. The de-
scription is of preferred examples of implementing the
disclosure, and the description of examples is not nec-
essarily intended to limit the scope of the disclosure. The
scope of the disclosure is defined by the following claims,

Claims

1. A method for facilitating a search at disparate do-
mains for user information in a communication sys-
tem including user mobile stations, wherein informa-
tion associated with user mobile stations is stored at
a plurality of disparate domains, each domain having
an administration service console, each user mobile
station being associated with and having user infor-
mation stored at one of the plurality of disparate do-
mains, wherein the method is performed by an In-
ternet Information Services web server (116) com-
prising ASP.NAT Webpages, the method compris-

ing:

providing (212), to a work station (118), a search
console in response to a request from an admin-
istrator or other party (206) for performing the
search;

detecting (316), from the work station (118), a
search request for the user information of a mo-
bile station;

searching (318) each of the disparate domains
(124) for that user information responsive to the
search request detected during said detecting,
wherein the searching (318) comprises using
the ASP.NET web pages to make API calls to
an API (146) of each of the disparate domains
(124), the API calls configured to cause each of
the domain APIs to access user information
stored at the respective domains to search for
the user information of the mobile station;
receiving (322), from the disparate domains, a
search response comprising information that
identifies the domain at which that user informa-
tion is stored, and

retrieving that user information from the identi-
fied domain, wherein the web server (116) re-
trieves that user information from the identified
domain without requiring an administrator or
other party to log into the administration service
console of that domain.

2. The method of claim 1 further comprising detecting
a search response to the search made during said
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searching.

The apparatus of claim 2 further comprising forward-
ing (326) the search response detected during said
detecting the search response to the work station for
viewing by the administrator or other party.

The method of claim 3 wherein the search response
further comprises a link for administration service
action.

The method of claim 4 further comprising detecting
an administrative services request responsive to the
search results.

The method of claim 1 wherein the search request
detected during said detecting comprises a user
identification.

The method of claim 6 wherein the user identification
comprises a user name.

The method of claim 7 wherein the user identification
comprises a user-associated messaging server.

An apparatus for performing the method of any of
claims 1 to 8.

Patentanspriiche

1.

Ein Verfahren zum Erleichtern einer Suche in ver-
schiedenen Domanen nach Benutzerinformation in
einem Kommunikationssystem mit Benutzermobil-
stationen, wobei Information, die mit Benutzermobil-
stationen assoziiert ist, an einer Vielzahl von ver-
schiedenen Doménen gespeichert ist, wobei jede
Domane eine Administrationsdienstkonsole hat, wo-
bei jede Benutzermobilstation mit Benutzerinforma-
tion, die an einer der Vielzahl von verschiedenen Do-
manen gespeichert ist, assoziiert ist und diese auf-
weist, wobei das Verfahren durch einen Internetin-
formationsdienste-Webserver (116) durchgefiihrt
wird, der ASP.NAT-Webseiten aufweist, wobei das
Verfahren aufweist:

Vorsehen (212), fir eine Arbeitsstation (118),
einer Suchkonsole in Reaktion auf eine Anfor-
derung von einem Administrator oder einem an-
deren Teilnehmer (206) zum Durchfiihren der
Suche;

Erfassen (316), von der Arbeitsstation (118), ei-
ner Suchanforderung fiir die Benutzerinformati-
on einer Mobilstation;

Durchsuchen (318) jeder der verschiedenen
Domanen (124) hinsichtlich dieser Benutzerin-
formation in Reaktion auf die Suchanforderung,
die wahrend des Erfassens erfasst wird, wobei
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das Durchsuchen (318) ein Verwenden der
ASP.NAT-Webseiten aufweist, um API-Anrufe
an eine API (146) jeder der verschiedenen Do-
manen (124) zu tatigen, wobei die API-Anrufe
konfiguriert sind, um zu veranlassen, dass jede
der Domane-APls auf eine Benutzerinformation
zugreift, die an den jeweiligen Doméanen gespei-
chert ist, um nach der Benutzerinformation der
Mobilstation zu suchen;

Empfangen (322), von den verschiedenen Do-
manen, einer Suchantwort, die Information auf-
weist, die die Doméane identifiziert, an der diese
Benutzerinformation gespeichert ist, und
Abrufen dieser Benutzerinformation aus der
identifizierten Doméne, wobei der Webserver
(116) diese Benutzerinformation aus der identi-
fizierten Domane abruft ohne die Erfordernis,
dass sich ein Administrator oder ein anderer
Teilnehmer an der Administrationsdienstkonso-
le dieser Domane anmeldet.

2. Das Verfahren gemal Anspruch 1, das weiter ein
Erfassen einer Suchantwort auf die wahrend der Su-
che durchgefiihrten Suche aufweist.

3. Die Vorrichtung gemaR Anspruch 2, die weiter ein
Weiterleiten (326) der Suchantwort, die wahrend des
Erfassens der Suchantwort erfasst wird, an die Ar-
beitsstation zur Betrachtung durch den Administra-
tor oder einen anderen Teilnehmer aufweist.

4. Das Verfahren gemal Anspruch 3, wobei die
Suchantwort weiter eine Verknupfung fir eine Ad-
ministrationsdienstaktion aufweist.

5. Das Verfahren gemaf Anspruch 4, das weiter ein
Erfassen einer administrativen Diensteanforderung
in Reaktion auf die Suchergebnisse aufweist.

6. Das Verfahren gemal Anspruch 1, wobei die
Suchanforderung, die wahrend des Erfassens er-
fasst wird, eine Benutzeridentifikation aufweist.

7. Das Verfahren gemaf Anspruch 6, wobei die Benut-
zeridentifikation einen Benutzernamen aufweist.

8. Das Verfahren gemaf Anspruch 7, wobei die Benut-
zeridentifikation einen mit einem Benutzer assozi-
ierten Messaging-Server aufweist.

9. Eine Vorrichtung zum Durchfiihren des Verfahrens
gemal einem der Anspriiche 1 bis 8.

Revendications

1. Procédé pour faciliter une recherche dans des do-
maines variés d’informations d'utilisateur dans un
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systéme de communication comportant des stations
mobiles d’utilisateur, dans lequel des informations
associées a des stations mobiles d’utilisateur sont
stockées a une pluralité de domaines variés, chaque
domaine ayant une console de service d’administra-
tion, chaque station mobile d’utilisateur étant asso-
ciée a et ayant des informations d’utilisateur stoc-
kées a I'un de la pluralité de domaines variés, ou le
procédé est exécuté parun serveur Web de Services
d’Informations Internet (116) comprenant des pages
Web ASP.NET, le procédé comprenant le fait :

de fournir (212), a une station de travail (118),
une console de recherche en réponse a une re-
quéte provenant d’'un administrateur ou d’'une
autre partie (206) pour effectuer la recherche ;
de détecter (316), a partir de la station de travail
(118), une requéte de recherche d’informations
d’utilisateur d’'une station mobile ;

de rechercher (318), dans chacun des domai-
nes variés (124), ces informations d'utilisateur
en réponse a la requéte de recherche détectée
pendant ladite étape de détection, dans lequel
la recherche (318) comprend le fait d’utiliser les
pages Web ASP.NET pour réaliser des appels
APl vers une API (146) de chacun des domaines
variés (124), les appels API étant configurés
pour amener chacune des API de domaine a
accéder aux informations d'utilisateur stockées
dans les domaines respectifs pour rechercher
les informations d’utilisateur de la station
mobile ;

de recevoir (322), a partir des domaines variés,
une réponse de recherche comprenant des in-
formations qui identifient le domaine ou ces in-
formations d’utilisateur sont stockées, et
derécupérer ces informations d'utilisateur a par-
tir du domaine identifié, ou le serveur Web (116)
récupére ces informations d’utilisateur a partir
du domaine identifié sans qu’il soit nécessaire
qu’un administrateur ou une autre partie se con-
necte a la console de service d’administration
de ce domaine.

Procédé de la revendication 1, comprenant en outre
le fait de détecter une réponse de recherche a la
recherche réalisée au cours de ladite étape de re-
cherche.

Appareil de la revendication 2, comprenant en outre
le fait de transférer (326) la réponse de recherche
détectée pendant ladite étape de détection de la ré-
ponse de recherche a la station de travail pour une
visualisation par 'administrateur ou une autre partie.

Procédé de la revendication 3, dans lequel la répon-
se de recherche comprend en outre un lien pour une
action de service d’administration.
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5.

Procédé de larevendication 4, comprenant en outre
le fait de détecter une requéte de services adminis-
tratifs en réponse aux résultats de recherche.

Procédé de larevendication 1, danslequellarequéte
de recherche détectée pendant ladite étape de dé-
tection comprend une identification d’utilisateur.

Procédé de la revendication 6, dans lequel I'identi-
fication d’utilisateur comprend un nom d’utilisateur.

Procédé de la revendication 7, dans lequel I'identi-
fication d’utilisateur comprend un serveur de mes-
sagerie associé a l'utilisateur.

Appareil pour effectuer le procédé de I'une des re-
vendications 1 a 8.
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