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[Fig. 1B]
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[Fig. 2]
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[Fig. 3]
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[Fig. 4]
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[Fig. 5]
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[Fig. 6A]
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[Fig. 6B]
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[Fig. 7]
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[Fig. 8]
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[Fig. 9]
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[Fig. 11]
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[Fig. 12]
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Deseription
Title of mvention: METHODS AND SYSTEMS FOR
PROCESSING A DN REQUEST
TECHNICAL FIELD

[0001] The present invention relates in general to the field of computer networks. More par-
ticularly, the present invention relates to methods and systems for processing a Do-
main name Services (DNS) request in a gateway. The gateway determines a decision
whether to use a second tunnel for transferring data to a second host based on the geo-
graphical location of an Internet Protocol (IP) address of the second host, wherein the

IP address of the second host 1s specified 1n a first DNS response.
BACKGROUND ART

[0002] The Domain Name System (DNS) 1s a hierarchical distributed naming system for
computers, services, or any resource connected to the Internet or a private network. It
associates various types of information with domain names assigned to each of the
par-ticipating entities. A DNS resolves request for these names into Internet Protocol
(IP) addresses for the purpose of locating computer services and devices worldwide.
Different DNS servers may resolve a particular DNS request differently, for example,
due to content distribution network, administrator's intervention, and whether a DNS
server 1s being comprised. In another example, a DNS server located in Country A
may not provide an accurate IP address for websites that are restricted in Country A
due to political reasons or legislations. It 1s commonly known that an IP address for a
website that 1s restricted in Country A may not be accessible by a host or gateway 1o-
cated in Country A. It 1s also common that the geographical locations of IP addresses
for websites restricted 1n Country A are most likely to be outside country A. To over-
come this, IP packets for IP addresses can be sent or received through a tunnel, such as
a virtual private network (VPN) connection. One of the techniques 1s to set up rules or
policies at a gateway to have data destined to the restricted IP addresses, domain
names and/or websites through the tunnel or VPN. It may become very inconvenient
for an administrator to set up the rules and policies if there are many restricted IP ad-
dresses, domain names and/or websites, particularly 1f 1t 1s unknown what are being

restricted.

DISCLOSURE OF INVENTION
Summary
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[0003] The present invention discloses methods and systems for processing Domain Name
Service (DNS) request 1n a gateway comprising at least one local area network (LAN)
interface and at least one wide area network (WAN) interface. The gateway receives a
first DNS request from a first host via one of the at least one LAN 1interface of the
gateway. The gateway selects at least one DNS server. If the at least one DNS server
1S accessible through at least one tunnel, at least one new DNS request 1s transmitted
to the at least one DNS server through the at least one tunnel. Alternatively, 1f the at
least one DNS server 1s not accessible through any tunnel, the at least one new DNS
request 1s transmitted to the at least one DNS server without using a tunnel. The at
least one new DNS request 1s based on the first DNS request, such that contents of the
at least one new DNS request are the same as the content of the first DNS request.

[0004] According to one of the embodiments of the present invention, the step of selecting
the at least one DNS server comprises determining one or more DNS servers that are
accessible by the gateway through at least one tunnel. The gateway then selects the at
least one DNS server from the one or more DNS servers.

[0005] According to one of the embodiments of the present invention, the method for pro-
cessing DNS request 1n the gateway further comprises the gateway receiving a first
DNS response from the at least one DNS server. The gateway then transmits a new
DNS response to the host via the one of the LAN 1nterfaces of the gateway. The new
DNS response 1s based on the first DNS response. The gateway determines the geo-
agraphical location of an IP address specified in the first DNS response by using an IP
geolocation database, and determines a decision whether to transfer data between the
first host and a second host using a second tunnel. The second host 1s accessible
through the IP address specified in the first DNS response. The gateway transfers data
between the first host and the second host using the second tunnel 1f the decision 1s to
use the second tunnel. Alternatively, 1f the decision 1s to not use the second tunnel or
1f there 1s no decision, the gateway transfers data between the first host and the second
host not using the second tunnel.

[0006] According to one of the embodiments of the present invention, the first DNS re-
sponse 18 recerved through a first tunnel. The first tunnel 1s one of the at least one tun-
nel used to transmit the at least one new DNS request. In one variant, the first tunnel
1s the same as the second tunnel. Alternatively, the first tunnel 1s not the same as the

second tunnel.
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[0007] According to one of the embodiments of the present invention, the second tunnel 1s
further used for transferring data between the gateway and the second host if the gate-
way determines to use the second tunnel.

[0008] According to one of the embodiments of the present invention, the step of determin-
ing whether to transfer data between the gateway and the second host or between the
first host and the second host 1s based on the geographical location of the IP address
specified 1n the first DN'S response.

[0009] According to one of the embodiments of the present invention, the number of the at
least one new DNS request 1s at least two, such that at least two new DNS requests are
transmitted by the gateway. A plurality of DNS responses are received at the gateway
and a first DNS response 1s selected from the plurality of DNS responses. If at least
one DNS response 1s recerved through the at least one tunnel, the first DNS response
1s selected from the at least one DNS response received through the at least one tun-
nel. Alternatively, 1f no DNS response 1s recetved through any of the at least one tun-
nel, the first DNS response 1s selected from the plurality of DNS responses received.
The plurality of DNS responses may be received within a predefined time period.

[0010] According to one of the embodiments of the present invention, the step of determin-
1ng whether to transfer data between the gateway and the second host or between the
first host and the second host 1s based on whether IP addresses specified in at least
two of the plurality of DNS responses are the same.

[0011] According to one of the embodiments of the present invention, the decision whether
to transfer data between the first host and the second host 1s stored in a computer read-
able storage medium. The decision 1s deleted from the computer readable storage me-
dium when a time period specified in a time-to-live (TTL) field of the first DNS re-
sponse has expired.

[0012] According to one of the embodiments of the present invention, the decision whether
to transfer data between the first host and the second host 1s stored 1n a computer read-
able storage medium. The decision contains the IP address specified 1n the first DNS
response. When a time period specified in a TTL field of the first DNS response has
expired, a second at least one new DNS request 1s transmitted to at least one DNS
server. A second DNS response corresponding to the second at least one new DNS re-
quest 1s recetved. The IP address 1n the decision 1s then updated to an IP address spec-

1fied 1n the second DNS response.

DETAILED DESCRIPTION
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[0013] The ensuing description provides preferred exemplary embodiment(s) only, and 1s
not intended to limit the scope, applicability or configuration of the invention. Rather,
the ensuing description of the preferred exemplary embodiment(s) will provide those
skilled 1n the art with an enabling description for implementing a preferred exemplary
embodiment of the invention. It 1s being understood that various changes may be
made 1n the function and arrangement of elements without departing from the spirit
and scope of the invention as set forth 1n the appended claims.

[0014] Specific details are given 1in the following description to provide a thorough under-
standing of the embodiments. However, 1t will be understood by one of ordinary skill
1n the art that the embodiments may be practiced without these specific details. For
example, circuits may be shown 1n block diagrams 1n order not to obscure the embodi-
ments 1n unnecessary detail. In other instances, well-known circuits, processes, al-
gorithms, structures, and techniques may be shown without unnecessary detail in or-
der to avoid obscuring the embodiments.

[0015] Also, 1t 1s noted that the embodiments may be described as a process which 1s de-
picted as a flowchart, a flow diagram, a data flow diagram, a structure diagram, or a
block diagram. Although a flowchart may describe the operations as a sequential pro-
cess, many of the operations can be performed 1n parallel or concurrently. In addition,
the order of the operations may be re-arranged. A process 1s terminated when 1ts oper-
ations are completed, but could have additional steps not included in the figure. A
process may correspond to a method, a function, a procedure, a subroutine, a subpro-
gram, etc. When a process corresponds to a function, its termination corresponds to a
return of the function to the calling function or the main function.

[0016] Embodiments, or portions thereof, may be embodied 1n program instructions opera-
ble upon a processing unit for performing functions and operations as described
herein. The program instructions making up the various embodiments may be stored
1n a storage medium.

[0017] The program instructions making up the various embodiments may be stored 1n a
storage medium. Moreover, as disclosed herein, the term “computer readable storage
medium” may represent one or more devices for storing data, including read only
memory (ROM), programmable read-only memory (PROM), erasable programmable
read-only memory (EPROM), random access memory (RAM), magnetic RAM, core
memory, floppy disk, flexible disk, hard disk, magnetic tape, CD-ROM, flash memory
devices, a memory card and/or other machine readable mediums for storing infor-

mation. The term “computer readable storage medium” may also include, but 1s not
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limited to portable or fixed storage devices, optical storage mediums, magnetic medi-
ums, memory chips or cartridges, wireless channels and various other mediums capa-
ble of storing, containing or carrying instruction(s) and/or data. A computer readable
storage medium can be realized by virtualization, and can be a virtual computer reada-
ble storage medium including a virtual computer readable storage medium 1n a cloud-
based instance.

[0018] The term computer-readable medium as used herein refers to any medium that par-
ticipates 1n providing instructions to a processing unit for execution. The computer-
readable medium 1s just one example of a machine-readable medium, which may
carry instructions for implementing any of the methods and/or techniques described
herein. Such a medium may take many forms, including but not limited to, non-vola-
tile media, volatile media, and transmission media. Non-volatile media includes, for
example, optical or magnetic disks. Volatile media includes dynamic memory. Trans-
mission media includes coaxial cables, copper wire and fiber optics. Transmission
media can also take the form of acoustic or light waves, such as those generated dur-
ing radio-wave and infra-red data communications.

[0019] A volatile storage may be used for storing temporary variables or other intermediate
information during execution of instructions by a processing unit. A non-volatile stor-
age or static storage may be used for storing static information and 1nstructions for
processor, as well as various system configuration parameters.

[0020] The storage medium may include a number of software modules that may be imple-
mented as software code to be executed by the processing unit using any suitable
computer instruction type. The software code may be stored as a series of instructions
or commands, or as a program in the storage medium.

[0021] Various forms of computer readable media may be involved in carrying one or more
sequences of one or more instructions to the processor for execution. For example, the
instructions may initially be carried on a magnetic disk from a remote computer. Al-
ternatively, a remote computer can load the instructions into 1ts dynamic memory and
send the 1nstructions to the system that runs the one or more sequences of one or more
instructions.

[0022] A processing unit may be a microprocessor, a microcontroller, a digital signal pro-
cessor (DSP), any combination of those devices, or any other circuitry configured to
process information.

[0023] A processing unit executes program instructions or code segments for implementing

embodiments of the present invention. Furthermore, embodiments may be
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implemented by hardware, software, firmware, middleware, microcode, hardware de-
scription languages, or any combination thereof. When implemented 1n software,
firmware, middleware or microcode, the program code or code segments to perform
the necessary tasks may be stored in a computer readable storage medium. A pro-
cessing unit(s) may perform the necessary tasks. A processing unit(s) can be realized
by virtualization, and can be a virtual processing unit(s) including a virtual processing
unit 1n a cloud-based instance.

[0024] Embodiments of the present invention are related to the use of a computer system for
implementing the techniques described herein. In an embodiment, the inventive pro-
cessing units may reside on a machine such as a computer platform. According to one
embodiment of the invention, the techniques described herein are performed by com-
puter system 1n response to the processing unit executing one or more sequences of
one or more instructions contained 1n the volatile memory. Such instructions may be
read into the volatile memory from another computer-readable medium. Execution of
the sequences of instructions contained 1n the volatile memory causes the processing
unit to perform the process steps described herein. In alternative embodiments, hard-
wired circuitry may be used in place of or in combination with software instructions
to implement the invention. Thus, embodiments of the invention are not limited to any
specific combination of hardware circuitry and software.

[0025] A code segment or program instruction may represent a procedure, a function, a sub-
program, a program, a routine, a subroutine, a module, a software package, a class, or
any combination of instructions, data structures, or program statements. A code seg-
ment may be coupled to another code segment, a program instruction or a hardware
circuit by passing and/or receiving information, data, arguments, parameters, or
memory contents. Information, arguments, parameters, data, etc. may be passed,
transmitted, or transmitted via any suitable means including memory sharing, message
passing, token passing, network transmission, etc.

[0026] Alternatively, hardwired circuitry may be used 1n place of, or in combination with,
software instructions to implement processes consistent with the principles of the in-
vention. Thus, implementations consistent with principles of the invention are not lim-
1ited to any specific combination of hardware circuitry and software.

[0027] An access network allows the gateway to connect to other networks, such as the In-
ternet and the extranet. To determine whether a network 1s accessible or not, the gate-
way may periodically sending out packets to test accessibility. For example, the gate-

way may transmit an ICMP echo request packet to a host and measure the arrival time
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of the ICMP echo reply packet to determine whether the network 1s accessible. It
would be apparent to those skilled in the art that many more methods and techniques
can be used to determine whether a network 1s accessible.

[0028] A presently preferred embodiment of the present invention may utilize a gateway. A
gateway 1S a device or a node on a network which performs protocol conversion be-
tween different types of networks or applications and capable of processing DNS re-
quests and responses. The term gateway 1s not meant to be limited to a single type of
device, as any device, hardware or software, that may act as a bridge between the user
and the networks may be considered a gateway for purposes of this application. The
gateway may couple with a plurality of multiple networks. A router, a switch, a
bridge, a wireless access point, a virtual machine 1n a computing device or any appa-
ratus capable of acting as an access point to another network and handling DNS re-
quests and responses may all be considered as a gateway for purposes of this inven-
tion.

[0029] A network 1nterface may be implemented by a standalone electronic component or
may be integrated with other electronic components. A network interface may have no
network connection or at least one network connection depending on the configura-
tton. A network interface 1s only connected to one access network. Therefore, there
may be more than one network connection being carried by one access network. A
network interface may be an Ethernet interface, a frame relay interface, a fibre optic
interface, a cable interface, a DSL interface, a token ring interface, a serial bus inter-
face, a universal serial bus (USB) interface, Firewire interface, Peripheral Component
Interconnect (PCI) interface, etc.

[0030] A network 1nterface may connect to a wired or wireless access network. An access
network may carry one or more network protocol data. A wired access network may
be implemented using Ethernet, fiber optic, cable, DSL, frame relay, token ring, serial
bus, USB, Firewire, PCI, or any material that can pass information. An wireless ac-
cess network may be implemented using infra-red, High-Speed Packet Access
(HSPA), HSPA+, Long Term Evolution (LTE), WiMax (RTM), GPRS, EDGE
(RTM), GSM, CDMA, WiF1 (RTM), CDMA2000, WCDMA, TD-SCDMA, BLUE-
TOOTH (RTM), WiBRO (RTM), Evolution-Data Optimized (EV-DO); Digital En-
hanced Cordless Telecommunications (DECT); Digital AMPS (IS-136/TDMA); Inte-
orated Digital Enhanced (1IDEN) or any other wireless technologies.

[0031] An access network may carry one or more network protocol data, including but not

limited to Internet Protocol (IP), IPv4, or IPv6. An access network may be a wired
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network or a wireless network. An accessible wireless network may be implemented
using optical fiber, cables, or any material that can pass information. An accessible
wireless network may also be implemented using infra-red, Ethernet, DSL, High-
Speed Packet Access (HSPA), HSPA+, Long Term Evolution (LTE), WiMax (RTM),
GPRS, EDGE (RTM), GSM, CDMA, WiFi1 (RTM), CDMA2000, WCDMA, TD-
SCDMA, BLUETOOTH (RTM), WiBRO (RTM) or any other wireless technologies.

[0032] Embodiments, or portions thereof, may be embodied in a computer data signal,
which may be 1n any suitable form for communication over a transmission medium
such that 1t 1s readable for execution by a functional device (e.g., processing unit) for
performing the operations described herein. The computer data signal may include
any binary digital electronic signal that can propagate over a transmission medium
such as electronic network channels, optical fibers, air, electromagnetic media, radio
frequency (RF) links, and the like, and thus the data signal may be 1n the form of an
electrical signal, optical signal, radio frequency or other wireless communication s1g-
nal, etc. The code segments may, in certain embodiments, be downloaded via com-
puter networks such as the Internet, an intranet, local area network (LAN), metropoli-
tan area network (MAN), wide area network (WAN), the PSTN, a satellite communi-
cation system, a cable transmission system, and/or the like.

[0033] FIG. 1A 1llustrates a network environment 1n accordance with one of the embodi-
ments of the present invention. Gateway 101 has one local area network (LAN) inter-
face 102 and two wide area network (WAN) interfaces 103 and 104 respectively. Two
access networks 121 and 122 are connected to WAN interfaces 103 and 104 via net-
work link 111 and 112 respectively. Therefore, gateway 101 has two access networks
for connecting to interconnected networks 105, which can be the Internet. Access net-
works 121 and 122 may be provided by the same or different Internet Service Provid-
ers (ISPs). For example access network 121 connected to WAN 1nterface 103 may be
provided by Verizon (RTM) using DSL technology and access network 122 connect-
ing to WAN 1nterface 104 may be provided by Sprint using LTE technology. DNS
servers 131 and 132 are accessible by gateway 101 via WAN 1nterface 103 and 104.

[0034] When gateway 101 receives a first DNS request from a sender via LAN 1nter-
face 102, 1t selects at least one DNS server, such as DNS Server 131 or 132, and at
least one access network for transmitting a plurality of new DNS requests. The sender
may be a host, a node 1n a network, a computing device, a network device, a mobile
phone, a tablet, a desktop computer, a laptop computer, a meter, a video camera, an

audio record, a sound receiver, a video display, a sensor or any electronic device
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capable of sending DNS request. The first DNS request may be for querying gate-
way 101 for information related to a domain name. In one variant, when gate-
way 101 has the information to answer the first DNS request, gateway 101 replies to
the first DNS request without transmitting the first DNS request to other DNS servers.

[0035] The new DNS requests have the same contents as contained 1n the first DNS request.
In one example, when the first DNS request 1s for resolving IP address of a domain
name “happy.com”, all new DNS requests are for resolving IP address of the same do-
main name “happy.com”. In one example, when the first DNS request 1s to query re-
source record by type of a domain name “happy.com”, all new DNS requests are to
query resource record by type of the same domain name “happy.com”. In one exam-
ple, when the first DNS request 1s to query the mail exchange (MX) record by of “vya-
hoo.com”, all new DNS requests are to query the MX record of “yahoo.com”. For
each selected DNS server, gateway 101 transmits a new DNS request to 1t via one of
the selected access networks. Therefore, gateway 101 may transmit more than one
new DNS requests to a selected DNS server through two different selected access net-
works. Also, gateway 101 may transmit a plurality of new DNS requests to different
selected DNS servers. However, gateway 101 only transmits one new DNS request to
one selected DNS server through one selected access network. Gateway 101 does not
transmit more than one new DNS request to the same selected DNS server through the
same selected access network unless for retransmitting the new DNS request. This 1s
because the performance improvement and reliability improvement by sending more
than one new DNS request to the same selected DNS server through the same selected
access network 1s minimal.

[0036] As gateway 101 can connect to both DNS server 131 and 132 via access net-
works 121 and 122 by using WAN 1nterface 103 and 104 respectively, gate-
way 101 has four alternatives to transmitting the new DNS requests. The first alterna-
tive 1s to transmit one of the new DNS requests to DNS Server 131 via access net-
work 121 and via WAN interface 103. The second alternative 1s to transmit one of the
new DNS requests to DNS Server 131 via access network 122 and via WAN i1nter-
face 104. The third alternative 1s to transmit one of the new DNS requests to DNS
Server 132 via access network 121 and via WAN interface 103. The fourth alternative
1S to transmit one of the new DNS requests to DNS Server 132 via access net-
work 112 and via WAN 1nterface 104. Gateway 101 selects at least two of the four al-

ternatives to transmit the new DNS requests. The benefits of using more than one
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alternative to transmit the new DNS requests includes increasing the speed of resolv-
ing the first DNS request and increasing the reliability of resolving the first DNS re-
quest.

[0037] FIG. 1B 1llustrates a network environment 1n accordance with one of the embodi-
ments of the present invention. FIG. 1B 1s different from FIG. 1A that access net-
work 121 1s connected to DNS server 141 and 142 directly without passing through
interconnected networks 105 and access network 122 1s connected to DNS
server 143 directly without passing through interconnected networks 105. In addition,
DNS server 141 and 142 are restricted for hosts connecting to access network 121 and
DNS server 143 1s restricted for hosts connecting to access network 122. Therefore,
gateway 101 cannot access DNS server 143 via WAN interface 103 and cannot access
DNS server 141 and 142 via WAN interface 104. When gateway 101 has selected one
or more DNS servers for resolving DNS request, gateway 101 will then determine
which WAN interface 1s used to transmit the one or more new DNS requests. Alterna-
tively, when gateway 101 has selected one or more WAN interfaces for transmitting
the one or more new DNS requests, gateway 101 will then determine which DNS
servers will be used for solving the new DNS requests.

[0038] A new DNS request has the same content or query contained 1n the first DNS re-
quest. For 1llustration purpose, when the first DNS request 1s for resolving IP address
of a domain name “happy.com”, all new DNS requests are for resolving IP address of
the same domain name “happy.com”. For each of selected DNS servers, gate-
way 101 transmits one of the new DNS requests to 1t via one of the selected access
networks. Therefore, gateway 101 may transmit more than one new DNS request to a
selected DNS server through two different selected access networks. Also, gate-
way 101 may transmit a plurality of new DNS requests to different selected DNS
servers. However, gateway 101 only transmits one new DNS request to one selected
DNS server via one selected access network. Gateway 101 does not transmit more
than one new DNS request to the same selected DNS server through the same selected
access network. This 1s because the performance improvement and reliability 1m-
provement by sending more than one new DNS request to the same selected DNS
server through the same selected access network 1s minimal.

[0039] Transmitting DNS Requests

[0040] FIG. 2 1s a flowchart 1llustrating the steps of one of the embodiments of the present
invention. To illustrate the embodiment, FIG. 1A 1s used 1n conjunction with FIG. 2.

When a gateway receives a first DNS request at step 201 via LAN interface 102,
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gateway 101 selects at least one DNS server at step 202 and selects at least one access
network at step 203. The DNS servers available for selection may be configured by
the administrator of the gateway manually, provided by the service provider of an ac-
cess network, retrieved from a storage system of the gateway, or obtained from a
DHCP message.

[0041] When gateway 101 selects DNS server 131 or 132, gateway 101 also selects an ac-
cess network 121 or 122 that 1s authorized to send the new DNS request to that se-
lected DNS server, because some DNS servers only respond to DNS requests that are
originated from authorized IP addresses. In one variant, gateway 101 selects at least
one DNS server at step 202 and selects at least one access network at step 203 ran-
domly, according to a pre-defined policy. In one example, the pre-defined policy 1s to
select the DNS server and access network based on configuration entered by the gate-
way administrator. In one example, the pre-defined policy 1s to select the DNS server
and access network based on availability. In one example, the pre-defined policy 1s to
select the DNS server and access network based on configuration entered by the gate-
way administrator. In one example, the pre-defined policy 1s to select the DNS server
and access network based on statistical analysis of DNS responses received from the
DNS server via the accessible networks. In one example, the pre-defined policy 1s to
select the DNS server and access network based on historical average DNS response
speed with valid respond code.

[0042] For 1llustrative purpose, gateway 101 selects DNS Server 131 via access net-
work 121 and via WAN 1nterface 103, DNS Server 131 via access network 122 and
via WAN 1nterface 104, and DNS Server 132 via access network 121 and via WAN
interface 103. Therefore, at step 204, gateway 101 creates three new DNS requests
and then transmits a new DNS request to DNS Server 131 via WAN interface 103, an-
other new DNS request to DNS Server 131 via WAN 1interface 104 and another new
DNS request to DNS Server 132 via WAN interface 103.

[0043] At step 204, the new DNS requests are transmitted to the selected DNS servers
through the selected access networks.

[0044] According to one of the embodiments of the present invention, the order of perform-
1ing step 202 and step 203 may be interchanged or merged as a single step.

[0045] In one of the embodiments of the present invention, FIG. 2 also 1llustrates the steps
of the embodiments in conjunction with FIG. 1B. DNS servers 141 and 142 are only
accessible through access network 121. DNS server 143 1s only accessible through ac-

cess network 122.
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[0046] When a gateway receives a first DNS request at step 201 via LAN interface 102,
gateway 101 selects at least one DNS server at step 202 and selects at least one access
network at step 203. The DNS servers available for selection may be configured by
the administrator of the gateway manually, provided by the service provider of an ac-
cess network, retrieved from a storage system of the gateway, or obtained from a
DHCP message.

[0047] When gateway 101 selects DNS server 141 or 142, gateway 101 uses access net-
work 121 to send the new DNS request to the selected DNS server. When gate-
way 101 selects DNS server 143, gateway 101 uses network 121 to send the new DNS
request to the DNS server 143.

[0048] For illustrative purpose, gateway 101 selects DNS Server 141 and 143. Therefore, at
step 204, gateway 101 creates two new DNS requests and then transmits a new DNS
request to DNS Server 141 via WAN interface 103, and another new DNS request to
DNS Server 143 via WAN interface 103.

[0049] At step 204, the new DNS requests are transmitted to the selected DNS servers
through the selected access networks.

[0050] According to one of the embodiments of the present invention, the order of perform-
1ing step 202 and step 203 may be exchanged or merged as a single step.

[0051] According to one of the embodiments of the present invention, when there are n
number of DNS servers and m number of access networks, there are altogether n
ttmes m available combinations of DNS servers and access networks. The gateway se-
lects at least two of such combinations of DNS servers and access networks for trans-
mitting a plurality of new DNS requests. Therefore, when the gateway only selects
one DNS server, the gateway selects at least two access networks; when the gateway
only selects one access network, the gateway selects at least two DNS servers. The
new DNS requests correspond to the first DNS request, such that the queries of the
new DNS requests are the same as the query of the first DNS request. It would be ap-
parent to those skilled in the art that many more methods and techniques may be used
to create the new DNS requests according to the query of the first DNS request.

[0052] According to one of the embodiments of the present invention, viewing FIG. 2 1n
conjunction with FIG. 6 A, at least one of the at least one DNS server in step 202 1s ac-
cessible through a VPN connection. For example, a plurality of DNS servers includ-
ing DNS servers 141, 143, 601 and 602 are selected 1n step 202. At least one of the
plurality of DNS servers, such as DNS server 602 1s accessible through a VPN con-

nection established between gateway 101 and router 600. Gateway 101 may establish
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a VPN connection with router 600 though either one of WAN 1nter-

faces 103 and 104 or may also establish an aggregated VPN connection by combining
VPN connections established through WAN interfaces 103 and 104. When a plurality
of DNS servers are selected, their corresponding access networks and VPN connec-
tions are selected in step 203. A plurality of new DNS requests are then transmitted to
the plurality of DNS servers in step 204. At least one of the plurality of new DNS re-
quests 1s transmitted through at least one VPN connection.

[0053] Receiving DNS Response

[0054] According to one of the embodiments of the present invention, after the new DNS
requests are transmitted, gateway 101 may receive none, one or more DNS responses
1n response to the new DNS requests from the selected DNS servers, such as DNS
server 131 and 132. Gateway 101 can transmit one, more than one new DNS re-
sponses to the sender of the first DNS request. The sender of the first DNS request 1s
host, which sends a DNS request to gateway 101 via LAN interface 102. A new DINS
response transmitted by the gateway contains the same response from the DNS re-
sponse recerved by the gateway 101.

[0055] A received DNS response 1s considered valid when 1t has a return code (RCODE) of
zero. It would be apparent to those skilled 1n the art that the Internet Assigned Num-
bers Authority has assigned different meanings for different RCODE. It would also be
apparent to those skilled 1n the art that many more methods and techniques can be
used to process other DNS responses when a DNS response has already been trans-
mitted to the sender of the first DNS request.

[0056] FIG. 3 1s a flowchart 1llustrating one of the embodiments of the present invention. To
1llustrate the embodiment, FIG. 1A 1s used 1in conjunction with FIG. 3. Gate-
way 101 recetves a DNS response at step 301 from one of DNS server 131 and 132.
Gateway 101 forwards a new DNS response to the sender of the first DNS request at
step 304 only when the DNS response received by gateway 101 1s confirmed valid at
step 302 and no other new DNS response has been transmitted to the sender of the
first DNS request before at step 303. Therefore, the sender of the first DNS request
only receives one new DNS response for the first DNS request 1t sent earlier. If other
DNS responses have been received by the gateway later, the gateway discards these
Received DNS responses at step 305.

[0057] In the forwarding performed at step 304, gateway 101 creates a new DNS response
and transmits the new DNS response to the sender of the first DNS request. The con-

tent of the new DNS response 1s the same as the content 1n the DNS response received
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at 301. For example, the value of the RCODE 1n the new DNS response transmitted to
the sender of the first DNS request 1s the same as the RCODE of one of the DNS re-
Sponses.

[0058] If there 1s one or more invalid DNS responses received by gateway 101 before the
first valid DNS response 1s received, the one or more invalid DNS responses are dis-
carded after the new DNS response 1s transmitted to the sender of the first DNS re-
quest.

[0059] According to one of the embodiments of the present invention, when no DNS re-
sponse corresponding to the new DNS requests has been received by gate-
way 101 within a pre-defined time period, gateway 101 transmits a new DNS re-
sponse with a non-zero RCODE to the sender of the first DNS request. The value of
the pre-defined time period may be determined by the manufacturer of the gateway,
the administrator of the gateway, and/or by the host. In one varnant, the pre-defined
time period 1s 1n the range of one hundred milliseconds to twenty seconds. The reason
why no DNS response 1s received by gateway 101 after a pre-defined period of time
may be that no received DNS responses has a RCODE of zero or no DNS response
has been received from any of selected DNS servers.

[0060] According to one of the embodiments of the present invention, when gate-
way 101 has received more than one DNS response and none of these received DNS
responses are considered valid before the pre-defined timeout, gateway 101 has to de-
termine how to respond to the sender of the first DNS request. According to one of the
embodiments of the present invention, gateway 101 transmits a new DNS response to
the sender of the first DNS request with the contents retrieved from one of the re-
cetved DNS responses. In one variant, for example, the RCODE 1n the DNS response
transmitted to the sender of the first DNS request 1s the majority of the RCODE con-
tained 1n all DNS responses received by gateway 101. In one variant, the RCODE 1n
the DNS response transmitted by gateway 101 to the sender of the first DNS request 1s
chosen randomly from one of the DNS responses received by gateway 101.

[0061] According to one of the embodiments of the present invention, when gate-
way 101 has received all DNS responses corresponding to all new DNS requests and
none of these DNS responses are considered valid, gateway 101 transmits a new DNS
response to the sender of the first DNS request. The content of the new DNS response
1s selected from one of the received DNS responses. The selection can be determined
randomly, statistically, according to the time of receiving or according to the order of

receiving.
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[0062] According to one of the embodiments of the present invention, when gate-
way 101 has received all DNS responses corresponding to all new DNS requests and
none of these DNS responses are considered valid, gateway 101 transmits a new DNS
response to the sender of the first DNS request. The content of the new DNS response
1S selected from one of the received DNS responses. The selection, of which of the re-
cetved DNS responses the new DNS response should be selected from, can be deter-
mined randomly, statistically, according to the time of receiving or according to the
order of receiving.

[0063] FIG. 4 1s a flow chart 1llustrating one of the embodiments of the present invention.
To 1llustrate the embodiment, FIG. 1A 1s used 1n conjunction with FIG. 4. If a prede-
fined time has not expired at gateway 101, gateway 101 waits until the pre-defined
time expires while storing DNS responses corresponding to the new DNS request,
which was received via LAN interface 102 in the memory at step 401.

[0064] At step 402, gateway 101 selects one of the DNS responses. There are many ways 1n
which gateway 101 performs selection of the DNS responses, including ways based
on the time of arrival, the contents of the DNS responses, the identity of the DNS
servers, the source of the DNS responses, etc. According to one of the embodiments
of the present invention, the selection of DNS responses 1s according to a pre-defined
policy. In one example, the selection policy 1s to select a DNS response from DNS
server 131 1f the DNS response 1s available before the pre-defined time has expired. In
one example, 1f no DNS response 1s available before the pre-defined time. In one ex-
ample, the policy 1s to select a DNS response which arrives at the DNS server 131 the
earliest. In one example, the settings of the selection policy can be configured by the
administrator of gateway 101 remotely or locally.

[0065] At step 403, gateway 101 transmits a new DNS response to the sender of the first
DNS request based on the selected DNS response.

[0066] FIG. 5 1llustrates one of the embodiments of present invention of a gateway with the
capability to process DNS request according to the present invention described. Gate-
way 101 comprises a processing unit(s) 505, a computer readable storage me-
dium 506, at least one LAN 1nterface 502, and a plurality of WAN 1nterfaces, such as
a first WAN 1nterface 503 and a second WAN interface 504, for use with other net-
work apparatus such as Ethernet switches, IP routers and other packet network de-
vices, network management and provisioning systems, local PCs, etc. Other compo-
nents which may be utilized within gateway 101 include amplifiers, board level elec-

tronic components, as well as media processors and other specialized SoC or ASIC
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devices. Support for various processing layers and protocols (e.g., 802.3, DOCSIS
MAC, DHCP, SNMP, H.323/RTP/RTCP, VolP, SIP, etc.) may also be provided as
required.

[0067] Gateway 101 may take any number of physical forms, comprising, for example one
of a plurality of discrete modules or cards within a larger network edge or hub device
of the type well known 1n the art and may also comprise firmware, either alone or 1n
combination with other hardware/software components. Alternatively, gate-
way 101 may be a stand-alone device or module disposed at other computing device
or network device, and may even include 1ts own Radio Frequency (RF) front end
(e.g., modulators, encryptors, etc.) or optical interface so as to interface directly with
other computing devices and network devices. Numerous other configurations may be
used. Gateway 101 may also be integrated with other types of components (such as
mobile base stations, satellite transceivers, video set-top box, encoders/decoders, etc.)
and form factors if desired.

[0068] Processing unit(s) 505 may be implemented by using one or more central processing
units, network processors, microprocessors, micro-controllers, FPGAs, ASICs or any
device capable of performing instructions to perform the basic arithmetical, logical,
and 1nput/output operations of the system.

[0069] Computer readable storage medium 506 may be implemented by using at least one
DRAM, SDRAM, Flash RAM, optical memory, magnetic memory, hard disk, and/or
any computer readable media that are able to provide storage capability. Computer
readable storage medium 506 may be used to provide instructions to processing
unit 505, to provide storage to store 1dentifiers, conditions, network performance sta-
tistics and other data to facilitate the operation of the gateway.

[0070] When processing unit(s) 505 performs selection according to a pre-defined policy,
processing unit(s) 505 retrieves information corresponding to the pre-defined policy
from computer readable storage medium 506, and then performs necessary logical op-
eration and arithmetical calculation 1n order to perform the selection.

[0071] A plurality of WAN 1nterfaces at gateway 101, such as WAN interfaces 503 and 504,
may be implemented using serial bus, universal serial bus (USB), parallel bus, a uni-
versal asynchronous recetrver/transmitter (UART), Peripheral Component Interconnect
(PCI), local bus, or other electronic components connecting technology to connect
processing unit(s) 505 and an agent, which 1s used to be connected with optical fiber,
cable, or antenna. In one variant, at least one of the plurality of WAN interfaces 1s 1in

the processing unit(s) 505 and therefore the agent for connecting with optical fiber,
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cables or antenna may directly connect with the processing unit 505. In one variant, at
least one WAN interface may connect to an Ethernet port for Ethernet WAN connec-
tion. In one variant, at least one of the plurality of WAN interfaces may connect to an
Wi-Fi1 adapter for Wi-F1 network connection. In one variant, at least one of the plural-
ity of WAN i1nterfaces may connect to a USB port and the USB port may connect to
an external modem for wireless WAN connection, such as a USB 3G modem, USB
LTE modem, USB WiMax Modem, USB Wi-F1 Modem, or other modem for wireless
communications. In one variant, all of the plurality of WAN 1nterfaces connect a plu-
rality of USB ports for external modem connections. In one variant, all of the plurality
of WAN 1nterfaces connect to circuitry inside gateway 101. Myriad other combina-
tions and permutations of the foregoing will be appreciated by those of ordinary skill
agiven the present disclosure.

[0072] When gateway 101 receives a first DNS request via LAN 1nterface 502, which 1s de-
scribed as first DNS request in FIG. 1, processing unit(s) 505 selects at least one DNS
server and selects at least one access network, which 1s connected to WAN 1nter-
face 503 or 504. The DNS servers available for selection may be configured by the
administrator of gateway 101 manually, provided by the service provider of an access
network, retrieved from Computer readable storage medium 506, or obtained from at
least one DHCP message. According to one of the embodiments of the present inven-
tton, when processing unit(s) 505 selects a DNS server, processing unit 505 also se-
lects an access network that 1s authorized to send a new DNS request to that selected
DNS server, because some DNS servers only respond to DNS requests originated
from authorized IP addresses.

[0073] According to one of the embodiments of the present invention, the first DNS request
1s recerved from a sender through LAN interface 502.

[0074] Processing unit(s) 505 may select DNS server and select access network randomly,
according to a pre-defined process, according to statistical values or etc. It would be
apparent to those skilled 1n the art that many more methods and techniques may be
used for the selection.

[0075] As described above, there are altogether n times m available combinations of DNS
server and access network. Processing unit(s) 505 selects at least two of such combi-
nations of DNS server and access network for transmitting a plurality of new DNS re-
quests. Therefore, when processing unit 505 only selects one DNS server, processing
unit 505 selects at least two access networks; when processing unit 505 only selects

one access network, processing unit 505 selects at least two DNS servers. The new
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DNS requests correspond to the first DNS request, such that the queries of the new
DNS requests are the same as the query of the first DNS request. It would be apparent
to those skilled 1n the art that many more methods and techniques may be used to cre-
ate the new DNS requests according to the query of the first DNS request.

[0076] The new DNS requests are transmitted to the selected DNS servers through the se-
lected access networks connected to WAN interface 503 and/or 504.

[0077] After the new DNS requests are transmitted, processing unit(s) 505 may receive
DNS responses from one of the plurality of WAN interfaces to respond to the new
DNS requests from the selected DNS servers. Processing unit(s) 505 transmits one,
more than one or all the recetved DNS responses to the host. The new DNS response
contains the same response from the received DNS response. The sender of the first
DNS request 1s a host, which sends of the first DNS request to gateway 101 via LAN
interface 502.

[0078] According to one of the embodiments of the present invention, processing
unit 505 transmits all the received DNS responses to the host.

[0079] When gateway 101 receives DNS responses, processing unit 505 transmits a new
DNS response to the host only when the received DNS response 1s valid and no other
new DNS response has been transmitted to the host. Therefore, the host only receives
a DNS response for the first DNS request 1t sent earlier. If other DNS responses with a
RCODE of zero have been received by gateway 101, processing unit 505 discards
these received DNS responses.

[0080] According to one of the embodiments of the present invention, when no new DNS
response has been transmitted to the host after a pre-defined timeout, processing
unit 505 transmits a new DNS response with a non-zero RCODE. The value of the
predefined timeout 1s stored at computer readable storage medium 506. In one variant,
processing unit 505 sets the value of the RCODE in the new DNS response to be the
same as the RCODE of one of the received DNS responses. When gateway 101 has
received more than one DNS responses and none of these Received DNS responses
are valid before the pre-defined timeout, processing unit 505 may determine how to
respond to the first DNS request. The DNS responses received may be stored at com-
puter readable storage medium 506. According to one of the embodiments of the pre-
sent invention, processing unit 505 transmits a new DNS response to the host with a
RCODE retrieved from one of the received DNS responses. In one varnant, the

RCODE 1n the first DNS request 1s the majority RCODE contained 1n all received
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DNS responses. In one variant, for example, the RCODE 1n the first DNS request 1s
chosen randomly from one of the received DNS responses.

[0081] In one example, the pre-defined policy 1s to select a DNS response among all re-
cetved DNS responses according to the arrival time of the received DNS responses
within a time threshold. When a DNS response 1s received by gateway 101 via one of
the network 1nterfaces 503 or 504, processing unit(s) 505 stores the arrival times of
the receitved DNS responses in computer readable storage medium 506 first. When the
time threshold 1s reached, processing unit(s) 505 retrieves all the arrival times from
computer readable storage medium 506 to select the DNS response that arrived the
earliest with a valid code.

[0082] When DNS requests are sent to one or more DNS servers through a secured tunnel,
the DNS responses received from the one or more DNS servers through the secured
tunnel are less likely to be tampered compared to DNS responses not received through
the secured tunnel. Therefore 1t 15 beneficial to use a secured tunnel for sending re-
quests and receiving responses to and from a DNS server respectively. The secured
tunnel may be established by tunneling protocols such as Layer 2 Tunneling Protocol
(L2TP), Point-to-Point Protocol (PPP), Point-to-Point Tunneling Protocol (PPTP),
Virtual Private networks (VPNSs), Internet Protocol Security (IPSec), Generic Routing
Encapsulation (GRE), Multicast Backbone (MBone), Secure Sockets Layer (SSL),
Secure Shell (SSH) and Transport Layer Security (TLS). The present invention dis-
closes gateway 101 establishing tunnels with remote router(s). In a preferred embodi-
ment, the tunnels are VPN connections. For easy reading, the embodiments described

’

herein comprise the term “VPN connection™ . It should be noted that the scope of

the invention 1s not limited to VPN connections as tunnels. A tunnel, secured or not,
allows encapsulation to be performed. Through a tunnel, DNS requests and DNS re-
sponses can be encapsulated 1n one or more Internet Protocol packets. When a VPN
gateway encrypts IP packets that are transmitted through a tunnel, the tunnel can be
considered as a secured tunnel.

[0083] FIG. 61s a block diagram representing the network environment according to one of
the embodiments of the present invention.

[0084] Gateway 101 1s capable of establishing a tunnel, such as a virtual private network
(VPN) connection with router 600 through one or both of WAN inter-
faces 103 and 104. For example, gateway 101 can establish a first tunnel, herein re-
ferred to as first VPN connection, with router 600 using WAN 1nterface 103 via ac-

cess network 121 and interconnected networks 10S. Gateway 101 can further establish
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a second tunnel, herein referred to as second VPN connection, with router 600 using

WAN intertace 104 via access network 122 and interconnected networks 105.

[0085] The first VPN connection and the second VPN connection can be combined, bonded

or aggregated to form an aggregated VPN connection with router 600. Using an ag-
ogregated VPN connection may result in higher bandwidth which 1s a combined band-
width of the individual VPN connections. The aggregated VPN connection may be

percetved as one VPN connection by sessions or applications that are using it.

[0086] Gateway 101 1s capable of accessing DNS server 602 through the first or second

VPN connection that 1s established between gateway 101 and router 600. Alterna-
tively, 1f the first and second VPN connections are bonded or aggregated to form an
ageregated VPN connection, gateway 101 1s capable of accessing DNS

server 602 through the aggregated VPN connection. Router 600 1s connected to DNS

server 602 through access network 603.

[0087] DNS server 602 can be accessed only through router 600. In one example, access

network 603 1s provided by an Internet Service Providers (ISPs). For example access
network 603 connected to router 600 may be provided by Verizon (RTM) using DSL
technology. In order to send a request to DNS server 602, the DNS request has to pass
through router 600.

[0088] DNS server 601 can be accessed by gateway 101 through 1nterconnected net-

works 105. In one variant, gateway 101 sends a DNS request to and receives a DNS
reply from DNS server 601 through the first or second VPN connection. For 1llustra-
tion purposes, WAN interface 103 connects to router 600 through the first VPN con-
nection, and router 600 can access DNS server 601 through interconnected net-
works 105. Therefore gateway 101 1s capable of accessing DNS server 601 through

router 600 using the first VPN connection or directly without using router 600.

[0089] Those skilled 1n the arts would appreciate that DNS servers in different geographical

locations may resolve DNS request differently. This could be due to many reasons.
For example, 1n some regions, due to regulatory or legal reasons, DNS servers fail to
resolve a DNS request comprising specific domain name purposely or not purposely
or resolve the DNS request inaccurately. For example, a DNS server located in Coun-
try A may not provide an accurate IP address for websites that are restricted in Coun-
try A. Therefore 1t might be beneficial send a DNS request to a trusted DNS server,
such as a DNS server located outside Country A, through a VPN, so that the DNS re-

sponse received from the DNS server 1s accurate and not tampered.
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[0090] A downside of this approach may be that 1t may not take advantage of Content Dis-
tribution Network(s). Gateway 101 may try accessing a DNS server located outside
Country A through a VPN connection instead of accessing a DNS server provided by
a content distribution network that 1s 1n close proximity of gateway 101. Therefore, it
takes a longer time to send a DNS request and to recetve a DNS response to and from
the DNS server which 1s located outside Country A respectively.

[0091] FIG. 7 1s a flowchart illustrating a process according to one of the embodiments of
the present invention. FIG. 7 1s viewed 1n conjunction with FIG. 6 for better under-
standing of the embodiments. When gateway 101 receives a DNS request from a host
to resolve a domain name through LAN interface 102, 1t transmits a new DNS request
to a DNS server, such as DNS server 602 through the first VPN connection in
step 701. The new DNS request has the same contents as contained 1n the DNS re-
quest. In step 702, gateway 101 receives a valid DNS response from DNS
server 602 through the first VPN connection. Gateway 101 then determines an ap-
proximate geographical location corresponding to an IP address specified in the DNS
response 1n step 703. Based on the geographical location determined 1n step 703, gate-
way 101 determines 1n step 704 whether or not 1t should transmit and/or receive data
to and/or from the IP address using the first VPN connection. Gateway 101 transmits
and/or receives data to and from the IP address through the first VPN connection in
step 705 1f 1t determines to do so in step 704. Gateway 101 transmits and/or receives
data to and from the IP address without using the first VPN connection 1n step 706 1f
it determines to do so 1n step 704.

[0092] In one variant, for example, gateway 101 stores the decision made 1n step 705 corre-
sponding to the IP address in computer readable storage medium 506. Therefore, for
every data packet, gateway 101 may determine 1ts destination IP address and decide
whether the data packet should be transmitted through the first VPN connection or
not. For illustration purpose, Gateway 101 may decide whether data packet should be
transmitted through the first VPN connection or not by looking up the decision from a
lookup table.

[0093] In one variant, when 1t 1s determined to use the first VPN connection at step 703,
gateway 101 may store the domain name specified in the DNS request. When there
are further data destined to the domain name from the host or other hosts connected to
the LAN interface 102 through gateway 101, gateway 101 transfers the data through
the first VPN connection as the decision made in step 704 also applies to data trans-

ferred between other hosts. In one variant, an outbound policy can be formed by
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processing unit(s) 505 to instruct VPN gateway 101 to transfer data for the host and/or
other hosts to the domain name through the first VPN connection. Alternatively, 1n-
stead of using the domain name, the IP address specified in the DNS response can be
stored and/or be used to form the outbound policy. Therefore data transferred between
a host having the IP address and the host and/or other hosts may go through the first
VPN connection. This may reduce the need to perform DNS request frequently for the
same domain name in the future and reduce the need to establish outbound policy. In
one variant, there 1s a time limit for the storing of the domain name and/or the out-
bound policy as a DNS response may become outdated. The time limit may be set ac-
cording to the time-to-live (TTL) value of the DNS response.

[0094] Those who are skilled 1n the arts would appreciate that DNS requests and DNS re-
sponses can be intercepted and there are many reasons for such interception, such as
to improve responsiveness by load balancing DNS request and by using DNS proxy.
Those who are skilled 1n the arts would appreciate that DNS requests and DNS re-
sponses are subjected to hacking, eavesdropping and interception by bad-faith middle
man. As a result, by sending DNS requests and receiving DNS responses through a
VPN connection allows more secured transmission and receive of DNS requests and
DNS responses.

[0095] In one variant, gateway 101 transmits the new DNS request to a DNS server, such as
DNS server 601 without using the first VPN connection. Therefore the new DNS re-
quest 1s sent to DNS server 601 directly without being sent to router 600. In this case,
the DNS response received from DNS server 601 will also not be received through the
first VPN connection. Hence, there 1s a possibility that the DNS response 1s tampered
since 1t 1S not sent securely through a VPN connection.

[0096] In one variant, gateway 101 determines geographical location of the IP address based
on information retrieved from an IP geolocation databases. The IP geolocation data-
base may be compiled from websites that ask users for their geographical location.
Typically, utilization of such IP geolocation databases may have a very high accuracy
1n determining the country of an IP address. For illustration purposes, Maxmind’s
GeoLite databases are used as the IP geolocation database. The database may be 1m-
ported and stored 1n a storage medium of gateway 101, such as computer readable
storage medium 506. Gateway 101 then has to maintain the stored database accord-
ingly.

[0097] Alternatively, the geographical location of an IP address may be determined by send-
1ng a query to a third party for resolving the geographical location of the IP address.
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The third party, such as Google’s BigQuery, may have higher processing power, and
thus using the third party to resolve the geographical location of the IP address may be
faster. This 1s because maintaining whole IP geolocation database and resolving the
geographical location of the IP address using the processing power of just gate-

way 101 may be very time consuming. However, there may be downsides of using a
third party to resolve the geographical location of the IP address, such as lack of pri-
vacy. It may not be safe to allow a third party to hold sensitive information such as
which IP addresses are being sent in the queries for resolving their geographical loca-
tions. Furthermore, the speed of receiving the response containing the geographical
location information of the IP address may be lower compared to when gate-

way 101 resolves the geographical location of the IP address. This 1s because the data-
base maintained by the third party 1s remote and hence communication speed may be
low.

[0098] In another variant, router 600 determines the geographical location of the IP address
specified 1n the DNS response using an IP geolocation database, and sends the geo-
agraphical location information of the IP address to gateway 101 through the first VPN
connection. The geographical location information of the IP address 1s sent to gate-
way 101 1n a separate message which 1s not part of the DNS response that
router 600 forwards to gateway 101. The DNS response and the message with the ge-
ographical location information may be sent substantially at the same time or one after
another 1n any order.

[0099] The determination of whether or not to use the first VPN connection for transmitting
and/or recerving data to and/or from the IP address based on the geographical location
may be performed according to one or more policies. For example, gateway 101 1s lo-
cated in Country A, the IP address 1s located in New York, and router 600 1s also lo-
cated 1n New York or any geographical location other than Country A. Gate-
way 101 may be configured to use a VPN connection for transmitting and/or receiving
data to and/or from IP addresses not located 1in the same region as gateway 101, 1.e.
Country A. Since the IP address 1s not located 1n Country A, gateway 101 determines
to use the first VPN connection 1n step 704, and transmits and/or receives data to
and/or from the IP address through the first VPN connection in step 705. In another
example, gateway 101 1s located 1n Country A, the IP address 1s located in Country A,
and router 600 1s located in New York. In this case, gateway 101 does not use the first
VPN connection to transmit and/or receive data to and/or from the IP address in

step 706. It 1s more convenient to communicate with the IP address directly rather
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than connecting to the IP address through router 600 located in New York, since gate-
way 101 1s 1n the same region as the IP address and data may be sent and received
faster.

[0100] When an IP address 1s located outside Country A, 1t may be beneficial to use a VPN
connection to transmit and/or receive data to and/or from the IP address as the com-
munication 1s more secure and 1s not affected by regulatory or legal barriers imple-
mented through firewalls. The communication 1s more secure because 1t 1s likely that
middlemen 1n the communication route cannot see the data 1n the packets, as they are
encrypted to be sent through the VPN connection, and only the endpoints of the VPN
connection may have the resources such as the decryption and encryption key for see-
ing the data. Alternatively, when an IP address 1s located inside Country A, 1t 1s less
likely to have regulatory or legal barriers for accessing the IP address, and hence us-
ing a VPN connection with router 600 1s not required. In addition, the response should
be faster as 1t does not need to go through VPN first and then go back to Country A.

[0101] In another example, a first host 1s connected to gateway 101 through LAN inter-
face 102. Gateway 101 1s configured such that when gateway 101 receives data des-
tined to a first IP address or a domain name from the first host, gateway 101 transmits
the data through the first VPN connection if the first IP address 1s located 1n a particu-
lar geographical location 1n step 705. Therefore, gateway 101 receives data from the
first IP address or the domain name destined to the first host through the first VPN
connection. This may be beneficial 1f the user or administrator requires the communi-
cation between the host and any IP address 1n that particular geographical location to
be secured and private. If the first IP address 1s not 1n the particular geographical loca-
tion, gateway 101 does not use the first VPN connection to transmit and/or receive
data to and/or from the IP address in step 706.

[0102] FIG. 8 1s a flowchart illustrating a process according to one of the embodiments of
the present invention. FIG. 8 1s viewed 1n conjunction with FIG. 6 and FIG. 7 for bet-
ter understanding of the embodiments.

[0103] For illustration purpose, gateway 101 establishes multiple tunnels, herein referred to
as VPN connections. Referring to FIG. 6B, a first and second VPN connection 1s es-
tablished with router 600 using WAN 1nterfaces 103 and 104 respectively. A third
VPN connection 1s established with router 604 using WAN interface 103 and a fourth
VPN connection 1s established with router 605 using WAN i1nterface 104. The first

and second VPN connections may be bonded to form an aggregated VPN connection.
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[0104] When, 1n step 701, gateway 101 sends a new DNS request through the first VPN
connection to DNS server 602, 1t determines 1n step 703 the geographical location
corresponding to an IP address specified in the DNS response received in step 702.
Based on the geographical location, gateway 101 determines whether a VPN connec-
tion should be used for communicating with the IP address 1n step 801. Since gate-
way 101 has established multiple VPN connections, gateway 101 selects one of the
VPN connections 1n step 803 1f 1t determines to use a VPN connection in step 801.
Gateway 101 then uses the selected VPN connection for communicating with the IP
address 1n step 804.

[0105] If gateway 101 determines not to use a VPN connection for communicating with the
IP address, gateway 101 selects an access network or WAN interface for communi-
cating with the IP address 1n step 806. Gateway 101 then uses the selected access net-
work for communicating with the IP address.

[0106] One of the multiple VPN connections may be selected in step 803 according to one
or more policies. In one variant, priorities are assigned to the multiple VPN connec-
tions. For example, the first and second VPN connections are assigned with the high-
est priority, the third VPN connection 1s assigned with the second-highest priority,
and the fourth VPN connection 1s assigned with the lowest priority. Therefore, gate-
way 101 uses one or both of the first and second VPN connections for transmitting
and/or receiving data to and/or from the IP address. If the first and second VPN con-
nections are bonded, the aggregated VPN connection may be used for transmitting
and/or receiving data to and/or from the IP address.

[0107] In another variant, gateway 101 selects a VPN connection which has the least usage
price. The usage price of the VPN connection may vary according to the usage price
of the access network, such as access networks 121 and 122, used to establish the
VPN connection. The usage price may be entered by the administrator or retrieved
from a database.

[0108] In another variant, gateway 101 selects a VPN connection based on bandwidth avail-
ability. For example, gateway 101 selects the third VPN connection for transmitting
and/or receiving data to and/or from the IP address if the third VPN connection has
the highest available bandwidth. One of the benefits 1s to reduce trattic congestion.

[0109] In another variant, gateway 101 selects a VPN connection based on the geographical
location of the termination point of the VPN connection. The termination point of the
first and second VPN connections 1s router 600, and the termination points of the third

and fourth VPN connections are routers 604 and 605 respectively. For example,
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routers 600, 604 and 605 are located in New York, Hong Kong and London respec-
tively. The geographical location of the IP address 1s determined to be in Hong Kong
1n step 703. Gateway 101 then selects the third VPN connection for transmitting
and/or receiving data to the IP address.

[0110] When gateway 101 determines not to use a VPN connection 1n step 801, gate-
way 101 selects an access network 1n step 806 for transmitting and/or receiving data
to and from the IP address. An access network may be selected randomly or according
to one or more policies 1n step 806. In one variant, the policy 1s to select an access
network based on configuration entered by the gateway administrator. In one exam-
ple, the policy 1s to select an access network based on bandwidth availability. In one
example, the policy 1s to select an access network based on statistical analysis or his-
torical data network performance achieved while using the access network. In one ex-
ample, the policy 1s to select an access network based on the usage price of the access
network.

[0111] Priorities may be assigned to the access networks or WAN interfaces. For example,
access network 121 has a higher priority than access network 122. Therefore gate-
way 101 transmits and/or receives data to and/or from the IP address through access
network 121 using WAN interface 103 1n step 807. In another example, WAN inter-
face 104 has a higher priority than WAN interface 103. Therefore gateway 101 trans-
mits and/or receives data to and/or from the IP address through access net-
work 122 using WAN 1nterface 104 1n step 807.

[0112] It should be noted that in some cases, assigning priorities to WAN interfaces may be
different from assigning priorities to access networks, as the access network that a
WAN 1nterface connects to may vary. For example, access network 121 has a higher
priority than access network 122. The user or administrator of gateway 101 changes
the connections such that access network 121 connects to WAN interface 104 and ac-
cess network 122 connects to WAN interface 103. In this case, gateway 101 transmits
and/or receives data to and/or from the IP address through access network 121 using
WAN interface 104 1n step 807. If priorities were assigned to WAN 1interfaces such
that WAN interface 103 has a higher priority than WAN 1nterface 104, gate-
way 101 would transmit and/or receive data to and/or from the IP address through ac-
cess network 122 using WAN interface 103 in step 807. Priorities may be assigned to
access networks based on usage price, network performance, time, etc. Priorities may
be assigned to WAN 1nterfaces according to signal-to-interface ratio, signal-to-noise

rati0, and other properties observed at the WAN interfaces.
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[0113] FIG. 9 1s a flowchart illustrating a process of sending a DNS request to one or more
DNS servers according to one of the embodiments.

[0114] Gateway 101 first receives a DNS request from a host through LAN interface 102 1n
step 901. In step 902, gateway 101 determines a list of DNS servers that can be
reached through one or more VPN connections established by gateway 101. Gate-
way 101 then selects one or more DNS servers from the list of DNS servers in
step 903 for sending the DNS request to. In step 904, gateway 101 sends new DNS
requests to the selected DNS servers. The new DNS requests are substantially based
on the DNS request received from the host through LAN interface 102.

[0115] The list of DNS servers that can be reached through a VPN connection may com-
prise one or more DNS servers. For example, gateway 101 establishes a first and sec-
ond VPN connection with router 600 through W AN 1nterfaces 103 and 104 respec-
tively. DNS server 602 and 601 can be reached through the one or both of the first and
second VPN connection. On the other hand, DNS servers 141 and 143 cannot be
reached through a VPN connection. Therefore, in step 902, the list of DNS servers 1n-
clude DNS servers 602 and 601.

[0116] Gateway 101 may then select one or both of DNS servers 602 and 601 to send the
new DNS request to. The selection may be according to a policy based on reply speed,
historical statistics, or priority. For example, if the reply speed of DNS server 601 1s
significantly lower than that of DNS server 602, gateway 101 selects DNS
server 602 1n step 903.

[0117] In another example, DNS server 602 may have a higher priority assigned by a user or
administrator of gateway 101. For illustration purpose, access network 603 1s an of-
fice network and DNS server 602 1s an internal DNS server. A higher priority may be
assigned to DNS server 602 since 1t 1s an internal DNS server, and router 600 need not
access 1t through interconnected networks 105. Therefore, DNS responses received
from DNS server 602 may be less likely to be tampered. Since router 600 accesses
DNS server 601 through interconnected networks 105, which 1s a public network, the
DNS response received from DNS server 601 1s more likely to be tampered. Also,
DNS server 602 may be able to resolve DNS requests corresponding to certain inter-
nal domain names that may not be resolved by DNS server 601 accurately. Therefore,
when DNS server 602 has higher priority, gateway 101 selects DNS server 602 1n
step 903 for sending new DNS request to.

[0118] FIG. 101s a flowchart illustrating a process for sending DNS requests to one or more

DNS servers according to one of the embodiments of the present invention.
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Gateway 101 receives a DNS request from a host through LAN interface 102 1n

step 1001. In step 1002, gateway 101 selects at least one DNS server for sending the
new DNS request to. The selection may be based on a policy based on reply speed,
historical statistics, geographical location or priority. If gateway 101 determines in
step 1003 that the selected DNS server(s) may be accessed through one or more VPN
connections, then the new DNS requests are sent to the selected DNS server(s)
through the one or more VPN connections 1n step 1004. Alternatively, 1f the selected
DNS server(s) cannot be accessed through any VPN connections, gateway 101 sends
the new DNS request to the selected DNS server(s) without using a VPN connection
in step 1005.

[0119] For example, the first VPN connection 1s established between WAN interface 103 of
gateway 101 and router 600, which may be used to access DNS servers 601 and 602.
For 1llustration purposes, the selected DNS servers 1n step 1002 include DNS serv-
ers 143 and DNS server 601. Gateway 101 determines in step 1003 that DNS
server 143 cannot be accessed through a VPN connection with router 600. Therefore,
gateway 101 sends a new DNS request to DNS server 143 without using a VPN con-
nection 1n step 1005. In step 1003, gateway 101 also determined that DNS
server 601 may be accessed through the first VPN connection and also without using
a VPN connection. Therefore, gateway 101 sends a new DNS request to DNS
server 601 through the first VPN connection.

[0120] Although DNS server 601 may be accessed directly through interconnected net-
works 105 without using the first VPN connection, it 1s preferred that gate-
way 101 sends the new DNS request to DNS server 601 through the first VPN con-
nection. When the new DNS request 1s sent through the first VPN connection, the cor-
responding DNS response 1s recetved from DNS server 601 through the first VPN
connection also, and hence the DNS response 1s less likely to be tampered.

[0121] FIG. 11 1s a flowchart illustrating a process for selecting a DNS response according
to one of the embodiments. Gateway 101 receives a plurality of DNS responses in
step 1101. The plurality of DNS responses are responses to new DNS requests sent by
gateway 101, where the new DNS requests are based on a DNS request received by
gateway 101 from a host through LAN interface 102. In step 1102, gateway 101 de-
termines whether any of the plurality of DNS responses were received through a VPN
connection. If any DNS responses were recetved through a VPN connection, gate-
way 101 selects one of the DNS responses received through a VPN connection 1in

step 1103. If no DNS responses were recetved through a VPN connection,
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gateway 101 selects one of the DNS responses from the plurality of DNS responses in
step 1104. Gateway 101 then sends a new DNS response to the host 1n

step 1105 based on the selected DNS response. Therefore, 1in step 1102, priority 1s
agiven to a DNS response received through a VPN connection over a DNS response
not received through a VPN connection.

[0122] For example, a first DNS response 1s received from DNS server 602 through the first
VPN connection, a second DNS response 1s received from DNS server 601 through
the first VPN connection, a third DNS response 1s received from DNS
server 141 through access network 121 and a fourth DNS response 1s received from
DNS server 143 through access network 122. Gateway 101 determines in
step 1102 that the first and second DNS responses are received through the first VPN
connection, and therefore selects one of the first and second DNS responses 1n
step 1103. The selection may be performed randomly, or may be according to a policy
based on time and order of receiving the DNS responses, order of receiving, historical
statistics and reply speed of the DNS servers, geographical location of DNS servers,
or priorities of the DNS servers. For 1llustration purpose, the first DNS response 1s se-
lected because it was received earlier than the second DNS response.

[0123] In another example, a first DNS response 1s received from DNS server 601 through
interconnected networks 105 without using the first VPN connection, a second DNS
response 1s recetved from DNS server 141 through access network 121 and a third
DNS response 1s received from DNS server 143 through access network 122. Gate-
way 101 determines in step 1102 that no DNS response was recetved through a VPN
connection, and therefore selects one of the first, second and third DNS responses 1n
step 1104. The selection may be performed randomly, or may be according to a policy
based on time and order of receiving the DNS responses, order of receiving, historical
statistics and reply speed of the DNS servers, or priorities of the DNS servers. For 1l-
lustration purpose, the second DNS response 1s selected because historical statistics
indicate that responses from DNS server 141 are most likely to be accurate when
compared to DNS responses recetved from DNS server 143 or 601.

[0124] FIG. 12 1s a flowchart illustrating a process according to one of the embodiments of
the present invention. Gateway 101 sends new DNS requests to a plurality of DNS
servers 1n step 1201. At least one of the new DNS requests are sent through the first
VPN connection established between gateway 101 and router 600. The new DNS re-
quests are based on a DNS request received by gateway 101 through LAN inter-

face 102. Gateway 101 then receives a plurality of DNS responses 1n response to the
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new DNS requests 1n step 1202. In step 1203, gateway 101 analyzes the contents of
the plurality of DNS responses, and determines whether a DNS response received
through a VPN connection 1s the same as a DNS response recetved without using a
VPN connection. If a DNS response received through a VPN connection 1s the same
as a DNS response received without using a VPN connection, gateway 101 does not
use the VPN connection 1n step 1205 for transmitting and receiving data to and from
the IP address specified 1n the DNS responses. Alternatively, 1f a DNS response re-
cerved through a VPN connection 1s not the same as a DNS response received without
using a VPN connection, gateway 101 uses the VPN connection 1n step 1204 for
transmitting and receiving data to and from the IP address specified in the DNS re-
sponse recerved through the VPN connection.

[0125] For example, gateway 101 and DNS server 141 1s located in Country A,
router 600 and DNS server 601 1s located in Country B. In step 1202, a first DNS re-
sponse 1s recerved from DNS server 141 and a second DNS response 1s received from
DNS server 601 through the first VPN connection. Gateway 101 determines in
step 1203 whether the first and second DNS responses specity the same IP address.
The second DNS response 1s less likely to be tampered since 1t 1s received through a
VPN connection. If the first and second DNS responses specify the same IP address,
that means that the first DNS response 1s also less likely to be tampered. This may 1n-
dicate that there 1s no regulatory or legal barrier for gateway 101 to access the speci-
fied IP address without using a VPN connection, and the communication between
gateway 101 and the IP address specified will not be blocked even 1f no VPN connec-
tion 1s used. The communication of gateway 101 with the specified IP address may be
faster 1f data 1s transmitted and received directly, instead of through the first VPN
connection. For illustration purpose, if the specified IP address 1s located in Country
A, gateway 101 does not need to transmit data to the specified IP address through
router 600 1n country B, as that would slow down data transmission. Therefore, gate-
way 101 does not use the VPN connection 1n step 1205 for transmitting and receiving
data to and from the specified IP address.

[0126] Alternatively, if gateway 101 determines in step 1203 that the first and second DNS
responses specity different IP addresses, the IP address specified in the first DNS re-
sponse 1s more likely to be tampered. This 1s because the second DNS response 1s
considered to less likely to be tampered since it 1s received through a VPN connec-
tion. In this case, the reason why the first DNS response 1s more likely to be tampered

may be that there are regulatory or legal barriers for gateway 101 to access the IP
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address specified in the second DNS response. Therefore, gateway 101 uses the first
VPN connection for transmitting and receiving data to and from the IP address speci-
fied 1n the second DNS response 1n step 1204, so that the legal or regulatory barriers
can be overcome.

[0127] In one of the embodiments, gateway 101 receives a plurality of DNS responses from
a plurality of DNS servers through the first VPN connection established between gate-
way 101 and router 600. If the IP addresses specified in the plurality of DNS re-
sponses are different, gateway 101 determines which IP address 1s most suitable to be
sent to the host in a new DNS response. The determination may be based on one or
more policies. For example, an IP address that 1s specified 1n the majority of DNS re-
sponses 1s considered to be most suitable. Alternatively, an IP address specified in a
DNS response received from a DNS server with higher priority among other DNS
servers 1s considered to be the most suitable. Alternatively, an IP address specified in
a DNS response that 1s recetved earliest 1s considered to be most suitable. Alterna-
tively, an IP address specified in a DNS response that 1s received from a DNS server
selected according to historical statistics 1s considered to be the most suitable. Gate-
way 101 then sends a new DNS response to the host based on a DNS response speci-
fying the most suitable IP address.

[0128] In one variant, when the plurality of DNS responses are received from a plurality of
DNS servers through different VPN connections, an IP address can be considered to
be the most suitable based on the priority of the VPN connections or the termination
points of the VPN connections.

[0129] In one of the embodiments, a plurality of DNS responses are received from a plural-
1ty of DNS servers. Some of the DNS responses are received through VPN connec-
tion(s) and some are recetved without using a VPN connection. For example, a first
DNS response recerved without using a VPN connection specifies the same IP address
as the majority of DNS responses received through VPN connection(s). A second
DNS response recetved without using a VPN connection specifies an IP address that
1s different from the IP address specified in majority of DNS responses received
through VPN connection(s). Gateway 101 then sends a new DNS response to the host
through LAN interface 102 based on the IP address specified in the majority of DNS
responses recetved through VPN connection(s), but gateway 101 determines to trans-
mit and receive data to and from the specified IP address without using a VPN con-
nection, as the IP address specified 1n first DNS response 1s the same as the IP address

specified 1n the majority of DNS responses received through VPN connection(s).
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[0130] FIG. 13 1s a tlowchart illustrating a process according to one of the embodiments of
the present invention. Gateway 101 receives a plurality of DNS responses 1n
step 1301. The plurality of DNS responses are received through VPN connection(s).
The plurality of DNS responses are responses to new DNS requests sent by gate-
way 101, where the new DNS requests are based on a DNS request received by gate-
way 101 from a host through LAN interface 102. In step 1302, gateway 101 deter-
mines the geographical locations of the IP addresses specified 1n the plurality of DNS
responses. Gateway 101 then determines which IP address 1s located closest to gate-
way 101, and then selects a DNS response specifying the IP address that 1s located
closest to 1t 1n step 1303. A new DNS response based on the selected DNS response 1s
then sent to the host through LAN interface 102 by gateway 101 1n step 1304

[0131] Gateway 101 may determine which IP address 1s located closest to 1t by determining
1ts own geographical location and the geographical location of the IP address. Gate-
way 101 may determine 1ts own geographical location by using location sensors, such
as a Global Positioning System (GPS) sensor. The determined geographical location
information may then be stored 1n a storage medium of gateway 101, such as com-
puter readable storage medium 506. The GPS sensor may be embedded 1n gate-
way 101 or may be embedded 1n an external device coupled with gateway 101.

[0132] Alternatively, the geographical location of gateway 101 1s entered by a user or ad-
ministrator of gateway 101 and then stored in computer readable storage medium 506.

[0133] Those skilled 1n the art would appreciate that a domain name can be resolved to dif-
ferent IP addresses by different DNS servers. The different IP addresses may have dif-
ferent geographical locations, but may have provide the resources corresponding to
the domain name that are required by a user who sends the DNS request for the do-
main name. Therefore, 1t 15 beneficial for gateway 101 to select a DNS response speci-
fying an IP address that it 1s closest to, so that 1t can transmit and receive data to and
from the closest IP address.

[0134] Those who are skilled 1in the art would appreciate that the present invention also ap-
plies to hostnames. Hostnames may have appended the name of a DNS domain, sepa-
rated from the host-specific label by a period (“dot”). In the latter form, a hostname 1s
also called a domain name. If the domain name 1s completely specified, including a
top-level domain of the Internet, then the hostname 1s said to be a fully qualified do-
main name. Hostnames that include DNS domains are often stored in the Domain
Name System together with the IP addresses of the host they represent for the purpose

of mapping the hostname to an address, or the reverse process.
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[0135] It 1s known to those skilled 1n the art that a DNS response received from a DNS
server 1s only valid for a specific time period specitied by the TTL corresponding to
the DNS response. The IP address specified in a DNS response corresponding to a
specific domain name or host name can be cached for the specific time period. When
the specific time period has expired, a host or gateway 101 may need to send another
DNS request for a domain name or host name 1n order to receive another DNS re-
sponse corresponding to the specific domain name or host name that contains the up-
dated IP address of the specific domain name.

[0136] In one example, according to a preferred embodiment, with respect to FIG. 7, FIG.
8, FIG. 10 and FIG. 12, the host determines the TTL specified in the DNS response
and caches the IP address of the first domain name for a time period specified in the
TTL. When the time period has expired, the host sends a second DNS request to gate-
way 101 1f the host 1s still communicating with the first domain name, and conse-
quently, the process 1s repeated and the IP address 1n the cache of the host 1s updated.
In this way the IP address can be updated periodically.

[0137] In one variant, when the time period specified in the TTL of a first DNS response
containing a first IP address expires, gateway 101 deletes the decision corresponding
to the first IP address made at step 705 or 706. For example, based on the location of
the first IP address, gateway 101 determines to use the first VPN connection for data
packets destined to the first IP address 1n step 705. When the time period expires, the
IP address corresponding to the first domain name may change, and the first IP ad-
dress may not correspond to the first domain name anymore. Therefore the decision
corresponding to the first IP address should be deleted, so that the first VPN connec-
tion 1s not used for data packets destined to the first IP address. When data packets
destined to the first IP address arrives at gateway 101, gateway 101 transmits the data
packets to the first IP address without using the first VPN connection.

[0138] In one variant, according to FIG. 7, when an IP address of the first domain name
changes after the specific time period 1s over, the decision at step 704 may change for
the same first domain name. For 1llustration purpose, the location of a first IP address
corresponding to a domain name “mydomain.com” 1s Country X. Based on location
Country X, gateway 101 determines 1n step 704 that 1t 1s preferred to use the first
VPN connection in step 705. When the specific time period 1s over, the process
of FIG. 7 1s repeated when the host sends another DNS request for the domain
name “‘mydomain.com”. The DNS response received in response to the another DNS

request contains a second IP address for “mydomain.com”. The location of the second
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IP address 1s determined to be Country Y 1n step 703. Based on location Country Y,
gateway 101 determines in step 704 that 1t 1s preferred to not use the first VPN con-
nection 1n step 706.

[0139] In another example, gateway 101 determines the TTL specified in the DNS response
and caches the IP address of the first domain name for a time period specified in the
TTL. When the time period 1s over, gateway 101 sends another DNS request to the
DNS server and updates the IP address in the cache of gateway 101 corresponding to
the first domain name. Theretore, when the host sends a second DNS request for the
first domain name to gateway 101, gateway 101 can send a DNS response containing
the updated IP address of the first domain name that 1s in the cache of gateway 101.

[0140] In one variant, when gateway 101 has an outbound policy for a first domain name,
and the outbound policy 1s defined by the IP address of the first domain name, gate-
way 101 sends a DNS request corresponding to the first domain name to at least one
DNS server periodically, so that gateway 101 receives DNS responses with the up-
dated IP address of the first domain name. The IP address 1n the outbound policy 1s
updated by gateway 101 accordingly. In a preferred embodiment, the outbound policy
for the first domain name expires when a time period specified in the TTL expires,
where the TTL 1s of a DNS response corresponding to the DNS request. The outbound
policy may be deleted from computer readable storage medium 506. A new outbound
policy may be created and stored in computer readable storage medium 506 for the
first domain name with the updated IP address.

[0141] Processing unit S05 executes program instructions to carry out the steps of FIG.
7, FIG. 8, FIG. 9, FIG. 10, FIG. 11, FIG. 12, and FIG. 13. The program instructions

are stored 1n computer readable storage medium 506.

BRIEF DESCRIPTION OF DRAWINGS

[0142] FIG. 1A 1llustrates a network environment 1n which hosts and DNS servers may con-
nect to the gateway 1n accordance with one of the embodiments of the present inven-
tion.

[0143] FIG. 1B illustrates a network environment in which hosts and DNS servers may con-
nect to the gateway 1n accordance with one of the embodiments of the present inven-
tion.

[0144] FIG. 2 1s a flowchart 1llustrating a process of processing a received DNS request in
accordance with one of the embodiments of the present invention.

[0145] FIG. 3 1s a flowchart 1llustrating a process of processing a recetved DNS response 1n

accordance with one of the embodiments of the present invention.
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[0146] FIG. 4 1s a flowchart illustrating a process in accordance with one of the embodi-
ments of the present invention.

[0147] FIG. 51s a block diagram of a gateway 1n accordance with various embodiments of
the present invention.

[0148] FIG. 7 1s a flowchart illustrating a process according to one of the embodiments of
the present invention.

[0149] FIG. 8 1s a flowchart illustrating a process according to one of the embodiments of
the present invention.

[0150] FIG. 9 1s a flowchart illustrating a process of sending a DNS request to one or more
DNS servers according to one of the embodiments.

[0151] FIG. 101s a flowchart illustrating a process for sending DNS requests to one or more
DNS servers according to one of the embodiments of the present invention.

[0152] FIG. 11 1s a flowchart illustrating a process for selecting a DNS response according
to one of the embodiments.

[0153] FIG. 12 1s a flowchart illustrating a process according to one of the embodiments of
the present invention.

[0154] FIG. 13 1s a flowchart 1llustrating a process according to one of the embodiments of

the present invention.
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Amendments to the Claims

A method for processing Domain Name Services (DNS) request 1n a gateway, wherein the
gateway comprises at least one local area network (LAN) interface and at least one wide area
network (WAN) interface, the method comprising;

(a) recerving a first DNS request from a first host via one of the at least one LAN interface of
the gateway;

(b) selecting, according to at least one predefined selection policy, at least one DNS server;

(¢) transmitting a plurality of new DNS requests, containing all the contents of the first DNS
request to the at least one DNS server through at least one tunnel via the at least one
WAN 1nterface 1f the at least one DNS server 1s accessible through the at least one tunnel;

(d) transmitting the plurality of new DNS requests to the at least one DNS server without
using a tunnel via the at least one WAN interface 1f the at least one DNS server 1s not
accessible through any of the at least one tunnel;

(e) recerving a plurality of DNS responses corresponding to the plurality of new DNS
requests within a first predefined time period;

(f) storing the plurality of DNS responses;

(g) when the first predefined time period has expired: selecting a first DNS response from the
recerved plurality of DNS responses according to at least one predefined DNS response

selection policy; wherein when at least one of the plurality of DNS responses 1s valid, the

selection policy 1s to select one of the at least one valid DNS response based on time of
arrival, contents of each of the plurality of DNS responses, 1identity of DNS servers from
which each of the plurality of DNS responses are received, or source of each of the
plurality of DNS responses; wherein when none of the DNS responses are valid: the
selection policy 1s to select one of the DNS responses randomly, statistically, according
to the time of recerving or according to the order of receiving;

(h) transmitting a new DNS response to the host arrd wherein the content of the new DNS
response 1s based on the content of the first DNS response.; wherein 1f the first DNS
response 1s not a valid DNS response, setting return code (RCODE) of the new DNS
response to an RCODE contained 1n a majority of the plurality of DNS responses; and

(1) when the gateway has information to respond to the first DNS request; responding to the

DNS request; and not transmitting the plurality of new DNS requests.
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2. The method of claim 1, wherein the step of selecting the at least one DNS server comprising:
determining one or more DNS servers that are accessible by the gateway through the at least

one tunnel; and

selecting at least one DNS server from the one or more DNS servers.

3. The method of claim 1, further comprising:

(1) determining the geographical location of an IP address specified in the first DNS response
by using an IP geolocation database;

(k) determining a decision whether to transfer data to a second host using a second tunnel;

(1) transferring data to the second host using the second tunnel 1f the decision 1s to use the
second tunnel; and

(m) transferring data to the second host not using the second tunnel 1f the decision 1s not to
use the second tunnel or there 1s no decision;

wherein the second host 1s accessible through the IP address specified 1n the first DNS

response.

4. The method of claim 3, wherein the first DNS response 1s received through a first tunnel,
wherein the first tunnel 1s one of the at least one tunnel used to transmit the plurality of frrst

atteast-onmenew DNS requests and the first tunnel 1s the same as the second tunnel.

5. The method of claim 3, wherein the first DNS response 1s received through a first tunnel,
wherein the first tunnel 1s one of the at least one tunnel used to transmit the plurality of new

DNS request and the first tunnel 1s not the same as the second tunnel.

6. The method of claim 3, wherein the step of determining whether to transfer data 1s based on

the geographical location of the IP address specified 1n the first DNS response.

7. The method of claim 3, wherein the first DNS response 1s selected from a plurality of DNS
responses, wherein:
if there 1s at least one DNS response received through the at least one tunnel, the first DNS
response 1S selected from the at least one DNS response receirved through the at least one

tunnel; and
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if there 1s no DNS response receirved through any of the at least one tunnel, the first DNS

response 1s selected from the plurality of DNS responses received.

The method of claim 7, wherein the new DNS response has a non-zero return code when no
DNS response corresponding to the plurality of new DNS request 1s recerved within the first

predefined time period.

The method of claim 7, wherein the step of determining whether to transfer data 1s based on
the whether the IP addresses specified 1n at least two of the plurality of DNS responses are

the same.

The method of claim 3, wherein the decision 1s stored 1n a computer readable storage
medium of the gateway; and
wherein the decision 1s deleted from the computer readable storage medium when a time

period specified 1in a time-to-live (TTL) field of the first DNS response has expired.

The method of claim 3, wherein the decision 1s stored 1n a computer readable storage
medium, and the decision contains the IP address specified 1n the first DNS response;
wherein the IP address 1n the decision 1s updated to an IP address specified 1n a second DNS
response;

wherein the first DNS response corresponds to a first one of the plurality of new DNS
requests,

wherein the second DNS response corresponds to a second one of the plurality of new DNS
requests; and

wherein the second DNS response 1s recerved after transmitting the second one of the
plurality of new DNS requests, wherein the second at least one new DNS request 1s
transmitted when a time period specified in a TTL field of the first DNS response has

expired.

A gateway for processing Domain Name Services (DNS) request, comprising:
at least one local area network (LAN) interface;
at least one wide area network (WAN) interface;

at least one processing unit;
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at least one computer readable storage medium storing program instructions executable by

the at least one processing unit for:

(a) recerving a first DNS request from a first host via one of the at least one LAN interface of
the gateway;

(b) selecting, according to at least one predefined selection policy, at least one DNS server;

(c) transmitting a plurality of new DNS requests, containing all the contents of the first DNS
request to the at least one DNS server through at least one tunnel via the at least one
WAN interface if the at least one DNS server 1s accessible through the at least one tunnel;

(d) transmitting the plurality of new DNS requests to the at least one DNS server without
using a tunnel via the at least one WAN interface if the at least one DNS server 1s not
accessible through any of the at least one tunnel; and

(e) recerving a plurality of DNS responses corresponding to the plurality of new DNS
requests within a first predefined time period;

(f) storing the plurality of DNS responses;

(g) when the first predefined time period has expired: selecting a first DNS response from the
recerved plurality of DNS responses according to at least one predefined DNS response
selection policy; wherein when at least one of the plurality of DNS responses 1s valid, the
selection policy 1s to select one of the at least one valid DNS response based on time of
arrival, contents of each of the plurality of DNS responses, 1identity of DNS servers from
which each of the plurality of DNS responses are received, or source of each of the
plurality of DNS responses; wherein when none of the DNS responses are valid: the
selection policy 1s to select one of the DNS responses randomly, statistically, according
to the time of recerving or according to the order of receiving;

(h) transmitting a new DNS response to the host wherein the content of the new DNS
response 1S based on the content of the first DNSresponse; wherein 1f the first DNS
response 1s not a valid DNS response, setting return code (RCODE) of the new DNS
response to an RCODE contained 1n a majority of the plurality of DNS responses; and

(1) when the gateway has information to respond to the first DNS request; responding to the

DNS request; and not transmitting the plurality of new DNS requests.

13. The gateway of claim 12, wherein the step of selecting the at least one DNS server

comprising;
determining one or more DNS servers that are accessible by the gateway through the at least

one tunnel; and
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selecting at least one DNS server from the one or more DNS servers.

The gateway of claim 12, wherein the at least one computer readable storage medium further

storing program instructions executable by the at least one processing unit for:

(1) determining the geographical location of an IP address specified in the first DNS response
by using an IP geolocation database;

(k) determining a decision whether to transfer data to a second host using a second tunnel;

(1) transferring data to the second host using the second tunnel 1f the decision 1s to use the
second tunnel; and

(m) transferring data to the second host not using the second tunnel if the decision 1s not to
use the second tunnel or there 1s no decision;

wherein the second host 1s accessible through the IP address specified in the first DNS

response.

The gateway of claim 14, wherein the first DNS response 1s received through a first tunnel,
wherein the first tunnel 1s one of the at least one tunnel used to transmit the plurality of new

DNS requests and the first tunnel 1s the same as the second tunnel.

The gateway of claim 14, wherein the first DNS response 1s recerved through a first tunnel,
wherein the first tunnel 1s one of the at least one tunnel used to transmit the plurality of new

DNS requests and the first tunnel 1s not the same as the second tunnel.

The gateway of claim 14, wherein the step of determining whether to transfer data 1s based

on the geographical location of the IP address specified 1n the first DNS response.

The gateway of claim 14, wherein the first DNS response 1s selected from a plurality of DNS
responses, wherein:

1if there 1s at least one DNS response received through the at least one tunnel, the first DNS
response 1S selected from the at least one DNS response receirved through the at least one
tunnel; and

1f there 1s no DNS response receirved through any of the at least one tunnel, the first DNS

response 1s selected from the plurality of DNS responses received.
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The gateway of claim 18, wherein the new DNS response has a non-zero return code when

no DNS response corresponding to the plurality of new DNS request 1s received within the

first predefined time period.

The gateway of claim 18, wherein the step of determining whether to transfer data 1s based
on the whether the IP addresses specified 1n at least two of the plurality of DNS responses are

the same.

The gateway of claim 14, wherein the decision 1s stored 1n the computer readable storage
medium of the gateway; and
wherein the decision 1s deleted from the computer readable storage medium when a time

period specified 1n a time-to-live (TTL) field of the first DNS response has expired.

The gateway of claim 14, wherein the decision 1s stored 1n a computer readable storage
medium, and the decision contains the IP address specified 1n the first DNS response;
wherein the IP address 1n the decision 1s updated to an IP address specified in a second DNS
response;

wherein the second DNS response corresponds to a second at least one new DNS request;
and

wherein the second DNS response 1s recerved after transmitting the second at least one new
DNS request, wherein the second at least one new DNS request 1s transmitted when a time

period specified 1n a TTL field of the first DNS response has expired.
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