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BIOMETRIC AUTHENTICATION WITH
ENHANCED BIOMETRIC DATA
PROTECTION

INTRODUCTION

[0001] Biometric information is metric related data based
on human features characteristics, such as features or char-
acteristics of fingerprints, faces, irises, retinas, hands and
voices. Such biometric information can be used to authen-
ticate the identity of an individual. The authentication can be
used for a variety of reasons, for example, granting access to
a door, a phone, a computing system, a bank account, or the
like. Biometric information is personal information that an
individual typically does not want others to obtain for many
reasons, including for privacy concerns.

[0002] Accordingly, it is desirable to provide methods and
systems that use biometric authentication to allow access,
such as access for a user to a vehicle, but that also address
privacy concerns by validating the user’s biometric infor-
mation without storing the user’s biometric information or
any reference biometric template on a central database or on
the authenticating device. Further, it is desirable to provide
biometric authentication methods and systems that achieve
low matching error rates. Furthermore, other desirable fea-
tures and characteristics will become apparent from the
subsequent detailed description and the appended claims,
taken in conjunction with the accompanying drawings and
the introduction.

SUMMARY

[0003] Methods, systems and computer readable storage
medium for privacy-enhanced biometric access are pro-
vided. In an embodiment, a method for providing privacy-
enhanced biometric access includes receiving, by a central
processor, a biometric token request associated with a
request for access rights by a user. The biometric token
request includes a hashed value of an enrollment input, and
a blinded version of a first portion of an enrollee biometric
template. The method for providing privacy-enhanced bio-
metric access further includes generating, by the central
processor, a signed token from the hashed value and the
blinded version of the first portion of the enrollee biometric
template.

[0004] The method may further include sending, by the
central processor, the signed token to an access control entity
or to a user computing device for conveyance to the access
control entity. In certain embodiments, the access control
entity is a vehicle.

[0005] In an exemplary embodiment, the blinded version
of the first portion of the enrollee biometric template is an
exclusive OR (XOR) value of the first portion of the enrollee
biometric template and an enrollment codeword derived
from the enrollment input.

[0006] Further, the biometric token request may include a
second portion of the enrollee biometric template specifying
parts of the first portion of the enrollee biometric template
that are occluded. In such embodiments, generating the
signed token includes generating the signed token from the
hashed value, the blinded version of the first portion of the
enrollee biometric template, the second portion of the
enrollee biometric template, and metadata describing con-
ditions for use after access.
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[0007] In some embodiments, the method for providing
privacy-enhanced biometric access further includes select-
ing, by a user processor, the enrollment input; encoding, by
the user processor, the enrollment input to generate the
enrollment codeword; and generating, by the user processor,
the blinded version of the first portion of the enrollee
biometric template from the enrollment codeword and the
first portion of the enrollee biometric template. Further, in
such embodiments, encoding the enrollment input to gen-
erate the enrollment codeword may include applying an
error correction code to the enrollment input.

[0008] In certain embodiments, applying the error correc-
tion code to the enrollment input includes applying a first
error correction code to the enrollment input and obtaining
a first output, and applying a second error correction code to
the first output to generate the enrollment codeword. In
exemplary embodiments, applying the error correction code
to the enrollment input may include generating an error
correction code output, and permuting the error correction
code output by interleaving. In certain embodiments, the
error correction code is an erasure code.

[0009] An exemplary method further includes receiving,
by the access control entity, a first portion of an authenti-
cation biometric template and the blinded version of the first
portion of the enrollee biometric template; generating, by
the access control entity, an authentication codeword from
the first portion of the authentication biometric template and
the blinded version of the first portion of the enrollee
biometric template; decoding, by the user processor, the
authentication codeword to generate an authentication input;
verifying, by the user processor, that the authentication
biometric template and the enrollee biometric template
match by computing a cryptographic hash of the authenti-
cation input and verifying that the output of the hash
function is the same as a corresponding hashed value in the
signed token; and allowing, by the user processor, the user
access to the access control entity when the authentication
biometric template and the enrollee biometric template
match. In such embodiments, verifying that the authentica-
tion biometric template and the enrollee biometric template
match may include utilizing occlusion information from the
enrollment biometric template and occlusion information
from the authentication biometric template to determine
error locations where occlusions occur in the authentication
biometric template but do not occur in the enrollee biometric
template.

[0010] In another embodiment, a system for privacy-
enhanced biometric access is provided. The system includes
a user processor, wherein the user processor selects an
enrollment input, generates a hashed value of the enrollment
input, encodes the enrollment input to generate an enroll-
ment codeword, receives enrollment biometric data from a
user, and generates a blinded version of a first portion of the
enrollee biometric template from the enrollment codeword
and the enrollee biometric template. The system further
includes a central processor, wherein the central processor
receives from the user processor a biometric token request
associated with a request for access rights by a user, wherein
the biometric token request comprises the hashed value of
the enrollment input and the blinded version of the first
portion of the enrollee biometric template, and wherein the
central processor generates a signed token from the hashed
value and the blinded version of the first portion of the
enrollee biometric template.
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[0011] In certain embodiments, the system further
includes an access control entity, wherein the access control
entity receives the signed token from the central processor.
In certain embodiments, the user processor or the access
control entity: receives authentication biometric data from a
user and generates an authentication codeword from a first
portion of the authentication biometric template and the
blinded version of the first portion of the enrollee biometric
template; decodes the authentication codeword to generate
an authentication input; verifies that the authentication bio-
metric template and the enrollee biometric template match;
and allows, the user access to the access control entity when
the user biometric template and the enrollee biometric
template match.

[0012] In an exemplary system for privacy-enhanced bio-
metric access, the biometric token request further includes a
second portion of the enrollee biometric template specifying
parts of the first portion of the enrollee biometric template
that are occluded, and the central processor generates the
signed token from the hashed value, the blinded version of
the first portion of the enrollee biometric template, the
second portion of the enrollee biometric template, and
metadata describing conditions for use after access.

[0013] Another exemplary system for privacy-enhanced
biometric access further includes an access control entity,
wherein the access control entity receives the signed token
from the central processor, wherein the enrollment biometric
data includes a second portion of the enrollment biometric
data specifying parts of the first portion of the enrollee
biometric template that are occluded, and wherein the user
processor or the access control entity verifies that the
authentication biometric template and the enrollee biometric
template match.

[0014] Another embodiment provides a non-transitory
computer readable storage medium having program instruc-
tions embodied therewith. The program instructions are
readable by a processor to cause the processor to perform a
method for privacy-enhanced biometric access including
receiving a biometric token request associated with a request
for access rights by a user, wherein the biometric token
request comprises a hashed value of an enrollment input and
a blinded version of a first portion of an enrollee biometric
template; and generating a signed token from the hashed
value and the blinded version of the first portion of the
enrollee biometric template. The method may further
include sending the signed token to an access control entity
or to a user computing device for conveyance to the access
control entity.

[0015] This summary is provided to introduce a selection
of concepts in a simplified form that are further described
below in the detailed description. This summary is not
intended to identify key features or essential features of the
claimed subject matter, nor is it intended to be used as an aid
in determining the scope of the claimed subject matter.

BRIEF DESCRIPTION OF THE DRAWINGS

[0016] The present subject matter will hereinafter be
described in conjunction with the following drawing figures,
wherein like numerals denote like elements, and wherein:
[0017] FIG. 1 is a computing environment in accordance
with embodiments herein;

[0018] FIG. 2 is ablock diagram illustrating an example of
a processing system for practice of teachings herein; and
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[0019] FIG. 3 is a schematic of a system for biometric
access according to one or more embodiments.

DETAILED DESCRIPTION

[0020] The following detailed description is merely illus-
trative in nature and is not intended to limit the embodiments
of methods, systems and computer readable storage medium
for privacy-enhanced biometric access described herein. As
used herein, the word “exemplary” means “serving as an
example, instance, or illustration.” Any implementation
described herein as exemplary is not necessarily to be
construed as preferred or advantageous over other imple-
mentations. Furthermore, there is no intention to be bound
by any expressed or implied theory presented in the preced-
ing technical field, background, brief summary or the fol-
lowing detailed description. It should be understood that
throughout the drawings, corresponding reference numerals
indicate like or corresponding parts and features. As used
herein, the term module refers to processing circuitry that
may include an application specific integrated circuit
(ASIC), an electronic circuit, a processor (shared, dedicated,
or group) and memory that executes one or more software or
firmware programs, a combinational logic circuit, and/or
other suitable components that provide the described func-
tionality.

[0021] Embodiments herein may be described below with
reference to schematic or flowchart illustrations of methods,
systems, devices, or apparatus that may employ program-
ming and computer program products. It will be understood
that blocks, and combinations of blocks, of the schematic or
flowchart illustrations, can be implemented by programming
instructions, including computer program instructions.
These computer program instructions may be loaded onto a
computer or other programmable data processing apparatus
(such as a controller, microcontroller, or processor) to pro-
duce a machine, such that the instructions which execute on
the computer or other programmable data processing appa-
ratus create instructions for implementing the functions
specified in the flowchart block or blocks. These computer
program instructions may also be stored in a computer-
readable memory that can direct a computer or other pro-
grammable data processing apparatus to function in a par-
ticular manner, such that the instructions stored in the
computer-readable memory produce an article of manufac-
ture including instructions which implement the function
specified in the flowchart block or blocks. The computer
program instructions may also be loaded onto a computer or
other programmable data processing apparatus to cause a
series of operational steps to be performed on the computer
or other programmable apparatus to produce a computer
implemented process such that the instructions which
execute on the computer or other programmable apparatus
provide steps for implementing the functions specified in the
flowchart block or blocks. Programming instructions may
also be stored in and/or implemented via electronic circuitry,
including integrated circuits (ICs) and Application Specific
Integrated Circuits (ASICs) used in conjunction with sensor
devices, apparatuses, and systems.

[0022] Described herein is a biometric authentication
scheme that does not require the enrollee to send his
biometric information to the back office or central database/
processor, which would otherwise represent a privacy risk.
Nor does the scheme require the enrollee to store a copy of
his enrollment biometric or any biometric token on a local
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device such as a phone, which would otherwise represent a
security risk as the device can be compromised. In fact,
embodiments of the biometric authentication scheme do not
require any secure storage capabilities on the user’s phone.
Moreover, the enrollee does not need to communicate any-
thing to the authenticating device other than providing
biometric data, such as by displaying his iris. Thus, embodi-
ments of the biometric authentication scheme prevent leak-
ing of users’ biometric information, which may otherwise
lead to long-term and permanent cybersecurity problems,
such as identify theft, impersonation, etc.

[0023] Further, embodiments of the scheme described
herein are capable of overcoming issues presented by occlu-
sions, such as those caused by eyelids covering portions of
the iris or specular reflections, that are prevalent in iris-based
authentication. Moreover, the angular orientation of the iris
during enrollment and authentication phases are often dif-
ferent. This adds challenges to authentication processes.
Described herein are techniques to provide for authentica-
tion despite differing angular orientations during enrollment
and authentication. Thus, despite occlusions and despite the
fact that any two measurements of the same biometric will
be different to some extent, embodiments of the scheme
described herein are able to correctly accept measurements
from the same biometric and reject others, all while pre-
serving the privacy of the enrollment biometric.

[0024] In accordance with an exemplary embodiment,
FIG. 1 illustrates a computing environment 50. As shown,
computing environment 50 comprises one or more comput-
ing devices, for example, personal digital assistant (PDA) or
cellular telephone (mobile device) 54A, server 54B, com-
puter 54C, and/or automobile onboard computer system
54N, which are connected via network 150. The one or more
computing devices may communicate with one another
using network 150.

[0025] Network 150 can be, for example, a local area
network (LAN), a wide area network (WAN), such as the
Internet, a dedicated short range communications network,
or any combination thereof, and may include wired, wire-
less, fiber optic, or any other connection. Network 150 can
be any combination of connections and protocols that will
support communication between mobile device 54A, server
54B, computer 54C, and/or automobile onboard computer
system 54N, respectively.

[0026] In accordance with an exemplary embodiment,
FIG. 2 illustrates a processing system 200 for implementing
the teachings herein. The processing system 200 can form at
least a portion of the one or more computing devices, such
as mobile device 54A, server 54B, computer 54C, and/or
automobile onboard computer system 54N. The processing
system 200 may include one or more central processing
units (processors) 201a, 2015, 201c, etc. (collectively or
generically referred to as processor(s) 201). Processors 201
are coupled to system memory 214 and various other
components via a system bus 213. Read only memory
(ROM) 202 is coupled to the system bus 213 and may
include a basic input/output system (BIOS), which controls
certain basic functions of the processing system 200.

[0027] FIG. 2 further depicts an input/output (1/0) adapter
207 and a network adapter 206 coupled to the system bus
213. I/O adapter 207 may be a small computer system
interface (SCSI) adapter that communicates with a hard disk
203 and/or other storage drive 205 or any other similar
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component. /O adapter 207, hard disk 203, and other
storage device 205 are collectively referred to herein as mass
storage 204.

[0028] Operating system 220 for execution on the pro-
cessing system 200 may be stored in mass storage 204. A
network adapter 206 interconnects bus 213 with an outside
network 216 enabling data processing system 200 to com-
municate with other such systems. A screen (e.g., a display
monitor) 215 can be connected to system bus 213 by display
adaptor 212, which may include a graphics adapter to
improve the performance of graphics intensive applications
and a video controller. In one embodiment, adapters 207,
206, and 212 may be connected to one or more 1/O busses
that are connected to system bus 213 via an intermediate bus
bridge (not shown). Suitable /O buses for connecting
peripheral devices such as hard disk controllers, network
adapters, and graphics adapters typically include common
protocols, such as the Peripheral Component Interconnect
(PCI). Additional input/output devices are shown as con-
nected to system bus 213 via user interface adapter 208 and
display adapter 212. A keyboard 209, mouse 210, and
speaker 211 can all be interconnected to bus 213 via user
interface adapter 208, which may include, for example, a
Super /O chip integrating multiple device adapters into a
single integrated circuit.

[0029] The processing system 200 may additionally
include a graphics processing unit 230. Graphics processing
unit 230 is a specialized electronic circuit designed to
manipulate and alter memory to accelerate the creation of
images in a frame buffer intended for output to a display. In
general, graphics-processing unit 230 is very efficient at
manipulating computer graphics and image processing, and
has a highly parallel structure that makes it more effective
than general-purpose CPUs for algorithms where processing
of large blocks of data is done in parallel.

[0030] Thus, as configured in FIG. 2, the processing
system 200 includes processing capability in the form of
processors 201, storage capability including system memory
214 and mass storage 204, input means such as keyboard
209 and mouse 210, and output capability including speaker
211 and display 215. In one embodiment, a portion of system
memory 214 and mass storage 204 collectively store an
operating system to coordinate the functions of the various
components shown in FIG. 2.

[0031] The one or more computing devices may further
include a transmitter and receiver (not shown), to transmit
and receive information. The signals sent and received may
include data, communication, and/or other propagated sig-
nals. Further, it should be noted that the functions of
transmitter and receiver could be combined into a signal
transceiver.

[0032] FIG. 3 illustrates an embodiment of a system 300
for privacy-enhanced biometric access, such as for access to
a vehicle. As shown, the system 300 includes a first bio-
metric data receiving device 310 and a second biometric
data receiving device 350. Each biometric data receiving
device 310 and 350 is suitable for receiving biometric data
from a user. An exemplary biometric data receiving device
may be a camera, fingerprint reader, iris or retina scanner, or
the like. In certain embodiments, a single or same biometric
data receiving device may serve as the first biometric data
receiving device 310 and second biometric data receiving
device 350.
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[0033] As further shown, the system 300 may include a
local user processor 320 provided for communication with
the biometric data receiving device 310 to receive biometric
data therefrom. Further, the system 300 may include an
access control entity 360. Also, the system 300 includes a
back office or central processor 380 provided for commu-
nication with the local user processor 320.

[0034] The exemplary local user processor 320 includes a
number generating processing unit 324, a hash function
processing unit 334, an encoder processing unit 338, a
bitwise operator processing unit 344, and an occlusion
processing unit 420. The exemplary access control entity
360 includes an occlusion processing unit 460, a bitwise
operator processing unit 364, an erasure handling processor
unit 368, a decoder processing unit 374, and an authentica-
tion processing unit 384, the use of which are described
below.

[0035] During an enrollment process, a user provides
biometric information to the biometric data receiving device
310. For example, the user may allow his iris to be scanned.
As a result, an enrollee biometric template 311, such as an
enrollee iris template, is received by the biometric data
receiving device 310 and is communicated from the bio-
metric data receiving device 310 to the local user processor
320. As shown, the enrollment biometric template 311
includes “Wy, ”, a first enrollment portion 321, and “Mask-
Eio s @ second enrollment portion 322. The first enrollment
portion 321 is an encoding of features of the measured
object, such as of features of the iris. The second enrollment
portion 322 specifies the areas of the first enrollment portion
321 that are not usable, such as due to occlusions and/or light
reflection.

[0036] For security reasons, the number of occlusions in
the enrollment biometric template 311 “Wg, ” cannot be
above a certain threshold. The local user processor 320
rejects the enrollment template if this condition is not met.
This condition is meant to prevent someone from enrolling
a completely occluded/hidden iris into the system, and then
use the issued biometric token to let any iris pass the
authentication.

[0037] Proceeding with the enrollment process, the first
enrollment portion 321 and the second enrollment portion
322 are communicated to the occlusion processing unit 368.
Utilizing the second enrollment portion 322, the occlusion
processing unit 420 forces the occluded locations of the first
enrollment portion 321 to a specific selected value.

[0038] Thereafter, the first enrollment portion 321, with
occluded locations set to the selected value, is communi-
cated to the bitwise operator processing unit 344. In an
exemplary embodiment, the bitwise operator processing unit
344 is an exclusive OR (XOR) processing unit.

[0039] Parallel to the acquisition of the enrollment bio-
metric template 311, the local user processor 320 generates
another signal to be provided to the bitwise operator pro-
cessing unit 344. As shown, the number generating process-
ing unit 324 generates an enrollment input 325. In an
exemplary embodiment, the enrollment input 325 is a ran-
dom string of bits. An exemplary enrollment input 325 is a
random string with a length of 128 bits, though shorter or
longer lengths may be used.

[0040] The enrollment input 325 is communicated to the
hash function processing unit 334. The hash function pro-
cessing unit 334 converts the enrollment input 325 to
“H(m)”, a hashed value 335, i.e., a bit string of a fixed size.
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As shown, the enrollment input 325 is also communicated to
the encoder processing unit 338. The encoder processing
unit 338 generates “c”, an enrollment codeword 339 that is
derived from the enrollment input 325.

[0041] Inan exemplary embodiment, the enrollment code-
word “c” is random codeword because the enrollment input
to the encoder is randomly chosen. In an exemplary embodi-
ment, the encoder processing unit 338 utilizes an error
correcting code. Further, an exemplary encoder processing
unit 338 utilizes an error correcting code and an erasure
code, such as a Reed-Solomon code. In an additional exem-
plary embodiment, the error correcting code is a concat-
enated code that applies two different error correcting codes
that specifically encode the output symbols of the outer error
correcting code with a second distinct inner error correcting
code. For example, the outer code may be a Reed-Solomon
code and the inner code may be a Hamming code. In another
exemplary embodiment, an interleaver is used to permute
the output of the error correcting code so that errors that
occur that tend to be localized are spread out over the entire
enrollment codeword.

[0042] In another exemplary embodiment, the encoder
processing unit 338 utilizes a (n,k,d) error and erasure-
correcting code. An (n,k,d) error-correction code is a code of
length n, rank k, and minimal distance d. In other words, the
codewords in the code have length n; and the minimum
number of differences between any two codewords in the
code is d. In addition to correcting normal errors, the used
code also has the capability to correct erasure errors. These
are errors the locations of which in the codeword are known.
In an exemplary embodiment, the encoder processing unit
338 applies a concatenation of two error correcting codes to
the enrollment input. Again, an interleaver may be used to
permute the output of the error correcting code so that errors
that occur that tend to be localized are spread out over the
entire enrollment codeword.

[0043] The enrollment codeword 339 is communicated to
the bitwise operator processing unit 344. In the exemplary
embodiment, the bitwise operator processing unit 344
receives, as inputs, the enrollment biometric template first
enrollment portion 321 and the enrollment codeword 339
and outputs “rec” as a blinded version of enrollee biometric
template first portion 345, wherein rec=Wpy, @Pc. The
blinded version of enrollee biometric template first portion
345 may be utilized as public recovery data.

[0044] Thus, in an enrollment period, hashed value 335
(H(m)), blinded version of enrollee biometric template first
portion 345 (rec), and enrollment biometric template second
enrollment portion 322 (Masky, ) are collectively commu-
nicated from the local user processor 320 to the central
processor 380, as a biometric token request 348 associated
with a request for access rights by a user. In an exemplary
embodiment, the biometric token request 348 is conveyed
from the local user processor 320 to the central processor
380 by a cellular network data connection, by the internet,
or by a local wireless connection such as Bluetooth Low
Energy. The central processor 380 serves as a signing
certification authority and generates a signed token 381 from
the hashed value 335 (H(m)), blinded version of enrollee
biometric template first portion 345 (rec), and enrollment
biometric template second enrollment portion 322 (Mask-
5io)- In an exemplary embodiment, the signed token 381 is
in the format of:

Oy (Waio)=Sige(H(H(m)),rec,Maskp,,,Metadata).
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[0045] Thus, the system 300 provides for receiving, by the
central processor 380, the biometric token request 348
associated with a request for access rights by a user, wherein
the biometric token request comprises a hashed value 335 of
an enrollment input and a blinded version 345 of a first
portion of an enrollee biometric template, generating, by the
central processor 380, the signed token 381 from the hashed
value 335 and the blinded version 345 of the first portion of
the enrollee biometric template. Further, the central proces-
sor 380 may generate the signed token 381 from the second
portion of the enrollee biometric template specifying parts of
the first portion of the enrollee biometric template that are
occluded, and from metadata describing conditions for use
after access.

[0046] The system 300 further provides for authenticating
the user or “prover” at a time after enrollment. During an
authentication process, the user provides biometric informa-
tion to the second biometric data receiving device 350 as
described above. As a result, an authentication biometric
template 351, such as an enrollee iris template, is received
by the second biometric data receiving device 350 and is
communicated from the second biometric data receiving
device 350 to the access control entity 360. An exemplary
access control entity 360 is a vehicle. In certain embodi-
ments, the access control entity 360 is a user computing
device such as a phone or personal computer. Alternatively,
the access control entity 360 may be a common with, or a
part of; local user processor 320. As shown, the authentica-
tion biometric template 351 includes “W'z, ”, a first authen-
tication portion 361, and “Mask’, ", a second authentication
portion 362. The first authentication portion 361 is an
encoding of features of the measured object, such as of
features of the iris. The second authentication portion 362
specifies the areas of the first authentication portion 361 that
are not usable, such as due to occlusions and/or light
reflection.

[0047] As shown, the first authentication portion 361 and
the second authentication portion 362 are communicated to
the occlusion processing unit 460. Utilizing the second
authentication portion 362, the occlusion processing unit
460 forces the occluded locations of the first authentication
portion 361 to the specific selected value.

[0048] Thereafter, the first authentication portion 361,
with the occluded locations set to the selected value, is
communicated to the bitwise operator processing unit 364.
In an exemplary embodiment, the bitwise operator process-
ing unit 364 is an exclusive OR (XOR) processing unit.
Bitwise operator processing unit 364 also receives the
blinded version of enrollee biometric template first portion
345. In an exemplary embodiment, the blinded version of
enrollee biometric template first portion 345 is conveyed
from the central processor 380 to the bitwise operator
processing unit 364 by a cellular network data connection,
by the internet, or by a local wireless connection. It is noted
that while FIG. 3 illustrates the blinded version of enrollee
biometric template first portion 345 being communicated
from the central processor 380, the blinded version of
enrollee biometric template first portion 345 may reside in
the local user processor 320 and/or be communicated from
local user processor 320 to bitwise operator processing unit
364, such as by a cellular network data connection, by the
internet, or by a local wireless connection.

[0049] Bitwise operator processing unit 364 receives, as
inputs, authentication biometric template first authentication
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portion 361 and the blinded version of enrollee biometric
template first portion 345, and outputs (C'), an authentication
codeword 365.

[0050] In the illustrated embodiment, the authentication
codeword 365 may be communicated to the erasure handling
processor unit 368. As shown, the erasure handling proces-
sor unit 368 also receives “Mask'y, )", the authentication
biometric template second authentication portion 362, and
“Maskg,,”, the enrollment biometric template second enroll-
ment portion 322. It is noted that while FIG. 3 illustrates the
enrollment biometric template second enrollment portion
322 being communicated from the central processor 380,
such as by a cellular network data connection, by the
internet, or by a local wireless connection, the enrollment
biometric template second enrollment portion 322 may
reside in the local user processor 320 and/or be communi-
cated from local user processor 320 to the erasure handling
processor unit 368, such as by a cellular network data
connection, by the internet, or by a local wireless connec-
tion.

[0051] The erasure handling processor unit 368 evaluates
the locations of occlusions specified in “Mask'y,,”, the
authentication biometric template second authentication
portion 362, and “Mask,,”, the enrollment biometric tem-
plate second enrollment portion 322, to determine what
locations are occluded in the authentication biometric tem-
plate as indicated in Mask'y, , but are not occluded in the
enrollment biometric template as indicated in Mask, . This
information, along with the authentication code 365, is
communicated to decoder processing unit 374 as signal 371.
The decoder processing unit 374 decodes the authentication
code 365 using a reverse operation as compared to the
encoder processing unit 338, optionally making use of the
occlusion information generated by erasure handling pro-
cessing unit 368 to identify the location of erasure errors,
and generates m', an authentication input 375.

[0052] The authentication input 375 is communicated to a
verification processor unit 384. The verification processor
unit 384 also receives the signed token 381 and verifies that
the user biometric template 311 and the enrollee biometric
template 351 match by using m', the authentication input
375, as the input to a hash function identical to the function
utilized by hash function processing unit 334, and compar-
ing the output of the hash function with the hashed value 335
in the biometric token. If the hash function output is com-
pletely identical to the hashed value 335 and the signature on
the signed biometric token 348 is valid, then the user
biometric template 311 and the enrollee biometric template
351 are considered to match; otherwise the templates are
considered not to match.

[0053] When the user biometric template 311 and the
enrollee biometric template 351 match, the verification
processor unit 384 may issue an authorization notice 385 to
allow the user access to the access control entity. If the user
biometric template 311 and the enrollee biometric template
351 do not match, then a non-authorization notice 389 may
be issued by the verification processor unit 384.

[0054] As described herein, methods, systems and com-
puter readable storage medium for privacy-enhanced bio-
metric access are provided. In the methods and systems
described, biometric authentication is provided without
requiring the enrollee to send his biometric information to a
central processor, or to store a copy of his enrollment
biometric or any biometric token on a local device such as
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a phone. Further, in the methods and systems described, the
enrollee does not need to communicate anything to the
authenticating device other than providing biometric data,
such as by displaying his iris. Further, embodiments of the
scheme described herein are capable of overcoming issues
presented by occlusions, such as those caused by eyelids
covering portions of the iris or specular reflections, that are
prevalent in iris-based authentication.

[0055] While at least one exemplary aspect has been
presented in the foregoing detailed description, it should be
appreciated that a vast number of variations exist. It should
also be appreciated that the exemplary aspect or exemplary
aspects are only examples, and are not intended to limit the
scope, applicability, or configuration of the claimed subject
matter in any way. Rather, the foregoing detailed description
will provide those skilled in the art with a convenient road
map for implementing an exemplary aspect of the subject
matter. It being understood that various changes may be
made in the function and arrangement of elements described
in an exemplary aspect without departing from the scope of
the subject matter as set forth in the appended claims.

What is claimed is:

1. A method for providing privacy-enhanced biometric
access, the method comprising:

receiving, by a central processor, a biometric token

request associated with a request for access rights by a
user, wherein the biometric token request comprises a
hashed value of an enrollment input and a blinded
version of a first portion of an enrollee biometric
template; and

generating, by the central processor, a signed token from

the hashed value and the blinded version of the first
portion of the enrollee biometric template.

2. The method of claim 1 further comprising sending, by
the central processor, the signed token to an access control
entity or to a user computing device for conveyance to the
access control entity.

3. The method of claim 2 wherein the access control entity
is a vehicle.

4. The method of claim 1 wherein the blinded version of
the first portion of the enrollee biometric template is an
exclusive OR (XOR) value of the first portion of the enrollee
biometric template and an enrollment codeword derived
from the enrollment input.

5. The method of claim 1 wherein the biometric token
request further comprises a second portion of the enrollee
biometric template specifying parts of the first portion of the
enrollee biometric template that are occluded.

6. The method of claim 5 wherein generating the signed
token comprises generating the signed token from the
hashed value, the blinded version of the first portion of the
enrollee biometric template, the second portion of the
enrollee biometric template, and metadata describing con-
ditions for use after access.

7. The method of claim 1 further comprising:
selecting, by a user processor, the enrollment input;

encoding, by the user processor, the enrollment input to
generate the enrollment codeword; and

generating, by the user processor, the blinded version of
the first portion of the enrollee biometric template from
the enrollment codeword and the first portion of the
enrollee biometric template.

Nov. 14, 2019

8. The method of claim 7 wherein encoding the enroll-
ment input to generate the enrollment codeword comprises
applying an error correction code to the enrollment input.

9. The method of claim 8 wherein applying the error
correction code to the enrollment input comprises:

applying a first error correction code to the enrollment
input and obtaining a first output;

applying a second error correction code to the first output
to generate the enrollment codeword.

10. The method of claim 8 wherein applying the error

correction code to the enrollment input comprises:
generating an error correction code output; and
permuting the error correction code output by interleav-
ing.

11. The method of claim 8 wherein the error correction
code is an erasure code.

12. The method of claim 1 further comprising:

receiving, by the access control entity, a first portion of an
authentication biometric template and the blinded ver-
sion of the first portion of the enrollee biometric
template;

generating, by the access control entity, an authentication
codeword from the first portion of the authentication
biometric template and the blinded version of the first
portion of the enrollee biometric template;

decoding, by the user processor, the authentication code-
word to generate an authentication input;

verifying, by the user processor, that the authentication
biometric template and the enrollee biometric template
match by computing a cryptographic hash of the
authentication input and verifying that the output of the
hash function is the same as a corresponding hashed
value in the signed token; and

allowing, by the user processor, the user access to the
access control entity when the authentication biometric
template and the enrollee biometric template match.

13. The method of claim 12 wherein verifying that the
authentication biometric template and the enrollee biometric
template match includes utilizing occlusion information
from the enrollment biometric template and occlusion infor-
mation from the authentication biometric template to deter-
mine error locations where occlusions occur in the authen-
tication biometric template but do not occur in the enrollee
authentication biometric template.

14. A system for privacy-enhanced biometric access, the
system comprising:

a user processor, wherein the user processor selects an
enrollment input, generates a hashed value of the
enrollment input, encodes the enrollment input to gen-
erate an enrollment codeword, receives enrollment
biometric data from a user, and generates a blinded
version of a first portion of the enrollee biometric
template from the enrollment codeword and the
enrollee biometric template; and

a central processor, wherein the central processor receives
from the user processor a biometric token request
associated with a request for access rights by a user,
wherein the biometric token request comprises the
hashed value of the enrollment input and the blinded
version of the first portion of the enrollee biometric
template, and wherein the central processor generates a
signed token from the hashed value and the blinded
version of the first portion of the enrollee biometric
template.
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15. The system of claim 14 further comprising an access
control entity, wherein the access control entity receives the
signed token from the central processor.

16. The system of claim 15 wherein the user processor or
the access control entity:

receives authentication biometric data from a user and

generates an authentication codeword from a first por-
tion of the authentication biometric template and the
blinded version of the first portion of the enrollee
biometric template;

decodes the authentication codeword to generate an

authentication input;

verifies that the authentication biometric template and the

enrollee biometric template match; and

allows, the user access to the access control entity when

the user biometric template and the enrollee biometric
template match.

17. The system of claim 14 wherein the biometric token
request further comprises a second portion of the enrollee
biometric template specifying parts of the first portion of the
enrollee biometric template that are occluded, and wherein
the central processor generates the signed token from the
hashed value, the blinded version of the first portion of the
enrollee biometric template, the second portion of the
enrollee biometric template, and metadata describing con-
ditions for use after access.
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18. The system of claim 14 further comprising an access
control entity, wherein the access control entity receives the
signed token from the central processor, wherein the enroll-
ment biometric data includes a second portion of the enroll-
ment biometric data specifying parts of the first portion of
the enrollee biometric template that are occluded, and
wherein the user processor or the access control entity
verifies that the authentication biometric template and the
enrollee biometric template match.

19. A non-transitory computer readable storage medium
having program instructions embodied therewith, the pro-
gram instructions readable by a processor to cause the
processor to perform a method for privacy-enhanced bio-
metric access comprising:

receiving a biometric token request associated with a

request for access rights by a user, wherein the bio-
metric token request comprises a hashed value of an
enrollment input and a blinded version of a first portion
of an enrollee biometric template; and

generating a signed token from the hashed value and the

blinded version of the first portion of the enrollee
biometric template.

20. The computer readable storage medium of claim 19,
wherein the method further comprises sending the signed
token to an access control entity or to a user computing
device for conveyance to the access control entity.
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