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tem. A user i1s enabled to check in at a merchant by using a mobile device of
the user and then to pay by simply appearing at the merchant and mentioning
his name. By emulating card read events and intercepting receipt printer out -
puts, the technique cleanly mtegrates into a conventional merchant POS sys -
tem, without the need for customized software or hardware to accommodate
individual POS vendor-proprietary application programming interfaces




10

15

20

20

30

CARD READER EMULATION FOR CARDLESS TRANSACTIONS

CROSS-REFERENCE TO RELATED APPLICATION(S)

tQ001] This application claims the benefit of .S, provisional patent
application 61/921,374, filed on December 27, 2013,

{0002] This application claims the benefit of U.S. patent application
147187,049, tiled on February 21, 2014,

BACKGROUND
[0003] The traditional manner of paying by credit card in a restaurant or other

full-gervice retail establishment is inefficient and time-consuming. For example,
when a customer in a restaurant wishes to pay by credit card, he typically does so by
first getting the walter’s attention and then reguesting a check. The customer then
walls several minutes for the check. After the waiter brings the check, the customer
wails several more minutes for the waiter to return and collect the customer's credit
card, and then waits several more minutes for the waiter to return with a printed
receipt. While the customer is waiting for the receipt, the waiter brings the cregit
card to a point-of-sale (POS) terminal, runs the card through a card reader, and
walts Tor an authorization signal to come back and for a paper receipt to be printed.
When the customer receives the printed receipt from the waiter, the customer writes
any tip (gratuity) that he wishes to add onto the receipt and then signs the receipt.
The waiter then collects the signed receipt (typically after the customer has left the
establishment) and enters the total amount of the transaction (including tip) into the
POS systent,

[0004] This process is very time-consuming and inefficient, from the
perspectives of the customer, who may be in a hurey {o leave the restaurant, the
waiter, who may be busy serving other customers, and the restaurant owner, who
may require high efficiency from service employees in order to remain profitable.

CA 2935177 2018-07-30
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SRIEE DESORIPTION OF THE DRAWINGS

0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000

{0005 One or more embodiments of the present invention are illustrated by
way of exampie and not limitation in the figures of the accompanying drawings, in
which like references indicate similar eiements.

{00061 Fig. 1 ilustrales an environment in which the cargd emulation technique

ntroduced here can be impiemented.

IR00TY Fi0S. A and 28 dlustrale different embodiments of a merchant POS
syster.
{0008] Fig. 3 Hustrates an example of a card read emulator {CRE) module

used in a POS system.

{00091 Fig. 4 1S a Tlow diagram ilusirating an exampie of a process for selfing
up and initialing a cardiess payment fransaction, according (o a first embodiment.
(80108 Fig. 5 Hustrates an example of a graphicai user interface {GUI) display
generated by a8 merchant POS system.

10011 -ig. OA lHusirates operations performed in a cargless payment
transaction, according o the Tirst embodiment.

(0123 -ig. B iHusirales a process that can be performed by the card read
emulator (CRE} moduie.

{013 Fig. 7 lustrates operations performed in a cardiess payment
transaction, according to the secong embodimeant.

{00147 ~ig. 8@ illustrates operations performed in connection with specifying a
{ip for a carqiess payment fransaction.

{0015] Fig. 9 s a high-level block diagram showing an example of a
processing system in which at least some operations related 10 a cargiess

transaction ¢can be implemented.
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DETAILED DESURIPTION

000000000000000000000000000000000000000000000000000000000000000000000000000

0016} References in this description {0 "an empodiment”, "one embodiment’,
or the like, mean that the particular feature, function, structure or characieristic being
described s included in at ieast one embodiment of the present invention.
Qccurrences of such phrases in this specitication do not necessarily all refer to the
same embodiment. On the other hand, the embodiments referred 10 also are not
necessarily mutually exclusive.

{0017 introduced here is a technigue that enabies more efficient payment by
use of a payment account, such as a credit card or debit card account. The
technigue eliminates the need for a8 customer 1o carry a physical paymenti card {e.4g.,
a credit card or debit card) and eliminates the need {0 do a physical carg swipe {(or
other simiar physical carg read event) when performing a payment card transaction.
1he technique is particuiany agvaniageous when appiied o a full-service relal

establishment, such as a resiaurant; in particuiar, the technigue facilitates a "pay-by-
narme” paradigm in which a customer can pay essentiaily by just telling the merchant
nNis name. Addifionally, by emulaling card read evenis and intercepting receipt
printer outpuls, as describad further below, the technigue introduced here can
cleaniy integrafe into essentially any conventional POS system, without the need for
cusiomized sofiware or hardware [0 accommodate individual POS vendors’
proprielary appiication programming interfaces {APIsS).

{00181 in the following description, the exampile of a restaurant 18 used, for
Hustrative purposes only, 10 exgliain varous aspects of tne tecnmgue. Notg,
nowever, that the lecnnigue introduced here 18 not imilad in applicapiity {©
restaurants or {0 any other particuiar King of business. Adgitionally, the technigue
ntroduced nere 18 not imited 0 use with payment cards or even © financial
ransaclions. The technigue can be empioyed with essentially any transaction that
fraditionally would be initiated by or involve the use of a physical card reader.
Haence, the term "sale”, as in point-of-sale (FOS), refers 1o any type of payment-
ariented transaction, mcluding a lease or rental for example, and 1s not imited {0 an
actual purcnase. Nole also thal i this dgescription, the term "user generally refers (o
a customer (as opposed o a merchant), except where gtherwise indicaled, and
except that the term "user interface” does not necessarily refer to an interface used
oy 8 customer, as wiill be apparent from the context.
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{00191 In caertain embodiments, the technique introduced here involves the
following segquence of actions, as described more fully below. Initially, a customer
registers with a cardiess payment service. At some later time, the customer visits a
merchant andg checks in o the merchant by using a mobile pavment application on
the customer's mobiie device {e.g., a smartphone or {sblet compuler). The check-in
action trnggers a sequence of messages and other actions that cause the cusiomer’s
name and photo o appear relatively immediately on a display device of the
merchant's POS terminal.

100201 When the customer is ready 10 pay, he simply tells the merchant that
ne wanis o pay wilth ihe payment service {preferably mentioning he service by s
advertised trade name}. The merchant then closes the ticket, or fab’, in the
merchant POS system in the raditional way. However, when it is time 1o swipe a
credit card through ihe merchant's card reader, the waiter instead simply taps the
customers name or photo dispiaved on the merchant POS terminal. The term
"swipe” here refers {0 any manner of tnggering a physical card reader o read a
physical card, such as passing a card through a magnelic siripe reader, smaricard
reader, oplical code reader, radio frequency dentification {(RHiL)} reader, elg.

100213 A card read emulator {ORE) module in the merchant POS systam
anaples the cardiess payment technigue to cleanly integrate into essentiaily any
conventional POS system. it does so by emuiating pnysical ¢card read events and
ntercepting receipt printer gutput at the merchant POS system. More speciiically,

and as described in delail below, the CRE module responas o the merchant's
riggering input by sending a virtual card swipe to the main POS software in the POS
sysiern. the CRE moguie aise intercepis the recaipt printing once the fransaction
nas peen authornized. Instead of printing & physical recept, the CRE moduls causes
a virtuat copy of the receipt 1o pe sent {0 the cusiomers mobile device, wherg i S
dispiayed (o the customer by the mobile payment appiication. For print gperations
that are not associated with a cardiess transacton, the URE module simply aliows
those (0 pass unatiecied o the printer.

100223 After some time, the customer may input a tip amount into the mobile
payment application on his mobile gevice. The CRE module then instructs the
merchant (o enier ihe tip into their POS temminal as if i were a “virtual merchant

copy.” QOther ways of inpulting the tip amounti and variations upon the gisciosed
techniguse are alsg descriped baiow.
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{0023] As described turther below, the URE moduie may be integrated within
the merchant POS terminal, or it may pe a separate device. it it 1S integrated within
the POS termingl, it may be an infegral part of the main POS software application, or
it may be a separaie add-on soitware application or hardware device. The URE
moduie emuiates the oulput of a physical card reader used by the merchant, where
no actual card read event occurs in reiation (o the payment transaction. i does so
Dy Invoking the POS system's {well published) card reader AP associated with the
particular card reader used by the merchant, and sending the data that emuiates the
output of the card reader 10 the main POS application in the output profocol used by
the card reader. 1ne card reader can pe, for exampie, a conventional magnetic
siripe card reader, a smartcard {(integrated circuit (10} card) reader, barcode reaqer,
quick response {QR) code reader, RED card reader, or the like.

{0024] After the transaction has been approved by a remote payment
processing entity, the CRE moduie prevents generalion of a printed recsipt by Using
ihe POS lerminal’s {well published) printer AP {o intercept a print signai generaled
oy the main POS application (for print operations that are notl associated with a
cardless transaction, the CRE moduie simply allows those 10 pass unafiected o the
printer). in response to the print signal, the CRE module causes a message to be
sent from the merchant PO system o a remote computer system of the cardiess
payment service, which responds by sending a message (o the consumers mobile
device to cause the mobilie payment application {0 display a virtual receipt for he
transaction.

I3025] Fig. 1 Hlustrates an environment in which the cardiess payment
technigue can be implemenied. The environment inciudes a merchant FOS system
of & merchant 100 and a modile device 102 of a user 101 {also referred {0 as
"customer” or "consumer’ ). The mobiie device 102 can be, for example, a smart
phone, tablet computer, notebook computer, or any other form of moblle processing
device. A mabile payment application 120 runs on the user's mobte device 102,
The environment also inciuges a computer system 114 of ihe merchant's acquirer, a
computer system 118 of an 13suing tank, 8 computer system 116 ¢f a card paymaeant
network, ang a computer system 108 of a payment service {hereinafier "payment
service system 1087}, kach of the alorementionad computer systems ¢an include
ane of more distinget physical computers ang/or other processing aevices whieh, in
the case of multiple devices, can be connecied {0 each other through one or more

¢ 31
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wired and/or wireless networks. All of the aforementioned devices are coupied o
each oiher through an intemetwork 100, which can be or incluge the internet and
one Or more wirgless networks {(.¢., 8 Wikt network ang or a ¢sliviar
lelecommunications network).

5 (002681 The environment idlustrated in Fig. 1 can accommodate boih {raditional
payment card transactions {i.e., those involving reading of physicai card of the
customer at the merchant’s location), as well as cardiess fransactions according {o
the technigue introduced here. in a traditional credit card transaction, for example,
the merchant swipes the users credit card through a card reader at the PUS system

10 104, The POS system 104 sends data read from the card {e.g., the cargholders
name, credit card number, expiralion date and card verification vaiue (CVV)) 1o the
computer system 114 of the merchant's acguirer (hereinafter "acqguirer 1147). 1he
acquirer 114 sends this data 1o the compuier system 116 of the card payment
network {e.g., Visa or MasterCard) (hereinafter "card payment network 1187), which

15 {forwards the data to the compuler sysiem 118 of the issuing pank {herginatier
Assuer 116). I the transaction 1S approved by the issuer 118, a payment
authorization message 18 sent from the issuer 118 o the merchant POS system 104
via a path opposite of that described above.
iy s A cardiess payment service gperaies ihe payment service sysiem 108

20 1o faciilate cardiess payment transactions. ine users mobiie device 102 ¢an
communicale with the payment service system 108 over intemetwork 106. 1he
payment service system 108 inciudes one or more server computers programmed 1o
process payment transaclions involving users registered with the cardless payment
service. it also stores information such as registered credit card numbers, debit carg

25 numbers, bank accounts, user accounts, user identifying nformation or other
sensitive information. The payment service system 108 is also responsible for
sending information about merchants who have accounis with the cargiess payment
sysiem {0 the users mobiie device 104,

{00281 FigS. 2A ang 2B tlustrate different embodiments of the merchant POS

30 systemn 104, Note that certain components {hat are not germane {o this description
may not be shiown. Refarring first {o Fig. 24, the merchant POG system 104
neiudes 8 main POS module 201 and a display 202, The main POS moduie 207
may be a software application, €.¢., a main FOS application 201, as henceforth
assumed herein (o faciitate description. Aliermnatively, # could be a hardware
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component (which may include a PUS application ang/or other POS softwarg). The
dispiay 202 can be, for exampie, a touchscraen gisplay, or a traditional non-touch
dispiay {in which case the merchant POS system 104 likely also includes a separale
kevooard or other input device). The merchant FOS system 104 aiso includes &
card reaqer 204, such as a magnelic stripe carg reader or a smartcard reader, and a
receipl printer 205 for printing transaction recaipts.

{0029 in accordance with the technigue introduced here, the POS system
104 also includes a CRE module 203 that communicates with the main POS

apphication 201. The CRE module 203 may aiso communicate with the display 202,
aither directly or through the main POS application 201, The URE module 203 can
pe software, hardware, or 8 combination thereof. As illustrated in Fig. 2A, the CRE
module 203 can be logicaily separate from the main POS module but operate "aiong
side” it. Alternatively, the URE moaule 203 can be an integral part of the main POS
apptication 201, as shown in Fig. 2B8. Other altematives include binging virtual USH
devices or implementing the CRE module 203 as a separate hardware device thal
connects between the merchant POS terminal and the card reader 204 and printer
205,

{0030} The CRE module 203 has two main functions. Firstly, it emuiates carg
read evenis 1o the mam POS moduie, by USINg a protocol and AP associated with
the card reader. cecondly, it intercepts print signals generated by the main POUS
application 201 Tor the printer 205, by using an AP of the printer 205, and {riggers a
sequence of operations 1o cause a virtuai receipt 10 be sent {0 the user's mobile
device 102, These functions enable the customerto pay by credii ordebit in a
cardless transaction, without the need (0 customize sofiware or hargware o
accommodate individual POS vendor-propriefary APls.

10031} Accordingly, as shown in Fig. 3, in cerlain embodiments the CRE
module 203 includes a card reader emulator 301 and a receipt manager 302. The
card readsar emuiator 301 s responsible for emulating card read events 1o the main
HOS application 201, The receipt manager 302 18 responsibie for intercapiing print
signais generated by the main POS application 201 and tniggering the segqguence of
GRerations 10 cause a virtual receipt 1o be sent to the user's mobiie gevice 102,
Dynarmic-ink hbrary (DLL) injection can e used 1o infercept and modify
communications petween ne main POS apphcation 201 and the standard Windows
UsB APIS {e.g., useg for a magnelic stripe card regader) and prinier APIs.
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10032} Note that certain POS systems might integrate with a card processing
terminal instead of a magnetic stripe reader. in those cases, the Uk module 203
can simply emuiate the carg processing terminal.

{00331 Before a cardless transaction betwesn the user and the merchani ¢an
pe performed, the mobiie payment application 120 is instalied on the users mobiie
device 102 {e.g., through an online application store} and the CKE module 203 is
instalied on the merchant POS system 104, Addilionally, the user is reguired 1o
creale a user account with the payment service system 108. The user can do so
from the maobiie device 102 by using the mobiie payment application 120 or 2 mobile
WD DrOwWSser, or Dy using ancther processing davice such as a8 home computar with
a conventional web browser.

{0034 1 certain empbodiments, the usear enters a8 name, account password,
and contact information, e.g., email address. Belore a cargless payment transaction
can be performed, the useéer aiso enters financial account information sufficient to
conduct the transaction into the payment service system 108, For exampig, in the
case of a credit card account, the user can enter the credit card issuer, credit cang
numper and expiration dale nto the payment service system 108, the CVV and
maling address may also be required. However, the financial account could also be
associated with a debit card or pre-paid card, or another third party financial
account.

i0035] In some empodiments, the payment service requires that the user

provide additional personat identitying information betore a cardiess transaclion wiil

pe allowed, such a5 a pholo of the user. the photo of the user would 1ater pe
provided o the merchant {e.g., via the CRE module 203} so that the merchant can
compare the photo 1o the person at the merchant's location. in aqdition, the
payment service can require a personal identification number {(PilN) be enlered by
the user. Other requirements can also be added 1o increase security. The data
associated with the user's account can be siored in a database {(not shown) at the
payment service system 108.

13036 in operation, the user cames the mobile device 102 with the mobile
payment applicalion 120 instalied, ang ine merchant uses the POS system 104 a8
described above. The mobile payment application 120, ORE module 203, payment
service 108 and main POS application 201 interact o enable the userto pay by a
cargless transaction. This is accompiished, in part, by delermining a relalive
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iocalion petween the users mobie gevice 104 andg the merchant. The system
inciudes the ability (o determine the current location of the user's maobile device 104
with a relalively high degree of accuracy. For exampile, the mobile device 102 may
nave an iniemal geoiocation device, such as a giobal positioning system {GHPS)
receiver. Allernalively, the location of the mobie device 104 may be delermined by
ihe wireless network, €.¢. using radio frequency (R} signai trianguiation or other
Known technigue. The localion of the merchant 1s assumed {0 be weill known and
pre-stored within the payment service system 108.

0037 The cardless payment service can predeiermine a distance, e.g., a
racdius, from the iocation of a merchani, such as 500 feet, such that if the mobile
device 102 s within that distance from a given merchant and the checks in {o the
merchant, the sysiem can reliably assume thatl the user is in fact present at the
merchant. it the user is iocaied within the predetermined distance from a merchani,
the user will be allowed {0 "check in” at the merchant by using the mobiie payment
apphication 120, This may be doneg Dy, for exampie, the user pressing a simple
"check in” button or the like on a display of the mobile device 102, The check-in
function may be considered 1o be an indication of the user's consent o perform a
cardless transaction with that particular merchani and etiectively "opens a tab” wiih
the merchant. Alternatively, the mopiie payment apphication 120 may be configured
o automatically check in the user when the user 1S within the predetermined
distance of the merchani. H, on the other hand, the mobiie device 102 is localed
pevond the predetermined distance from a particular merchant, the user will not pe
allowed 1o check in at that merchant, In that case, the user gevice 102 will indicate
o the user that it s too far from the merchant to check-in.

{038] Fig. 4 Hustrates an example of a process of selting up and niiating a
cardless payment transaclion, according to a first embodiment of the technigue
introduced here. The process involves relationships between the user's mobile
device 102, the paymenti service system 108, and the merchani POS system 104,
1he paymeni service system 108 can be configured to send and receive
communications (o and from the mobiie device 104 and the merchant PUS sysiem
104, The communicalions can be encrypied using secure profocols built into the
mobile device 102, pavment service system 108, and merchant POS system 104, in

some embodiments, this process is implemented through the mobile payment
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application 120 nsialled on the mobiie device 102 and he URE module 203 on the
merchant POS system 104,

{00391 initially, the user inputs a reguest into the mobile device 102 {0 identify
a mercnant that can perform cardiess payment fransactions. The requesi may be
sent automaticaily, for exampie, when the user gpens ihe mobiie payment
apptication 120 on the mobile device 102, The mobile device 102 sends the reguest
o the payment service system 108 via the intemnetwork 106, The request can be
accompanied by location information of the mobile device 102, £.9., as delermined
Dy the mobie device 102. The payment service system 108 receives the request
and seiectis one or more merchanis tased on the location information from the
customer and the stored iocalion information for ihe merchant. An entitication of
the merchant and the iocation information for the merchant is sent o the mobile
device 102,

{00401} in some embodiments, the user checks in at the merchant by
interacting with the mobile payment gpplication 120 running on the user's mobile
device 102 {step 402}. When the user checks in, an dentification of (he merchant
and the iocation information for the merchant is sent o the mobiie device 102, The
mobile device 102 determines whether it is within the predetermined distance from
the merchant {step 404}, i the mobile device 102 does not know the current
iocation of (ne merchant, or if the merchant recently upgated ds location information,
the merchani iocation can be pushed or pulied Into the mobilie device 102,
Allernatively, if the user opts in 10 sharing of location information, the location
information of the mobiie device 102 can be provided {0 the payment service sysiem
108, which determines the 30 distance between the merchant and the mobiie devics
102.

{0041 Ag described above, if the mobile device 102 gelermines the users
mobiie device 10218 not within the predetermined distance {e.g. 500 feet), the
mobile device 102 displays 8 message indicating its inability to check in the user
{step 408). In that case, the merchant cannot charge the user's financial account by
Using a cargiess payment transaction. On the other hand, if the mobile device 104
15 within the predetermined distance, the mobie device 102 sends an indication of
proximity 1o the payment service system 108 (step 4001,

{0044] After the payment service system 108 receives this indication of
proximity, it sends the indication of the mobiie device 102's presence and personal
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dentifyving information o the mearchant POS system 104 {step 410}, In some
embogiments, the personal identifying information sent to the merchant POS system
104 includes he user's name, pholo and financial account numbper (8.g., cregit or
depit card number). The hinancial account number may be encrypted such that it
can only De decrypled by the URE moduie 203, such that it cannot be displayed by
the POS system or gtherwise accessed by the merchant.

{00431 Upon receipt of this information, the merchant POS system 104
displays a tab (a list of items the customer has ordered) {step 412} and the user's
entifying information {&.g., name and pholo) (step 414) on a graphical user
interface (GUI on i3 display 202, An example of such a GUHS shown it Fig. 5. in
the ilustrated example, the night-hand portion 501 of the display is 8 cusiomer tab
saotion that includes a separate subsection 502 for sach customer who has checked
in at the merchant via the cardless payment service. he customer tab section 501
can be generated by the CRE moduie 203, for example, or by other merchant-side
POS software. The amount each cusiomer owes can be dispiaved in ihe
corresponding subsection 502 for that customer on the display.

10044] The left-hand portion 303 of the GUI is generaled by the main POS
application 201 and contains, for exampie, names and images of the items thal can
De ordered/purchased and their prices. in other embodiments, the user information
displayed by ihe ORE module 203 can De provided in g compigtely separale window
from that of the main POS appiication 201, Hence, in some embodiments, through
the GUI the merchant can select ilems that a customer has requesied {0 purchase.
1he GUI can be configured to associate individual prices with each of the merchant’s
tems and can automatically sum the tolal transaction amount that the customer
OWEeSs.

{0045] i some embodiments, displaying of the customer ialb section 502 may
pe triggered automatically when a customer who is registered with the cardless
payment service checks in at the merchant., Alternatively, it may be triggerad by a
sott-pution on the GUI generated by the main POS application 201, Such 8 soft
button may be generated by the CRE module 203 and may automatically change
appearance when a user registered with the cargless payment service ¢checks in at
ihe merchant,

{0046] in yel another embodiment, a hardware bulion or other similar physical
control is provided on a sgparate nardware module (not shown} that connects
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extemnally 1o the merchant POS termingl {(e.g., via 8 USE port or other conventional
interface) and communicates with the CRE module 203 to trigger the dispiay of the
customer {ab portion 502, The separale hardware maoduie ¢can emuiale a3 USH
keyooard and generate a key compination that causes the merchant POS system
104 10 enter the desired stale as mentioned above. In an exiension of this
approach, the hargware module can aisg contain a siorage device {&.g., a USB flash
drive} that containg the ORE module 203, Aclivation of the butlon or other conirol on
ihe separate hargware moduie can cause notifications to be displayed on the gigplay
of the POS system 104 and/or light up the button when & customer checks in at the
merchant.

{0047 A customer (user) can authorize payment 1or his {ab by oraily notifying
the merchant. For example, a user named Jonn smith can simply teil the merchant,
"Pul this on John smith.” Before or after the user authonzes payment for the tab,
the merchant verifies the user's entity (step 418}, for exampie by confirming that
ihe photo displayed on the merchant POS system 104 maiches the user who s
present in person. Assuming the photo matches, the mercnant then selects the
user's tab {(e.g., by tapping the corresponding section 501 on the GUI) to trigger a
cardless payment transaction (step 418) when the customer is ready 1o pay.

048] in one embodiment, the cardless payment transaction invoives the
foliowing operations, as fiustraied in +ig. 6. in response 1o the merchant providing a
user inpuf 601 10 tnigger the cardiess payment transaction, the URE moduie 203
emulaies the card reader by sending, 1o the main POS application 201, card read
avent data 604 associated with the consumer. The card read event data 602
appears o the main POS appilication 201 1o be dala resuiling from a card read
avent, although no aclual card read event has occurred. The CRE moduie 203 doses
this by nvoking the main POS applicalion's card reader APl and sending the data in

the output protocol of the card reader 204, in an embodiment consistent with Fig. 4,
the CRE module 203 previously received from the payment service system 108 a
real payment card account number {&.g., credit card numbper} of the cusiomer when
the customer chacked in at the merchant, Accordingly, ihat account number as well
as the consumer's name, card expiration date and CVV are provided by the CRE
module 203 o the main POS gpplication 201 in the protocol of the card reader 204,
it another embodiment, which is discussed further below, the CRE module 203 or

the payment service system 108 generales a one-ime-use payment card number for
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the transaction, and passes hal 1o the main POS application 201 instead of a real
payment carg number of the consumer. it is not necessary for the CRE moduile 203
o implement the entire protocot of the card reader, since it oniy needs (o be able O
inject simuiated card swipes o the main POS application 201, In ong empodimeant,
the CRE module 203 is programmed with DUKPT (Derived Unique Key Per
Transaction} Keys for the merchant's acquirer, for the purpose of emuiating a carg
swipe. Uther data related o the customer may also be provided, if required by the
A1 of the card reader 2(4.

{0049 the main POS application 201, upon receving the card read event
data 6802 from the CRE module 203, sends the card read event data in a standard
payment authorization reqguest 603 that is forwarded 1o the issuer 118, In practice,
the payment authorization reguest 603 may actually te sent first 1o the merchant’s
acquirer 114, which Torwaras the regusst Or sends a corresponding new reguest {o
the card payment network 118, which then forwards the request or sends a
corresponding new reguest o the issuer 118, however, these intermediate
communicalions are omitted from Hig. & to simplify expianation.

10050 if the transaction is approved by the issuer 118, the issuer 118 sends a
standard payment authorization {(approval) message 604 back o the merchant's
main PO application 201, using a communication paih opposite of that meantioned
above. The main POS application 201 responds to the payment authorization
mMessage by generating a print message old for the iocal receipt printer 205 ¢of he
merchani POS system 104, However, the CRE moduie 203, by having access {0
the main POS application 201 s printer AP, intercepts the print signal before it can
reach the printer 205, In response o getecting the print signal, the CRE module 203
also sends a message 606 1o the payment service system 108 {via the internetwork
106} indicaling that a payment authorizalion message has been received. the
payment service system 108 responds by sending a message 607 containing a
virtual receipt for the transaction 10 the users mobiie device 102, The mobile
payment application 120 on the mobiie device 102 then displays the virtual receipt {o
the user. The virtual receipt can include all of the information that a prinied card
fransaction receipt would inciude, inciuding the amount charged, name of the
consumer, date and lime of the {ransaction, el¢. The user can then optionally input
a tip amount. Different ways of handling tips in this process are discussed further

DelOowW,
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100513 In certain embodiments, the payment service sysiem 108 parses the
receipt datag belore sending the virtual receipt 1o the mobiie payment application 120,
{0 determine whether the fransaction processed successiully or not. it can aiso
parse the receipt daia o identily various semantic elements, including the {otal
amount of the transaction and items orgered by the customer. Conseguently, in
such embodiments the virtual receipi thal the payment service system 108 sends (o
the mobie device 102 also contains an temization of these elements, which can be
dispiayed to the user. Allernatively, the parsing can pe performed by the URE
module 203.

{0052} Note that most PUS sysiems use relational databases, such as
ovbhase or Microsoit's SUL Server, 1o siore their payment card transaction data. The
payment service system 108 can capture most if not ail essential transaction data by
parsing receipts as described above. Nonetheless, it might be desirable o
synchronize a merchant's POS database with a database of the payment service

system 108, Among other benefits, that would aliow the payment service 108 {0
provide backup storage for merchants.

{0053 Fig. 08 Hustrates an exampile of a process that can be performed by
the CRE module 203 in the embodiment descnbed above. The process beging
when the ORE module 203 detects a user input specifying a ¢checked-in customer
and being indicative of an intent {0 niliate a payment transaction nvolving the
customer (slep 8223, In response {0 the user input, the CRE mogule 203 inibiates
the payment transaction py oulputting, 1o the main POS gpphication 201, data that
amulates output of the card reader 204, without an actual card read svent having
occurred in refation (o the payment transaction (siep ©24). After the transaction has
peen approved by a payment processing entity (e.g., the issuer 118}, when the URE
module 203 delects a print signal generated by the main POS module 207 for
generating a ransaction receipt (step 646}, the URE module 203 pravents
generation of a printed recaipt by intercepting the print signal (step §628). The print
signat inciudes receipt data for enabling a recaipt {0 be printed by the receaipt printer
205, Inresponse o the print signal, the URE module 203 sengs a first message (o
the payment service system 108 (step 630}, including at igast some of the receipt
daia, to cause the payment service system 108 o send g second message o the
customers mobile device 102, The second message anabias the mobile device 102
{0 output a virtual recsipt for the payment transaction {0 the consumer.
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100543 n the embodiment described above, the URE module 203 receives
from the pavment service sysiem 108 an actuai payment card numbper of the user,
and passes nat number o the main POS application 20171 when a fransaction is
nitiated. In another embodiment, however, the cardiess payment service generaies
a one-time-use payment card numper ior the transaction, and passes that {0 the
main POS application 201 instead of a real payment card number of the consumer,
as noted above. The one-time-use card number can be generated by the payment
service system 108 or by the CHE module 203 in response {o the user checking in at
the merchant, In this embodiment, the payment service which operates the payment
service system 108 essentiaily acts as the credit card issuer from the perspective of

the merchani. The merchant POS system 104 charges the one-lime-use credit card
numper, ang the payment service laler charges the consumers aclual credif card
number which 1s stored in the payment service sysiem 108. The initial sel-up
process in this embodiment can be substantially identical {o that of Fig. 4, except
that in step 410, the payment service system 108 sends the one-time-use payment
account numbper to the merchant POS system 104 instead of sending the
consumers actual credit card number. The one-time-~-use acoount number nas &
format recognizable by the merchant POGS sysiem 104, e.g., a standard credit or
debit card format.

t055) A cardiess transaction using the one-time use payment account
numper can involve the following operations, as #iustrated in Hig. 7. iInresponse o
the merchant 100 providing a user input 701 {0 rigger the cardiess payment
fransaction, the CRE module 203 emuilates the card reader 204 by sending, 1o the
main POS application 201, data 702 associated with the consumer that appears (0
ihe main POS application 201 {0 be associaled with a card read event, although no
actual card read event has occurred. This can be done in the manner described
above. [he one-ime-use payment account number as weli as the consumer's
name, account expiration date and CVV are provided by the URE module 2003 {o the
main POS application 201 in the protocol of the card reader. Other data relateg 1o
the may aiso be provided if required by the APl of the card reader.

{B056] The main POS apphcation 201, upon receiving the ¢arg read event
data 72 from the URE moguie 203, sends the card read event data in a standard
payment authorization request 703 that, in this empodiment, is forwarded 1o the

payment service system 108, which represents the issuegr. In praclice, the payment
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authorization request 703 may actually De gent first {o the merchant's acguirer 114,
Wwhich forwards the request or sends a corresponding new reguest 1o the carg
pavment network 110, which then forwards the request or generates a
COrresponding new reguest o the payment service system 108, however, these
5 intermediate communications are omitled from Fig. 7 1o simpiily explanation.

{0057 i{ the transaction is approved by the payment service system 108, the
payment service system 108 sends a standard payment authornization {approvai)
message 704 back to the merchant's main POS application 201, using &
communication path opposiie of that mentioned above. The main POS application

10 201 responds 1o the payment authorization message 704 Dy generating a print
signat 705 for the local receipt printer 205 of the merchant POS system 104,
However, the CRE module 203 intercepts the print signal 705 and prevents it from
reaching the printer 205, as described apove. In this empodiment, the payment
sarvice system 108 coes not need o receive a signal from the CRE module 203

15 Delore sending send the virtual receipt, since it aiready Knows the transaction 18
approved. Accordingly, at approximately the same iime that the payment service
system 108 sends the payment authorization signal 704, or shortly thereafter, it also
sends a message 706 containing a virtual receipt for the transaction o the mobile
device 102 of the customer. The mobile payment application 120 on the cusiomers

20 mobiie device 102 then displays the virtual receipi 0 the user.
100581 At some later time, the payment system 108 sends a payment reqguest
707 to the issuer 118 of an actual payment card ¢of the customer. The information of
that aciual payment card was previousiy received and stored by the payment

sarvice system 108 when the customer regisiered for the cardiess paymeni service,

25 The payment service system 108 subsequently receives payment 708 from the
issuer 118.
P59 The technigue introduced here aiso enables a customer o tip the
merchant (.g., a waider). There are vanous ways of accomplishing that. In one
approach, iiustrated in Fig. 8, when the virtual receipt 18 digplayead {0 the cusiomer

30 101 by the mobiie gevice 102, the customer s prompted (801} by the mobiie
payment application 120 running on the mobiie device 102 10 input 8 tip amount.
Accordingly, the customer inputs (804) a tip amount into the mobile payment
apptication 120, The mobile payment application 120 then sends & message 803 1
the payment service system 108 including the tip amount., The payment sernvice
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system 108 than sends a message 804 1o the CRE module 203 in the merchant
HOG system 104 indicating the tip amount. The CRE module 203 then triggers the
dispiay of the merehant POS system 104 {0 display the tip amount on the display of
the merchant POS systern {(805). The merchant 100 sees the displayed tip amount
5 and then nputls (806} the otal transaction amount {&.g., amount charged pius tip)

into the main POS application 201 in the tragilional manner. The main POS
application 201 then processes the transaction according {o the traditional
transaction caplure process (807 ).
{0060} in another approach, rather than requiring the merchant 1o copy over

10 the fip amount into the main PUS application 201, the URE module 203 simulales a
seqguence of user inpuis {e.g., a seqguence of touchscreen or kevpad presses) o the
main POS application 201, to cause the main POS application 201 {0 enter an
appropriate staie for inputting the ip amount (or total ransaction amount}, and then
simuiates the proper user input seguence o input that amount into the main POS

15 apphlication 201, For example, the CRE module 203 can invoke an AP of an input
device of the POS system {e.qg., a touchscreen or keyboard/keypad) o communicate
the tip amount o the main POS application 201, such that the ip amount appears {o
the main POS application 201 10 have been input by a human user.
06T in yet another approacnh, the waiter pre-registers with ihe payment

20 service system 108 as a merchant {or merchant employee, as the case may oe} and

identifies himself to the CKE module 203 via the GUI when he arrives at work each
day. Afler a cardless payment transaction has been authorized as described above,
the ORE module 203 causes the dispiay 10 outpul a prompt asking which wailer
shiould receive the tip. The wailer taps his own name on the display. 1he OKE

25 module 203 then sends a message indicating this selection to the payment sarvice
system 108. The payment service system 108 then pushes the {ip direclly {0 the
waiter, via automalied clearing house (AUH) or debil, for example.
{0062} Fig. 9 is a high-level block diagram showing an example of &
processing device 800 that can represent any of the devices described above, such

30 as the mobile device 102, the merchant POS system 104, payment service system
108, acquirer system 114, card payment network 116, or issuer system 118, As
noted above, any of these systems may include two Or more processing devices
such as represented in Fig. 9, which may De coupted 0 gach other via a nelwork or
multiple nebworks.
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100633 in the illustrated embodiment, the processing system 800 includes one
Or more processors 810, memory 911, a communication device 812, and gne or
more input/outpul (/O) devices 913, all coupled {0 each other through an
interconnect 814. The interconnect 814 may be or include one or more conductive
5  {races, puses, point-to-point connections, controliers, agapters ang/or other

conventional connection devices. he processor{s) 810 may be or inciude, for
exampile, one or more general-purpose programmable microprocessors,
microconiroliers, application specific integrated circuits {(ASICs), programmabile gate
arrays, or ine iike, or a combinalion of such devices. 1he processor(s) 810 control

10 the oversil operation of the processing gevice 800, Memory 811 may De or include
one or more physical storage devices, which may be in the form of randorm aceess
memaory {RAM), read-only memory {ROM) (which may be erasabie and
programmabie}, flash memory, miniature hard disk drive, or other suilable type of
storage device, or a8 combination of such devices. Memory 911 may store dala and

15 instructions that configure the processor{s) 810 {0 execule operations in accordance
with the techniques described above. The communication device 912 may be or
nciude, for example, an kthernet adapier, cable modem, Wi-Hi adapter, celluiar
transceiver, Bluetooih transceiver, or the like, or 8 combination thereof. Depending
on the specific nalure and purpose of the processing device 800, the VO devices

20 913 can include devices such as a display {(which may be g ouch screen displayy,

audio speaker, keyboard, mouse or other pointing device, microphoneg, camera, elc.

{0064 ] Unless contrary 0 physical possibiiity, it is envisioned that {i} the
methods/sieps described above may be performed in any seguence ang/or in any
combination, and hat {1 the componenis of respective embodimenis may be

25 combined in any manner.
{0085 The lechnigues introduced above can be implementad by
programmable circutry programmed/contigured by software and/or firmware, or
entirely by special-purpose circuitry, or by a combination of such forms. Such
special-purpose circuilry {it anyj} can be in the form of, for exampie, one or more

30 apphcation-specific integrated circuits {ASIUS), programmabie ogic devices {(FLDS),
field-programmabie gate arrays (FPGAS), elc.
{0066} Sottware or firmware o implement the technigues introduced here may
pe stored on a maching-readable storage medium and may be executed by one or
MOre generai-purpose or spacial-purpose programmadle microprocessors. A
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‘machine-readable medium’, as the term s used heren, includes any meachanism
that can store information in a form accessible by a8 maching (a3 machine may be, 1or
exampie, 8 compuler, network device, celiular phone, personat digital assistant
{(HFUA}, manufacturing ool any device wilh one or more processors, efe.). For
example, a machineg-accessible megium includes recordable/non-recordable media
{€.g., read-oniy memory {(ROM); rangom access memory {RAM};, magnetic disk
storage media, oplical storage media; flash memaory gevices; etc.}, ele.

{067 Note that any and all of the embodiments described above can be
combined with each other, except 1o the extent that it may be siated otherwise
above or o the extent that any such empodimenis might be muiuailly axclusive in
function and/or struciure.

{30681 Although the present invention has been described with reference 1o
specific exempiary embodiments, it wili be recognized that the invention s not
imited 10 the embodiments gescribed, bul can be practiced with modification and
aiteration within the spirit and scope of the appended claims. Accordingiy, the
spectficalion and drawings are {0 be regarded in an diustrative sense rather than a

restrictive sense.

Exampies

10 summarize, thergiore, the above disciosure inciudes the foliowing
SXampies.

1. A method comprising:

detecting, at a point-of-sale (POS) system, user input entered via a user
nterface of the POS system, the user nput specifying a consumer and being
indicative of an intent to nitiate a payment transaction involving the consumer;

in response (o the user input, initiating the payment fransaction in the POS
system by ocuiputting, to 2 POS module in the POS sysiem, data that emulates
cutput of a physical card reader associated with a card read event, without an actual
card read event having cccurred in relation to the payment transaction;

after the fransaction has been approved Dy a payment processing entity,
preventing generation of a printed receipt Tor the transaction by intercepting a print

signal generated by the POS module for activaling a receipt printer, the print signal
inciuding receipt data; ang
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N response (o the print signal, senging a first message from he POS system
{0 cause a second message (0 be sent to a mobile device of the consumer, the
SeCond message for enabling the mobile device (o culput a virtual regeipt for the

payment transaction (o the consumer.

<. Amethod as recited in exampie 1, wherein sad cuiputting gata thal
emulates output of a physical card reader comprises sending the data ihal emuiates

auiput of a card reader to the POS module in a protocol of the card reader.

3. A method as recited in exampie 1, wherein oulputting dala that emuiates
output of a physical card reader CoOMprises INveKing a card reader applicalion
programming interiace (AP,

4. A method as recited in example 1, wherein said causing the second
message (o be sent o the mobile device of the consumer comprises sending the
first message © a remote entity via a network, o cause the remolie entily {0 send the

SeCond message o the mobile device of the consumer.

5. A method as recited in exampie 1, wherein the second message contains
data representing the virtual receipt.

o, A method as recited in exampie 1, wherein said gulputiing gata thal
emulates outputl of a phiysical card reader COMPrises providing to the POS moduie a

payment account entifier of a payment card of the consumer.

/. A method as recited in exampie 1, wherein sad oulputling data thatl
emulates ocutput of a physical card reader comprises proviaing to the POS moduie &
one-timea-use account ideniifier for use only or said payment transaction Involving
the consumer, wherein the one-time-use account geniifier is not an account
igentifier of a paymeant card of the consumer but i In an account identifier format

recognizable by the POS module.

8. A melhod as reciled in example 1, further comprising:
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parsing the receipt data in the print signal (0 entity semantic elements of the
receipl data.

9. A method comprising:

cdelecting, at a processing system, user input indicative of an intent {o initiate
a transachon associaied with a person; andg

initiating the transacltion in response o the user input by emuiating reading of
a card associated with the person, withoul any card read event having occurrad for

the fransaction.

10. A melhod as regited in exampie 8, wherein the transaction s a financial
fransaction.

11. A melhod as recited in exampie 10, wherein the transachion s a payment

transaction.

12. A method as recied in exampie Y, wherein said emuiating comprises
sending data that emulates oulpul of a physical ¢carg reader {0 an application, In &
protocot of the physical card reader.,

13. A method as recited in exampie 8, further comprising:
gelecting a signal indicative thal the ransaction has pean approved, ang
in response (o the signal,
preventing generalion of a printed record of the ransachion; ang
CAUSING a message (o be sent 1o a mobile device of the person, o
anable the mobie device o oulpul a virtual record of the transaction o the person.

14. A method as recited in exampie 13, wherein preventing generation of a
printed record of ihe transaction comprises intercepting a print signal for activaling &
printer, the print signal including data for enabling a record of the ransaction {0 be
printed by the printer.

10, An apparatus comprising:
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a card reader emuiator o getect user input Ingicative of an intent to iniliate A
financial transaction involving a consumer and, in response therelo, 10 initiate the

finangcial ransaction oy gulputting gata that emulates a card read svent for the

payment ransaction without an actual ¢ard read event having ocgurred for the
payment transaction; and

a receipt manager o prevent generation of a printed receipt 1or ihe financial
transaction by preventing a print signal from being communicaied 1o a prinier in
relation 10 said payment transaclion, and o cause a message 1o e sent 1o a mobiie
device of the consumer, {0 enable the mobile device o oulpul a virlual receipt for the
financial transaction.

16, An apparatus as recited in exampie 15, wherein the card reader emuiator
s configured o emuiate oulput of the physical card reader by INvokKIng a card reader

apphication programming interface (API).

17. An apparaius as recited in exampile 15, wherain the receipt manager is
contigured 1o parse raceipt data in the print signat to entify semantic elements of

ihe receipt dals.

18. A point-of-saie {(FO&) system comprising:

a Processor;

a memaory couplied o the processor and sloring a POS moduie execuiable by
the progessor, the POS module configured 10 process payment ransactions,
including 1o receive card data resulting from card read events from a physicai carg
reader ang (o cause the card data {0 be sent {0 a remote authorization entity over &
nelwork in response o the card read evenis;

2 user input device coupled to the processor, 1o receive user input speaitying
a consumer, the user nput being indicative of an ntent to intliate a payment
transaction involving the consumer,; and

a ¢ard read emulator {GRE) module configured 1o detect the user inpul and,
it response therelo, 1o emuiate the physical card reader by culputting, o the POS
moduie, card read event gata for the payment transaction without an actual card

read event having occurred for the payment transaction.



10

20

S0

Cad
{7

CA 02935177 2016-06-27

WO 2015/100385 PCT/US2014/072285

19. A POS system as recited in exampile 18, wherein the ORE moduie is
further configured 0 prevent generalion ¢of a printed receipt for the payment
transaclion by preventing a print signal from being communicaied ¢ the printer in
relation 10 saig payment transaction, and o send a first message from the POS
system {0 cause a second meassage o be sent o a mobie device of the consumer,
ine second message for enabling the mobdile device {o oulput a virtual receipt for the

payment transaction {0 the consumer.

20. A POS system as recited in exampie 19, wherein the ORE module is
configured 1o cause the second message o be sent {o the mobiie gevice ¢t the
consumer by sending the first message (o a remote entity via a8 network, (o cause

ihe remote entity 10 send the second message 1o the mobilie device of the consumer,

the second message containing data representing the virtual receipt.

21, APOS system as recited in example 18, wherein the CRE module is
configured o emulate oulput of a physical card reader by iNvoking a card reader
apphication programming intertace (AP}

22. A POS systemn as recited in exampie 18, wherein the ORE module is
configured o emuiate output of a physical ¢card reader by providing 1o the POS
moduie a one-time-use account idantifier for use only for said payment ransaction
nvoiving the consumer, wheraimn ihe one-time-use account Wentifier 1s not an
account igentifier of a payment card of the consumer pul s in an account entifier

format recognizable by the PUS module,

23. A POS system as recited in exampie 18, wherein the CRE module is

further contigured 10 parse ihe recaipt daia in the print signal 1o geniity semantic

alements of the receipt gata.

24, A POS system as recited in exampie 18, wherein the CRE module is &

component of the POS module.

25, A POS system as recited in example 18, wherein the CRE module is

logically separate from the POS module.



CLAIMS

1. A method comprising:

detecting user input at a point-of-sale (POS) system located at a merchant location where
a consumer Is physically present at a time of a payment transaction involving the consumer and
a merchant, the user input entered via a user interface of the POS system, the user input

specifying the consumer and being indicative of an intent to initiate the payment transaction:

In response to the user input, initiating the payment transaction in the POS system by
outputting, to a POS module in the POS system, data that emulates output of a physical card
reader associated with a card read event, without an actual card read event having occurred in
relation to the payment transaction, wherein said outputting data that emulates output of a
physical card reader includes invoking a card reader application programming interface (API)

associated with the physical card reader:

after the payment transaction has been approved by a payment processing entity,
preventing generation of a printed receipt for the payment transaction by intercepting a print signal
generated by the POS module for activating a receipt printer, the print signal including receipt
data; and

in response to the print signal, sending a first message from the POS system to cause a
second message to be sent to a mobile device of the consumer, the second message for enabling

the mobile device to output a virtual receipt for the payment transaction to the consumer.

2. The method as recited in claim 1, wherein said outputting data that emulates output of the

physical card reader comprises sending the data that emulates output of the physical card reader

to the POS module in a protocol of the physical card reader.

3. The method as recited in claim 1, wherein said causing the second message to be sent to the
mobile device of the consumer comprises sending the first message to a remote entity via a
network, to cause the remote entity to send the second message to the mobile device of the
consumer.

4. The method as recited in claim 1, wherein the second message contains data representing

the virtual receipt.
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0. The method as recited in claim 1, wherein said outputting data that emulates output of the

physical card reader comprises providing to the POS module a payment account identifier of a

payment card of the consumer.

6. The method as recited in claim 1, wherein said outputting data that emulates output of a
physical card reader comprises providing to the POS module a one-time-use account identifier
for use only for said payment transaction involving the consumer, wherein the one-time-use
account identifier is not an account identifier of a payment card of the consumer but is in an
account identifier format recognizable by the POS module.

7. The method as recited in claim 1, further comprising: parsing the receipt data in the print signal

to 1dentify semantic elements of the receipt data.

8. A non-transitory machine-readable storage medium tangibly storing program code that, if

executed by one or more processors in a point-of-sale (POS) system located at a POS location

of a merchant, will cause the POS system to perform operations including:

detecting, at the point-of-sale (POS) system, user input entered via a user interface of the

POS system, the user input specifying a consumer and being indicative of an intent to initiate a

payment transaction involving the consumer;

in response to the user input, initiating the payment transaction in the POS system by
outputting, to a POS module in the POS system, data that emulates output of a physical card
reader associated with a card read event, without an actual card read event having occurred in
relation to the payment transaction, wherein said outputting data that emulates output of a

physical card reader includes invoking a card reader application programming interface (API)
associated with the physical card reader:

after the payment transaction has been approved by a payment processing entity,
preventing generation of a printed receipt for the payment transaction by intercepting a print signal
generated by the POS module for activating a receipt printer, the print signal including receipt

data: and

in response to the print signal, sending a first message from the POS system to cause a
second message to be sent to a mobile device of the consumer, the second message for enabling

the mobile device to output a virtual receipt for the payment transaction to the consumer.
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9. The machine-readable storage medium as recited in claim 8, wherein said outputting data that
emulates output of the physical card reader comprises sending the data that emulates output of
the physical card reader to the POS module in a protocol of the physical card reader.

10. The machine-readable storage medium as recited in claim 8, wherein said causing the second
message to pbe sent to the mobile device of the consumer comprises sending the first message
to a remote entity via a network, to cause the remote entity to send the second message to the

mobile device of the consumer.

11. The machine-readable storage medium as recited in claim 8, wherein the second message

contains data representing the virtual receipt.

12. The machine-readable storage medium as recited in claim 8, wherein said outputting data
that emulates output of the physical card reader comprises providing to the POS module a
payment account identifier of a payment card of the consumer.

13. The machine-readable storage medium as recited in claim 8, wherein said outputting data
that emulates output of the physical card reader comprises providing to the POS module a one-
time-use account identifier for use only for said payment transaction involving the consumer,
wherein the one-time-use account identifier is not an account identifier of a payment card of the

consumer but is in an account identifier format recognizable by the POS module.
14. The machine-readable storage medium as recited in claim 8, further comprising:
parsing the receipt data in the print signal to identify semantic elements of the receipt data.

15. An apparatus comprising:

a card reader emulator configured to operate as part of a merchant point-of-sale (POS)
system, where the merchant POS system is configured to include a physical card reader capable
of reading physical payment cards and where the merchant POS system includes POS software
that is not part of any card reader, the card reader emulator being configured to detect user input
indicative of an intent to initiate a payment transaction involving a consumer and, in response
thereto, to initiate the payment transaction by outputting data that emulates a card read event for
the payment transaction without a card read event having occurred for the payment transaction,
wherein said outputting data that emulates the card read event is performed by invoking a card
reader programming interface of the POS software; and
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a receipt manager configured to prevent generation of a printed receipt for the payment
transaction by preventing a print signal from being communicated to a printer in relation to said
payment transaction, and to cause a message to be sent to a mobile device of the consumer, to

enable the mobile device to output a virtual receipt for the payment transaction.

16. The apparatus as recited in claim 15, wherein the card reader programming interface is a

card reader application programming interface (API|) of the POS software.

17. The apparatus as recited in claim 15, wherein the receipt manager is configured to parse
receipt data in the print signal to identify semantic elements of the receipt data.

18. The apparatus as recited in claim 15,' wherein the apparatus is configured to cause the
message to be sent to the mobile device of the consumer by sending the first message to a remote
entity via a network, to cause the remote entity to send the message to the mobile device of the

consumer.

19. The apparatus as recited in claim 15, wherein the apparatus is configured to emulate output
of the physical card reader by outputting a one-time-use payment account identifier for use only
for sald payment transaction, wherein the one-time-use payment account identifier is not a

payment account identifier of a payment card of the consumer.
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