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IR R P Is AT IR, DR Y8 A B3 BN FH P e #3600 P AL BR @47 25, A P A ] s
.

[0080] A HI 9/ SEHiti 9] (1) 22 B ke, — J7 I ORE 1 2 283 FE Y TR 04T, 59— T [ L
T TG SR IBR e gs P — B TR P B I8 B SRR e 25 e B R, 72 AR R
H PG B2 W R, SO R 1 A P 8 B AR LS

[0081]  SEjEH =

[0082] & 3 & Ak BHSLE ] = B AR B, 456 B 3, AR B SEi 1] i I B ok B2 R 7
TR IRI P A B, Rl FE AR SRR i e et Rt — D ds i AP 5%

[0083]  DER 301 <% Frad B2 A FE 7 (AT b AT Ma W, ek 3 FHAE 22 25 o (1) B 2 7 7
20, 15 204 SRR B APK SO

[0084]  Android 43 VYA, M2 BIMKZ 4308 B R 7 )2 B R P AE 2L 2 R Guia
AT REJZHN Tinux 2% J2 , AN R B SE 46 b, Jo sk 8 FH HEZR 2 b 16 B2 A 72 e g R 482 TR APT,
XTHEZR 2 b 1 N FR P e 384T kAT I o

[0085] API(Application Programming Interface, N HFEF4mfeiel) 2 lE R B 4%
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NIRRT B — N A 32 O, B AR i o R R0 APT AT ERAE RG22 PAT M 2
P4 (AIE) o

[0086] DR 302 «fif ] BT iA APK SCAF 3 8E4T S 4 1%, $REX AndroidManifest. xml Fig & 3C
4

[0087] T Android FNLHH TR 22 38 SRR A& BA APK D9 i 45, APK ST LSk 2ip 4%
o HE R A HAECN apk, WL UnZip @S5, 7] LB 279789 Dex SCAF (classes. dex) .
B (res) LB A (AndroidManifest. xml) f125 415 B0 META-INF) . H v,
Dex #& DalvikVM executes HIfEIFK, Bl Android Dalvik $04T#E. FIHMEN TH (S HE
APRTF :apktool.apkmanager.dex 2java.XJad PLA Google &K ATH] Android SDK $#&{LHT I
Zi P L H dexdump. exe 5§ ) X Dex SCAF#EAT S e, K HEL AL N AT/ Java SCARIA] LAZR
19 ik B L 7 IR (5 B o

[0088] AndroidManifest. xml #&&F APK N HFR e AR A A& 1 S, e i 1 N T2
P8 BRAR BUR 5l I SCESE B . R, 35 B BRI B AR 73 >R 7 1] B A BR 15
B, Ft iR EGREL AndroidManifest. xml Bt B S0

[0089]  ZD4E 303 A BTIAEC B U AT EAT 4, S BT IR B FTRE 38 SR I P A AR
[0090]  AndroidManifest. xml L& LA G, A& F2Z TR, KRR TR .
[0091] G0 2R B FH A% 77 75 22 U 1] — AR R 37 1 Dh g, IS4 B ARAETE 5 S
<uses—permission> JLE K 5 B HZRIOBUR o BFFAURER A — N ME— IR 25 R AR R .
HE, AT T B R EAE. .

[0092] android. permission. WRITE_SMS< {02 F 5 4513 >

[0093] android. permission. READ SMS< fo e /B i iiE 58 >

[0094]  android. permission. READ OWNER DATA< Fo R i B A & 5tk >

[0095] android. permission. SEND SMS< fQUFFEF R 3% SMS 5515 >

[0096]  android. permission. WRITE CALENDARS f2¥F—AMEE S ANH P H FHHEE >

[0097]  android. permission. WRITE_CONTACTS< fo¥FFEFE S N R AEIE >

[0098] PRItk a3 X) AT A BC B SCF AndroidMani fest. xml BEATZEAT R RI AT LIS 2] prik
2R v SRR BT A AR A B

[0099]  sEjtifs VY

[0100] P& 4 & A B S te| DY B AR B, 456 B 4, AR B ST 5] —Fh SLFHFE P 2228
TR RIBR Fa il vk R 2 AR T PR

[0101] DR 401 « 4% 0 21 A N FE T 2256 i, T % A AP B AL T B 92 FH R P 1) 32
FHFR 7 Rtz 11 3047 WA Wi, AT w8 it 2 FH A 7 () 22 R R

[0102] A BHSLEf] o, AT LASRH hook (HEENEEYF ) HLHHI LTINS framework JZ2 11
TSPl e 28 N AR P 2 10 (APT) 3H4T T - hook ML & —Fh# 3R windows &4t H 55 A
TP B3 BT A SRR T B — R R, hook AL o Vi LA 2 7 R b FRASAE R G 0H B 8L
e dif . BFSkhr g — M BT B BE RS I EHARR . B4
[ B R, 7E A Bk B B & VR, 87 FE 7 St IR B, JREDE bR F ot 15 B
B o IX IS 86— RR B BERT DU TARSE (X078 ) %3 5., AT DUAE AL 38 1M 44 2245 388 1% 8., i
A DASR S AV S AL . 7EA R B S H , SR A hook AL H W22 28 B FHTRE 7 i i 2,
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SETRAT L FHRE T 2235 2 A SREUM 065 8., A A R A FEHAS PR T X — R i P2 807 7
[0103]  SEIL—NF— A =P, g8, 4 LT T8 APT QD 5, 1 &
W AR5 18 AL FE R B SR 5 70T B AL EE B R A S BT B R LR AL B . B
M5 a, AR APT {4548+ $Fit e 1 2 388, AR+ n] AR A 8 AH B
TR B, A& B STt b 250 i dHook (88Tl FE2K A ) 158 B A B 4E

[0104]  DEE 402 <3 Firid B2 A F2 3 (9947 b AT W W, ek 8 A AE 22 2 v (1) B FH A2 7 4 7
B (APT) , 19 2060 5 AR AE B APK ST

[0105] API (Application Programming Interface, N e/ Fmfefell) S /E RS EYS
LR 7 B — N P 1, B R R e Ji T 4 R APT A 454 R L IMAT B 2
FRaA (BIE) .

[0106] DB 403 ff JE BT iR APK SCAF 3 8E4T S 4 1, $REX AndroidManifest. xml Jig B 3C
7

[0107]  AndroidManifest. xml s&%REA APK M AR > A0 2040 & i oA, e 6 17 N H R
FP BT WA BUSR  51 F SCRESR S B DR Ik, S5 52 BB ik B FH R 1 SR 7 v AR A
B, i iR EFREL AndroidManifest. xml Bt 'E (1

[0108]  DIE 404 X P e B SO BT IBATH1, SREUITAR B AHFE P 1 SR BT G BUR
[0109]  AndroidManifest. xml FL & XHFIE B, B ETFZ R, HP AR TR
[0110] G 2R B2 FH A% 7 75 2207 I — N AUR AR 37 1 Dh g, 84 B W ARAETE S
{uses—permission> Ju 2z K 75 B HER FIBUR . REAPIUR AR — AN ME— AR ZE kAR 1K .
W PR T B2 REEE. i

[0111]  android. permission. WRITE_SMS< {02 F 5 4513 >

[0112]  android. permission. READ SMS< fL¥FFEF Iz EL A5 B >

[0113]  android. permission. READ OWNER DATA< RVFFEFZEUITE & HUE >

[0114]  android. permission. SEND SMS< fQUFFEF R 3% SMS 45515 >

[0115]  android. permission. WRITE CALENDARK foiF—MNMe/E 5 A A H FEEE >

[0116]  android. permission. WRITE_CONTACTS< foiFFe 5 NIBE & A S >

[0117] (Rl a3 A Frid FE B SO AndroidMani fest. xml JFEATZEAT 1 #EEI AT DAAS 2 BTk
2R i SRR AL BT A AR A B

[0118]  JD R 405 R BT EXRI M pridk fr G AR e an g5 -

[01191 AR BH STt ] v, 48 i) 7 100 % 22 2 S T () 4 46 ] DA 2 5 3 78 35 T2 2, AT DL 3 T
B, 1] ISR I, A K IEA R T 1.

[0120] A% BH St 4] A 4 i) S R B o] DO — AN N RS 5, B P sl Bk "R hi g §am]
VA FITId B FH AR Fr 2 B0 7 v 75 BRI A AR o R A B SE Tt A5 v i $ st ]
DU — AN, B e — Nl A I HEE 5, AR B FF AR T Ik

[0121] PR AR B3R WoR 25 P 25, F P 2 3R B BTk L FH RE 71 SR U 1l (59 BT A AR
515, FL AT DAAE B 2 28 I 2 e R AR 5 e PRl PR e e B TG 22 36

[0122] DU 406 M5 Wy AT 4k A, 2okar ) 80 FH 2 i 22 266 Dy g, DI oien 192 o s e 7%
AT FITIR 22 28 3 R A S ik B A AR

[0123]  7EZP 9K 401 1, SR AT w Wb L& Firods B2 FH R 1 2 FH R R 4 11 3R AT IR W, 5K
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AT 0 R FRE P e 35 i R LA, AT 7EFE A 2 Ja i — D A E SR AN, R 7 22 35175 SR 1 Il
PIRT AR o 3 Bk B A AR & F P 2 5, P 3RS 22 i KU 5 B e e e B 228, 4
FH P de e 2, Tl 92 A 7 (e 8, 45 R rb W, 4k 8 2226 31 AT BT A BUSR DAARAIE 22 25 L FR 1
A o

[0124]  JDR 407 FG I Pk 226 3 FE A2 15 58 B

[0125] AR B SEHaf] H, 29 N FH R 7 22 28 SE 2 I, A R Gunt 2 Al 22 25 (1) A0 2 15 il )
IR [FIFH RS (code) , 331 code Ji @it S ETHLH, 15 2| Frik code FERMIAHIRAGZ B - W22
RS B R B A AR 2 A RS R, AR R I B 22 2% R A2 75 56 IR 77 Vs
AR T Bk 5k,

[0126]  JDUR 408 {27 Birid Bir A AR 42 il 126 T

[0127] A% B S8 o, SRR I 0 2 FH 2 7 140 ok 2 26 g 58 - Je ok s i 5 T 3 AT B
Bn 75 IR VOR AR i B4 33 1 4% W 77 3, AT DO B B U 36 A e 6 3 1 R T 5
Al DLERCA BN [ loading %, B A BLE FIREE T AA SN, 7wt fp
e TR IAR IR 3 2 327~ 7 2, BR S 22 A T P S e 22 258 I 1 R VDRI £ 8, (RIS Rt ik A 7 B
WENTE B BRI 2BORAS  FRAT 2238 58 BN TR — AN ED I TIUIA - 24 9R, Ak B 1)k BE e
THFAFEAR T I,

[0128]  4)5 & I B) 22 35 HEFETAF 100 % I, 35 6] S $20R 22 285 58 i SR PR
HE TR Hodr, B A SR F= e ] LU — B ER, B 38 J 7 N F 2 7 22 261 SR Uy Il 1 B
AR B —BUBRHN BL— AN 5 AN — AN FF a8 (I gt P 3h 4TI 56, F P nl DR =R
P BE R B EARAUR « A B St fs] o, Bir A B R AR A2 BRA T 5 19, 48R Ak B
AFAEA R T .

[0129]  ZDER 409 ZRELH] F 0t Bk Z Ge i PR i da il 1 T i A 45 2R, AR IR ik A 45
S 0 B B AR Y o P BT e R s B AR AR AT R E

[0130] A% B S s A, SR ) A = 0 o B PR 42 1) e 00 R B4, 10 S FH P S Jf T /A
B R B B ARBUR , 5 1 (R B, e 3 4 ) S ek B P BRAT 487 CRAZBUSR 1A2 E, FEAR 4 A
FVFFF BRI TR B AR R AT IR BCE . AP RREC B 58 efa , P Al o 45 i) S 1 ) 38
FHI G U485 AR MR 2 35 B3 e R LA R 7 B T L 3 e 26 5E R BT i LR AR T
{EARVE Z I A2, Y Bk Fa i 0k T S F P (R 36 i3 Fnidk Bir B BCRR w1 B BRABL R I
FHIEAT BT iR BLFFE Y, W2 48 ok B2 R 7375 2R B AR BPR LA AR B AR PR 5 1 e 3 4% il 1
T P B3 6 00 P Pl i A7 BB A () B AR BRI, 38 AT BT I B R J3 B, 2 48 i it 182
FHFE P4 K B BT ik B A AR w8 B AR

[0131]  SLjafs i

[0132] &) 5 f& A & B Skt 91 T 1) 2 B 465 i) s i L, i ] 5 o, AR I S8 e 491 1 — e
IO P P 2 2 e A PO A R 4 i 266 B 2 A58 DA AR PR B A 501 | 22 26 72 s
502, 22 A 503, W REL 504 AR AL B LB 505,

[0133] PR PR A JUASEE 501, ATl 2147 BLFH R T e 58 mf , BB IR B 2 P 11 %2
EERE, WA DU I B2 FH R v SR SRE BT B AR 5

[0134] Pk 22 i AR 503, T Mo W AP B VR I 02, Ak U 381 FH P ik ok 22 365 T R,
DI oy 12 3 i 8 TBOAT P 3k 2 288 gk R LA S ik Bl A AR
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[0135] Bk oA ER 504, T Frid B PR S M4 H 501 18 30 2 1) Bk Br A BUR 7R 45
R s F T FERG I T 22 285 R 5€ R, S 7R BT I i A PR 0 s ] 128 I

[0136]  FrARCPRAC B AESE 505, T 3REUH 4T BT id RGBUR o F il iz i e (e 45 L, O
MR PR B E 25 3L, 5 Frid LA AR 7 v P e e VPR i) B AR AR AT R &

[0137] @k — Db, Frif AUFR MR DA B 501, 3 — 20 A0 45 I8 W S5 501a, BTk e Wy A5 3
501a, TR FH A ALl oS i ads 2 A R e 16 2 FH R i P 11 R AT W, A i T B ok 2
FFEIT B 2 35

[0138]  HE—B ik, FridFrid MEWT A ER 50 La, 3F— 538 B TxF Birad 2 F R B9 AT N HEAT IR
Wy, e 3k 1 A HE B 2 b O R R e g A 11, 19 B S BURME B 19 APK SO sl i 4 APK
SCAHAS B Pk e A BR 15 B .

[0139]  F— 5, Pk A PR A A 501 WA FE R R A A A 501b, Fir ik A SR fig A e e
501b, A T-fft K Firids APK SO IF3H4T e 9m PF, 3RHX AndroidManifest. xml e & SCAF

[0140] X BT e B S BEAT IR AT H1 48, SR AT B R 71 SR I BT A AR

[0141] @D, Frid W R 3R 504 I8 H T, X $2 BRI Bk B2 HH F2 718 2R 16 BT i BLRR
& BT BRI S Frid ARG B E TR R

[0142]  HE—5 i, Frid SR BC BARE R 505, I8 T, 243 il ik #4 hil 1E TREEUSC A o i 3%
F 5 Frdk B A AR HR 1 B ARSI, 2538 4T BT B2 A2 5, T2 A iR B A 2 /73 =K B Ar
FCPR LA AR B At AS B 5 > 30 ok % i 226 S0 e e FH P 1 ode 86 55 P i ks P A SRR o 16 B B S PR
I8, 32 4T Bk B2 RE 3 i 3248 B 2 FH A2 7175 3R 59 ik B A BRR A 1 B ARBURR

[0143]  SLjEH S

[0144]  [&] 6 J2 A% BH — i B FH R P 2 b ek 7 () S R s ] 2 1B 1) S — S i 49] 1) 2 B 45 4
L S G B 6, AR B PN R P 2 R B R SR A A E R E AR T

[0145] 556, Bk A PR BN A 501 For ) 21 A B 2 5 22 Bk, 2 4 A i B F R 17 1) 22
BEERE, U DU B B R v SR IRER T BT B AR 5

[0146] I Fir ks B2 FH A s 1 SR 3R B i A PR, = 22 RS SR. B 00 A e o ¢y iy ks o W A
501a SE . FTid MW isEE 501a H TR FH A WALk i LR A%y 0 52 R 7 e s R 11 3
AT WE W, AT HR W it B R P () 22 e R

[0147]  Horp, Frid IS Wr A 501a Jxf BN AR 7 B9AT B AT I8 T, e it o AR 28 2 H (R 2

RIRE P g O, 15 20 A S BURAE 20 APK SO ST @b APK SCAFA5 21 i I A SR 145
5

N o

[0148] PR R PR I IS Sl G PR AE BT AL 501b, T SR M Hr I EL) DhREAE T
[0149]  filR K Frik APK SCAFFF3EAT e 4% 35, REX AndroidManifest. xml fc & SCAF

[0150] S0 Firak i B SO AT B AT 4, PRIk B F AR 7 1 SR B B A BUR

[0151]  HFRAF Pk AR P 1E R T A BUR 2 5, 75 22 A ik o 504, frid 7R
R 504 R % B HR 1 B B2 A2 715 SR B T A ARG BT 53R IR R gs -
[0152] N4 Pk BT AR5 B R 7R 48 P 2, FITiR 22 2 87 SRS 502 I W F P A i
T ka0 2 FH P fic R 22 25 Tl e, ) i 57 Bk i R TS T P s 2 256 R DA B i i i A LR
[0153]  SE/RAREHL 504 SR 22 E T, ke I iR 22 2 g R 6 B, BRI A B 7R AR 504
X4 BRI 1 i 3 B FH 2 547 SR () B A AR S 233047 21 38 FF i Fr i AR AE I8 ) 48 1] 3 T
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YN IR

[0154] R HH P 5 B BOSR F 1)  OEAT B 2 S5 » BT AR TC EAR R 505 SRELH = % iy
R R G PR 1 T A R R 45 S AR YR BT IR AR 45 SR, X Birad B2 #2 5 Hh A - B o e

FEH B ARBR AT E

[0155] ik Birad 4 il 1 TR USCH 7 IR BT I ik B A BURR o 1) B AR BUR B, #5738 4T

FITid SRR T2 A0 BT 7 A AR i R B ARBUR LA S At AR

[0156] ek Fa il 12 TS HH 7 IR0 e 16 20 P B odk i A BUBR (1) B AR AR B, 384T P it B2

FHFE S, F2880 A B AR P18 SR 1 BT B A R H (1) B ARBLR

[0157]  al,—Fp i AP 228 1 FE IR SR §a il 75 v, JLARAEAE TS

[0158] Xk il B A B2 FH AR T e e ), $2 0 FT R B IR /5 16 e e E A, 1 I i ik 2 FH 72 7

W SRR B BT A BUR , F-5 B M 2 () Br ik e A BUR R R H T

[01591 W& Wy FHI 7 (35 ARk 7R, A I 2 P i 22 266 Dy g, Dol I8 By i % 73804 BT ik

B ARV iR BT A B

[0160]  FEAGIN Pk 2 25 3E 72 56 B, 2 7R Fid BT A B RR ()4 il T

[0161]  ZRELH Xk R G AR B4 filk T Ve 45 3, FFR IR PR BB 45 3L, XL prig

AR R R P BT e VR B AR AR AT R E

[0162]  a2.f al Frik 7515, HAFHEAE T, Tl B R e () 22 2 g 7, 1 — A0,

[0163] R H WAL %S Bk B R 7 16 B2 72 7 g AR 22 TV BRAT M i, A Hh W B id iz

P71 2 25 3 7R

[0164]  a3. 40 al BTk 7775, HAFEAE T, W5 IR B A 2 PP i SRR UM BT A B, 1 —

AL

[0165] S FTIA B FH R 7 BOAT b AT W W, 3 ek 18] PR ARE 2 J2 o 1 B FH R e R B2 11, 19 381

A5 RURAE B I APK SCHF 5

[0166]  JEILMEHT APK SRS RIBTIR BT A BUR (S B

[0167] a4 @l a3 AR\ T %, HAFELE T, IRk i@ AT APK Iﬁtﬁ%ﬂﬁﬁﬁﬁﬁﬁ BRI B

— B ALFE

[0168]  fift R Pk APK S 18R4T I 9m ¥, 3R X AndroidManifest. xml fic & AT 5

[0169] X BT e B S BRAT AT H1 48, S BB B FE 715 SR I BT A AR

[0170] a5 al Bk 75 v2:, HAFAEAE T, AEAGr il v ikt 22 2 37 52 By, 27 ikt B A AL

PR PR e I, 1 — D A0 -

[0171] X2 BRI (1) Brad 2 A2 7738 SR (4 Bir G AR5 B AT 51 38 IR 1 ik AR B

PEHE TR P

[0172] a6 Wi al ARk 7k, JERAEAE T, X BT it N F2  vh FH P B Se R 80 B AR BRR

BATRCE , 3 — b FE,

[0173] Y ik v o 42 il e SRR WS P e B Ja B iR B A BUR 9 E A BRI, 5 ia

AT IR LR, WA TR B RE 15 3K B ARBUR PSR ) AR

[0174] e 3ok Fa il e S0 7 B9 B 50 P i BT AR Hh 1) B AR BRI, 3847 Frid o2

FHFR T, $2 A AT IR B A A2 P43 SR B BT B A BURR HH () B ARBCRR

[0175] b7, — PR TR T 2R FE BRI 28 B, BT, AF Tk
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[0176] BB MM H, BT 2286 0 214 B PR 7 2226 I, 20 Fd B A 2 7 1 e 26 1 7,
I B i 97 P R P47 SRR A BT A AU

[0177] e A, AT Ma W A ARV E R, Sk 0 28 FH P i 22 266 T &, T w52 Ffy
A R TRAT BTk 2 25 3 2 A BT iR Fr A BURR 5

[0178]  WoRABEEL, A TR Firadd BCPR e A e s 00 280 %) BT ik B AR J 7 g F s T
o W Fr 3R 2 255 THE R S8 R, S BT IR B A SR P 1 e T

[0179]  AUPRTEC B ALHL, AT 3REUH 7 o0k Brid 3 b R 42 il e T () e AR 45 2R, HER AR B
RHEAELE AL, A BT Id B AR PP o P B VR B AR BUR AT RO &

[0180] b8 41 b7 FriAMAL &, HAFEAE T, Frid AU I JA B, 3k — D40 4% I Wr dSi ke,
[0181] Bk M WrAst ke, F T 5% A H B AL T Bk B2 FH 2 7 ) B2 R e g PR 2 1 AT R
W, M TS HH BT BT 3 B FH R e 1 22 2B i R o

[0182]  b9.WI b7 FrRMEEE , HAFEAE T, IR sk, i — D R T -

[0183] X Brid B AR 7 BOAT AT I W, ad ok P HHEZR = h R R R R P dm i 1, 15 3
AL SRR B APK S

[0184]  JELMEHT APK ST BB A PG BRI B

[0185]  b10. %1 b9 AR &, HAEFEAE T, FriA B R BB, gt — D AR R A s
[0186] B ik HL PR M # AL B, A T % & B 38 APK ST F JF #F 47 & % %, 3R B
AndroidManifest. xml o & CA1F ;

[0187] S0 Pk B SO AT BAT H 4, 1R EUArR N AR 715 SR B B A BUR

[0188]  b11.%1 b7 Frik 2 &, HAFEAE T, Bk B, E— 2 T -

[0189] X4 B2 (1) By ik B FH A% 17 1 3R 1 B A A SR A5 BBt AT 71 2R JF i i B FR A B 1)
EHE IR R .

[0190]  b12.%1 b7 FrikI2E &, HAEAE T, Frid BURAC B, #—0H T,

[0191]  idadk pirad 4 il e SRS FH P (R BT I Fiodt i AR A 1) B BB R I, 2 1847
Fids SRR 7, W2 480 Bt 2 FH R 737 2R B FRABRR AR 1 A AR

[0192] Mk 4 il e TS FH P ) e 936 9 AT B ok i AR R 1) L BB RR N, 38 AT BT ik B2
FHRE PNy, TR BT I B AR 4 =R I it i AR 1) B AR AR

[0193] IR ULBH R FFH A 1 A R B B985 T D0 3% SETE 491, AH Q0 aiy Fir it , B2 >4 P i AN B
FEAE R PR T A SC T i BT 2K, A REB A & 0k HoAh SE 1] i AR, i ml T2 A HAR A 5
B R8T, I BEE AE A ST IR J B A AR B A, e o b o 2505 BSURH 5% 0L 1 43 R B A iR
AT B ARSI 52 B AT 1) e sl A AR A AN B 55 4% i BH (R RS R0 9 L, DI E AE AR
BH T BESCR) B SR AR SE R A
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W v A 2501 a:
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I B AndroidManifest. xmlBz H 4
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