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control protocol, such as an NFC-protocol compatible smartphone or similarly functioning device, and alternatively by an RFID reader
utilizing a different protocol capable of supporting efficient high-speed anti-collision features for enabling fast inventorying at item
level of retail store items, warehousing, customs and logistics operations over considerably greater interrogation distances, where both

protocols utilize substantially the same carrier frequency.
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MULTIPURPOSE RFID TRANSPONDER AND A SYSTEM FOR READING IT
[6001] This application claims the benefit of the following two applications, each
of which 1s hereby incorporated by reference in uts entirety: 1) U.S. application No.
16/567 853, filed on September 11, 2019; and 11} U.5. Application No. 16/885,085, filed
on May 27, 2020, as a continuation-in-part of U.S. Patent Application No.
16/567.853.

FIELD OF THE INVENTION

[0002] The present invention relates generally to wireless cormmunication
svstems, and more particularly to Radio Frequency Identification (RFID)
echnology information exchange using a passive transponder based inductive
magnetic field coupled RFHD system.

BACKGROUND OF THE INVENTION
[0003] RFID technology emplovs a radio frequency (RF) wireless communication
fink and small embedded integrated circuitry-based Iabels or electronic
transponders (“tags”) to create a system allowing physical objects 1o be uniquely
identified and their movements {racked. The tags function as item-level unique
“RF barcodes™ that communicate with a reader device (also referred to as an
“interrogator” or “reader”} without requiring line-of-sight scanning or singulation
of the objects. The action of “reading”™ a tag refers to an RFID reader-device
glectronics transmitting interrogation messages to the proximately disposed tag or

tags and recetving response signal{s) in retum.
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[3604] The embedded tags are generally “passive,” meaning they have no
batteries but are instead powered entirely by the RF interrogation field of the
reader device. Many of the features of today’s passive tags have been described
by one of the present inventors in U.S. Patent Nos. 5,523,749 and 5,793,305,
which are hereby incorporated by reference in their entirety.

[B0805] A typical RFID system includes two primary types of components: a
reader device and a tag. The tag 1s typically a miniature label-like device
assembly containing an integrated circuit ("1C7) chip and an antenna mounted on
a flexible plastic or paper substrate, capable of responding, via a wireless air
interface channel, to an RF interrogation signal generated and transmitted by the
reader device. The tag is configured 1o generate a return reply signal in response
to the RF mterrogation signal emitted by the reader, the response signal being
modulated in a manner to convey identification or other data stored within the tag
or remotely in the cloud (e.g., on the Internet) back to the reader device. As used
herein, the term “cloud” is meant to broadly encompass all remote data storage
configurations. There are manv different types of RFHDY systems, used in
numerous different and varied applications, implementing different air interface
and data communication protocols.

[0606] Some applications may require an RFID reader to interrogate (read)
multiple tags (attached to different products) in a single interrogation session.
This may happen, for example, in mnventory applications, where a reader is
located some distance away from multiple products with tags on them, and the

interrogation signal generated and broadeasted by the reader reaches mudtiple tags
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at substantially the same time. In such multi-tag reading environments, because
different tags may respond to the same interrogation signal at the same time, their
return reply signals may collide (interfere with each other), preventing the reader
from successfully reading the tags. To overcome this tvpe of problem in multi-{iag
reading environments, some RFID systems use what are called anti-collision
communication profocols. Such protocols etther minimize the chances of
collisions occurring or can recover from the detected collisions, allowing the
reader to successfully read the entire population of tags.

[6607] In applications where a reader 1s very close to a tag, essentially creating a
single-tag reading environment, the danger of collisions or signal interferences is
very low. As aresult, communication protocols utilized i such application either
do not have anti~collision features or have very weak anti-collision features. One
example of such a protocol is a Near Field Comnmunication ("WNFC”) protocol, in
which a reader is generally positioned less than a few centimeters away from a
tag.

G008] In the NFC protocol, however, tag-to-reader communications take place in
response to convmands issued and transmitted to a tag by the reader. Such
commmnication protocols are referred to as “command-and-control” protocols.
[0609] In contrast, some protocols do not require the reader to send ouwt
commands. Instead, once an inferrogation signal has powered up a tag and the
protocol has been detected by the tag’s circuitry, the tag returns a reply signal
without watting for any interrogator commands. Such protocols are referred to as

“commandless™ protocols.
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(06016 RFHD systems can generally be separated into three frequency -
dependent categories — (1) systems operating in a low frequency ("LF”) band
{from 125 kHz to 134 kHz), (2) systems operating in a high frequency (“"HF”)
band (from 3 MHz to 30 MHz), and (3) systems operating in an wltrahigh
frequency (“UHF”) band {(from 860 MHz - 960 MHz) — each category having its
own charactenistics and presenting different technological challenges for RFID
systermn designers. Presently, however, most of the technical discipline and use
cases of RFID technology lay in the HF and UHF categories, each imposing
different design consiraints. For example, tags operating in the HF frequency
band typically require a multi-turn loop style magnetic H-field responsive
antenna, while tags operating in the UHF band tvpically use an electric E-field
responsive dipole-style antenna.

60011} Another distinguishing feature between HF and UHF RFID
svstems is the way energy transfer between reader and the passive tag is
conducted. For example, in RFID systems operating in the HF band, energy
transfer occurs entirelv through inductive coupling by RF transformer action, by
means of the magnetic H-field and associated magnetic flux lines passing through
the proximate tag antenna coil [loop]. As a result, energy coupling for both
transponder powering and data exchange occurs via the highly localized near-
field, where radio frequency signals decay very rapidly over a relatively short
distance. Because of the mherent near-field charactenistic of the H-field
technology, the interrogation and tag response signals of HF systems die off very

rapidly beyond the intended coverage area. Consequently, surrounding
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environmental effects and variations have much less of an impact on HF-system
performance, resulting in very robust tag reading characteristics.

[66012] On the other hand, RFID systems operating in the UHF band work
by the energy fransfer and data communication mechanism of far-field radio
propagation of an electromagnetic wave that 1s radiated from an RFID reader
antenna and propagates great distances in free space, imparting long-range
capability to such RFID systems. Real power measured in units of Watts/m? is
conveyed in the propagating wave by an E x H Poynting vector and the notion of
adjusting the radiated reader power o establish and define an arbitrary read-zone
size. The tag data reply communication is produced by reflection of a small
amount of that incident RF power in the form of modulated backscattered radio
waves to convey communication protocol control signals and identification
mformation from the tag to the distant reader. Unlike the HF svstems, UHF
systems suffer from environmental multipath propagation problems.

100013] Increasing the radiated power emanating from the UHF reader
antenna increasingly dluminates a larger 3-dimensional volume of space
containing a broad constellation of tags placed on a variety of different physical
objects. The greater the antenna radiafed power, the greater the attainable
powering and communication distance between the reader and tags.

[06014] In such radiated UHF electromagnetic wave, the propagated energy
disperses and dissipates at a relatively slow rate with a gentle 1/R? decay law
{where R is a distance from the reader’s antenna to the tag). As a result, the more

uniformly spread UHF reader energy can power and commuumnicate with passive
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RFID tags over distances spanning many meters. Because the extent and
coverage of the atiainable read 7ones is proportional 16 the RF power level, higher
radiated power directly equates to larger read zone, with a substantial increase in
the tag’s effective powering and communication distances.

[006015] By contrast, in an inherently shorter-range magnetic field (“"H-
field”) mductively coupled HF RFID system, tag powering and tag-to-reader
comimnunication is considered to be a coupled RF (“RF transformer™)
configuration, in which the primary winding of the notional transformer
comprises the reader antenna coupler coil and the secondary winding of the
notional transformer comprises the tag’s coil. Anv impedance change in the
secondary winding of the “air coupled” RF transformer caused by tag load
madulation of the magnetic flux line linkages is transformed into a small
mformation and data carrying back-EMF in the reader antenna coupler coil, in
which the small-signal perturbations are duly sensed and decoded by RF receiver
circuitry in the reader.

[00016] Driving an RF current through the reader’s antenna coupler coil
creates a highly localized magnetic field, the intensity of which in units of
amperes/meter {A/m) is directly proportional to the current. The magnetic flux
associaied with that local field integrates the field over a local surface area and is
the appropriate metric in considering the total amount of magnetic field passing
through the proximate tag coil. The resultant energizing voltage induced in the
tag coil is proportional to (1) the number of magnetic flux lines passing through

the enclosed area and (1) number of loop tumns comprising the tag coil. This is
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classical transformer action between two proximate coils having mutual
inductance and an associaied coupling coefficient.

[66017] One important characteristic of such magnetic-energy-exchange
configurations lies in the spatial extent of the three-dimensional field coverage
provided by the reader. In these configurations, the three-dimensional field
coverage is primarily determined by the geomerry and dimensional size of the
reader’s antenna coupler cotl. Within the physically enclosed coil boundaries, the
magnetic field and flux in the lateral direction are reasonably constant in
magnitude. Bevond those enclosed coil area boundartes, however, magnitude of
the field rapidly decays with distance R from the antenna following a very steep
inverse cube 1/R’relationship. As a result, incrementally changing magnetic field
strength at the reader’s antenna by increasing the anterma coil RF current does not
change and extend interrogation distance coverage in any appreciable manner.
Instead, the interrogation distance coverage depends primarily on the magnitude
of the tag’s activation field-strength threshold.

[00018] Another distinguishing feature of the HF magnetic fields is their
tolerance and imnunity to the deleterious effects of hiquids and lossy dielectric
materials associated with many items to which the tags are attached. These robust
environmental tolerance characieristics contrast with UHF RFID systems, which
exhibit constrained read performance in this respect.

[0G019] Accordingly, as explained above, important operational
distinctions exist between radiative far-field UHF RFID systems and the inductive

near-field magnetic H-field coupled HF RFID systems. Within the HF system
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category of RFID, however, there exisis a further technology subdivision of very-
short-range NFC identification systems, eartier identified. This subdivision is
predominantly based around the now ubiquitous smartphone as the consumer
empowered electronic label reading device that can read tags at up to only a few
centimeters. These systerns use a well-known NFC communication protocol that
operates at a single 13.56 MHz carrier frequency, which is in the HF band.
Notably, today’s smartphones and other RFID-enabled consumer devices do not
embrace UHF readers for UHF tags.

LHEpALY It 1s known to have a multi-frequency passive tag with two
operational modes, one mode using a communication protocol in the HF band.
e.g., the very~-short~range NFC protocol, and the other mode using a second
commuication protocol in the UHF band. Because of the fundamental
differences in the requirernents of the HF and UHF systems, however, including
the use of very different carrier frequencies, such prior art tag utilizes dual
antennas and an application specific infegrated circuwit (“ASH"} that 1s complex,
making both the ASIC and overall tag large and expensive. As a result, such a tag
is not useful for ultra-low-cost applications and where hundreds of billions, even
trilions of items globally need to be uniguelv i1dentified.

[0G021] Despite the different RFID system architectures and protocols that
exist today, there is nead for a passive low cost tag having a dual personality with
two distinct modes of air interface protocol operation, wherein one mode the tag is
capable of being read bv an inferrogator using one communication protocol, and

altematively by another interrogator operating in the same zone
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{geographical/jurisdictional area or location} by means of a different protocol,
such that both protocols operate on substantially the same carner frequency.
[66022] Furthermore, there is need for a passive iow cost tag that has a dual
personality with two distinet modes of air interface protocol operation, wherein
one mode the tag is capable of being read by an interrogator at close proximity
range and altematively by another imterrogator operating in the same zone
{geographical jurisdictional area or location) by means of a different multi-tag
reading protocol capable of reading a tag at a non-close (Jong) ranges utilize
substantially the same carrier frequency.

[G0023] Furthermore, there is need {or a passive low cost tag that having a
dual personality with two distinct modes of air interface protocol operation,
wherein one mode the tag is capable of being read by an interrogator at close
proximity range by a command-and-~-control type protocol and altematively by
another interrogator operating in the same zone (geographical/jurisdictional area
or location) by means of a different multi-tag reading protocol having robust anti-
collision features and capable of reading a tag at a non-close (long) range, such
that both protocols utilize substantially the same carrier frequency.

[00024] Furthermore, there 1s need for a passive low cost tag that has a dual
personality with two distinet modes of air interface protocol operation, wherein
one mode the tag is capable of being read by an interrogator at close proximity
range by a command-and-conirol tvpe protocol and alternatively by another
interrogator operaiing in the same zone (geographical/jurisdictional area or

focation) by means of a commandless multi-tag reading protocol having robust
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anti-collision features and capable of reading a tag at a non-close {long) range,
such that both protocols utilize substantially the same carrier frequency.

[06025] Furthermore, there is need for a passive iow cost tag that has a dual
personality with two distinet modes of air interface protocol operation, wherein
one mode the tag 1s capable of being read by an interrogator at close proximity
range by an NFC-type protocol and alternatively by another interrogator operating
in the same zone (geographical/jurisdictional area or location) by means of a
commandless multi-tag reading protocol having robust anti-collision features and
capable of reading a tag at a non-close (long}) range, such that both protocols
utilize substantially the same carrier frequency, such as 13.56 MHz.

[606026] Furthermore, there 1s need for a dual~-mode, low cost, passive tag
using a single multi-turn loop antenna to commmuricate with different interrogators
that utilize different communication protocols operating on substantially the same
carrier frequency.

1000271 Furthermore, there 1s need for an RF1D system that utilizes the
mventad dual-mode passive tag, wherein interrogator-fo-tag reading range is
ncraased using an improved interrogator circuitry comprising a directional
mterrogator antenna with an axially focused magnetic field.

[6G028] The RFID industry is full of inefficient compound margins,
fragmented solutions, and cost and value propositions that are out of svnch. I is
an object of the present invention to fill a long felt need and perceived failure of
others to address problems facing particular technical and market areas that have

gone unsolved for a long time and {0 overcome deficiencies of the prior art.
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[66029] Improved functionality and lower-cost RFIE tag technology of the
present dual personality mvention will support ALL brands and retailers
irrespective of size, enabling customer retention — both online and offline - as
well as facilitating direct two-way consumer inferactions and user experiences,
enabling product authentication, willingly received personalized [pull]
advertising, manuals, coupons, gic. Additional direct beneficiaries are throughout
supply chain, pharmaceutical, logistics, law enforcement and payment industries.
SUMMARY
[G0034] The present invention provides a single-frequency magnetic field
mduction coupled RFID system for scanning and reading at least one object
having an RFID tag or inlav label device attached or embedded therein to impart a
unique identity to each of the objects. The mnvention further provides an RFID tag
having two distinet modes of air interface protocol operation, where the tag is
capable of being read at close proximity range bv a device utilizing a command-
and-conirol protocol, such as with an NFC-protocol compatible smartphone or
stmilarly functioning device, and alternatively by an RFID reader utilizing a
different protocol capable of supporting efficient high-speed (fast) anti-collision
features for enabling fast inventorying at item level of retail store items,
warehousing, customs and logistics operations over considerably greater
interrogation distances, such that both protocols utilize substantially the same
carrier frequency.

[00031] in one preferred embodiment, the carrier frequency 13 13.56 MHz.
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[66032] In one embodiment, the fast anti-collision protocol is a
commandless protocol.
[66033] In one embodiment, the present invention merges and integrates

together the hitherto segregated parallel disciplines of traditional high-
performance longer range HF RFID systems with the closely related and today’s
predominantly smartphone based very-short-range NFC technologies into a single
dual-mode HF tag architecture sharing a single ASIC chip capable of working
optimally in both of these application scenarios.

[60034] In one embodiment of the present invention, a passive single-
carrier-frequency RFID tag possesses two distinct alternative operational modes:
Mode 1, for operating in a consumer or individual reading scenario using a
mahile phone or similar device less than a few centimneters (referred fo as near-
touch-reading or single-tag-reading); and Mode 2, for longer range multi-tag
reading applications requiring fast anti-collision capability, for enabling a raft of
nventory/supply chain (logistics) and retail store based Point-of-Sale and/or
Point-of-Interest applications. In one preferred embodiment, both protocol
engines are implemented on a single ASIC chip, and share a common memoiy,
preferably a read-only memory, and a simple uniquely coded ID inscribed during
chip manufacture.

[36035] In one embodiment, the tag is a passive dual-mode tag comprising
an ASIC and a multi-turn foop antenna, where each of the two alternative
operative modes implements a different communication protocol, with both

protocols using substantially the same HF carrier frequency.
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[36036] In addition, in one embodiment, one of the modes is a default
operating mode using an existing ISO/IEC 14443 A stvle protocol for ensuring
backward compatible seamless operation with smariphone and other NFC-reader
devices, and the other mode is using a low power consumption fast anti-collision
protocol reserved for the longer read distance item inveniorving or other supply
chain or mudti-read related data capture needs. The latter mode being invoked by
a special protocol mode-switch signal emanating from the higher power in-slore
{supply chain reader). In this manner, supply chain continuity s extended right
up to the consumer level, for enabling direct interaction with products via
ubiguitous smartphones and other NFC-reader devices.

60371 In one embodiment, the tast, anti-collision mode of the fag 1s
imnvoked by the reader issuing the appropriate urique communication mode-switch
frigger event when such fast tag capture capability 1s required, e.g., inventory
applications, supply chain apphications, Point of Sale ("POS™) applications, etc.
At other times, the tag may default to 1is native NFC Data Exchange Format or
NDEF compliant NFC response mode, used by such tag readers as smartphones,
PDAs, or similar NFC enabled portable consumer devices. As a result, a portable
device is never exposed to any unfamiliar or mcompatible tag responses. When
interrogated by a smartphone, a PDA, or similar NFC enabled portable consumer
device, the tag will dulv respond with a standardized NFC Forum NDEF
compliant message.

[66038] In one embodiment, in a minimalist Mode 1, the tag emulates the

behavior and data field format of a conventional NFC tag when the tag is excited
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by the weak RF field from a low-energy handset, such as a smartphone; and, when
the tag is aliernatively irradiated and strongly excited by an interrogation field
from conventional HF readers, in apphication use cases requiring fast multiple
read inventorving of simultaneously present large groups of tags, the tag
automatically changes to the high performance fast anti-collision signaling mode.
The mode transition trigger may be the powering RF field strength threshold or,
altemnatively, a uniquely defined break (interruption dip or gap) in the reader’s
continuous wave ("CW”) RF power field, or such other distinctive and eastly
implemented mode-selection communication means that the tag circuilry can
readily sense and appropriately respond to.

[36039] In one embodiment, the tag reacts to an explicit and uniguely
purposeful mode-switch trigger signal emanating from an inventorying reader to
shift out of 1ts default NFC mode into a high-performance fast anti-collision mode
terporarily, atter which it reverts to its base level NFC functionality. In another,
alternative embodiment the tag may remain locked in the high-performance fast
anti-collision mode.

100040] In one embodiment, the invention provides for a handheld reader
having a directional antenna capable of projecting its tag-irradiating powering and
communication field over considerably greater coverage distances to facilitate
efficient inventorying function of reading a large aggregated population of tagged
items carrving relatively small-dimensioned tags when they are operating in a

high-performance fast anti-collision mode.
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[00041] In one preferred embodiment, the tag’s ASIC architecture relies on
hard coded factorv-programmed Unique ID numbers ("UIDs™) that are not field-
programmable, making them secure and difficult to counterfeit. In such a use
scenario, the UID numbers relate solely to the tag manufacturer’s daiabase for
verification. Such database could be manufacturer’s i-house database or it could
be a “cloud” database. With brand owners, facing rigorous competition and
financial logses from grey goods manufacturers and surreptitious parallel market
channels increasing their anti-counterfeiting requivements, the unique UlDs can be
used for product authentication and additionally for secure payments.

[00042] Additionally. the internal architecture and implementation of the
serniconductor integrated circuit component of the tag follows a miniroalist
approach, whereby the civcuitry area of the tag is small, and the ASIC chip is very
low cost {e.g., much less than USD one cent). One objective of the invention 1s to
enable ubiquitous, seamless, simultaneous fusion and amalgamation of NFC
technology with high-performance HF RF1D technology at unprecedented ultra-
low unit cost.

100043] In one disclosed embodiment, the minimalist air-interface
architecture and protocol concepts allow for a small ASIC die size, enabling an
witra-low-cost combination HF/NFC multipurpose tag. In one embodiment, the
integrated circuit die is designed to be less than 250 pm = 250 ym.

[00044] in one embodiment of the invention, a passive RFID fag

CoMmprises:
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4 aplanar muidii-tum oop antenna for enabling powering up of the passive RFID
tag via wireless induciive coupling of a magnetic field from an interrogator;
and

b.  an integrated circuit comprising

1. amemory sloring a unique tag identifier;

i, amodulator operatively coupled to the planar multi-tarn loop antenna;

#i.  ademodulator operatively coupled to the planar multi-turn loop
anienna,

iv.  adetector operatively coupled to the demodulator and configured to
determine a communication protocol of an interrogation signal;

v. acontroller operatively coupled to the detector, the controller
configured to operate the passive RFID fag in a first operating mode
and in a second operating mode;
wherein the first operating mode enables the passive RFID tag,
positioned in a location, to communicate via the planar multi-turn loop
antenna utilizing a first carrier signal having a first frequency, with a
first interrogator using a first communication protocol;

wherein the second operating mode enables the passive RFID tag, positioned in

the location, to communicate, via the planar multi-turn loop antenna utilizing a

second carner signal having a second frequency, with a second interrogator using

a second communication protocol; and wherein the first frequency is substantially

identical to the second frequency. As used herein, and throughout the
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specification, the term “substantially identical™ also inchudes within its scope the
first and second frequencies being identical.

[30045] In one embodiment of the invention, the first frequency of the
passive RFID tag is an HF frequency, for example 13.56 MHz.

[GG046] In one embodiment of the invention, the first communication
protocol of the passive RFID tag 1s an NFC-type protocol.

[GG047] In one embodiment of the invention, the first communication
protocol of the passive RFID tag 1s a short-commumication-range command-and-
conirol protocol.

[00048] In one embodiment of the invention, the second communication
protocod of the passive RFID tag 15 a commandless asynchronous protocol having
a communication range that 15 greater than a communication range of the first
communication protocol, and wherein said controller enables transmissions of the
unique tag identifier to the second interrogator via a random hold-off-and-
retransimit scheme.

[00049] In one embodiment of the invention, the random hold-off-and-
retransimit scheme comprises repetitively transnutting the unique tag identifier in a
pseudo-random manner at an average duty cycle between about 0.2 percent and
about 4 percent. In one embodiment of the invention, the random hold-off-and-
retransmit scheme comprises repetitively transmitiing the unique tag identifier in a
pseudo-random manner at a data rate between about 64 Kbits/sec and 256

Kbits/sec.
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[G605G] In one embodiment of the invention, transnussions of the unique
tag identifier include data encoded using a pulse position encoding technigue.
(00051 In one embodiment of the invention, the first operating mode of the
passive RFID tag is a default operating mode, and wherein the tag’s controlier is
configured to switch from the default operating mode 1o the second operating
mode upon tag’s protocol detector detecting a trigger (trigger event).

[GG052] In one embodiment of the passive RFID tag, the second carrier
signal 1s a continuous wave carrer signal, and wherein the trigger is a level of the
magnetic field excitation that is greater than a predetermuned threshold.

[G0053] in one embodiment of the passive RFID tag, the second carner
signal 1s a continuous wave carrier signal, and wherein said tngger is one of {a) a
short interruption in the second continuous wave carner signal and (b) a
moduiation dip in the second continuous wave carrier signal.

[00054] In one embodiment of the passive RFID tag, the tag’s coniroller is
configured to enable the tag to remain in the second operating mode for a
predetermined period of time. In one embodiment of the passive RFID tag, the
predetermuned period of time is selected from a group of time periods comprising
a temporary duration and a permanent duration.

[00G055] in one embodiment of the passive RFID tag, the unique fag
identifier is hard coded into the tag’s memory during manufacture of the passive
RFID tag. In one embodiment of the passive RFID tag, the memory comprises at

least one of a metal mask, a laser fuse, and a one-time-programmable antifuse
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read only memory, or other methods known to those skilled in the art of hard

coding IC chips, in read only memory.

[0G056] in one embodiment of the invention, a method of using a passive
RFID tag, comprises the steps of!
(a) providing the passive RFID tag comprising
(1) a planar multi~-turn loop antenma; and
{11} an miegrated circuit comprising
a memory storing a unique tag wdentifier;
a modulator operatively coupled to the planar multi-turn loop antenna;
a demodulator operatively coupled to the planar multi-tum loop
antenna;
a detector operativelv coupled to the demodulator; and
a controller operatively coupled to the detector, the controller
contigured to operate the passive RFID tag in a first operating mode and in a
second operating mode; wherein the first operating maode enables the passive RFID tag,
positioned m a location, 1o communicate, via the planar multi-turn loop antenna utilizing
a first carrier signal having a first frequency, with a first interrogator using a first

communication protocol;

wherein the second operating mode enables the passive RFID tag, positioned in
the location, to communicate, via the planar multi-turn loop antenna utilizing a
second carrier signal having a second frequency, with a second interrogator using

a second commumication protocol; and
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wherein the first frequency is substantially identical to said second frequency,

)] transimitting an interrogation signal to the passive RFID tag;

{c} using the planar multi-loop antenna to wirelessly inductivelyv couple a
magnetic field of the interrogation signal to power up the passive RFID tag;

G using the detector to determine a commumication protocol of the
interrogation signal, the determined communication protocol being one of the first
comimnunication protocol and the second communication protocol;

{e} using the controller to operate the passive RFID {ag i an operating mode
corresponding to the determined communication protocol, the operating mode

being one of the first operating mode and the second operating mode; and

{H wirelessly communicating, via the multi-turn loop anterma, the tag
identifier using the determined communication protocol in response to the
interrogation signal.

[G00S7] In one embodiment of the method of the present invention, the
determined comumunication protocol 1s the first commumcation protocol with the
first carrier frequency in an HF frequency range, for example, about 13.56 MHz.
[B0G058] In one embodiment of the method of the present invention, the first
commuication protocol 1s an NFC-type protocol.

100059] In one embodiment of the method of the present invention, the
determuned commumnication protocol is the second commumication protocol, the
second conununication protocol being a commandless asynchronous protocol

having a communication range that is greater than a conununication range of the
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first communication protocol, and wherein the step of wirelessly communicating
the tag identifier in response to the interrogation signal comprises transmitting the
unique tag dentifier via a random hold-off-and-retransmit scheme.

[0G060] in one embodiment of the method of the present invention, the
random hold-off-and-retransmit scheme comprises repetitive transmissions of the
unique tag wdentifier in a pseudo-~-randorn manner at an average duty cvcle between
aboui 0.2 percent and about 4 percent. Tn one embodiment of the method of the
present invention, the random hold-off-and-retransmit scheme comprises
repetitive transmissions of the unique tag identifier in a pseudo-random manner at
a data rate hetween about 64 Kbits/sec and 256 Kbits/sec.

[66061] In one embodiment, the method of the present invention includes a
step of encoding the unique tag identifier using a pulse position encoding
techmque.

[00062] In one embodiment of the method of the present invention, first
operating mode is a default operating mode, and wherein the controller switches
the passive RFID tag from the default operating mode to the second operating
mode upon the defector detecting a trigger.

[00063] In one embodiment of the method of the present invention, the
second carrier signal is a continuous wave carrier signal, and wherein the step of
the detector detecting a trigger comprises detecting a level of magnetic field of the
interrogation signal that is greater than a predetermined threshold.

(36064 ] In one embodiment of the method of the present invention, the

second carrier signal 1S a continuous wave carrier signal, and wherein the trigger
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is one of (a) a short interruption in said second continuous wave carrier signal and
(b} a modulation dip in said second carrier signal.

[36065] In one embodiment of the present invention, the method further
comprises maintaining the passive RFID tag in the second operating mode for a
predetermined period of time. In one embodiment of the method of the present
invention, the predetermined period of time 1s selected {rom a group of time
periods comprising a temporary duration and a permanent duration.

[30066] In one embodiment of the method of the present invention, the
unique {ag identifier is hard coded into memory during manufacture of the passive

RFID tag.

[GG067] In one embodiment of the method of the present imvention, the
memory comprises at least one of a metal mwask, a laser fuse, and a one-time-
programmable antifuse read only memory.
[30063] The present invention covers an RFID system comprising:
(a) passive RFID tag comprising
£} a planar multi-tumn loop antenna for enabling powering up of the
passive RFID tag via wireless inductive coupling of a magnetic field; and
(1) an miegrated circuit comprising
a memory storing a unique tag identifier;
a modulator operatively coupled to the planar multi-tum loop

antenna;



WO 2021/050205 PCT/US2020/046605
23

a demodulator operatively coupled to the planar multi-turn loop
antenna;

a detector operatively coupled to the demodulator and configurad
to determine a communication protocol of an interrogation signal;

a controller operatively coupled to the detector, the controller
configured o operate the passive RFID tag o a first operating mode andin a
second operating mode;
wherein the first operating mode enables the passive RFID fag, positioned in a
location, to communicate, via the planar multi-turn loop antenna, using a first
commuication protocol utilizing a first carrier signal having a first frequency;
wherein the second operating mode enables the passive RFID tag, positioned in
the location, to communicate, via the planar multi-turn loop antenna using a
second conununication protocol utilizing a second carrier signal having a second
frequency; and
wherein the first frequency is substantially identical to the second frequency; and
b. a first interrogator for conmumunicating with the passive RFID tag using a
communication protocol that is one of the first communication protocol and the
second communication protocol.
130069] in one embodiment of the RFID system of the present invention,
the communication protocol of the first interrogator enables communication in a

HF frequency range, such as, for example, 13.56 MHz
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{68076 In one embodiment of the RFID svstem of the present invention,
the communication protocol of the first mterrogator is the first communication
protocol, the first communication protocol being an NFC-type protocol.
{06071 in one embodiment of the RFID system of the present invention,
the communication protocol of the first interrogator is the fivst commumication
protocol, the first communication protocol being a short-commumication-range
command-and-control protocol.

[606072] In one embodiment of the RFID system of the present invention,
the second communication protocol has a commumication range that is greater
than a communication range of the first communication protocol, and wherein the
communication protocol of the first interrogator 1s the second communication
protocol.

[006073] In one embodument of the RFID system of the present invention,
the communication protocol of the first interrogator is a commandless
asynchronous protocol, and wherein the controller of the passive RFID tag
enables transmissions of the unique tag identifier to the first interrogator via a
random hold-off-and-retransmit scheme. In one embodiment of the RFID system
of the present invention, the random hold-off-and-retransmit scheme comprises
repetitively transmitting the unique tag identifier in a pseudo-random manner at
an average duty cycle between about 0.2 percent and about 4 percent. In one
embodiment of the RFID system of the present invention, the random hold-off-

and-retransmit scheme comprises repetitively {ransmitting the unique tag
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identifier in a pseudo-random manner at a data rate between about 64 Kbits/sec
and 256 Kbits/sec.

[G6074] In one embodiment of the RFID svstem of the present invention,
transmissions of the unique tag ideniifier include data encoded using a pulse
position encoding lechnigue.

[B0075] In one embodiment of the RFID system of the present invention,
the first interrogator ts configured for use tn a fully avtomated application.
[00876] In one embodiment of the RFID system of the present invention,
the first operating mode 1s a default operating mode, and wherein the controller is
configured to switch from the default operating mode to the second operating
mode upon the detector detecting a trigger from the first interrogator.

[30677] In one embodiment of the RFID system of the present invention,
the second carrier signal 1s a continuous wave carrier signal, and wherein the
trigger is a level of the magnetic field excitation that is greater than a
predetermined threshold.

[00078] In one embodiment of the RFID system of the present invention,
the second carrier signal is a continuous wave carrier signal, and wherein the
trigger is one of (a) a short interruption in the second continuous wave carrier
signal and (b} a modulation dip in the second continuous wave carrier signal.
[66079] In one embodiment of the RFID svstem of the present invention,
the tag controller is configured o enable the passive RFID tag to remain in the
second operating mode for a predetermined period of time. In one embodiment of

the RFID system of the present mvention, the predetermined period of time 18
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selected from a group of time periods comprising a temporary duration and a
permanent duration.

[G608G] In one embodiment of the RFID svstem of the present invention,
the unigue tag tdentifier is hard coded into the tag’s memory during manufacture
of the passive RFID tag.

[B0081] In one embodiment of the RFID system of the present invention,
the memory comprises at least one of a metal mask, a laser fuse, and a one-time-

programmable antifuse read only memory.

[606082] In one embodument of the RFTD system of the present invention,
the first interrogaior 15 a portable handheld interrogator comprising a directional
antenna, the directional antenna comprising a solenoid cotl wound around a femie
rod core having magnetic permeability Mu in the range of about 40 to 250.
[00G083] In one embodument of the RFTD system of the present invention,
the ferrite rod 15 a cvhinder of a diameter D and a length L. and wherein at least
one of the diameter D and the length L 15 increased to allow the directional
antenna to generate magnetic field of at least about 0.15 amperes/meter away
from the ferrite rod.

[00084] in one embodiment of the RFID system of the present invention,
the first interrogator comprises {(a) a magnetic core solenoid loop antenna having
an inductance value L; and (b) a matching network in series with the magnetic
core solenoid loop antenna, the maiching network having an effective capacitance

value C, wherein the second carrier signal of the second communication protocol
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of the first interrogator is a continuous wave carrier signal in a HF frequency
range, and wherein the matching network and the magnetic core solenoid loop
antenna form a circuit having a resonant frequency that is substantially equal to
the second frequency.

[G0085] In one embodument of the present invention, the RFID system
further comprises a second nterrogator for communicating with the passive RFID
tag using the first communication protocol, the first communication protocol
being a command-and-control protocol.

[00036] In one embodument of the RFTD system of the present invention,
the first frequency of the first carrier signal of the first cornmurnication protocol is
about 13.56 MHz.

[G0087] in one embodiment of the RFID system of the present invention,
the first communication protocol 1s an NFC-type protocol.

[00088] The passive RFID tag may further communicate using a third
RFID communication protocol operating in a different (second) frequency band.
While the passive RFID tag of the present invention uses the first antenna to
communicate in the first and second protocols operating on substantially the same
carrier frequency or same frequency band (“first frequency band™), the RFID tag
communicates in the third protocol operating in a second frequency band using
another (second) antenna. For example, while the passive RFID tag may use the
first antenna to communicate in the first and second protocols in the HF frequency
band, the tag mayv further comprise circuitry and the second antenna for

communicating via a third RFID communication protocol in the UHF band or in
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the LF band. For example, the third protocol could be anv RFID protocol
conforming to say any of the EPCGlobal’s or ISQ’s standards, such as the
EPCGlobal Class-1 Generation-2 commumication standard, which is incorporated
herein by reference, or most notably the frequency agnostic Mode 2 unidirectional
commandless free-running RFID protocol additionally redeploved for operation in
the UHF frequency band, which 15 usefild for reading RFID tags over very long
range, multi-item, multi~read environments with read speeds that are higher than

speeds used with the HF systems.

BRIEF DESCRIPTION OF THE FIGURES
[60089] The accompanying figures, where like reference numerals refer fo
identical or functionally sinmilar elements throughout the separate views, together
with the detailed description below, are incorporated in, form part of the
specification, and serve to further tHusirate embodiments of concepts that include
the claimed invention and explain various principles and advantages of those
embodiments.
1006090] Figure 1 illustrates an RFID system in accordance with some
embodiments of the present invention.
{06091 ] Figure 2 shows a block diagram of the passive-dual-mode tag in
accordance with some embodiments of the present mvention.
[66092] Figure 3 1s a protocol flow diagram from a RFID tag’s perspective

int accordance with some embodiments of the present invention.
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[G0093] Figure 4 illustrates an asvnchronous protocol operation in a multi-
tag environment from the reader’s perspective over time in accordance with some
embodiments of the present invention.

[06094] Figure 5 illustrates the pulse position tag data encoding scheme in
accordance with some of the embodiments of the present invention.

[00095] Figure 6 18 an exemplary circuit model of an HF RFID system in
accordance with some embodiments of present invention.

[30096] Figure 7 1s a conceptual representation of the magnetic flux lines
emanating from a selenoid wand antenna projecting directionally toward multiple
RFID tags in accordance with some embodiments of the present invention.
[BG097] Figure 8 is a diagrammatic and circuit schematic of a magnetic
core solenoid loop antenna in accordance with some embodiments of the present
mvention.

[00098] Skilled artisans will appreciate that elements in the figures are
ithustrated for simplicity and clarity and have not necessarily been drawn to scale.
For example, the dimensions of some of the elements in the figures may be
exaggerated relative to other elements to help to improve understanding of
embodiments of the present invention.

[06099] The apparatus and method components have been represented
where appropriate by conventional symbols in the drawings, showing only those
specific details that are pertinent to understanding the embodiments of the present

invention so as not to obscure the disclosure with details that will be readily
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apparent to those of ordinary skill in the art having the benefit of the descripiion
herein.

DETAILED DESCRIPTION
[6G0100] The foliowing detailed description discloses some embodiments of
the passive dual-mode RFID tag and svstem of the present invention.
[B00101] RFID system consists of a host (such as a backend computer
networks, LANS, WANS, servers, databases, Internet cloud, eic.) and various RF
components. The RF component configuration comprises an interrogator (reader
device) and one or more passive {ags.
[G00102] Figure | illustrates an embodiment of the RFID systern of the
present invention. The RFID system 100 includes a passive dual-mode tag 2
located 1 an interrogation zone 12, The figure further depicted two interrogators
A and B, wdentified by reference numerals 4 and 8, respectively, for reading
mformation contained in the tag 2. This way, the tag can communicate with each
interrogator at different, alternate times. In the figure, the interrogation zone
could be an area, a geographical location, or a jurisdiction boundary within which
hoth interrogators can operate to read the tag of the present invention.
Interrogator A communicates with (interrogates) the passive dual-mode tag 2 via a
wireless link 6 using one communication protocol, and Interrogator B
communicates with {interrogates} the passive dual mode tag 2 via a wireless link
10 using a different communication protocol. Although the two interrogators
communicate with the tag 2 at different times, their respective communications

protocols use the same or substantially the same carrier frequency. Also, while
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both commumication links are shown as bidirectional, the present invention
contemplates using a commandless interrogation protocol, where, once the tag has
powered up and detected an interrogation signal, the rest of the information flows
from the tag to the interrogator only. Fach inferrogator may be communicatively
coupled to a host system.  For examiple, interrogator A may be coupled 1o host A,
reference 16, and interrogator B may be coupled to host B, reference 14, While
the figure illustrates the host systems as located outside the zone 12, one or both
host systems may be located within the zone, e.g., when the zone designates a
jurisdictional area. Moreover, the two host systems could be combined into a
single host system.  Although Figure | shows just one dual-mode tag, this was
done merely to illustrate the svstem from the mdividual tag’s perspective. In
practical applications, tag 2 may be surrounded or next to other tags and,
therefore, operates in a multi-tag environment. In fact, the present invention
contemplates having one of the readers interrogating multiple tags using a high-
performance, fast communication protocol comprising anti-collision capahilitias.
[GO0103] The purpose of the interrogators is to communicate with the tags
present in the localized magnetic field and to also power the passive tags through
the RF signal. The interrogator communicates with the host system and is
responsible for: 1) Protocol handling; 2) Providing power {energy) 1o passive {ags,
3.) Reading tag memory tdentification (1D} information; 4} Ensuring ID message
delivery and validity to host systemy; 5) Instructing the dual-mode tag to change

operating modes; 6} Writing tag information {optionally}.
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[G00104] The tags are placed on or embedded within products, such as
consumer products, which are desired to be identified and tracked. Each tag has
the capability of storing a factory programmed unigue ID number and/or
programmed data and can commumnicate this ID information to the interrogator.
Each tag mcludes an integrated circuit {“IC™), such as an ASIC chip, and an
antenna. The tag’s ASIC chip and antenna design and the interrogator’s anienna
design dictate some of the linmuting parameters of the RFID system, such as
attainable read range and read robustness.

[GG0105] Figure 2 shows an embodiment of a block diagram of the passive
dual-mode tag of the present invention. The tag includes an antenna 200 coupled
to an IC chip 202, which in a preferred embodiment 1s iraplemented as an ASIC.
In one embodiment, the tag operates in the HF band only, and the anterma 200 1s a
planar multi-tum loop antenna for operating in the HF band. The antenna enables
powering up of the passive RFID tag via wireless inductive coupling of a
magnetic field from an interrogator.

[G00106] The ASIC chip 202 includes several sub-circuits. For example, it
includes a power supply 214, comprising rectification circuitry, coupled to the
antenna. The power supply 214 extracts energy from the inductively coupled
magnetic field emitted by an interrogator (reader), rectifies the incoming signal,
and regulates the resulting DC voitage for powering up the rest of the tag’s
circuitry. Although not shown in the figure, the power supply is coupled to all the
other circuits of the ASIC chip 202. The ASIC chip 202, also includes a

demodulator and digital decoder circuit 206, operatively coupled to the antenna
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200, for processing an interrogation signal that 1s being received from the reader.
Protocol detector 208, for determining a communication protocol of an incoming
interrogation signal from the reader, is operatively coupled to the demodulator
206. A controller 210 is operatively coupled to the detector 208, the modudator
204, the dersodulator 206, and a memory 212, the latter storing a unique tag
wdentifier ("UID™), an Electronic Product Code (EPC) number, or other data.
Alternatively, the UID, Electronic Product Code (EPC) number, or other data may
be contained in a hard-coded metal mask or laser fuse, or one-time-programmable
("OTP”) antifuse ROM, all of which require a very small die area to realize.
[GOG107] The UID number structure can support the EPC number scheme
through the unique I being translated to a virtual EPC by means of an
associative look-up table in the reader, a local or remote server, or the cloud.
Siratlarly, the unique HD can be associated with a website URL or an application
wdentifier in an NFC enabled device, such as a mobile phone, to launch a web
browser to deliver detailed product information to a potential purchaser, etc.
[GO0108] The controller 210 1s configured to operate the passive tag in two
alternate operating modes: Mode 1 and Mode 2. In other words, the controller
210 comprises two engines that are configured to operate the tag according o two
different RFID communication protocols. In Mode 1, the tag can communicate,
via the planar multi-turn loop antenna utilizing a first carrier frequency, with a
first interrogator using a first communication protocol; and in Mode 2 the tag can
communicate, via the planar multi-turn loop antenna. with a second interrogator

using a second communication protocol. Despite the two communication
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protocols being different, they use the same or substantially the same carrier
frequency. This allows for great simphification of the underlying tag circuitry and
utilization of a single antenna in both operating modes.

[0G0109] in one embodiment of the invention, Mode 1 protocolis a
command-and-control communication protocol and Mode 2 protocol is a
commandless commumications protocol.

[GG0110] Further, Mode 1 communications protocol could be a very-short-
range commmication protocol, and Mode 2 could be a longer-range (up to about
one meter free-field) multi-tag communication protocol with anti-collision
features. More particularly, Mode | protocol could be a stmple NFC standards
compliant or corapatible protocol, which 15 a very-short-range, synchronous,
command-and-countrol type protocol; and Mode 2 protocol could be a high-
performance, multi-tag, commandless, asynchronous protocol with anti-collision
features.

000111 In one preferred embodiment, Mode 1 protocol is a basic NFC
smariphone very-short-range protocol, where the tag essentially emulates
functionality of the existing NFC Forum standard. In such a scenario, Mode 1
operates as a simplified dertvative variant of the ISQ/IEC 14443-A protocol when
irradiated and activated by an NFC enabled mobile smartphone handset or similar
PDA reader device. As long as both protocols use the same or substantially the
same carrier frequency, any vanations of the two protocols are possible, and the
mvented dual-mode tag can altematively communicate with different interrogators

{ocated in the same zone or location.
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[600112) Based on the interrogation signal, the detector 208 detects the type
of protocol being used by the reader and informs the controller, allowing the tag
1o operate in the correct protocol. Although Figure 2 shows the demodulator 206
and detector as separate blocks, the invention is not so limited. To the contrary,
the detector 208 could be combined with the demodulator 206, be placed before
the demodulator in the signal flow, or be placed in paraliel with the demodulator.
Gther blocks could also be combined, implemented in hardware, firmware, or
software. The IC chip of the present invention can be implemented using any one
of known semiconductor materials, such as silicon, gallium arsenide, etc. In
addition, any known circuit technology can be used to implement the design, such
as Nanosheet field~-effect transistor technology, ThinFilm Electronics ASA printed
transistor technology, the PragmatlC FlexIC process, Complementary Metal-
Oxide Semiconductor (“CMOS”) technology, including its Negative-Channel
Metal Oxide Semiconductor ("WMOS™) and Positive-Channel Metal Guade
Semiconductor (“PMOS "y variants. The circuit implementation technology
could be single-crystal CMOS, printed electronics (“PE”) of any kind, whether
silicon or other semiconductor material, whether NMOS, PMOS, CMOS,
Manosheet, or any other technology. In a preferred embodiment, the IC die is
implemented in silicon using CMOS technology.

[600113] In one preferred embodiment, Mode 2 protocol is an anti-collision
protocol that is based on a stochastic process; i.e., transmission of 1D codes iake
place af random intervals. Tags initiate their transmissions immediately upon

entering the reader’s magnetic energy field and detecting the protocol of the
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interrogation signal. One indicator that the protocol is the Mode 2 protocol could
be the power RF field strength threshold in the reader’s continuous wave {(“CW™)
or, alternatively, a uniquely defined break, interruption dip, or gap in the reader’s
W power field, or some such distinctive and eastly implemented mode
identifving communication means that the tag circuitry can readily sense and
respond to appropniately. Becauose in such a protocol, the reader’s interrogation
signal does not nclude any comwnands, the protocol is considered commandless.
According to such a protocol, once the {ag starts ransmitting, 1{s message is
repeated at random time intervals as long as the {ag remains energized. By
selecting an appropriate average duty cvcle, collision~-arbitration can be optimized
for the expected number of tags present in the interrogator’s field at any given
time.

[600114] Most RFID protocols in use today are variations of determunistic
and non-deterministic binary search or slotied protocol algorithms. These
complex protocols require the reader {0 initiate and guide tags™ anti-collision
process by sending appropriate commands fo the tags in various two-way
idirectional signaling schemes. Contrastingly. in the minimalist embodiment of
the Mode 2 protocol, no signaling command comimunication from reader {o tags
is required. Instead, the tag announces itself to the reader by transmitting s 1D
whenever it is in the presence of the energizing field of an interrogation signal of
the Mode 2 protocol.

[680115] The reader does not transmit any commands, data or

acknowledgements, and all the wireless communication airtime is devoted to the
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reader collecting tag identities (data). Accordingly, the reader only listens and
builds up a register-log record of tag 1Ds as they are received. The reader
continues to detect and discard any reply collisions, which can be ascertained in
several ways, including by checking an appended cyclic-redundancy-check field
(“CRC7y in atag’s data, until the entire tag population 15 captured error-free. A
tag continuously transmits its low-duty-cycle unidirectional message data stream
at random unti} it leaves the energizing RF field.

[B00116] The Mode 2 collision-arbitration has similarities with a random
hold-off-and-repeat (retransmit) tag transmission methodology of the ALOHA
protocol, which 1s widely used in Ethernet systems for arbitration amongst
multiple contenders for a single communications channel. fnthe ALOHA
protocol, when a data transrtter atterapts a transnussion, it also histens. 1f a data
collision 1s detected, it waits a random time before trving again — “random back-
off and wait”. Unlike the Fthernet systems, however, the transmitting RFID tags
cannot listen to detect collisions. As a result, the minimalist RFID protoco! of the
present invention differs from the ALOHA protocol in one key aspect, in that
instead of listening for collisions, the tag continually retries after a random back-
off ime, while the reader (receiver} is the svstem element that detects and
discards the collisions. This scenario vields a statistical probability that tags will
sometimes transmit at a time when no other tag is transmitting, thereby enabling
the reader io eveniuvally receive a reply signal successfully from each and every

tag in the interrogation zone. To trigger tag transmisstons at random time
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intervals, the tag incorporates either a random or a pseudo-random number
generator.

[000117] A tag programmable parameter may be used to set the maximum
interval between transmissions, where the intervals between transmissions are
randomly distributed between zero and the chosen maximum. The maximum
mterval between repeat tag transmissions is determined by the average duty cyele
of transmissions, Different maximum mtervals may be used in applications
having a few fast-moving tags versus applications having many stationary or
slowly moving tags. An average duty cycle should be sufficiently low, e.g., from
about 0.2 % to about 4%, to allow for detection of large numbers of tags, while
still fast enough to achieve a reasonable tag throughput rate. Low duty cycles
1:400 are suitable for most inventorying and supply-cham-ttem-tagging
applications, allowing for the simultaneous detection of large tag populations
comprising several hundred tags when such tag interval is deployed in
combination with tag transmissions having a high bit rate. Although not limited
to any particular value, typical tag transmission rate values are preferably chosen
in the range of 64 Kbit/s to 256 Kbit/s, with the higher values rapidly accelerating
the reading session. Depending on an application, however, the use of lower and
higher bit rates, is also contemplated by the present invention. The larger {longer}
duty cycle values accommodate smaller numbers of rapidly moving tags. By
selecting an appropriate average duty cycle, collision arbitration can be optimized
to provide optimum throughput for the number of {ags expected to be present in

the interrogator RF field at any given time. Thus, based on application, {ag
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throughput can be optimized by proper selection of the interval and baud rate
parameters. This results in low bandwidth and small spectrum occupancy
requirements, as wel as a reduced radio-spectrum-gverlap inierference.

(060118 in one embodiment of the invention, transmission data encoding
may be either Manchester type, known in the art, or preferably more energy
efficient Pulse Position Encoding (“"PPE™). As iHustrated in Figure 5, m PPE, a
data-1 1s represenied by a HIGH in the first quarter of a symbol period, while a
data-0 is represented by a HIGH i the third quarter of a symbol period. The use
of the invented protocol greatly simplifies both the tag’s ASIC chip design and the
interrogator’s design, the former greatly reducing the ASIC’s size and allowing
tags to be manufactured at very low-cost.

[G00119] The above described operation according to the invented Mode 2
protocod 1s ilustrated in Figures 3 and 4. Figure 3 is a protocol flow diagram
from an RFID tag’s perspective. It is hereby explained in a context of circuitry
that may be implemented in the tag. Once the tag enters the reader’s magnetic
field, 1t powers up and resets. Thig is shown by step 300. After the power-on
reset (POR) has executed, the tag chip loads the seed read-only-memory (ROM)
contents into a random number generator circuit. This is shown by Step 310, In
addition, random natural variation in the tag’s asvnchronous on-chip R-C master
clock oscillator center frequency further increases the randomness. The chip then
performs Step 320, which consists of clocking a timer counter (preferably 16-bits)
with the bit rate clock until it reaches the number in the random number generator.

At this point tag’s ID code data stream (which is stored in the 1D ROM} is
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transmitied together with any desired preamble at the correct data rate and with
proper encoding. This s tHustrated by Step 330, After the transmussion, the tag
retumns to step 320 to begin the random-hold-off-and-retransmit cvcle. The
random number generator is clocked to generate a new pseudo random number,
and the 16-bit counter is reset {o start a new random delay. The width of the
comparison between the 16-bit random number and the 16-bit delay count
determines the maximum possible delay between transmissions (repetifion raie).
Auny one of a range of maximurn transmussion delay settings, say four to eight, can
be selected by setting a few ROM bits, along with the desired reply kbit/s Baud
data rate selection. The tag continues to perform steps 320 and 330 until the
energizing field disappears, either because the reader stopped transnutting the
field or because the tag moved out of the field.

[600126] Alternatively, and preferably, the least significant 16 bits of the {D,
or the CRC, can be used as the seed for a pseudo-random number generator. In
order to generate a random delay, a pseudo-random number generator is
implemented by means of a Linear Feedback Shift Register (LFSR). The LFSR s
imitialized at power-up with a factory progranmmmed seed value. The 16-bit counter
is clocked until it compares to the value in the LFSR, at which point one 1D
stream s transmitied, the bit counter is reset and the LFSR is clocked to generate
the next pseudo-random number. The simplicity of this implementation vtilizes a
circuit and digital logic state machine with a low transistor count, resulting in a

very small chip size.
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[600121] Figure 4 illustrates an asvnchronous protocol operation in a multi-
tag environment from the reader’s perspective over time. The figure shows a
reader in an environment where there are three RFID tags that are in the reader
energy field and that are transmitting their unique 1Ds af random intervals. A iag
is considered read 1f 1t successfully transmuts a complele data stream payload
without any disturbance as evidenced by a correct CRC. As can be seen from the
figure, several collisions can occur before a tag is read successfully. In the figure,
the first tag to be read successfully is Tag 3, after tis second random transmission.
The next successhully read tag is Tag 1, after its third random transmission.
Because each tag continues to randoroly transmit as long as there is an energy
field present, however, Figure 4 further illustrates that Tag 3 kept transmitting
even after its previously successful second transmission and had another
successtul read of its fifth random transmission. The first successful transmigsion
of Tag 2, however, while occurring on its third random transmission attempt, that
attempt did not happen until relatively late in the interrogation cvcle.

[000122] Because the tags repetitively transmit their respective ) code
more than once, the invented free-running protocol has built-in redundancy. Such
stmple protocol is viable because the tags have unique IDs, with no tags in the
population having identically coded IDs, consistent with a premise of the
invention that each and every tagged item and object has a unique 1D associated
with if.

[600123] The minimalist complexity and reduced die size of the ASIC

required to implement the simple unidirectional commandless free-running
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protocol of the present invention lends itself perfectly for low cost, high
production volume tags for use in a multi-tag reading environment requiring antii-
collision functionality.

1300124} The above-described asynchronous, commandiess, free-running
protocol 1s very different from the synchronous, command-and-control fype
protocols, such as the NFC protocol, where the reader regulates and manages all
tag responses. Ancther key distinguishing feature of the above-described
asynchronous, commandless, free-numning protlocol is its ability to achieve a
longer reading range atiributed to the tag’s much lower power consumption. Thas
enables a small and imexpensive dual-mode tag IC that could be used in both (3)
longer range multi~tag reading applications, such as inventorving applications,
and (11) short-range, or verv-short-range, reading applications, such ag NFC
related application using NFC-enabled mobile smartphones or similar PDA
devices.

10060125] In one embodiment of the present invention, one of the tag’s
operational modes is a default mode. For example, if Mode 1 is a default mode,
to switch 1o Mode 2 operation the tag must detect an interrogation signal that is
characteristic of the Mode 2 protocol. This could include any type of
characteristic. For example, it could be a particular figld-strength level of the
interrogation signal, a single or double 100% modulated pulse or “gap” in the RF
excitation field (i.e., the reader’s RF carrier is tured off for a brief interval), or
any other means known {o one skillaed in the art. When using a short “gap”™ {dip)

in the RF excitation field as a protocol indicator, the gap’s duration may comprise
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several bit pertods of the tag’s internal clock frequency. Moreover, the rise and
fall imes of the power dip in the carrier should be shaped to miunimize any
incidental radiation of unwanted spectral energy, as rapid and repetitive switching
of the RF powering field generates harmonics and spunous emission sidebands
that may violate govermnment regulations.

[B00126] Once an interrogation signal of a non-~-default mode protocol has
been detected (considered a trigger event), the tag’s coniroller swiiches operation
of the tag o the non-default mode, e g, Mode 2. Following the swiichoverio a
Mode 2 protocol, upon termination of the RF excitation field from the Mode 2-
protocol interrogator, the tag could (a) revert to the default mode, Mode |, right
away; (b} revert to Mode 1 after a predetermined time peniod, e.g., user
programmable; or (¢} remain locked in the Mode 2 operation, either permanently
or until an occurrence of some defined system event. Any one of the above
scenarios is contermplated by the present invention.

1060127] Those famitiar with the art will appreciate that the priority between
modes could be Mode 2 as default, or some other priornity scheme or switching
method without departing from the dual or multi-mode spirit of the mvention.
[GO0128] In an alternative embodiment, there may not be a default mode or
there may not be any priority between the different protocol modes. When atag
does not have a defauli-protocol mode, the tag must check an incoming
mterrogation signal for each mode’s identifving characteristic and switch to a
particular protocoi-mode only after such operational protocol has been identified.

For example, if the incoming interrogation signal has been determined to contain
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a characteristic of the Mode 1 protocol, the tag’s controlier will enter Mode 1
protocol operation. I, on the other hand, the incoming interrogation signal has
been determined to contain a characteristic of the Mode 2 protocol, the tag’s
controller will enter Mode 2 protocol operation.

[6603129] In one embodiment of the invention, the tag’s default-protocol
mode 15 an NFC-compatible-protocol mode (Mode 1) and the non-defauit-
protocol mode, Mode 2, 1s the invented protocol-mode described above, which
communicates using a high-performance, multi-tag, asynchronous, collision
detecting protocol. I the tag is programmed to switch from the defaslt muode o
the non-default mode temporarily, operation may proceed as {ollows.

[G60130] The tag reacts to the switchover signal (triggering event)
emanating from the inventorving reader; e.g., a gap in the reader’s excitation field,
to temporarily shift the tag out of s default NFC-compatible-protocol mode into
the high-performance, multi-tag, asynchronous, collision-detecting protocol mode.
After a predeternuined duration, the tag reverts to its default NFC-compatible-
protocol functionality .

1060131} Altematively, the iriggering event could be the stronger RF power
A/m magnetic field strength threshold level of the Mode 2-protocol reader (e.g.,
imventory-application reader), as compared to the weak RF-field excitation level
of the Mode 1 protocol reader, such as the present-day NFC-compatible
smartphone reader. For example, the stronger RF power A/m magnetic field

strength threshold at the tag could be at least 0. 15A/m.
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(0001321 The tag circuit may incorporate a “persistent state” temporary
short-term mermory 1o sustain the protocol mode toggle for a duration of several
seconds. Alternatively, the duration of the reader modulation dips may
repetitively persist for as long as the tag is required to remain locked in the
Mode 2 state. Cessation of the reader modulation would cause the tag to revert (o
its native NFC-compalible mode.

[G60133] In addition {o increasing an operating range of an RFID system by
using an asynchronous, commandless, colliston detecting protocol as described
above, the range of an RFID system operating in the HF band can be improved
further by designing an inventive reader-antenna as described below.

[660134] As explained in the background section of the specification, in the
mductively coupled HF RFID systems, tag powering and tag-to-reader
comnunication are based on an RY transformer circuit model, in which the
primary winding of the notional transformer comprises the reader antenna coupler
coil and the secondary winding of the notional transformer comprises the tag’s
multi-turn loop antenna coil. An exemplary circuit model of an HF RFID
magnetic flux coupled system according to an embodiment of the present
mvention is shown in Figure 6. In the figure, reference 602 represents a circuit
model of a passive tag, comprising an IC chip 606 and a tag coil antenna 608.
Reference 604 represents a circuit model of a reader, comprising a combination of
a signal source (signal power amplifier} 610, a matching network 612, and a
reader antenna coupler coil 614. The reader’s signal source 610 is modeled as a

current source in series with a source resistance Rs. The matching network is
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modeled simplistically as a two-capacitor circuit, in which capacitor Cy is in
parallel with the reader coil antenna 614 and capacitor € is placed in series
between the reader coil antenna 614 and the signal source 610. Figure 6 further
itfustrates the magnetic flux lines coupling the reader antenna coil and the tag
multi-turm loop antenna coil. Lastly, the model llustrates that the current Io
passing through the reader’s antenna cotl induces volage Ving on the tag’s side,
and the current Irx passing through the tag’s antenna induces voltage Viag on the
reader’s side.

[660135] The self~inductance Lrx of the lag antenna coil 1s designed to
resonate with the internal tuning capacitance Cr of the IC chip having a
capacitance typically about 90 to 110 pF. The Q of the inductor anterma coil
resonance nust be adequate to provide both efficiency and functionality within
the system. Although Q is directly related 1o read-range performance, it should
not be so high as to limit the required system bandwidth or the manufacturability
of the product. Both the tag antenna and reader antenna Q factor and associated
bandwidth should support the modulation sidebands relating to the data rate of tag
transmissions. The tag coil inductance L. is inversely related {o the IC chip’s
mternal capacitance, such that {e.g., for a constant jo of 13.56 MHZz) increasing C
will decrease L. The mtent of the relatively large on-chip tuning capacitance of
about 100 pF 1s to provide a smaller form factor tag. The smaller tag multi-tum
antenna coil, having smaller magnetic flux collecting area, however, will not

achieve the same read range, since its induced voltage Ving ("V1ag™) is a function
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of {ag size, and the magnitude of the magnetic field strength is dictated by the
following governing relationship between the system parameters:

[600136] Vise = 21 f NOB(S cos o)

[060137] where:

[600138] N = pumber of loop windimgs in tag coil Lex

[B80139] (Q = Tag quality factor

[GG03140] B = magnetic field strength

(000141} S = area of tag coil

0001421 o= tag orientation angle
[G00143] The magnetic field strength (B) 15 generated by the proximate

mterrogator anterma (Al and 1s given by the following equation:

;zg)Nfaz
B=""737

[000144]

~ S

LF

[G00145] where:

[300146] = Al coil current in Lrx

0001471 N =number of windings in Al coil Ly

[B00148] a =radius of [A coil

(0001491 o = permeability of free space

[B00150] r = distance from Al

[660151] From these equations, one skilled m the art can see that 1n order to
double the read range, the current 10 the reader antenna coil Al generated by the
reader must be cubed. Because power is proportional to the square of the current,

however, to double the read range requires the reader power to be multiplied by a
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very large and impractical factor of 64. (£ is proportional to 7). Accordingly,
available RF power falls off rapidiv with the tag-to-reader distance increase
{proportional to the inverse sixth power of the tag-to-reader distance, rj, while the
available voltage falls off as 1/r° (proportional to the inverse cube of the tag-to-
reader distance).

[0600152] Maximurm energy coupling occurs for the planar tag when its broad
face 13 aligned parallel to the reader antenna coil AL

[000153] When designing an HF system for optimaum read range with the tag
comrninicating via an asynchronous protocol, one must primarily consider the
reader’s RF power, the tag’s power consumption, the tag’s quality factor (), the
tag’s coil tuming, the size of the reader’s antenna aperture (large), and the size of
the tag’s antenna aperture area (small}.

[600154] Secondary considerations include the tag’s percentage modulation
depth, the reader’s signal-to-noise ratio (“SNR”), the reader’s antenna tuning, and
the angle of tag’s orientation with respect to alignment with the reader’s H-tield.
[COOIRE] Because CMOS integrated circuit devices consume more current
proportionally with an increase in their internal circurt clocking frequency, tag
power consumption in different HF systems can vary widely. As an example, we
compare a synchronous HF proiocol emulating the NFC Forum NDEF air
interface standard operating at 13.56 MHz carrier frequency, required for NFC
phone readers, with an asynchronous protocol operating at the same 13.56 MHz

carrier frequency.
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[680156] As a general maiter, synchronous air interface protocols derive
their clock from an incoming carrier signal. While frequency-dependent
consumption is generally not a limiting problem in synchronous tags operating at
LF, an HF tag that 1s deriving its clock from the 13.56 MHz carrter signal has at
least one gate that consumes 100 times more current than its LF counterpart. The
remainder of the frequency-~divider-chain circuttry draws as much or more than
the fastest hip-flop gate. Thus, a synchronous HF protocol emudating the NFC
Forum NDEF air interface standard 1s very power-hungry.

[660157] In a tag operating at an alternative asyvnchronous protocol,
however, its low-power, on-chip derived master clock R-C oscillator can switch at
a considerably lower baseband frequency of 106 kHz (13.56/128) instead of 13.56
MHz. Such slow-speed switching at 1/128% of the RF carrier frequency means
that at least several gates consume only 1/128M of the current of a 13.56 MHz
oscillator. Moreover, in an asvnchronous protocol, the passive tag uses the reader
RF carrier energy only for circuit powering, not for extracting the clock tinung
through divisional countdown. Accordingly, adopting an asynchronous tag ASIC
architecture in an HF RFID system beneficially reduces tag’s power consumption,
contributing to a longer read range from a small antenna form-facior tag.

(000158 RFID-reader designers must also consider the U.S. and foreign
counterpart RF regulatory agencies” maximum allowable limits on incidental
radiated energy. Regulators generally express limits in power or voltage levels at
measurement distances of tens of meters (e.g., 30 meters) from the source, and

passive tags in the HF frequency range generally can be read at a distance of only
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up to 1 to 2m before incidental reader emissions become problematic. This read-
distance limiting scenario exists because the mandated reguiatory emission limits
relate to the electric E-field component of the electromagnetic (“"EM™) carriar
signal, whereas the inductively coupled tag requires a strong magnetic H-field. To
optimize read range in the magnetic near field while seeking to minimize stray
emissions in the far field, some reader mamutacturers use creative antenna design
techniques to maximize the local magnetic field m the vicinity of the reader while
substantially cancelling the unwanted electric E-field farther away.

[600159] Within these governing linuis, the reader’s interrogation range can
be enhanced by increasing the reader power, which requires increasing the RF
current drive mito the tuned L-C reader antenna circuit, and by optimizing the
impedance match between the power araplifier driver and antenna. Because the
aperture area, or diameter / length of the reader antenna cod and the antenna @
quality factor affect read distance much more than the increased reader power
fevel per se, an improvement achievable by this approach has an upper boundary.
[000160] Reader antenna size (aperture area) generally dominates an
achievable reading distance for a given (small} tag antenna size. Because large
aperture area allows the tag to intercept more lines of magnetic flux from the
reader antenna, which intercepted flux lines develop current in the tag coil to
power the tag’s integrated circuit or ASIC, increasing the tag’s antenna diameter
or a rectangular enclosed area increases its read range.

(600161 At the same time, a larger reader antenna diameter allows the flux

lines to extend a further distance in space before wrapping around, providing both
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distance and more localized flux density for the smalier tag’s antenna to infercept.
A practical rule of thumb i3 that the maximum read range in an HF mductively
coupied passive tag RFID svstem is one to two times the reader antenna’s
diameter.

[660162] In one embodiment of the invention, to mcrease read range of a tag
with a small-aperiure antenna in portable handheld RFID reader applications is to
wind the reader antenna coil axially around a high permeability matenial, such as a
ferrite rod, having a po (Mu) 1t the range of about 40 10 250, and preferably about
125 or greater. Such design not only makes the reader’s magnetic field more
directional, but by concentrating the emanating magnetic flux line in one
direction, it also increases its projection range along the axis of the high-Mu
ferrite rod core. Thus is conceptually illustrated 1o Figure 7, which shows the
magnetic flux lines 702 emanating from a solenoid wound antenna 704 projecting
directionally toward the multiple RFID tags 706.

1060163] Such HF near-field ferrite rod solenoidal based (magnetic core
solenoid loop} antennas can project their magnetic flux field a distance roughly
comparable to the lineal dimension of the antenna coil and rod core. i the
antenna cotl area is increased or if the length of solenoid shaped wand antenna
stick is increased, then the achievable energy coupling volume extends cut to a
distance approximately equal to that chosen lineal dimension. Accordingly, for
applicaiions using HF multi-tag reading inferrogation protocols {e.g., inventorying
applications), such as the fasi, asvnchronous, commandiess multi-tag reading

protocol described in this specification, the tag-to-reader distance will be limited
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only by the reader’s maximum acceptable reader antenna area or its rod fength,
before the hand-held stick structure becomes too unwieldy and impractical.
(000164} To generate the maximum H-field projection from an antenna of a
reader, as modelled in Figure 6, e.g., an HF reader emitting a 13.56 MHz
continuous wave carier, the anterma i1s made series resonant and achieves
maximum coil current at the 13.56 MHz resonant frequency. This 18 so because
using a series L-C tumed circuit for the reader antenna coil whose impedance tends
toward zero at resonance, maximizes the RF current through a reader antenna coil.
An umpedance matching network depicted simplistically by circuit elements C1
and C2 of the RFID system circuit model of Figure 6 15 interposed between the
reader’s RF power amplifier stage 610 (previously referred {0 as the signal source)
and the associated reader antenna coil Lrx to ensure maximum power transfer and
current in the antenna coil. Figure 8 depicts in diagranumatic and circuit schematic
of an exemplary embodiment of the ferrite rod core {magnetic core) solenoid loop
antenna suitable for use in a portable handheld reader of the present invention,
such as a reader for use in inventorying, and other multi-tag reading applications.
I particular, Figure 8 illustrates a coil 802 wound around a magnetic rod core,
such as a ferrite rod core of length L and diameter D, forming a magnetic core
solenoid foop antenna. The cotl 802 is series connected to an L-C tuning and
matching network 806, to achieve maximum current at the resonant frequency of
the carrier signal emiited by the reader. The coil 802 mav comprise various spatial
configurations including segmentation info two discrete windings contrawound on

the ferrite core and fed in anti-phase to create a quadupole field. Such a paired
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magnetic dipole arrangement cancels the dipole moment beneficially suppressing
the unwanted far-field radiation component not contributing to tag excitation by
the desired localised magnetic flux field component. This increases the small HF
tag powering and commumication range whilst satisfying regulatory requirements.
[000165] Alternatively to the magnetic core solenoid loop antenna used in
handheld portable readers described above, the inventlorving function reader
anternna can be of low profile planar coil form factor, and optionally or
additionally be embedded and integrated into the retail store display shelving
structure, forming a serially multiplexed antenna array embracing the entire shelf
and the tagged items placed thereon.

[660166] The foregoing embodiments disclose a passive RFII tag having
two distinet modes of air interface protocol operation, where in one mode the tag
1s capable of being read by an interrogator using one RFID commumication
protocol, and alternatively by another mterrogator by means of a different RFID
protocol, such that both RFID protocols operate on substantially the same carrier
frequency or same frequency band. This aliows the passive RFID tag to
communicate with both interrogators using the same antenna.

[000167] The passive RFID tag according to any of the foregoing
embodiments, however, may further communicate using a third RFID
communication protocol operating in a different {(second} frequency band.
Importantly, while the passive RFID tag of the present inveniion uses the first
antenna to communicate in the first and second protocols operating on

substantially the same carrier frequency or same frequency band (“first frequency
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band™}, the RFID {ag communicates in the third protocol operating in a second
frequency band using another (second} antenna. For example, while the passive
RFID tag may use the first antenna to commumicate in the first and second
protocols in the HF frequency band, the tag may further comprise circuitry and the
second antenna for communicating via a third RFID commumcation protocol in
the UHF band or in the LF band. For example, the third protocol could be any
RFID protocol conforming to sav any of the EPCGlobal s or ISOs standards,
auch as the EPCGlobal Clase-1 Generation-2 commmunication standard, which is
mecorporated hereim by reference, or most notably the frequency agnostic Mode 2
unidirectional commandless free~running RFID protocol additionally redeployed
for operation in the UHF frequency band, which 1s useful for reading RFID tags
over very long range, multi-item, mulii-read environroents with read speeds that
are higher than speeds used with the HF systems.

[000168] As aresult, the passive RFID tag may have three operating modes,
where the tag uses the first antenna in the first and second operating modes and
further uses the second antenna in the third operating mode. For example, in the
first operating mode, the passive RFID tag may communicate via a first
commumication protocol, such as an NFC-type RFID communication protocol
{less than a few centimeters reading range), and in the second operating mode the
tag may communicate via a second commumication protocol, such as alonger
range umidirectional commandless free-running RFID protocol described above,
where both protocols operate in the HF band. In the third operating mode,

however, the passive RFID tag would use the second antenna to communicate via
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a third communication protocol in a different frequency band, such as the ERC
(lass 1 Gen 2 protocol, or the Mode 2 unidirectional commandless free-running
RFID protocol, as described above, operating in the UHF band.

[060169] In the three-mode RFID tag as described above, any one of the
modes could be the default mode, with the tag swiiching {o any of the other two
modes based on the incoming interrogation signal. The present invention
contemplates the RFID tag being programmable, where the default mode of the
passive RFID tag could be changed based on s operating sequence {e.g., most
frequently used protocol, 1ast used protocol, location based, etc.} or it could be
reprogranyned wirelessly by the user. In other words, any of the possible design
variations and functional permutations described above concerning the dual-mode
RFID tag implementation could be extended to the three-mode RFID tag
implementation.

[GO0170] As described above, in one preferred embodiment, circuitry of the
dual-mode passive RFID tag of the present invention may be implemented in an
ASIC. If the dual-mode RFID tag is expanded to include a third mode, the
circuitry for enabling operation of the third mode, which can be similar in
topology to the circuttry shown in Figure 2 of thus application, may be combined
into the same ASIC chip as the circuitry for the first two modes, or the third-mode
circuitry may be implemented in a separate ASIC.

(060171 Thus, the three-mode passive RFID tag of the present inveniion is
capable of communicating via three different protocols that are located i two

different frequency bands. In one preferred embodiment, two protocols are in the
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HF band and the third protocol s in the UHF band. Moreover, in one preferred
embodiment, the UHF-band protocol conforms to one of the EPCGlobal or ISO
standards, such as the EPCGlobal Class-1 Generation-2 communication standard,
or the Mode 2 unidirectional commandless free-nunning RFID protocol, either of
which allows for use of the passive RFID tag wn applications requiring high-speed,
multi-itern, verv long-range, multi-read functionality, such as physical retail,
warehouses or other similar environments.

[B080172] Furthermore, in one preferred embodiment, the two HF-band
protocols are the NFC protocol and a high-speed, multi-itern, multi-read longer
range protocol. The former is useful in environments where consumers, security
persons and others desire to engage individual 1tems, anvwhere, over distances of
less than few centimeters, to ascertain their manufacturing and supply chain
authenticity, 1.1 relationship with brands, track and trace, product returns, eic.,
pay for the same and more. At the same time, the latier protocol is useful in
applications utilizing low cost readers (interrogators), such as stationary, tunnei,
and hand-held readers.

1060173] As long as the passive RFID tag of the present invention is capable
of comimunicating in at least three RFID communication protocols, with two
protocols having the same frequency band or having substantially the same carrier
frequency, and the third protocol having a different frequency band, the invention
is not Himited to any particular protocol, frequency band, or carrier frequencies.
[600174) While the foregoing descriptions disclose specific values, unless

expressly stated otherwise, other specific values may be used to achieve simiar
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results. Further, the various features of the foregoing embodiments may be
selected and combined to produce numerous variations of improved systems.
[680175] In the foregoing specification, exemplary embodiments have been
described. However, one of ordinary skill in the art appreciates that various
modifications and changes can be made without departing from the scope of the
mvention as sel forth in the claims below. Accordingly, the specification and
figures are {0 be regarded in an illustrative rather than a resirictive sense, and all
such modifications are intended to be included within the scope of present
teachings. For example, the ASIC could be implemented in single-crysial CMGS
or printed electronic CMOS, or Printed MOS semuconductor form, or any other
form known or to be developed, and therefore the scope of the invention is to be
limited only by the claims.

[060176] Moreover, in this document, relational terms such as first and
second, top and bottom, and the like may be used solely to distinguish one entity
or action from another entity or action without necessarily requiring or implying
any actual such relationship or order between such entities or actions. The terms
“comprises”, “comprising”, “has”, “having”, “includes”, “including”, “contains”,
“containing” or any other vanation thereof, are intended to cover anon-exclusive
mclusion, such that a process, method, article, or apparatus that comprises, has,
mecludes or containg a list of elements does not include only those elements buat
may nclude other elements not expressly listed or mherent to such process,

PN

method, article, or apparaius. An element proceeded by “comprises ... a”, “has

LRI

soan “inchudes a7 or “contains .. a” does not, without more constraints,
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preclude the existence of additional identical elements in the process, method,
article, or apparatus that comprises, has, includes or contains the element. The
terms “a” and “an” are defined as one or more unless explicitly stated otherwise
herein. The terms “substantially”, “essentially”, “approximately™, “about™ or any
other version thereof, are defined as being close to as undersiood by one of
ordinary skill in the art. The term “coupled” as used herein is defined as
connected, although not necessarily directly and not necessarily mechanically. A
device or structure that is “configured” in a certain way is configured i at least
that way bul may also be configured m ways that are not listed.

[G00177] The Abstract of the Disclosure is provided to allow the reader to
quickly ascertain the nature of the technucal disclosure. It 15 submitted with the
understanding that it will not be used to imterpret or linut the scope or meaning of
the claims. In addition, in the foregoing Detailed Description, various features are
grouped together in various embodiments for the purpose of streamlining the
disclosure. This method of disclosure is not to be interpreted as reflecting an
imtention that the claimed embodiments require more features than are expressly
recited in each claim. Rather, as the following claims reflect, inventive subject
matier lies in less than all features of a single disclosed embodiment. Thus, the
following claims are hereby incorporated into the Detailed Description, with each

claim standing on its own as a separately claimed subject matter.
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[000178] ADDITIONAL DISCLOSURE

[0G0179] 1. A passive RFID tag comprising:

(a) afirst antenna for enabling powering up of said passive RFID {ag via

wireless inductive coupling of a magnetic field from an interrogator; and

(b} an integrated circuit comprising

. amemory storing a unique tag wdentifier;

1. amodulator operatively coupled to said first antenna;

#i.  ademodulator operatively coupled to said first antenna;

1y, aprotocol detection circuitry operatively coupled to said demodulator
and configured to determune a RFID cormmunication protocol of an

interrogation signal; and

v.  acontroller operatively coupled to said memory and said protocol
detection circutiry, said coniroller configured o operate said passive

RFID tag in a fivst operating mode and in a second operating mode;

wherein said first operating mode enables said passive RFID tag 1o communicate,
utilizing a first carrier signal having a first frequency, with a {irst interrogator
using a first RFID communication protocol;

wherein said second operating mode enables saird passive RFID tag to
commumnicate, utilizing a second carrier signal having a second frequency, with a

second interrogator using a second RFID communication protocol;
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wherein said first frequency is substantially equal to said second frequency:

and

wherein, satd passive RFID tag is capable of using said first antenna for

transmitting satd unique tag identifier to said first interrogator and to said second

interrogator.

[0G0180] 2. The passive RFID tag of claim 1, wherein said first frequency is
an HF frequency.

[B00181] 3. The passive RFID tag of claim 1, wherein said first RFID

comrninication protocol 18 a short-cornmunication-range command-and-control

protocol.

[660182] 4. The passive RFID tag of claim 1, wherein said second RFID

communication protocol is a commandless asvnchronous protocol having a

communication range that 1s greater than a conununication range of said first

RFID coramurnication protocol, and wherein said controlier enables transnussions

of said unique tag identifier to said second interrogator via a random hold-off-and-

retransnit scheme.

[060183] 5. The passive RFID tag of claim 1, wherein said first operating

maode 1s a default operating mode, and wherein said controller is configured to

switch from said default operating mode to said second operating mode upon said

protocol detection circuiiry detecting a trigger.

[000184] 6. The passive RFID tag of claim 5, wherein said second carrier

signal is a continuous wave carrier signal, and wherein said tngger is one of (a) a

short interrupiion in said second carner signal, (b} a modulation dip in said second
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carrier signal, and () a level of said magnetic field excitation that is greater than a
predetermined threshold.
[G00185] 7. The passive RFID tag of claim 5, wherein said controller is
configured to enable said passive RFID tag to remain in said second operating
mode for a predetermined period of time, wherein said predetermined peniod of
time is selected from a group of time periods comprising a temporary duration and
a permanent duration.
[000186] 3. A method of using a passive RFID tag, said comprising the steps
of:
(a) providing said passive RFID fag comprising
6y a first antenna; and
(1) an miegrated circuit comprising
a memory storing a unique tag wdentifier;
a modulator operatively coupled to said first antenna;
a demodulator operatively coupled to said first antenna;
a protocol detection circuitry operatively coupled to said demodulator;
and
a controller operatively coupled to said memory and said protocol
detection circuitry, said coniroller configured 1o operate said passive

RFID tag in a first operating mode and in a second operating mode;
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wherein said first operating mode enables said passive RFID tag to commumicate
wiilizing a first carrier signal having a first frequency, with a first interrogator
using a first RFID communication protocol;

wherein said second operating mode enables said passive RFID tag to
communicate utilizing a second carrier signal having a second frequency, with a
second nterrogator using a second RFID communication protocol,

wherein said first frequency 1s substantially equal to said second frequency; and

wherein, said passive RFID tag is capable of using said first antenna for
transmitting satd unique tag identifier to said first interrogator and to said second
mierrogator,

(b} transmitling an interrogation signal to said passive RFID tag;

{¢) using said first antenna fo wirelessly inductively couple a magnetic field of
said interrogation signal {0 power up saitd passive RFID tag;

{d) using said protocol detection circuitry o determine a communication
protocol of said interrogation signal, said determined commurication
protocol being one of said first RFID coraomunication protocol and said
second RFID communication protocol,

(e} using sard controlier to operate said passive RFID tag in an operating
mode corresponding to smd determined cominunication protocol, said
operating mode being one of said first operating mode and said second

operating mode; and
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() wirelessly commumnicating, via said first antenna, said unique tag identifier
using said determined communtcation protocol in response to said
interrogation signal.

[600187] 9. The method of claim &, wherein said determined RFID
commumication protocol 15 said first RFID communication protocol having said
first carrier frequency in an HF {requency band.

[600188] 10. The passive RFID tag of claim 8, wherein said first RFID
communication protocol 1s a short-communication-range command-and-control
protocol.

[300139] 11, The method claim 8, wherein said determined commumication
protocod 1s said second RFID communication protocol, said second RFID
communication protocol being a coromandless asynchronous protocol having a
communication range that 1s greater than a conununication range of said first
RFID communication protocol, and

wherein said step of wirelessly communicating said tag identifier in response to
said interrogation signal comprises transmitting said unique tag identifier via a
random hold-off-and-retransmit scheme.

[G00190] 12. The method of claim 8, wherein said first operating mode is a
default operaiing mode, and wherein said controlier switches said passive RFID
tag from said default operating mode to said second operating mode upon said
protocol detection circuitry detecting a trigger.

(600191 13. The method of claim 12, wherein said second carner signal is a

continuous wave carrer signal, and wherein said trigger is one of (a) a short
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interruption in said second carrier signal, (b) a modulation dip in said second
carrier signal, and {c) alevel of magnetic field of said interrogation signal that is
greater than a predetermined threshold.
(000192} 14. The method of claim 12, further comprising maintaining said
passive RFID tag in said second operating mode for a predetermined period of
time, wherein said predetermined period of time 15 selected from a group of time
periods comprising a temporary duration and a permanent duration.
[000193] 15, An RFID system comprising:
{a) passive RFID tag comprising
(1) a first antenna for enabling powering up of said passive RFID tag via
wireless mnductive coupling of a magnetic field; and
(i1} an integrated circwt coraprising
a memory storing a unigue tag identifier;
a modulator operatively coupled to said first antenna;
a demodulator operatively coupled to said first antenna;
a protocol detection circuitry operatively coupled to said
demodulator and configured to determine a RFID comnmnication
protocol of an interrogation signal;
a coniroller operativelyv coupled 1o said protocol detection circuitry,
said controller configured to operate said passive RFID tagin a

first operating mode and in a second operating mode;
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wherein said first operating mode enables said passive RFID tag to commumicate
using a first RFID communication protocol utilizing a first carrier signal having a
first frequency;
wherein said second operating mode enables said passive RFID tag to
comrninicaie using a second RFID commumcation protocol utilizing a second
carrier signal having a second frequency;
wherein said first {requency 1s substantially equal 1o said second frequency; and
wherein said passive RFID tag 1s able to transmut in said first RFID
comrninication protocol and in said second RFID communication protocol using
said first antenna; and

(b} a first interrogator for communicating with said passive RFID tag using a
commuication protocol that 1s one of said first RFID communication protocol
and said second RFID communication protocol.
[000194] 16. The RFID system of claim 15, wherein said RFID
communication protocol of said first interrogator enables communication in an HF
frequency-band.
1308195] 17. The RFID svstem of claim 15, wherein said RFID
commmnication protocol of said first interrogator is said first RFID
communication protocol, said first RFID communication protocol being a short-
communication-range command-and-control protocol.
600196} 18. The RFID system of claim 15, wherein said second RFID
commmunication protocol has a communication range that is greater than a

communication range of said first RFID communication protocol,
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wherein said communication protocol of said first interrogator is said second
RFID communication protocol,

wherein said second RFID communication protocol is a commandiess
asynchrongous protocol, and

wherein said controller of said passive RFID tag enables transmissions of said
unique tag wdentifier to sad first interrogator via a random hold-off-and-retransmit
scheme.

[B00197] 19. The system of claim 15, wherein said fivst operating mode is a
defanlt operating mode, and wherein said controller is configured to switch from
said default operating roode to said second operating mode upon said protocol
detection circwtry detecting a trigger from said first interrogator.

[300198] 2(). The RFID system of claim 19, wherein said controller 1s
configured to enable said passive RFID tag to remain in said second operating
maode for a predetermined period of time, wherein said predetermined period of
time 1s selected from a group of time periods comprising a temporary duration and
a permanent duration.

009199} END OF THE ADDITONAL DISCLOSURE
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CEAIMS

What 1s claimed 1s:

1. A passive RFID tag comprising:

{a)  aplanar multi-turm loop antenna for enabling powering up of said passive
RFID tag via wireless inductive coupling of a magnetic field from an

interrogator; and

() an integrated circuit comprising

1 a memory storing a unique tag identifier;

1. a modulator operatively couplad to said planar multi-tum loop

antenna;

ti.  a demodulator operatively coupled to said planar multi-turn loop

antenna,

1v.  adetector operatively coupled to said demodulator and configured to

determine a communication protocol of an interrogation signal; and

v.  acontroller operatively coupled to said detector, said controlier
configured to operate said passive RFID tag in a first operating mode

and in a second operating mode;
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wherein said first operating mode enables said passive RFID tag to commumicate,
via said planar multi-turn loop antenna utilizing a first carrier signal having a first
frequency, with a first interrogator using a first communication protocol;

wherein said second operating mode enables said passive RFID tag to
communicate, via said planar multi-turn loop antenna utilizing a second carrier
signal having a second frequency, with a second mterrogator using a second
communication proiocol;

wherein said first frequency 1s substantially identical to said second frequency;
wherein said second communication protocol is a commandless asynchronous
protocol having a communication range that is greater than a cornmunication
range of said first communication protocol; and

wherein said controller enables transmissions of said unique tag identifier to said
second interrogator via a random hold-off-and-retransmit scheme.

2. The passive RFID tag of claim 1, wherein said first frequency is an HF
frequency.

3. The passive RFID tag of claim 2, wherein said first frequency is about
13.56 MHz.

4, The passive RFID tag of claim 3, wherein said first commumication
protocol is an NFC-type protocol.

s, The passive RFID tag of claim 1, wherein said first communication

protocol is a short-communication-range command-and-control protocol.
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6. The passive RFID tag of claim 1, wherein said random hold-off-and-
retransmit scheme comprises repetitively transmitting said unique tag identifier in
a pseudo-random manner at an average duty cycle between about 0.2 percent and
about 4 percent.

7. The passive RFID tag of claim 1, wherein sad random hold-off-and-
refransmit scheme comprises repetitively transmitting said unique tag identifier in
a pseudo-random manner at a data rate behween about 64 Kbils/sec and 256
Kbits/sec.

8. The passive RFID tag of claim 1, wherein sad transmassions of said
unique tag identifier include data encoded using a pulse position encoding
techmque.

9, The passive RFID tag of claim 1, wherein said first operating mode 15 a
default operating mode, and wherein said controller 1s configured to switch from
said default operating mode to said second operating mode upon said detector
detacting a trigger.

18,  The passive RFID tag of claim 9, wherein said second carrier signal is a
continuous wave carrier signal, and wherein said trigger is a level of said
magnetic field excitation that is greater than a predetermined threshold.

11.  The passive RFID tag of claim 9, wherein said second carrier signal is a
continuous wave carrier signal, and wherein said irigger is one of {(a) a shoit
imterruption in satd second continuous wave carrier signal and (b} a modulation

dip in said second continuous wave carrier signal.
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12,  The passive RFID tag of claim 9, wherein said controller is configured to
enable said passive RFID tag to remain in said second operating mode for a
predetermined period of time, wherein said predetermined period of time 18
selected from a group of time penods comprising a temporary duration and a
permanent duration.

13.  The passive RFID tag of claim 1, wherein said unique tag identifier is hard
coded into said memory during manafacture of said passive RFID tag.

14.  The passive RFID tag of claim 1, wherein said memory cormprises at least
one of a metal mask, a laser fuse, and a one-time-programmable antifuse read

only memory.

15, A method of using a passive RFID tag, sard comprising the steps of

{a} providing said passive RFID tag comprising

i) a planar multi-turn loop antenna; and

(ity  anmnlegrated circuit comprising
a memory storing a unique tag identifier;
a modulator operatively coupled to said planar multi-tumm toop
anfenma,
a demodulator operatively coupled to sard planar multi-tom
loop antenna;

a detector operatively coupled to said demodulator; and
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a conirolier operatively coupled to said detector, said controller
contfigured 1o operate said passive RFID tag in a first operaiing

mode and in a second operating mode;

wherein said first operating mode enables said passive RFID tag to communicate,
via satd planar multi-turn loop antenna utilizing a first carrier signal having a
first frequency, with a first interrogator using a first communication protocol;
wherein said second operating mode enables said passive RFID tag to
comminicaie, via said planar multi-turn loop antenna utilizing a second
carrier signal having a second frequency, with a second interrogator using a
second communication protocol;

wherein said first frequency ts substantially identical {o said second frequency;

and

wherein said second communication protocol is a commandless asynchronous

protocol having a cornmunication range that 15 greater than a communication
range of said first communication_protocol;

(b)  transmutting an interrogation signal to said passive RFID tag;

(c) using said planar multi-loop antenna to wirelessly inductively couple a
magnetic field of said interrogation signal to power up said passive RFID
tag;

(D using said detector to determine a comnumication protocol of said

interrogation signal, said determined conmumunication protocol being one of
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said first communication protocol and said second communication
protocol,

{e} using sard coniroller {0 operate said passive RFID {ag in an operating
mode corresponding to said determined communication protocol, said
operating mode being one of said first operating mode and said second
operating mode; and

{H wirelessly communicating, via said multi-tom loop antenna, said tag
identifier using said determined communication protocol in response {0
said interrogation signal,
wherein, if said determined communication protocol is said second

conmwnunication protocol, wirelessly communicating said tag identifier
in response to said interrogation signal comprises transmutting said
unigue tag identifier via a randorn hold-off-and-retransmit scheme.

16.  The method of claim 18, wherein said determined communication protocol

is said first communication protocol with said first carmer frequency in an HF

frequency range.

17.  The method of claim 16, wherein said first carrigr frequency is about 13.56

MHz.

18.  The method of claim 17, wherein said first communication protocol is an

NF{-type protocol.

19. The method of claim 18, wherein satd random hold-off-and-retransmit

scheme comprises repetitive transmissions of said unique tag identifier in a
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pseudo-random manner at an average duly cycle between about 0.2 percent and
about 4 percent.

28, The method of claim 18, wherein said random hold-off-and-retransmit scheme
comprises repetitive transmissions of said unique tag identifier in a pseudo-
random manner at a data rate between about 64 kbiis/sec and 256 kbits/sec.

21. The method of claim 15, further comprising the step of encoding said anique
tag identifier using a pulse position encoding technique.

22.  The method of claim 18, wherein said first operating mode is a default
operating mode, and wherein said controller swiiches said passive RFID tag from
said default operating mode to said second operating mode upon said detector
detecting a trigger.

23.  The method of claim 22, wherein said second carrier signal is a continuous
wave carrier signal, and wherein the step of said detector detecting a trigger
comprises detecting a level of magnetic field of said interrogation signal that is
greater than a predetermined threshold.

24,  The method of claim 22, wherein said second carrier signal is a continuous
wave carrier signal, and wherein said trigger is one of {(a} a short interruption in
said second continuous wave carrigr signal and (b} 2 modulation dip in said
second carrier signal.

25, The method of claim 22, further comprising mainiaining said passive
RFID tag in said second operating mode for a predetermined period of time,
wherein said predetermined pertod of time is selected from a group of time

perigds comprising a temporary duration and a permanent duration.
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26,  The method of claim 15, wherein said unique tag identifier is hard coded
mto memory during manufacture of satd passive RFID tag.
27.  The method of claim 18, wherein said memory comprises at least one of a
metal mask, a laser fuse, and a one-time-programmable antifuse read only
MEmory.
28, An RFID system comprising:
(a) passive RFID tag comprising
(1} a planar multi-tum loop antenna for enabling powering up of said
passtve RFID lag via wireless inductive coupling of a magnetic {ield;
and
(1) an integrated circuit comprising
a memory storing a unigue tag identifier;
a modulator operatively coupled to said planar multi-tum loop

antenna;

a demodulator operatively coupled to said planar multi-tur loop
antenna;

a detector operatively coupled to said demodulator and configured
to determine a communication protocol of an interrogation signal;
a controller operatively coupled to said detector, said controller
configured to operate said passive RFID tag in a first operating

mode and in a second operating mode;
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wherein said first operating mode enables said passive RFID tag to commumicate,
via said planar multi-turn loop antenna, using a first commumication protocol
utilizing a first carrier signal having a first frequency;
wherein said second operating mode enables said passive RFID tag to
communicate, vig said planar muolti-tum toop antenna, using a second
communication protocol utilizing a second carrier signal having a second
frequency;
wherein said first frequency ts substantially identical {o said second frequency;
and
wherein said second communication protocol is a commandless asvnchronous
protocod having a communication range that 1s greater than a coromunication
(b a first interrogator for communicating with said passive RFID tag using
said second conununication protocol,
wherein said controller of said passive RFID tag enables transimissions of said
wnique tag identifier to said first interrogator via a random hold-off-and-
retransmit scheme.
28,  The RFID system of claim 28, wherein said second communication
protocol of said first interrogator enables commumication in an HF frequency
range.
36.  The RFID system of claim 29, wherein said second communication

protocol enables communtication at about 13.56 MHz.
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31,  The RFID system of claim 30, wherein said first communication protocol
being an NFC-type protocol.

32,  The RFID system of claim 28, wherein said first communication protocol
being a short-communication-range command-and-control protocol.

33.  The RFID system of claim 28, wherein said random hold-off-and-
refransmit scheme comprises repetitively transmitting said unique tag identifier in
a pseudo-random manner at an average duty cycle between about 0.2 percent and
about 4 percent.

34,  The R¥FID system of claim 28, wherein said random hold-off-and-
retransnit scheme comprises repetitively transrottting said unigue tag dentifier in
a pseudo-random manner at a data rate between about 64 kbits/sec and 256
kbits/sec.

35, The RFID system of claim 28, wherein said transnussions of said unique
tag identifier include data encoded using a pulse position encoding technigue,

36.  The RFID system of claim 28, wherein said first interrogator is configured
for use in a fully automated application.

37.  The system of claim 28, wherein said first operating mode is a default
operating mode, and wherein said controller is configured to switch from said
default operating mode to said second operating mode upon said detector
detecting a trigger from said first interrogator.

38.  The RFID system of claim 37, wherein said second carrier signal is a
continuous wave carrier signal, and wherein said irigger is a level of said

magnetic field excitation that is greater than a predetermined threshold.
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38,  The RFID system of claim 37, wherein said second carrier signal is a
continuous wave carrer signal, and wherein said trigger is one of (a) a short
interruption in said second continuous wave carrier signal and (b) a modulation
dip in said second continuous wave carrier signal,

46.  The RFID system of claim 37, wherein said controller is configured to
enable said passive RFID tag to remain in said second operating mode for a
predetermuned period of time, wherein said predetermined period of time 13
selected from a group of time pertods comprising a temporary duration and a
permanent duration.

41, The RFID svstem of claim 28, wherein said unique tag identifier is hard
coded into said memory during manufacture of said passive RFID tag.

42.  The RFID system of claim 28, wherein said memory comprises at least
one of a metal mask, a laser fuse, and a one-time-prograramable antifuse read
only memory.

43.  The RFID system of claim 28, wherein said first interrogator is a portable
handheld interrogator comprising a directional antenna, said directional antenna
comprising a solenoid coil wound around a ferrite rod core having magnetic
permeability Mu in the range of about 40 to 250,

44.  The RFID system of claim 43, wherein said ferrite rod is a cvlinder of a
diameter D and a length L, and wherein at least one of said diameter D and said
fength L 1s increased to allow said directional antenna to generate magnetic field
of at least about 0.15 amperes/meter away from said ferrite rod.

45, The RFID svstem of claim 28, wherein said first interrogator comprises
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{a) a magnetic core solenoid loop antenna having an induciance value L;
and
(b} a matching network in series with said magnetic core solenoid loop
antenna, said maiching network having an effective capacitance value
C,
wherein said second carrier signal of sard second communication protocol
of said first infervogator 15 a continuous wave carrier signal m an HF
frequency range, and
wherein said matching network and said magnetic core solenoid loop
antenna form a circuit having a resonant freguency that is substantially
equal to said second frequency.
46,  The RFID syvstem of claim 28, further comprising a second mnterrogator for
communicating with said passive RFID tag using said first coromurication
protocol, said first communication protocol being a command-and-control
protocol.
47.  The RFID system of claim 46, wherein said first frequency of said first
carrier signal of said first communication protocol is about 13.56 MHz, and

wherein said first communication protocol is an NFC-type protocol.

48. A passive RFI1D tag comprising:

{a) an antenna for enabling powering up of said passive RFID tag via

wireless inductive coupling of a magnetic field from an interrogator;

and
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(b} an integrated circuit comprising

1. amemaory storing a unique tag identifier;

1. amodulator operatively coupled to said antenna;

1. ademodulator operatively coupled to said antenna;

1v.  adstector operatively coupled 1o said demodulator and configured
io determine a coramurucation protocol of an interrogation signal;

and

-t

7. acontroller operatively coupled to said detector, said controller
configured to operate said passive RFID tag in a first operating

mode and in a second operating mode;

wherein said first operating mode enables said passive RFID tag to coromuricate,
via said antenna utilizing a first carner signal having a first frequency, with
a first interrogator using a first communication protocol;

wherein said second operating mode enables sard passive RFID tag to
communicate, via said antenna utilizing a second carrier signal having a
second frequency, with a second nterrogator using a second communication
protocol;

wherein said first operating mode is a default operating mode;

wherein said controller is configured to switch from said default operating mode

1o said second operating mode upon said detector detecting a trigger;
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wherein said controller is configured to enable said passive RFID tag to remain in
said second operating mode for a predetermined period of time, wherein said
predetermined pertod of time of time 1s selected from a group of time
periods comprising a temporary duration and a permanent duration;

and

wherein said first frequency is substantially identical to said second frequency.

49,  The passive RFID tag of claim 48, wherein said first frequency 1s an HF

frequency.

56.  The passive RFID tag of claim 49, wherein said first frequency 1s about

13.56 MHz,

51.  The passive RFID tag of claim 38, wherein said first communication

protocol is an NFC-type protocol.

52.  The passive RFID tag of claim 48, wherein said first communication

protocol 1s a short-conimunication-range conwnand-and-control protocol.

53.  The passive RFID tag of claim 48, wherein said second cornmunication

protocol 1s a commandless asynchronous protocol having a commumication range

that 1s greater than a comnunication range of said first communication protocol,

and wherein said controller enables transmissions of said unique tag identifier (o

said second interrogator via a random hold-oft-and-retransmit scheme.

54,  The passive RFID tag of claim 83, wherein said random hold-off-and-

retransmit scheme comprises repetitively transmitting said unique tag identifier in

a pseudo-random manner at an average duty cycle between about 0.2 percent and

about 4 percent.
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58,  The passive RFID tag of claim 33, wherein said random hold-off-and-
retransmit scheme comprises repetitively transmitting said unique tag identifier in
a pseudo-random manner at a data rate between about 64 Kbiis/sec and 256
Kbits/sec.

56.  The passive RFID fag of claim 83, wherein said transrmuassions of said
unique tag identifier include data encoded using a pulse position encoding
techmique.

~
7
g

. The passive RFID tag of claim 48, wherein said second carrier signal is a
continuous wave carrier signal, and wherein said trigger is a level of said
maguetic field excitation that 1s greater than a predetermined threshold.

58.  The passive RFID tag of claim 48, wherein said second carrier signal 1s a
continuous wave carmier signal, and wherein said trigger is one of (a) a short
mterruption in said second continuous wave carrier signal and (b) a modulation
dip in said second continuous wave carrier signal.

9.  The passive RFID tag of claim 48, wherein said unique tag identifier is
hard coded into said memory during manufacture of said passive RFID tag.

68.  The passive RFID tag of claim 48, wherein said memory comprises at
least one of a metal mask, a laser fuse, and a one-time-programmable antifuse

read only memory.

61. A method of using a passive RFID tag. said comprising the steps of

(a) providing said passive RFID tag comprising

1 an antenna;
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(i} an mtegrated circuit comprsing
a memory storing a uniqgue tag identifier;
a modulator operatively coupled to said antenna;
a demodulator operatively coupled to said antenna;
a detector operatively coupled to said demodulator; and
a controller operatively coupled to said detector, said controller
configured to operate satd passive RFID tag in a first operating
mode and 10 a second operating mode;
wherein said first operating mode enables said passive RFID tag to communicaie,
via said antenna, utilizing a first carner signal having a first frequency, with

a first interrogator using a first comynunication protocol;

wherein said second operating mode enables saird passive RFID tag to
communicate, via said antenna, utihizing a second carrier signal having a
second frequency, with a second interrogator using a second
communication protocol;

wherein said first frequency is substantially identical to said second frequency;

wherein said first operating mode 15 a default operating mode:

wherein said controller 1s configured to switch said passive RFID tag from said

default operating mode to said second operating mode upon sad detector

detecting a trigger;

wherein said controller 1s further configured to maintain said passive RFID tag in

said second operating mode for a predeternuned period of time, wherein said
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predetermined period of time is selected from a group of time periods
comprising a temporary duration and a permanent duration;

(b} transmitiing an interrogation signal to said passive RFID tag;

(¢} using said antenna {0 wirelessly inductively couple a magnetic field of said
interrogation signal {o power up said passive RFID tag;

(d) using said detector to determine a communication protocol of said
mierrogation signal, said determined communication protocol being one of
said first communication protocol and said second communication
protocol;

(e} using said controller to operate said passive RFID {ag in an operating
mode corresponding to said determined communication protocol, said
operating mode being one of said first operating mode and said second
operating mode; and

{y wirelessly commumicating, via said antenna, said tag identifier using said
deternmined communication protocol in response to said interrogation
signal.

62.  The method of claim 61, wherein said determined communication protocol

is said first comumunication protocol with said first carrier frequency in an HF

frequency range.

63.  The method of claim 62, wherein said first carrier frequency is about 13.56

MHz.

64,  The method of claim 63, wherein said first commumication protocol is an

WFC-type protocol.
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65.  The method claim 61, wherein said determined communication protocol is
said second communication protocol, said second communication protocol being a
commandless asynchronous protocol having a communication range that is
greater than a communication range of said first commumication protocol, and
wherein said step of wirelessly commumicating said tag identifier in response to
said interrogation signal comprises transmitling said uruque tag identifier via a
random hold-off-and retransmit scheme.

66. The method of claim 65, wherein sard random hold-off-and-retransmii
scheme comprises repetitive transmissions of said unique tag identifierim a
pseudo-random manuner at an average duty cycle between about 0.2 percent and
about 4 percent.

67. The method of claim 68, wherein said random hold-off-and-retransmat
scheme comprises repetitive transmissions of said umque tag identifier in a
pseudo-random manner at a data rate between about 64 kbhits/sec and 256
kbits/sec.

68.  The method of claim 68, further comprising the step of encoding said
unique tag identifier using a pulse position encoding technigue.

69.  The method of claim 61, wherein said second carrier signal is a continuous
wave carrier signal, and wherein the step of said detactor detecting a trigger
comprises detecting a level of magnetic field of said interrogation signal that is
greater than a predetermined threshold.

78.  The method of claim 61, wherein said second carrier signal is a continucus

wave carrier signal, and wherein said trigger is one of {a} a short interruption in
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said second continuous wave carrier signal and (b} a modulation dip in said
second carrier signal.
71.  The method of claim 61, wherein said unique tag identifier is hard coded
into memory during manufacture of said passive RFID tag.
72, The method of claim 61, wherein said memory comprises at least ong of a
metal mask, alaser fuse, and a one-time-programmable antifuse read only
MEmory.
73. An RFID system comprising:
(a) passive RFID tag comprising
(1} an antenna for enabling powering up of said passive RFID tag via
wireless inductive coupling of a magnetic field; and
(11} an ntegrated circuit compnsing
a memory storing a unigue tag identifier;

a modulator operatively coupled to said antenna;

a demodulator operatively coupled to said antenna;

a detector operatively coupled to said demodulator and configured
to deternine a conynunication protocol of an interrogation
signal; and

a controller operatively coupled to said detector, said controller
configured to operate said passive RFID tag in a first operating

mode and in a second operating mode;
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wherein said first operating mode enables said passive RFID tag to commumicate,

via said antenna, using a first communication protocol wiilizing a first carner

signal having a first frequency:

wherein said second operating mode enables said passive RFID tag to

commumnicate, via said anterma, using a second commnunication protocol utilizing a

second carrier signal having a second frequency;

wherein said first {requency 1s substantially identical to said second {requency;

wherein said first operating mode 1s a default operating mode;

wherein said controller is configured to switch said passive RFID tag from said

default operating mode to said second operating mode upon sad detector

detecting a trigger; and

wherein said controller is configured to enable said passive RFID tag to remain in

said second operating made for a predetermined period of tirne, wherein said

predetermined period of time is selected from a group of time periods comprising

a temporary duration and a permanent duration; and

{b} a first interrogator for communicating with said passive RFID tag using a

communication protocol that is one of said first communication protocol
and said second communication protocol.

74.  The RFID system of claim 73, wherein said communication protocol of

said first interrogator enables communication in an HF frequency range.

75.  The RFID system of claim 74, wherein said communication protocol of

said first interrogator enables communication at about 13.56 MHz



WO 2021/050205 PCT/US2020/046605
87

76.  The RFID system of claim 78, wherein said commumnication protocol of
said first interrogator is said first commuumication protocol, said first
communication protocol being an NFC-tvpe protocol.

77.  The RFID system of claim 73, wherein said communication protocol of
said first intervogator is said {irst communication protocol, said first
communication protocol being a short-communication-range command-and-
conirol protocol.

78.  The RFID system of claim 73, wherein said second communication
protocol has a communication range that is greater than a commumcation range of
said first communication protocol, and wherein said communication protocol of
said first mierrogator is said second commumnication protocol.

79.  The RFID system of claim 78, wherewn said communication protocol of
said first mierrogator is a commandless asynchronous protocol, and wherein said
controller of said passive RFID tag enables transmissions of said unique tag
identifier to said first interrogator via a random hold-off-and-retransmit scheme.
80,  The RFID system of claim 79, wherein said random hold-off-and-
retransimit scheme comprises repetitively transnutting said unique tag identifier in
a pseudo-random manner at an average duty cycle between about 0.2 percent and
about 4 percent.

81,  The RFID system of claim 79, wherein said random hold-off-and-
retransmit scheme comprises repetitively transmitting said unique tag identifier in
a pseudo-random manner at a data rate between about 64 kbits/sec and 256

kbits/sec.
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82,  The RFID system of claim 79, wherein said transmissions of said unique
tag identifier include data encoded using a pulse position encoding technigue.
83.  The RFID system of claim 79, wherein said first interrogator is configured
for use in a fully automated application.

84, The RFID system of claim 73, wherein said second carrier signal i3 a
continuous wave carrier signal, and wherein said trigger is a level of said
magnetic field excitation that 15 greater than a predetermined threshold.

83,  The RFID system of claim 73, wherein said second carrier signalis a
coniinuous wave carrier signal, and wherein said ingger is one of (a) a short
interruption i satd second continuous wave carrier signal and (b) a modulation
dip 10 said second continuous wave carrier signal.

86, The RFID svstem of claim 73, wherein said unique tag identifier is hard
coded into said memory during manufacture of said passive RFID tag.

87.  The RFID system of claim 73, wherein said memory comprises at least
one of a metal mask, a faser fuse, and a one-time-programmable antifuse read
only memory.

88.  The RFID system of claim 73, wherein said first interrogator is a portable
handheld interrogator comprising a directional antenna, said directional antenna
comprising a solenoid coil wound around a ferrite rod core having magnetic
permeability Mu in the range of about 40 10 250.

89.  The RFID system of claim 88, wherein said ferrite rod is a cvlinder of a

diameter D and a length L, and wherein at least one of said diameter D and said
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length L is increased 1o allow said directional antenna to generate magnetic field
of at least about 0.15 amperes/meter away from said ferrite rod.
88,  The RFID system of claim 73, wherein said first interrogator comprises
{a) a magnetic core solenoid loop antenna having an inductance value L;
and
(b} a matching network in serigs with said magnetic core solenoid loop
antenna, said matching network having an effective capacitance value
C,
wherein said second carrier signal of said second communication protocol of said
first interrogator 1s a continuous wave carrier signal in an HF frequency range,
and
wherein said matching network and said magnetic core solenoid loop antenna
form a circuit having a resonant frequency that is substantially equal to said
second frequency.
91.  The RFID system of claim 73, further comprising a second interrogator for
commmnicating with said passive RFID tag using said first comumunication
protocol, said first communication protocol being a command-and-control
protocol.
92.  The RFID system of claim 91, wherein said first frequency of said first
carrier signal of said first communication protocol is about 13.56 MHz, and

wherein said first commumication protocol is an NFC-type protocol.

93.  An RFID system comprising:
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(a) passive RFID tag comprising
(i} an antenna for enabling powering up of said passive RFID tag via
wireless inductive coupling of a magnetic field; and
(i1} an integrated circuit comprising
a memory storing a unigue tag identifier;

a modulator operatively coupled to said antenna;

a demodulator operatively coupled to said antenna;

a detector operatively coupled to said demodulator and configured
o determine a communication protocol of an interrogation signal; and

a coniroller operatively coupled to said detector, said controller
configured to operate said passive RFID tag in a first operating mode and ina
second operating mode,;
wherein said first operating mode enables said passive RFID tag to communicaie,
via said antenna, using a first communication protocol utilizing a first carner
signal having a first frequency;
wherein said second operating mode enables sard passive RFID tag to
communicate, via said antenna, using a second communication protocol utilizing a
second carrier signal having a second frequency;
wherein said first frequency is substantially identical to said second frequency;
and
wherein said second communication protocol has a communication range that is

greater than a comumunication range of said first communication protocol; and
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(b} afirst interrogator for communicating with said passive RFID tag using
said second comnmunication protocol,

wherein said first interrogator is a portable handheld interrogator comprising a
directional antenna, said directional anfenna comprising a solenoid coil wound
around a ferrite rod core having magnetic permeability Muin the range of about
40 10 250,
wherein said fermie rod is a cvlinder of a diameter D and a length L, and
wherein at least one of said diameter D and said fength L 13 increased to allow
said directional antenna to generate magnetic field of at least about 0.15

amperes/meter away from said ferrite rod.

4, An RFID systern comprising:
{a) passive RFID tag comprising
(1} an antenna for enabling powering up of said passive RFID tag via
wireless inductive coupling of a magnetic field; and
{11} an integrated circuit comprising
a memory storing a unique tag identifier;

a modulator operatively coupled to said antenna;

a demodulator operatively coupled o said antenna;
a detector operatively coupled to said demodulator and configured

to deternune a communication protocol of an interrogation signal; and
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a controtler operatively coupled to said detector, said controller

configured to operate said passive RFID tag in a first operating mode andin a
second operating mode,

wherein said first operating mode enables said passive RFID tag to
comirnicate, via said antenna, using a first communication protocol utilizing a
first carrier signal having a {irst frequency,

wherein said second operating mode enables said passive RFID tag to
communicate, via said anlenna, using a second communication protocol utilizing a
second carrier signal having a second frequency,

wherein said first frequency is substantially identical to said second frequency,
and
wherein said second communication protocol has a comnmunication range that is
greater than a communication range of said first cornmunication protocol; and

(b} afirst interrogator for comununicating with said passive RFID tag using

said second communication protocol, wherein said first interrogator

comprises

1 a magnetic core solenoid loop antenna having an induciance value
L; and

i, a matching network in series with said magnetic core solenocid foop

antenna, said maiching network having an effective capacitance

vatue C,
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wherein said second carrier signal of said second communication protocol of said
first interrogator i1s a continuous wave carrier signal in an HF frequency
range, and

wherein said matching network and said magnetic core solenoid loop anienna
form a circuit having a resonant frequency that is substantially equal to said

second frequency.
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