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METHOD AND SYSTEM FOR OBTAINING CONSUMER TRANSACTION
INFORMATION

Abstract of the Disclosure

The 1nvention 1s a computer-implemented method and system for obtaining
consumer transaction information from consumers’ online accounts on World Wide
Websites. The method compnses the automated steps of transmitting a consumer’s
account access mnformation to a website containing the consumer’s online account,
downloading a series of generally pnivate HTML files from the websites in order to
navigate to and download an HTML file associated with a web page including desired
transaction 1nformation, scanning and parsing the HTML to copy the transaction
information therefrom, and storing the copied transaction information into a database.
The process of navigating through the website to find the HTML file containing the
desired transaction information involves downloading a sequence of HTML pathway
files one by one. Each pathway file contains the URL for the next pathway file, which
1s used to request the next pathway file. The final pathway file in the sequence contains
the desired consumer transaction information. In a preferred embodiment, the method

and system of the invention 1s used to administer a consumer rewards program.
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METHOD AND SYSTEM FOR OBTAINING CONSUMER TRANSACTION
INFORMATION

Related Application
This application claims priority under 35 U.S.C. §119(¢) from a U.S.

provisional patent application, Sernial No. 60/213,036, entitled “SYSTEM FOR
OBTAINING CONSUMER TRANSACTION INFORMATION,” filed on June 23,
2000.

Field of the Invention

The present invention relates generally to advertising and more particularly to a

method of obtaining consumer transaction data to bolster advertising revenue.

Background of the Invention

One of the primary manners of generating revenue across wide area networks,
such as the global World Wide Web, is through advertising for other online or for
offline merchants. One manner of advertising 1s to offer shoppers rewards for purchases
made after viewing an advertisement at a particular location. For example, a common
rewards program involves displaying the advertisement for a promotional special on a
rewards program website. If the consumer elects to accept the offer, the adveftising
merchant receives revenue from the sale, and generally will pay a commission to the
advertiser that generated the sale.

As used herein, ‘“‘advertising merchant” and ‘“merchant customer” refer to a
merchant that places advertisements in various media for the purpose of attracting
consumers to the merchant’s online or offline retail sites to generate sales. As used
herein, ‘“‘advertiser” and “rewards program” refer to a party that channels or directs
advertisements for various advertising merchants or merchant customers to consumers.

Businesses that generate revenue through advertising, whether through a rewards

program or some other advertising model, generally have a need for transaction
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‘nformation. One use of transaction information is simply to track the buying habits of
particular consumers. Such information facilitates more targeted and therefore more
successful advertising. Because targeted advertising has a higher statistical hkelihood
of success, advertising merchants are generally willing to pay more for targeted
advertisements. In the context of a rewards or referral program, the site that offers the
reward to the consumer typically wisﬁes to confirm a consumer"s actual purchase
associated with the promotional offer. Similarly, any typé of program that relies upon
commissions for actual sales requires proof of the fact that the advertising party
generated the sale. Even straight payment-for-display advertising arrangements can
benefit from proven correlations between viewing an ad and actual purchases.

With reference to Figure 1, there are many sources of consumer transaction
information, including all of the parties involved in a credit card transaction.
Accordingly, many rewards programs and other advertising business models rely upon
information generated through credit cafd purchases. One advantage of such a system 1s
that the program can be employed regardless of the channel used by the consumer,
whether online or at offline, physical store locations.

As shown at the point marked “1” in Figure 1, when a consumer 10 1s ready to
purchase a product at a store (or online), the merchant swipes the consumer’s card 14 at
a merchant location 12 (or the consumer enters credit card information into his terminal
if shopping online). This credit card 14 is then checked for authorization and available
funds in the consumer’s credit card account. Accordingly, a request 1s transmitted from
the merchant location 12 to the merchant’s bank 16, as indicated at reference numeral 2.
Due to the high volime of credit card transactions and the specialized nature of the data
processing for routing such requests, the merchant bank 16 typically employs an
outsourced me'rchant processor 18. The outsourced merchant processor 18 analyzes the
request and credit card information in order to route the request through the correct
channels for authorization, as indicated at reference numeral 3 on Figure 1.

From the merchant’s bank 16 and outsourced processor 18, the request for
authorization travels over a credit card network 20, such as provided by Visa™,
MasterCard™, American Express™, Discover™, etc. This network 20 ties merchant

banks 16 to consumer banks 22 that issue credit cards 14 to consumers 10. Like the

-
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merchant bank 16, the consumer or “credit card issuing” bank 22 employs outsourced
banking processors 24 to handle the data. With the aid of the outsourced banking
processor 24, the credit card issuing bank 22 checks the account and approves or denies
the request, as indicated at reference numeral 5.

Thus, all the parties along the path traveled by the information in the course of
requesting and approving or denying authonzation have access to consumers’
iransaction information. Thus, a party wishing to have access to such transaction
information, such as an advertiser, can form agreements with parties at any level of this
information pathway.

Unfortunately, in order to maximize the information received, the advertiser
would have to form agreements with multiple parties. For example, information at the
merchant banks 16 level or at the credit card issuing banks 22 level is impractical, since
thousands of such parties exist. The credit card networks 20, such as Visa™ or
MasterCard™ networks, are typically not willing to part with consumer transaction
information.

There is a relatively small number of outsourced merchant processors 18,
however, such that it might be practical to form agreements with each of the outsourced
merchant processors, in theory. A number of so-called “data miners’ 26 therefore do
obtain their information from these outsourced merchant processors 18, providing a
wealth of consumer transaction history for advertisers to analyze. Unfortunately,
exclusive relationships have developed between outsourced merchant processors 18 and
the third party data miners 26, which in practice has prevented any one party from
obtaining all possible credit card transaction information. Accordingly, the outsourced
merchant processors 18 and the third party data miners 26 are unsatisfactory sources for
consumer transaction information for some advertisers’ purposes.

Another possible source of consumer transaction information 1s the merchants
12 themselves. The merchants 12 have the advantage of sharing a common interest
with the advertisers of determining how well their advertising is working. The
merchants 12 are a particularly advantageous source of information for rewards
programs, since the party offering the rewards often is already involved in consumers’

transactions with the merchant 12 to provide promotional advertising. Merchants 12,
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however, would rather not complicate the transaction with the advertiser, such as by
having to give the advertiser limited (and therefore individually tailored) access to the
merchant’s databases.

Moreover, in order for an advertiser to learn about consumer habits generélly,
rather than just the customers of a select few merchants, the advertisers would have to
obtain this information from thousands upon thousands of merchants 12, the vast
majority of which would not already have advertising agreements with the advertiser. It
is, of course, impossible to assure that all transactions would be covered by such
agreements.

Accordingly, a need exists for methods of acquiring transaction information,

particularly to support advertising revenue.

Summary of the Invention

Accordingly, it is a principle object and advantage of the present mvention to
provide new and improved methods of acquiring customers’ transaction information.

The present invention recognizes that a particularly advantageous source of
consumers’ transaction information 1s the consumers themselves, and that the
‘nformation can be obtained from consumers’ online accounts, such as online credit card
accounts. The information can be obtained from such accounts through the use of “data
scraping,” a method of acquiring information written into files (e.g., HTML files) that
are readable by browsers to form pages (e.g., web pages) accessible across wide area
networks, such as the intemnet.

One advantage of this method of obtaining transaction data 1s that it does not
involve any action on the part of the consumers, except for initially providing online
account access information and authorization to the transaction information scraping
service provider (“the data scraper”). Also, in the specific context of a rewards
program, it does not involve any action on the part of the participating merchants,
except for initially setting up promotional offers with the data scraper. After these

initial steps, all of the data scraping is invisible to the merchants and consumers, which

conduct transactions in a conventional manner.
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The methods described herein for scraping transaction information from
consumers’ online accounts may be applied in many different contexts, one of which 1s
a consumer rewards program. Other applications may include, for example, analysis of
consumers’ purchasing activities in order to evaluate the effectiveness of advertising.
Companies that monitor consumers’ Internet browsing activities would hke to
determine the effectiveness of online advertisements that the consumers’ view.
Additionally, there are many other applications and uses of the scraped {fransaction
information that can be obtained by the methods descnbed herein.

In accordance with one aspect of the invention, a method is provided for
administering a consumer rewards program 1n which rewards are offered to consumers
for consumers’ purchases of advertised goods and services of participating merchants.
The method comprises: receiving a consumer’s indication of an interest 1n a
promotional offer associated with a sclected one of the participating merchants in
exchange for an offered reward. Transaction information 1s scraped from the
consumer’s online credit card account. This transaction information is scanned for
purchase data indicating that the consumer made a purchase from the selected merchant
associated with the promotional offer in which the consumer had indicated interest.

In accordance with another aspect, the present invention provides a rewards
program system in which rewards are offered to consumers for consumers’ purchases of
advertised goods and services of participating merchants, compnsing a consumer
interface and a transaction information scraping engine. The consumer interface 1s
configured to display rewards offered for purchases from a selected one of the
participating merchants. The transaction information scraping engine is configured to
scrape transaction information from the consumer’s account on an account website. The
rewards program system gives the rewards to consumers for purchases. Preferably, the
system also includes a rewards analysis engine configured to scan transaction
information scraped by the transaction information scraping engine, in order to find
purchase data indicating whether a consumer purchased selected goods and services
from a selected merchant.

In accordance with another aspect, the present invention provides a method of

obtaining transaction information from a consumer’s online account. The method
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includes transmitting account access information to the account in order to access the
account, and obtaining transaction information from the account, wherein the accessing
and obtaining steps are automated.

In accordance with another aspect, the present invention provides a method of
obtaining a desired subset of data included within a consumer’s private account. The
account information site is accessible over a public network (e.g., the World Wide
Web), but the account is accessible only when one or more private access codes (e.g.,
username and password) are transmitted to the site. The method includes transmitting
one or more private access codes are transmitted to the site, which causes the site to
permit access to the account. A pathway file, such as an HTML file, 1s received from
the site, the pathway file including a network address for a next pathway file in a
sequence of pathway files. The received pathway file 1s scanned to find the network
address of the next pathway file in the sequence. The next pathway {ile in the sequence
is then requested by transmitting the network address of the next pathway file to the site.
Then, the above-described receiving, scanning, and requesting steps are repeated for
additional pathway files in the sequence, if any, until a final pathway file 1s received

from the site. The final pathway file includes the desired subset of data. The final

pathway file is scanned to obtain the desired subset of data.

In accordance with another aspect of the present invention, a method of
advertising 1s provided. The method includes displaying advertisements to consumers.
Transaction information of the consumer is periodically and automatically obtained by
mining the transaction information using consumer online account access information.
Consumer viewing of the advertisements is matched with actual purchases reflected in
said transaction information, purchases associated with said advertisements.

For purposes of summarnizing the invention and the advantages achieved over the
prior art, certain objects and advantages of the invention have been described herein
above. Of course, it is to be understood that not necessarily all such objects or
advantages may be achieved in accordance with any particular embodiment of the
invention. Thus, for example, those skilled in the art will recognize that the invention

may be embodied or carried out in a manner that achieves or optimizes one advantage or
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group of advantages as taught herein without necessarily achieving other objects or
advantages as may be taught or suggested herein.

All of these embodiments are intended to be within the scope of the invention
herein disclosed. These and other embodiments of the present invention will become
readily apparent to those skilled in the art from the following detailed description of the
preferred embodiments having reference to the attached figures, the invention not being

limited to any particular preferred embodiment(s) disclosed.

Brief Description of the Drawings

Figure 1 is a schematic diagram of an information pathway followed by requests
for authorization on credit card transactions and responses thereto,

Figure 2 is a schematic diagram of a screen-scraping method of obtaining
information on a wide area network;

Figure 3 is a schematic diagram illustrating the relationships among parties in a
system in accordance with a preferred embodiment of the present i'nvention;

Figurc 4 illustrates generally a method of obtaining transaction information 1n
accordance with the preferred embodiment;

Figure 5 is a system component diagram descnibing the relationship between
consumers, a transaction data scraping service, and an account website, according to a
preferred embodiment of the present invention; -

Figure 6 is an example of a web page from an online account website, which a
customer downloads after initially logging in to the customer’s online account, that can
be scraped for transaction data according to the methods of the present invention;

Figure 7 is an example of a web page from an online account website, from
which a customer can select and download a statement for a billing penod;

Figure 8A is an example of a web page from an online account website,
containing summary information for one billing perod;

Figure 8B is’ an example of a web page from an online account website,
containing transaction information for one billing penod;

Figure 9 is a flowchart illustrating a method of navigating through a sequence of

web pages of a website and scraping transaction data therefrom;

.7
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Figure 10 is an example of a portion of HTML code for a web page that presents
a consumer’s transactional information;

Figure 11 1s a flowchart illustrating a method of scanning and parsing an HTML
file that corresponds to a web page containing a consumer'’s transactional information,
and extracting the transactional data elements therefrom;

Figure 12 is an exemplary list of transactions scraped from a website according
to the methods of the present invention.

Figure 13 i1s a flowchart illustrating a method of scanning transactions for
specific merchants or SKU numbers; and

Figure 14 1s an example of a lookup table used 1in conjunction with the method

descnbed by Figure 12.

Detailed Description of the Preferred Embodiment

While the preferred embodiments are described 1n the context of a rewards
program, the skilled artisan will readily appreciate that the principles described herein
will have application 1n a number of other contexts. For example, advertisers and their
merchant customers have a general need for the type of consumer transaction
information that can be obtained by the systems and methods descnibed herein. The
preferred embodiments have particular advantage, however, 1n the context of a rewards

program for shoppers.

Advertisers and Consumer Transaction Information

As described in the Background of the Invention, advertisers and their merchant
customers have a need for consumer transaction information. One source of such
information that 1s often overlooked 1s the consumer himself. Traditionally, the
consumer has not been viewed as a particularly good source of this information. If, for
example, the consumer simply reported his or her own transactions, there would still be
a need for independent verification of any transactions reported. Reliable information
provided to the consumer 1s unfortunately in the form of a credit card monthly
statement. Because it 1s a paper document, this information is not readily accessible for

mass analysis.
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Ever more frequently, however, such personal account transaction information is
more accessible in electronic form through the individual consumer. Most credit card
companies, for example, currently offer consumers the option of obtaining their own
account information online, such as over the World Wide Web or Internet.

Accordingly, in the preferred embodiments, the advertiser can also gain access
to this information online. In the preferred embodiments, access is granted by
permission of the individual consumer. The offer of a rewards program provides the
consumer with a reason to grant permission to the advertiser to gain such information.
In the broadest concept of the preferred embodiment, however, it is not necessary that
the methods and systems described herein be implemented in conjunction with a

rewards program.

Screen Scraping
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With reference 1nitially to Figure 2, the method employs a version of a

b

technology known as “screen scraping.” The general method involves searching the
wide area network for information that falls into a particular category and gathering the
information nto a database. At an onginating location, referred to in Figure 2 as a
scraper web site or computer 30, the process 1s initiated. Signals are sent across
communication channels to other sites on the network. Information is read from those
other sites, which are labeled *“‘scraped sites” 32 (one shown) in Figure 2. This data is
copied 1nto a database 34 at or through the scraper site 30. Screen scraping is to be
distinguished from conventional search engines, which merely identify the locations of
information for the user to view by himself, by visiting the location (e.g., web site) of

the information. In contrast, the scraping engine copies selected information from other

web sites for other uses.

Screen scraping has been previously employed by specialized search engines
known as search spiders. One particular search spider, known as a “shOppihg bot,”
traverses the wide area network looking for prices at different sites for the same product.
The shopping bot gathers the price information in a database for producing a list for

comparative shopping by consumers or for a retailer to use in setting its own price.
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A more recent application of screen scraping technology is that of account
aggregation. Account aggregators provide a service to customers by centralizing
information on their customers’ accounts. For example, an individual may have a credit
card account, a brokerage account and an air miles account. The customer informs the
account aggregator of his or her account access information, i.e., account numbers, user
names, passwords, etc., to access the account information on the network. Using screen
scraping technology, the account aggregator uses the account access information to
access the customer’s accounts on the network and copy summary information, such as
present account balances. This information 1s copied and sorted by the account

aggregator, and presented to the customer 1in summary format. The customer can thus
view his or her account balances for several accounts at a single location, without

having to separately log on to each of his or her accounts.

Preferred Rewards Program

With reference to Figure 3, the preferred embodiments also employ screen
scraping technology, but in the context of a business model that derives revenue from
advertising activity.

The business model of a rewards program to encourage consumer spending is
well known. Examples include the cash back award offered by Discover™, whereby
credit card purchases (at any merchant) are rewarded by giving back to the credit card
holder a percentage of the amount spent. Similarly, American Express offers a
Membership Rewards™ program, in which dollar amounts of consumer transactions are
tallied as points, and points can be redeemed for products or services. Many credit
cards offer air miles for usage of their credit card. In all of these examples, the credit
card company 1tself performs the transactions for which the consumer is rewarded and
has no need to independently venfy the transactions.

Another example of a known rewards program is a species of advertising
conducted by independent third parties. These programs are par{icularly well adapted
for operation across data networks such as the Internet or World Wide Web. Typically,
the rewards program draws customers (i.e., individual consumers) by the offer of

promotional offers related to specific providers of goods and services (“merchants” or
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“vendors”). For example, the rewards program can offer consumers coupons or rebates
that reduce the effective purchase prices on particular sales 1tems or services. Normally,
the merchants pay commissions to the rewards program for generating increased
consumer interest in the merchants’ goods and services. In some arrangements,
preferred by the merchants, the merchant pays the rewards program a commission only
for actual sales generated by the rewards program.

The rewards program administrator therefore wishes to prove generation of
particular sales. In the case of coupons, the fact that the rewards program generated a
sale is easily verified by a physical coupon that the consumer gives to the merchant.
Where rebates are offered, however, some other form of proof 1s required to determine
that the rewards program generated the sale before the merchant will pay a commission
to the rewards program.

Similarly, companies or advertisers that operate on other advertising models will
generally wish to venfy that their advertising generates actual sales. Direct evidence of
sales generation, through consumer transaction information, 1s advantageous to this
goal. Such transaction data enables direct correspondence between sales and the
advertiser’s revenue, such that the advertiser’s revenue 1s really a commission. The
rewards program is one example of commuissions offered for generation of individual
sales.

More generally, advertisers can benefit from the information on consumer
behavior and spending habits that 1s reflected in consumer transaction information.
Among other uses, an advertiser can better target its advertising 1n order to increase 1ts
advertising rates (e.é., $/page for print media, $/minute for television ads, $/page view
for network media, etc.). Simply put, merchants pay more for advertising that works.

In the context of rewards programs, one source of information on consumer
transactions 1s the merchant himself. The merchant can grant the rewards program
limited access to its own transaction information. The rewards program can then sort
through the data to match actual transactions with the rewards program activity of 1ts
members. Unfortunately, granting limited access to its databases 1s a burden on the

merchant and encourages the merchant to seek alternative methods of promotion.

-11-
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Referring to Figure 3, interactions among a consumer 50, a merchant 55, a credit
card issuing bank 60 and an advertiser 65 are illustrated in accordance with the preferred
embodiment. As shown, the preferred embodiment does not require any direct
information transfer between the merchant 55 and the advertiser 65. Rather, the
information transfer is invisible to the merchant 55. Accordingly, the only dealings that
the merchant 55 need have with the advertiser 65 1s to set up the promotional offers,
which involves no more than the merchant’s traditional advertising activities.
Moreover, as will be understood from the discussion below, after enrollment with the
advertiser 65, the transfer of information 1s also invisible to the consumer 50. The
consumer 50 only needs to indicate interest in a promotional offer and conclude the
transaction with a purchasing instrument, such as a credit card, that has been registered
with the advertiser 65.' Behind the scenes, the advertiser 65 matches consumer
interaction with the promotional offer to the completed transaction, preferably in an
automated fashion.

In particular, the preferred advertiser comprises a rewards program 65, as
described above. The rewards program 65 1nitially sets up arrangements with a plurahty
of merchants 55 (i.e., providers of sales or services). The arrangements include the
provision of promotional offers to the rewards program 65, generally having conditions
attached to each promotion. Altermnatively, the merchant 55 can have a general
arrangement with the rewards program 65, leaving the details of implementing
promotional offers to the discretion of the rewards program.

Due to the number and/or variety of merchants 55 represented by the rewards
program 65, consumers 50 are attracted to enroll as customers or members of the
rewards program 65. In order to avail himself or herself of the rebates or other
promotional offers, the consumer 50 registers a credit card, debit card or other
purchasing instrument with the advertiser through a customer interface 70, preferably
comprising a web site. For purposes of illustration, a credit card is employed 1n the
figures as an exemplary purchasing instrument. Typically, the consumer 50 already has
the credit card in his or her name, and simply provides the rewards program with credit
card account information 72, including any account access information needed to access

the credit card account, such as passwords or personal identification numbers. The
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credit card account information 72 is stored in a database, preferably in a batch with
information from other customers 50 of the rewards program 65.

The rewards program 65 also manages a number of other databases, such as the
1lustrated transaction information 74, rewards account information 76 and offer
activation information 78, each of which will be better understood from the discussion
of the process set forth below. Additionally, the rewards program 65 administers
numerous software algorithms, such as the illustrated scraping engine 80 and rewards
analysis engine 82.

As shown in Figure 4, after registennng 100, the consumer uses the rewards
program by logging on 105 to the rewards program web site. The consumer can search
or surf through the site’s promotional offers. Afier viewing a number of offers, the
consumer may settle on a particular offer that suits his or her needs. An exemplary
promotional offer might be for a 20% rcbate on all purchases over $50.00 made at
Acme department store on a certain Tuesday. The consumer indicates interest in the
offer by “‘activation” 110 of the offer, such as by mouse c]icking Or cursoring over to a
displayed button for that purpose. The activation 110 of a promotional offer, including
the conditions thereof, is stored along with other such activations in the activations
information database 78. It will be understood that, in other arrangements, a
promotional offer may not have conditions associated with 1t, or the only condition
might be the location of merchant or brand of the product (when offered, e.g., by a
manufacturer).

In the illustrated embodiment, activation 110 1s required for the consumer 10
avail himself or herself of the offer. In other arrangements, the skilled artisan will
appreciate that “activation” can be automated by detecting the consumer’s page view, 1f
the merchant would accept that such activation could serve as adequate proof that the
rewards program generated a later sale.

After activation 110, in order to take advantage of the promotional offer, the
consumer makes a purchase 115 in a conventional manner using his or her credit card
that was registered with the rewards program. The consumer does not need to carry any
coupon or inform the merchant of the promotional offer, but may need to ensure that the

purchase meets the conditions of the promotional offer. The merchant does not need to
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make any special arrangements for the purchase, but rather processes the credit card
transaction as usual, i.e., with an authorization check (see Figure 1) and submission of
invoice for the completed transaction. The purchase 115 can be made either online or
offline.

Referring to both Figure 3 and Figure 4, independently of the consumer-
merchant direct transaction, the scraping engine 80 of the rewards program 65 scrapes
or mines 120 data regarding the transaction. The scrabing engine 80 performs this
mining 120 by using the credit card account information 72 (Figure 3) provided by the
consumer 50 to access the consumer’s credit card account online. Preferably, the engine
80 batches all members’ registered credit card information 72, sorted by 1ssuing bank or
credit card brand. The engine 80 then enters the web site of the 1ssuing bank 60 (or
credit card company) and navigates through the web site until detailed transaction
information is found. This information 1s downloaded nto the transaction information
database 74. Preferably, transaction infonnation for all members’ registered cards for
that site (e.g., all Citibank Visa™ cards) 1s downloaded before the scraping engine 80
leaves the site. The scraping engine 80 can be configured to mune for members’
transaction data periodically, e.g., once a month. The scraping process 1s descnbed 1n
more detail below.

It will be understood that a single member 50 may have more than one account
associated with a given credit card company, and that the scraping engine can be
adapted to download the transaction information associated with some or all of the
member’s accounts. Also, it will be understood that, collectively, the members 50 of
the rewards program 65 will likely have accounts with many different credit card
companies. Further, any single member 50 may have accounts with several different
credit card companies. Preferably, the scraping engine 80 mines transaction data from
all sites for the registered credit cards.

The aggregated transaction data 74 is then analyzed by the rewards analysis
engine 82 to match 125 the customer activations 78 with corresponding transactions 74.
The rewards analysis engine 82 also verifies 130 that the matched transactions meet all
of the conditions of the promotional offer that was activated 110 by the consumer. For

example, the exemplary promotional offer described above was for a 20% rebate on all
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purchases over $50.00 made at Acme department store on a certain Tuesday. The
transaction data 74 includes sufficient information to determine whether the consumer
made his or her purchase in the Acme department store, and whether the purchase was
for more than $50.00, and whether the purchase was made on the Tuesday for which the
offer was good. If the conditions are met, the consumer qualifies for the offered reward
(e.g., a 20% rebate on that purchase).

The rewards analysis engine 82 may also check 135 the transaction data 74 for
any returns that might affect current rewards or previously issued rewards. For
example, 1f the consumer 50 bought a $100.00 baseball glove at the Acme department
store one month and received a $20.00 rebate from the rewards program 65, the rewards
analysis engine 82 1n present and subsequent cycles will check for whether that same
glove was later returned. If the transaction information 74 shows the same glove was
returned two months later, the rewards analysis engine 82 will deduct $20.00 from the
customer’s rewards account 76. Typically, returns on a credit card transaction are
credited to the customer’s credit card account, so this return information is also readily
available through the system and method of the preferred embodiment, without
intruding into the merchant’s own records and without entering into agreements with the
credit card companies, banks or processors of Figure 1. Preferably, a return 1s matched
with a purchase by a credit entry having the same amount and merchant as a previous
purchase.

Having matched 125 and analyzed 130 the credit card transaction data 74 for
meeting the conditions of the promotional offer activations 78 (and preferably having
checked 135 for retﬁms), the rewards analysis engine 82 adjusts 140 the balance of the
consumers’ rewards balance. This adjustment 140 may be a credit (for meeting
conditions of a promotional offer afier activation) or a debit (for returning an item on
which a reward had previously been i1ssued) to the rewards account in the rewards
account database 76.

Penodically, e.g., once a month, any positive balance on a customer’s rewards
account results in issuance 145 of a check. The consumer then receives the check 150.

In the end, the consumer 50 has merely looked 105 for interesting offers on the

rewards program customer interface or web site 70, activated 110, and made the
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purchase 115 with his or her registered credit card as he or she normally would. The
merchant 55 has merely set up the promotional offers with the rewards program 65 and
made credit card sales to consumers 50 as 1t normally would. The bulk of the work in
mining data 120 and analyzing 125, 130, 135 for suitability of a reward 1s done by the
rewards program 65. The system thus increases convenience for both the consumer 50
and the merchant 55, relative to conventional rewards programs currently administered,
whether through credit/debit/dining cards or over computer networks by Internet web
sites. Moreover, the rewards program 65 can avoid the cost and complication of making
agreements with purchasing instrument 1ssuers (e.g., banks) or third party processors.

It will be understood that the data obtained from the processes noted above will
have numerous uses, as evidenced by the current high level of interest in consumer

spending patterns and prices paid for rehable information 1n this regard.

Transaction Data Scraping System

Figure 5 is a system component diagram illustrating the relationship between
one or more consumer computers 160 (hereinafter “‘consumers™ or “‘customers™), a
Transaction Data Scraping Service 162, and an Account Website 164 containing
consumers’ online accounts, according to one embodiment of the present mnvention.
The consumers 160, Scraping Service 162, and Account Website 164 communicate via
a wide area network, such as the Internet 166 or World Wide Web. The consumer
computers 160 are typically home computers, laptops, or wireless internet devices, but
could be any suitable network devices. The components of the Scraping Service 162
may be provided within a computer, a server, or any other suitable device. Although
described herein as an Internet site, the Account Site 164 could be of another type.

As used herein, the term “website” refers to one or more interrelated web page
files and other files and programs on one or more web servers, the files and programs
being accessible over a computer network, such as the Internet, by sending a hypertext
transfer protocol (HTTP) request specifying a uniform resource locator (URL) that
identifies the location of one of said web page files, wherein the files and programs are
owned, managed or authonzed by a single business entity. Such files and prograrns can

include, for example, hypertext markup language (HTML) files, common gateway
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interface (CGI) files, and Java applications. The web page files preferably include a
home page file that corresponds to a home page of the website. The home page
preferably serves as a gateway or access point to the remaining files and programs
contained within the website. Preferably, all of the files and programs are located
under, and accessible within, the same network domain as the home page file.
Alternatively, the files and programs can be located and accessible through several
different network domains.

A website typically includes a plurality of web pages, such as the above-
mentioned home page. A web page compnses that which 1s presented by a standard
web browser 1n response to an http request specifying the URL by which the web page
file is identified. A web page can include, for example, text, graphics, animation, and
sound.

As used herein, the term “customer” refers to a consumer that permits the
Scraping Service 162 to scrape the consumer’s online accouni(s), such as on the
Account Website 164. In this context, the terms “customer” and “consumer’” may be
used interchangeably herein. “Customer” 1s not to be confused with “merchant
customer,” which herein refers to a merchant whose promotional offers are advertised
by the advertiser or rewards program 65 (Figure 3).

As illustrated in Figure 5, the Transaction Data Scraping Service 162 includes a
Customer Interface 168, one or more Scraping Modules 170, a Transaction Analysis
Module 171, a Customer Account Access Data Storage 172, and a Transaction
Information Storage 174. The scraping service 162 may contain more or less elements
than those shown in Figure 5, as may be necessary for implementing a data scraping
service as descrnibed herein. In contrast to the advertiser 65 described in Figure 3, which
is specifically descnibed in the context of a consumer rewards program, the Scraping
Service 162 can be used for any application that requires scraping consumer transaction
data from an consumer’s online account. The interface 168, which may be web-based,
is preferably configured to receive a consumer’s account access data (e.g., username and
password) and store such information in the storage 172. Preferably, the storage 172 is

configured to store a large number of consumers’ account access data.
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The Scraping Module 170 is preferably configured to access a consumer’s online
account information from an account on a website, such as the Account Website 164.
Preferably, the module 170 is configured to scrape data from any number of different
consumer accounts maintained on the website 164. Also, the service 162 may contain at
least one module 170 for every different website 104 that 1s to be scraped for data, since
each website is likely to be formatted differently and, thus, require a unique scraping
program. The storage 174 1s preferably configured to store a large multitude of
transactions in groups, each group having an association to an individual customer.
Each transaction may include, for example, a transaction date, a vendor descnption, and
an amount of currency. The Transaction Analysis Module 171 1s preferably configured
to read and analyze transactions stored in the Transaction Information Storage 174. For
example, the module 171 may be configured to find transactions involving specific
merchants, products, or services, or to find transactions of desired currency amounts. If

desired, the module 171 can be integrated within the module(s) 170.

Account Website to be Scraped

The Account Website 164 i1s any website that maintains consumers’ private
accounts of transaction data, such as a credit card 1ssuer website. In Figure 5, the
website 164 contains a consumer interface 176, a consumer account information
database 177, and a web page construction engine 180. The interface 176 1s typically
web-based and is normally configured to permit access to consumers’ account
information, including transaction 'data, upon receiving a consumer’s account access
data, such as a username and password. The interface 176 is configured to present
account information to the consumer 160 1n the form of web pages containing
personalized data. The engine 180 1s configured to construct HTML files corresponding
to such web pages. The engine 180 may include, for example, CGl scripts. The HTML
files normally contain the consumer’s account data, such as transaction information.
The database 177 is configured to store consumers’ account information, including
consumer transaction information 178. Typically, the credit card issuer continually
updates the information in the databases 177 and 178 to reflect the most current data.

The engine 180 accesses the database 177 to construct HTML files that correspond to
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web pages containing a consumer’'s account data, including transaction information, as
known in the art. Normally, the account data 1s contained within the HTML code of
such web pages.

Figures 6-8 illustrate sample web pages that may be presented by the oﬁline
Account Website 164 (Figure 5). Those of ordinary skill in the art will readily
appreciate that the web pages of a website to be scraped can be formatted and organized
in any of a large variety of ways. Also, the website can have any number of different
types of web pages, options, etc. The web pages illustrated 1n Figures 6-8 describe
merely one example of a website that can be scraped for transaction data. Those of
ordinary skill in the art will readily appreciate from the teachings herein that transaction
data can be scraped from a website regardless of 1ts particular form, by using the
methods described herein.

The website to be scraped may be maintained or operated by any company that
manages consumers’ accounts of transactions, such as a credit card 1ssuer, a brokerage

company, a frequent flyer miles company, etc. The website illustrated 1n Figures 6-8 1s

a credit card issuer website. The website normally maintains one or more accounts for
cach consumer. Typically, a consumer accesses an account by enterning account access
data, such as one or more of a username, password, mother’s maiden name, birthday,
credit card number, etc. After logging in, the consumer gains access to vanous account
information, such as current balances, amounts owed, transaction data, etc., which the
consumer can review online. Also, the website may permit the consumer to conduct
transactions relating to the account while logged on, such as paying account balances,
requesting cash advances, etc. At any time, the consumer can log off, ending the online
account session.

Figure 6 shows an example of a web page 200 that a consumer’s browser
downloads after the consumer logs in from the website’s home page or account login
page. The illustrated web page 200 contains hyperlinks 202, 204, 206, and 208 to other
web pages within the website. Activation of the hyperlink 202, “ACCOUNT

SUMMARY,” causes the consumer’s browser to submit an HTTP request for a web

page containing the consumer’s account summary data. Activation of the hyperlink

204, “UNBILLED ACTIVITY,” results in a request for a web page containing a
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summary of the consumer’s unbilled transactions. Activation of the hyperlink 206,
“STATEMENTS,” results 1n a request for a web page from which a consumer can
choose from a selection of account statements, for downloading and viewing.
Activation of the hyperlink 208, “MAKE A PAYMENT,” results 1n a request for a web
page from which a consumer can make an electronic payment to the credit card issuer.
Box 210 represents hyperlinks corresponding to vanious other options available to the
consumer, such as sales offers, automatic payment schemes, contact options, help
screens, online tutonals, requests to add more accounts, etc.

Figure 7 shows an example of a web page 212 from which a consumer can select
a statement for downloading and viewing. As illustrated, the web page 212 contains a
statement date selection box 214, comprnising a drop-down menu. The consumer can
activate the drop-down menu to select the date of a statement that the consumer wishes
to download and view. Box 216 represents hyperlinks corresponding to varnious other
options avatlable to the consumer. bFor example, there may be a hyperlink for
downloading a selected statement to an application program on the consumer’s home
computer, such as Quicken™, and/or hyperlinks similar to those described above for the
web page 200 (Figure 6).

Figures 8A and 8B show examples of web pages containing the consumer’s
statement for one billing period. Figure 8 A shows a web page 218 containing statement
summary information for the billing penod, including the closing balance 220,
minimum payment due 222, payment due date 224, available credit 226, payments and
adjustments 228, purchases 230, cash advances and checks 232, and finance charges
234. Figure 8B shows a web page 235 containing a list of transactions 236 for the
statement-billing penod. In the 1llustrated web page 235, each listed transaction
includes a transaction date, post date, vendor/item description, and currency amount,
presented 1n columns 238, 240, 242, and 244, respectively. As used herein, the
“vendor/item description’ 1s a description of the selling merchant and/or the goods or
services sold 1n a consumer’s transaction. Those of ordinary skill in the art will
appreciate that the transaction data may be presented differently than shown in Figure 8.
Also, the transactions may be grouped into different categories or groups of categories,

including, for example, payments and adjustments, purchases, cash advances, checks,
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fees, etc. For simplicity, the web page 235 lists all of the transactions in one group.
The transactions are normally contained within the HTML file that corresponds to the
web page 235.

Those of ordinary skill in the art will understand that the web pages illustratéd In
Figures 6-8 are merely exemplary of a website that can be scraped. Such a website can
be presented in many different ways. For example, the account summary information
and transaction data may be presented on the same web page and may require scrolling.
Also, different types of transactions may be presented on different web pages. For
example, billed transactions may be presented on a different web page than unbilled
transactions. Regardless of the organization scheme of the website, once the general
format of data presentation 1s known, any and all desired transaction data can be
obtained by the methods described herein.

The Account Website 164 (Figure 5) may utilize vanous security systems to
provide a more sccure environment for transactions with consumers. For example, the
website 164 may use an encryption system, such as Secure Sockets Layer (“SSL”), to
ensure privacy when communicating with consumers’ web browsers. Preferably, the
Scraping Module 170 1s configured to open up a *“socket” or SSL connection between
the Scraping Service 162 and the website 164. Also, the website 164 may transmit and
request digital certificates, such as those provided by companies such as VERISIGNTM,
which permit the parties (the website 164 and a client browser) to verify each other’s
identity. Preferably, the module 170 1s configured to accept the website’s certificates
and present its own certificates if requested by the website 164. Further, the website
164 may assign a session identification (“‘session ID”’) every time a login is initiated.
The session ID 1s typically a non-persistent cookie that a website stores in a client’s web
browser. The website may request the session ID every time the consumer requests to
view a prnivate web page. When the consumer logs off, the website 164 may invalidate
the previously assigned session ID, so that the consumer cannot continue to view private
web pages unless the consumer logs 1n again and receives a new session ID. Preferably,
the module 170 1s configured to store the assigned session ID and submit it when

requested by the website 164.
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When an individual consumer enters or accesses his or her online account on a
website such as the illustrated Account Website 164 (Figure 5), the consumer may have
to download a senes of different web pages 1n order to view desired information, such
as transaction information. For example, 1in the website described by Figures 6-8, a
consumer must download a sequence of web pages to retrieve desired transaction
information. Specifically, the consumer must (1) enter his or her account access
information to download the web page 200, (2) click on the “STATEMENTS”
hyperlink 206 to download the web page 212, (3) choose a statement date from the
drop-down menu 214 to download a web page 218, and, (4) activate a hyperlink to
download the web page 235, which contains the desired transaction information. The
web pages 200, 212, 218, and 235 may be created by the web page construction engine
180 as the consumer navigates through the wecbsite 164. Thus, in order to scrape data
from the web page 235, the Scraping Modu]e 170 preferably requests that the engine
180 construct the web pages 200, 212, 218, and 235. The module 170 employs the
HTML code for the web page 200 to obtain the URL for the web page 212. Then, the
module 170 employs the HTML code for the web page 212 to obtain the URL for the
web page 218. Then, the module 170 employs the HTML code for the web page 218 to
obtain the URL for the web page 235. Once the module 170 has the URL for the web
page 235, 1t can download the associated HTML file and copy transaction information
therefrom.

Thus, in order to scrape desired data from an Account Website 164 (Figure 5), it
may be necessary to navigate through a sequence of web pages according to a known
protocol or program. The HTML files that correspond to the pages of such a “web page
sequence’ are normally constructed after the account session begins. These HTML files
are herein referred to as “pathway files,” since they define a navigation path that the
Scraping Module 170 travels in order to scrape the desired data. Each pathway file in
the sequence contains a network address, such as a URL, for the next pathway file in the
sequence. The module 170 downloads the pathway files one by one in the sequence,
extracting the address for the next pathway file after each download. The extracted

address 1s then used to request the next pathway file in the sequence. The final pathway
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file in the sequence contains the desired data. Although described herein as HTML
files, pathway files may comprise any type of file used to display information over a
wide area network.

With reference to Figure 5, 1in order to enable the Transaction Data Scraping
Service 162 to scrape transaction data from the Account Website 164, the customer 160
initially enters his or her account access data (e.g., username and password) into the
Customer Account Access Data Storage 172 via the Customer Interface 168. This step
is generally done only once, unless the customer access data 1s changed (e.g., a new
password is set after an old password expires). The Scraping Module 170 uses the
account access data to access the customer’s account on the website 164.

Figure 9 illustrates a process of scraping a customer’s transaction information
from a website using the system of Figure 5. Initially, the Scraping Module 170 (Figure
5) opens an SSL connection or “socket” between the Transaction Data Scraping Service
162 and the website 164 (step 250). The process of opening a socket 1s well known n
the art. The module 170 retrieves the customer’s account access information from the
storage 172, and transmits the information to the customer interface 176 of the website
164 (step 252). The web page construction engine 180 creates the HTML files for a
plurality of web pages that reflect the customer’s current account status (step 254).
Normally, the engine 180 accesses current data from the consumer account information
database 177 in creating the HTML files. Alternatively, the engine 180 could create
each HTML file as it is requested, instead of creating all of the HTML files in one step
after login. Next, the module 170 downloads the HTML file that corresponds to the

web page presented after a customer logs in to the website 164 (step 256). This is the

first HTML file, or “pathway file,” in the web page sequence that leads to the desired
transaction data (or second, if the initial login web page 1s considered to be a part of the
sequence). The module 170 scans the downloaded HTML file to find the URL of the

next web page in the sequence or pathway (step 258). The module 170 may need to
filter or parse the HTML code to isolate and copy the desired URL. The module 170
then sends an HTTP request for the next HTML or pathway file in the sequence, and

downloads the next HTML file (step 260).

3.
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The Scraping Module 170 repeats stéps 258 and 260 until 1t downloads an
HTML file containing desired transaction data (such as the web page 235 1llustrated 1n
Figure 8B), also referred to herein as a “final pathway file” or “transaction data web
page” (step 262). The module 170 scans and parses or filters the HTML code of the
final pathway file to obtain the customer’s transaction data (step 264). This step 1s
described in greater detail in Figure 10. The module 170 then stores the transaction data
into a database, such as the Transaction Information Storage 174, preferably with an
association to the specific customer (e.g., rewards program member) whose account was
scraped (step 266). Finally, the module 170 downloads and parses additional HTML
files containing any other desired transaction data (step 268).

The process of scanning and parsing or filtennng an HTML file for desired
transaction data requires some knowledge of how the data 1s wntten into the HTML
code. Figure 10 shows a portion of HTML code from a web page that ists multiple
transactions, such as the web page 235 of Figure 8B. The portion of code shown in

Figure 10 includes only one complete transaction entry 270. However, the entry 270 1s

~ normally just one of many transaction entries n the HTML file. Normally, all of the

transactions are presented in a uniform format on the web page. With knowledge of the
presentation format, the HTML code can advantageously be scanned for tokens that are
known to identify the content (e.g., transaction data) that is written into the code. As
used herein, a “‘token” is a portion of HTML code. Typically, a specific token appears
once for every transaction written into the code. For example, in the code shown 1n
Figure 10, the text “width=100%,” indicated by reference numeral 272, appears once for
each transaction e;;try. Thus, each occurrence of “width=100%" signifies a new
transaction in the code. The Scraping Module 170 (Figure 5) 1s preferably configured to
identify transactions in the illustrated portion of HTML code by scanning for such
tokens 272.

Normally, each transaction written into the HTML code, such as transaction 270
in Figure 10, contains several different transaction data elements that can be 1dentified

by locating known tokens within the transaction. The illustrated transaction 270

includes four data elements: a transaction date 274 (shown in Figure 10 as “03/14/00”),

a post date 276 (*03/15), a vendor/item description 278 (“WAL MART WATER"’),
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and a currency amount 280 (“$48.32”). The Scraping Module 170 (Figure 5) is
preferably configured to scan the transaction 270 for tokens that identify the individual
data elements. For example, the module 170 can scan the transaction 270 for the first
appearance of the token ‘size="2">’, indicated by reference numeral 282. This token
immediately precedes the transaction date 274 of the transaction. Then, the module 170
can continue scanning the code for the first appearance of the token “</font>,” indicated
by reference numeral 284. This token immediately follows the transaction date 274,
The modl‘Jle 170 can then copy all of the data appearing between the tokens 282 and
284, which is the transaction date 274. Similarly, the module 170 can scan for tokens
that precede and follow the other data elements 276, 278, and 280, and thereby obtain
the post date, vendor/item description, and the currency amount. In the 1llustrated
embodiment, the tokens that identify the data elements 276, 278, and 280 are the same
as the tokens that identify the transaction date 274. In this case, therefore, the sequence
in which these transaction data elements are presented 1s also known 1n order to
associate the elements with the correct fields 1n the transaction information storage 174
(Figure 5). However, those of skill in the art will understand that the data elements 1n
the transaction 270 may ecach be preceded and followed by different tokens in the
HTML code. All that 1s required to obtain the desired transaction data 1s knowledge of
the specific tokens that 1dentify each data element.

Those of ordinary skill in the art will understand that the method descnibed
above may not require scanning for tokens that both precede and follow the desired data
elements. The Scraping Module 170 may be configured to scan only for tokens that
immediately preced% (or immediately follow) the data elements, and then analyze the
data that follows (or precedes) each token to identify the data element that 1s sought.

Further, it is not necessary to scan only for tokens that immediately precede or follow

the desired data elements.

Figure 11 illustrates a process of scanning and parsing an HTML file for desired

transaction data wntten into the HTML code. In the illustrated process, the HTML code

includes transaction entries that include at least a transaction date, a vendor/item

description, and a currency amount. The illustrated process scans only for the

transaction date, vendor/item description, and currency amount. However, additional
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data elements in the transaction entries, such as the transaction post date, can also be
scanned for 1f desired. Those of ordinary skill in the art will understand that any desired
subset of data elements included within the transaction entnes can be scanned for by the
methods described herein. -

With reference to Figure 11, according to the invention, the Scraping Module
170 (Figure 5) 1dentifies the transactions by scanning the HTML code for tokens that
are known to precede the transactions. The module 170 initially scans the code for a
first “transaction-i1dentifying token” (step 286), such as the token 272 in Figure 10. The
module 170 scans the HTML code following the first transaction-identifying token until
it finds a token known to immediately precede the transaction date (step 288), such as
the token 282 in Figure 10. The module 170 continues scanning the HTML code until it
finds a token known to immediately follow the transaction date (step 290), such as the
token 284 in Figure 10. The module 1'70 copies the text of the HTML code that appears
between the tokens found 1n steps 288 and 290, and stores the copied text into a
database, along with an identification of the copied text as the transaction date (step
292).

The Scraping Module 170 continues scanning the HTML code for tokens known
to immediately precede (step 294) and immediately follow (step 296) the vendor/item
description. The module 170 copies and stores the text appearing between the tokens
found 1n steps 294 and 296, along with an identification of the text as the vendor/item
description (step 298). The module 170 continues scanning the HTML code for tokens
known to mmmediately precede (step 300) and immediately follow (step 302) the
currency amount. The module 170 copies and stores the text appearing between the
tokens found 1n steps 300 and 302, along with an i1dentification of the text as the
currency amount (step 304). The module 170 can repeat these steps for any additional
data elements, 1f desired. It will be understood that the data elements may be presented
in a different sequence than as shown in Figure 10, and that the method described herein
can be used regardless of the sequence of data elements in the transaction entries. When
all of the desired data elements of the subject transaction are copied and stored, the

module 170 continues scanning the HTML code until it finds the next transaction-
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identifying token (step 306). The module 170 repeats steps 288 to 306 until all of the
desired transaction data is identified, copied, and stored (step 308).

The process illustrated in Figure 11 constitutes a scrape of one web page
containing transaction data. Additional web pages can be scraped 1n the same manner.
Generally, one customer’s account may include a plurality of web pages that contain
transaction data, any number of which can be scraped in the manner described. Having
scraped transaction data for one customer, the Scraping Module 170 (Figure 5) can
continue scraping a website for transaction data of additional customers. In a preferred
embodiment, the module 170 scrapes a plurality of customers’ accounts at the same
website 164 1n one batch.

Once all of the desired transaction data 1s scraped from the website 164, 1t can be
stored in any desired format. Figure 12 shows a list of transactions organized 1n three
columns, corresponding to the transaction date, vendor/item description, and amount of
currency for each transaction. The tran;sactions in the list may represent any subset of
transactional information from a scraped website, such as some or all of the transactions

shown in a single customer’s account(s).

Analysis of Scraped Transaction Data

Afler a customer’s transaction data is scraped and the transaction data elements
are separated and stored, the data can be analyzed 1n any desired manner and for any
desired purpose. In one application, the transaction data can be scanned to find any
transactions with specific vendors.  This application 1s particularly useful in
administering a rewards program 65 (Figurc 3), as described above, since the rewards
program administrator would like to venify the customer’s transactions with
participating merchants 55.

In a normal credit card transaction, the transaction information (e.g., transaction
time and date, location, vendor description, item descniption, and currency amount) 1s
transmitted to the credit card company through a point of sale device [Is there a
common name for this device?]. The device provides a vendor/item description that
identifies the merchant, the goods purchased, and perhaps the store location (note that 1f

the sale is over the Internet there is no store location) by a text string containing, for
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example, 5 to 100 characters. The text string may include any combination of letters,
numbers, and other characters. Complicating matters, different store locations may
describe the same merchant by different text stnngs. For example, one point of sale
device may describe a transaction with the merchant MONTGOMERY WARDS™ asg
“JKL*--1163092110 MONTGOMWARD.” In this example, “1163092110” is a stock
keeping unit (“SKU”) number that identifies the product or service sold, and
“MONTGOMWARD” identifies the merchant. A different point of sale device, perhaps
at a different store location, might describe the same transaction as “FWT**--
1163092110 WARD,” in which “WARD” 1dentifies the merchant. There may be any
number of different substrnings that point of sale devices use to describe the merchant.
In order to analyze a vendor description or text string to determine whether i1t describes
one of a set of specific merchants, 1t 1s preferred to scan for each of the known
substrings for each specific merchant.

Figures 13 and 14 1llustrate a me-thod of scanning transaction listings to find any
transactions with specific merchants or that involve specific SKU numbers. Each
transaction listing may include, for example, a date, a vendor/item description, and a
currency amount. Figure 13 1s a flow diagram that 1llustrates the steps in the method.
Figure 14 1s an example of a lookup table 320 for use 1n implementing the method. The
table 320 includes a first column 322 and a second column 324. The first column 322,
shown having the heading “WANT TO FIND,” contains text strings that are desired to
be scanned for, including, for example, SKU numbers and merchant descniptions. The
second column 324, shown having the heading “WANT TO AVOID,” contains text
strings that are to be specifically avoided.

Each text string 1n the first column 322 of the lookup table 320 may correspond
to one or more text strings in the second column 324 that include the string in the first
column. For example, suppose the SKU number 1163092110 1s the code for “black
socks,” and the SKU number “A1163092110” 1s the code for “blue socks.” Both strings
contain “1163092110.” It may be desirable to scan only for transactions involving
black socks. However, since the SKU number for blue socks contains the SKU number
for black socks, searching the transactions for the SKU number for black socks will

produce search results containing all of the transactions for both black socks and blue
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socks. Thus, the SKU number for blue socks is listed in the second column 324 of
strings to be avoided. As another example, suppose the string “WARD” describes the
merchant MONTGOMERY WARDS™.  Also, suppose that transaction description
strings sometimes contain the substrings “EDWARD,” “REWARD,” and “AWARD.”
It may be desirable to scan only for transactions with MONTGOMERY WARDS™,
Thus, “WARD?” 1s entered 1n the first column 322, and “EDWARD,” “REWARD,” and
“AWARD?” are entered 1n the second column 324. Some strings in the first column 322
may not have any corresponding strings in the second column 324. For example, the
string “MONTGOMWARD” may not be a substring of any stnings that are to be
avolded.

Figure 13 1llustrates a preferred method of scanning a group or list of
transactions for specific merchants or SKU numbers. Initially, the Transaction Analysis

Module 171 (Figure 5) reads the text string of the first transaction (step 330). The

module 171 then determines 1if the text string contains any substrings that are being
scanned for, i.e., that appear 1n the first column 322 of the lookup table 320 of Figure 14
(decision box 332). If the text string does not contain any such substrings, the module
171 determines whether the analyzed transaction is the last transaction in the group
(decision box 334). If not, the module 171 reads the text string of the next transaction
in the group (step 336) and again asks if it contains any substrings that are specifically
sought (decision box 332). For each transaction text string that does not contain any
specifically sought substrings, the module 171 loops through steps 332, 334, and 336.

If a text string of a transaction contains a substring that is specifically sought
(i.e., a “yes” answer in decision box 332), the Transaction Analysis Module 171
determines whether the substring 1s part of a larger string that is to be specifically
avoided, i.e., appears in the second column 324 of the lookup table 320 (decision box
338). For example, the module 171 may have determined in decision box 332 that the
text string contains “WARD,” but still needs to determine whether this substring is part
of a larger undesired string, such as “REWARD.” If not (i.e., a “no” answer in decision
box 338), then the transaction 1s copied and stored in a separate database (step 340). If
the substring 1s a part of a larger undesired string (i.e., a “yes” answer in decision box

338), then the transaction 1s not stored, and the module 171 proceeds to decision box
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334. If the transaction is the last transaction in the group, then the module 171 stops the
process (step 342).

It will be understood that the transaction listings can be analyzed for various
other applications, by the methods herein descnbed. For example, the transaction
histings can be scanned to find all transactions on a specific date or within a specific
range of dates, or even within a specific time range within a single day. Also, the
transaction listings can be scanned to find any transactions of a specific currency
amount. For example, the transactions can be scanned to find any transactions above
$500, or within $450-$550. Many other applications will be apparent from the
teachings herein.

Referring agamn to Figure 3, a preferred application or analysis of the transaction
information supports the administration of a consumer rewards program 65.
Accordingly, the rewards analysis cngjne 82 scans the transaction listings associated
with a customer 50, which are preferably stored in the transaction information storage
74, to find all of the transactions that the customer 50 made with participating
merchants 55. In other words, the engine 82 scans for transactions containing vendor
descriptions of participating merchants 55. The engine 82 may be configured to scan
the promotional offers associated with the merchants 55 with which the customer 50
transacted, to determine 1f the customer’s transactions satisfied the conditions of any of
the promotional offers. If desired, the engine 82 can read the customer’s activations of
promotional offers associated with the merchants 55, which are preferably stored in the
activation information storage 78, and determine whether the customer satisfied the
conditions thereof. Having verified the customer’s transactions associated with the
promotional offers, the engine 82 preferably adjusts the customer’s rewards account
accordingly.

Although this invention has been disclosed in the context of certain preferred
embodiments and examples, it will be understood by those skilled in the art that the
present invention extends beyond the specifically disclosed embodiments to other
alternative embodiments and/or uses of the invention and obvious modifications and
equivalents thereof. Further, the vanious features of this invention can be used alone, or

in combination with other features of this invention other than as expressly described
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above. Thus, 1t 1s intended that the scope of the present invention herein disclosed
should not be hmited by the parﬁcular disclosed embodiments described above, but

should be determined only by a fair reading of the claims that follow.
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WHAT IS CLAIMED IS:

1. A method of administering a consumer rewards program in which
rewards are offered to consumers for consumers’ purchases of advertised goods and
services of participating merchants, comprising:

receiving a consumer’s indication of an interest in a promotional offer
associated with a selected one of said participating merchants in exchange for an
offered reward;

scraping transaction information from said consumer’s online credit card
account; and

scanning said transaction information for purchase data indicating that
the consumer made a purchase from the selected merchant associated with the
promotional offer in which the consumer had indicated interest.

2. The method of Claim 1, further comprising giving said consumer said
offered reward 1f said scraped lransaclioﬁ information contains said purchase data.

3. The method of Claim 1, wherein said promotional offer has specific
conditions that the consumer must satisfy in order to receive said reward, said method
further compnsing scanning said transaction information for condition satisfaction data
indicating that the consumer satisfied said specific conditions.

4. The method of Claim 3, further comprising giving said consumer said
offered reward 1f said scraped transaction information contains said purchase data and
said condition satisfaction data.

5. The method of Claim 1, further comprising informing said selected
merchant whether said scraped transaction data contains said purchase data.

0. The method of Claim 3, further comprising informing said selected
merchant whether said scraped transaction data contains said purchase data and said

condition satisfaction data.

7. The method of Claim 1, said method being implemented by a computer
program.
8. A rewards program system in which rewards are offered to consumers

for consumers’ purchases of advertised goods and services of participating merchants,

COmprising:
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a consumer interface confi gured. to display rewards offered for purchases
from a selected one of said participating merchants; and

a transaction information scraping engine configured to scrape
transaction information from said consumer’s account on an account website;

wherein said rewards program system gives said rewards to consumers
for purchases.

9. The rewards program system of Claim 8, further compnising a rewards
analysis engine configured to scan transaction information scraped by said transaction
information scraping engine, in order to find purchase data indicating whether a
consumer purchased selected goods and services from a selected merchant.

10. The rewards program system of Claim 8, wherein said rewards are
offered with specific conditions that the consumers must satisfy to receive the rewards,
said rewards analysis engine configured to scan transaction information scraped by said
transaction information scraping engine, in order to find condition satisfaction data
indicating whether a consumer satisfied the specific conditions associated with an offer.

11. The rewards program system of Claim &, wherein said transaction
information scaping engine 1s configured to scrape transaction information from HTML
files associated with web pages.

12. The rewards program system of Claim &, wherein said transaction
information scaping engine 1s configured to scrape transaction information from a
private online credit card account.

13. A method of obtaining transaction information from a consumer’s
private online accouBt, COmprising:

transmitting account access information to said account 1n order to access
said account; and

obtaining transaction information from said account;

wherein said accessing and obtaining steps are automated.
14.  The method of Claim 13, wherein said transaction information comprises

information relating to purchasing transactions.
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15. The method of Claim 14, wherein said transaction information includes
one or more of dates, vendor 1dentifications, vendor locations, and currency amounts of
said transactions.

16. The method of Claim 13, further comprising storing transaction
information from different online accounts in a common database.

17. The method of Claim 16, further comprising providing access to said
database to others.

18.  The method of Claim 13, further comprising using said transaction
information to verify said consumer’s transactions made in connection with a rewards
program.

19. The method of Claim 13, wherein said account is accessible via an

Internet site.
20). The method of Claim 13, wherein said access information comprises said
consumer’s usermame and password for said online account.
21. The method of Claim 13, wherein said transaction information is initially
stored n code readable by an Internet browser, and obtaining comprising:
downloading at least a portion of said code; and
extracting said transaction information from said portion of said code.
22. The method of Claim 21, wherein said code is HTML code.
23. The method of Claim 21, wherein extracting comprises:
scanning said code for a first transaction-identifying token known to
precede text that contains data elements relating to a first transaction:

scanﬁing said text for a token known to precede a desired data element of

said first transaction; and
storing said data element in a database.
24. The method of Claim 23, wherein said data element comprises one of a
transaction date, vendor/item description, and an amount of currency.
25. The method of Claim 23, wherein extracting further comprises repeating

said scanning said text, scanning said code and storing for additional data elements

relating to said first transaction.
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26. The method of Claim 23, wherein said extracting step further comprises
repeating said two scanning steps and said storing step for each of an additional number
of transactions having associated data elements written into said code.

27. A method of obtaining a set of data included within a consumer’s pﬁvate
account maintained on an account information site accessible over a public network,
said account being accessible only when one or more private access codes are
transmitted to said site, the method comprnsing the following computer-implemented
steps:

transmitting said one or more private access codes to said site, which
causes said site to permit access to said account;

receiving a pathway file from said site, said pathway file including a
network address for a next pathway file 1n a sequence of pathway f{iles;

scanning the received pathway file to find the network address of the
next pathway file 1n said sequence;

requesting the next pathway file 1n said sequence by transmitting the
network address of the next pathway file to said site;

repeating said recelving, scanning, and requesting steps for additional
pathway files in said sequence, if any, until a final pathway file 1s received from
said site, said final pathway file including said set of data; and

scanning sald final pathway file to find said set of data.

28. The method of Claim 27, wherein said set of data compnses purchasing
transaction information.

29.  The method of Claim 28, wherein said transaction information comprises
a list of transactions, each transaction including one or more of a transaction date,
vendor description, and currency amount.

30.  The method of Claim 27, wherein said network comprises the Internet.

31. The method of Claim 27, wherein said pathway files comprise HTML
files.

32. The method of Claim 27, wherein the network addresses of the pathway
files compnse URLs.

33. A method of advertising, comprnsing:
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displaying advertisements to a plurality of CONSUMETSs;
periodically and automatically obtaining transaction information of said
plurality of consumers by mining said transaction information using consumer
online account access information; and
matching consumer viewing of said advertisements with actual purchases
reflected 1n said transaction information, said purchases associated with said
advertisements.
34. The method of Claim 33, wherein said advertisements COMprise
promotional offers in a rewards program.
35, The method of Claim 34, wherein displaying further comprises accepting
consumer indications of interest in said promotional offers.
306.  The method of Claim 35, wherein matching comprises correlating said
consumer indications of interest with said actual purchases.
37. The method of Claim 36, further comprising crediting a consumer

rewards account when an indication of interest is matched with an actual purchase.
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STATEMENT FOR ACCOUNT #123456789 X
OF JOHN DOE, FOR PERIOD ENDING 4 /12 /00

SUMMARY

220
-
BALANCE 222 & 1242.61
MINIMUM PAYMENT DUE $  124.26
PAYMENT DUE DATE" <<7 4/26/00
AVAILABLE CREDIT” ~~¢ $ 3757.39
228
PAYMENTS & ADJUSTMENTS $ 922.16
PURCHASES— 230 | $ 395.24
CASH ADVANCES & CHECKS—232 $ 129.33
FINANCE CHARGES 254 $  41.40
e (cory) 236 -
o TRANSACTIONS
SIT T L 242 244
TRANSACTION ~ POST - \
o 9B~ DATE DATE  DESCRIPTION AMOUNT
03 /14 /00 ~03/15 WAL MART WATER 48.32
03 /16 /00 03/16  MARGARET C MADONIAN DDS LIVER 44,12
03 /19 /00 .03/19  HANNAFORD 175 0001750 WATER 76.40
03/20/00 03/20 AAFES FT DRUM NORTH SHP FORT 31.00
03/24 /00 03/24  PAYPAL.COM  800-8 12.50
03 /26 /00 03/27  MINIT SOLUTIONS 950 KITCH 3.84
04 /02 /00 04/03  KINNEY SYS INC623260011 SYRAC 12.50
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SCRAPER MODULE DOWNLOADS HTML
FILE PRESENTED AFTER A
CUSTOMER LOGS IN

255
ya

SCRAPER MODULE SCANS AND PARSES
DOWNLOADED HTML CODE TO FIND
URL OF NEXT PAGE OF WEB PAGE

SEQUENCE OR PATHWAY TO DESIRED

TRANSACTION DATA

f.ZéU

SCRAPER MODULE REQUESTS AND
DOWNLOADSHTML BODE OF NEXT PAGE OF
WEB PAGE SEQUENCE /PATHWAY

STEPS UNTIL HTML CODE OF WEB
PAGE CONTAINING DESIRED TRANSACTION
INFORMATION IS DOWNLOADED

<>

) ~ - T 20
SCRAPER MODULE SCANS AND PARSES

HIML OF TRANSACTION DATA WEB
PAGE TO OBTAIN CUSTOMER'’S
TRANSACTION DATA

266

SCRAPER MODULE STORES TRANSACTION
DATA INTO A DATABASE, WITH AN
ASSOCIATION TO THE CUSTOMER WHOSE
ACCOUNT ACCESS INFORMATION
WAS TRANSMITTED TO THE
WEB SERVER

2685

/C'/G’ g SCRAPER MODULE REPEATS ABOVE

STEPS FOR ADDITIONAL WEB PAGES

THAT CONTAIN DESIRED TRANSACTION
DATA

AR T A o o AT b s b et e mi WO RIRMER e s T 4 RARTT MOMEIN  Sem ad L TR C - e MR RGN APMITPRIITASI MM ST A b 74 AT T I UV ek AMRAMRLHm s s e



CA 02351742 2001-06-26

<TD ALIGN=RIGHT VALIGN=TOP
><font face="Arial, Helevetlica, sans—serif'" size="2"

>§22.34< /font
> /TD></TR>

<tr><td colspan=4><table border=0 cellspacing=0 cellpadding=0
width=100%><tr><td bgcolor="#000000" height=1><table border=0 cellspacing=0

((‘,ellpoddingzO><lr><td></td></tr></tobIe></td></tr></toble></TD></TR>

272 <TR>

2857
<TD ALIGN=LEFT VALIGN=TOP s
><font face="Aral, Helvetico, sons—serif" size="2"

>03/14 /00</font — -

></TD> \'274

<TD ALIGN=LEFT VALIGN=TOP
><font foce="Arial, Helvetica, sans—serif" size="2" 270

~03 /15</font
></TD>\_ D275

<TD ALIGN=LEFT VALGN=TOP
><Zfont face="Arial, Helvetica, sans—serif"' size="2
>SWAL MART WATER</font

></TD> Kz;g

<TD ALIGN=RIGHT VALIGN=TOQOP
>< font face='"Arial, Helvetica, sans—serif" size=''2"

>$48.32<‘a§nt
></TD></TR> xS
172

\<tr><td colspan=4><table border=0 cellspacing=0 cellpadding=0
width=1007%><tr><td bgcolor="§000000" height=1><table border=0 cellspacing=0
cellpadding=0><tr><td></td></tr></table></td></tr></table></TD></TR>

FIG T0

N N e T TR T el ATy 1a et AAA] P e M C 8 M AN WA et e AT AT A | e =l At e, il Ay e 4 L AL san & [RPPRpee——— [ r— -
e - TR - T SINRES Sl AL BT Lo arinamhg vty Ty RIS N S S R PR WMt L 4 | - Tt e s e A My B e d b e .kt 4 e ettt ek =" s mfamuems ggse  Mes % R



PRIN TREMAL TAITRART A A« AN - e VERC VMBI 12 AT L] P rald skt el i G ERMer b ding Sibiahisin oot el it iy s A0 AL ANl AR o <1 Ch AU v TN A0 1 L S LA T LA, K 8 3 WU e - A MY Ao OOAVIVITE VAR S ULUMIT 05 FPAvsd b o 3= - : (rAvian s om s o e e R A LTt t L Ml v 41 o 3R ke, B S P S

CA 02351742 2001-06-26

SCAN AND PARSE THE TRANSACTION DATA WEB PAGE

: 286
SCRAPING MODULE SCANS HTM ODE _OF TRANSACTION DATA
WEB PAGE UNTIL IT FINDS FIRST\ TRANSACTIONADENTIFYING) TOKEN
AR
.255’

SCR MODULE SCANS THE HTML CODE FOLLOWING THE TRANSACTION |
IDENTIFYINGOTOKEN UNTIL IT FINDS A TOKEN KNOWN TO IMMEDIATELY
PRECEDE THE TRANSACTION DATE

/‘2.90

SCRAPING MODULE1CONTINUES SCANNING UNTIL IT FINDS A Ta(EN KNOWN
10 IMMEDIATELY FOLLOW THE TRANSACTION DATE

/—‘2 G2

SCRAPING MODULE COPIES THE TEXT APPEAR!NG BETWEEN THE
PREVIOUS TWO TOKENS AND STORES IT AS THE TRANSACTION DATE

/—2.94

SCRAPING MODULE CONTINUES SCANNING UNTIL IT FINDS A TOKEN KNOWN
TO IMMEDIATELY PRECEDE THE VENDOR/ITEM DESCRIPTION

f2.95

SCRAPPING JMODULE CONTINUES SCANNING UNTIL IT FINDS A TOKEN KNOWN
O IMMEDIATELY FOLLOW THE VENDOR/ITEM DESCRIPTION

/‘2.9’5

SCRAPING MODULE COPIES THE TEXT APPEARING BETWEEN THE PREVIOUS
TWO TOKENS AND STORES IT AS THE VENDOR /ITEM DESCRIPTION

/’J o0

SCRAPING MODULE CONTINUES SCANN!NG UNTIL IT FINDS A TOKEN KNOWN
T0 IMMEDIATELY PRECEDE THE CURRENCY AMOUNT

JO2

SCRAPING MODULE CONTINUES SCANNING UNTIL IT FINDS A TOKEN KNOWN
10 IMMEDIATELY FOLLOW THE CURRENCY AMOUNT

JOF

SCRAPING MODULE COPIES THE TEXT APPEARING BETWEEN THE PREVIOUS
TWO TOKENS AND STORES IT AS THE CURRENCY AMOUNT

SCRAPING MODULE CONTIN : = L CODE UNTIL IT
FINDS THE NEXT RANSACTIO DENTIFYING TOKEN
JOE

SCRAPING MODULE REPEATS STEPS 288 TO 306 UNTIL ALL OF THE
DESIRED TRANSACTION DATA IS COPIED AND STORED

FIG 7T




Transaction:

Description:
Date:
Amount:

Transaction:
Description:

Date:
Amount:

Transaction:

Description:

Date:
Amount:

Transaction:

Description:
Date:
Amount:

Transaction:

Description:
Date:
Amount:

Tronsoctiqn:

Description:
Date:
Amount:

Transaction:

Description:
Date:
Amount:
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1
WAL MART
03/14 /2000
48.32

2
MARGARET C MADONIAN DDS
03/16 /2000

44,12

3
HANNAFORD 175 0001750
03 /19 /2000

76.40

4
AAFES FT DRUM NORTH SHP
03/20/2000

31,00

5
PAYPAL.COM
03/24 /2000
12.50

6
MINIT SOLUTIONS 950
03 /26 /2000

3.84

.
KINNEY SYS INCG2360011
04 /02 /2000

12.50

G T2

. s AN LA . ¢ wrivieid . ||||| -”"““.-Wm.m- e mAN W c T . AT A

WATER

LIVER

WATER

FORT

800—- 8

KITCH

SYRAC
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SCAN TRANSACTION STRINGS FOR SUBSTRINGS CORRESPONDING
TO SPECIFIC MERCHANTS OR SPECIFIC SKU NUMBERS

I3

READ TEXT STRING OF
FIRST TRANSACTION

332
DOES
TEXT STRING
CONTAIN ANY
SUBSTRING THAT NO
IS BEING SCANNED

FOR
?

YES

I3E

THE
SUBSTRING
PFART OF A LARGER
STRING THAT IS TO
BE SPECIFICALLY 7~

AVOIDED
?

YES NO

_/13'40

STORE THE TRANSACTION
INTO THE DATABASE

I 36
342 L [__
/4 READ TEXT STRING OF
STOP NEXT TRANSACTION

FI1G 75
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JZZ\

WANT TO FIND
1163092110

WARD

MONTCOMWARD
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FLL \

WANT TO AVOID
A1163092110

EDWARD
REWARD

AWARD

[NO ENTRY]




OVERVIEW OF SCREEN-SCRAFPING METHODOLOGY

I

=Y

/"Jz

"SCRAPED"
WEB SITE

"SCRAPER"
COMPUTER

s

(1) USER INITIATES A (2) SCRAPING "bot" LOGS
FUNCTION WHICH ON TO 3rd PARTY WEB
TRIGGERS A "“SCREEN SITE AND READS THE
SCRAPE" HTML DATA FROM THE

SCREEN

L

SCRAPER
WEB SITE
DATABASE

(3) SCRAPER SITE LOADS DATA
INTO A DB AND RE~PACKAGES
IT FOR OTHER USE
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