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Description

Title of Invention: METHOD AND APPARATUS FOR ROAMING
SUBSCRIPTION WITH EMBEDDED SUBSCRIBER IDENTITY

[1]

[2]

[3]

MODULE
Technical Field

The disclosure relates generally to electronic devices. In particular, the disclosure
relates to a method and an apparatus for a roaming subscription with an embedded
subscriber identity module (eSIM).

Background Art

An eSIM is a new generation universal integrated circuit card (UICC) which is called
an embedded UICC (eUICC) that is assembled into an electronic device during manu-
facturing. On-device activation (ODA) is a preferred way for remote SIM provisioning
(RSP) for remotely downloading a subscriber identity module (SIM) profile to the
eSIM and activating a subscription with a mobile network operator (MNO). The SIM
profile includes information about the MNO and subscriber data. The electronic device
may download multiple SIM profiles from a single MNO to activate different sub-
scriptions provided by the MNO. For example, the electronic device subscribes to a
home MNO and when the user is away from the home MNO (i.e., home country) and
is located in a country where a roaming MNO is available, the user wishes to promptly
use services with the roaming MNO to initiate data transmission or voice calls during
his or her stay abroad. It will be convenient for a user of the electronic device if the
user were be able to access data service using the ODA for the roaming MNO with the
home MNO.

It may be convenient for a user of the electronic device if the user may be able to
access data service using the ODA for the roaming MNO with the home MNO. It will
be convenient for the user if the user can activate an international roaming service over
an existing subscription with the home MNO during his or her stay abroad where the
usage of the international roaming service over existing subscription is very expensive
with respect to the subscription provided by a roaming MNO. Alternatively, the user
needs to provision the subscription with the roaming MNO independently to initiate
the data transaction or the voice calls during the abroad visits. Provisioning the sub-
scription with the roaming MNO requires a manual effort for authenticating the
electronic device at the roaming MNO and checking an eligibility of the electronic

device and/or the user to access services providing by the roaming MNO.

Disclosure of Invention
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Solution to Problem

In accordance with an aspect of the disclosure, a method of a roaming subscription at
a device is provided. The method includes receiving a roaming subscription request
comprising a roaming location of a user, transmitting, to a first server, home MNO in-
formation comprising at least one of a mobile country code (MCC) or a mobile
network code (MNC), retrieving home MNO data from the first server based on the
home MNO information, requesting an authentication credential to a home MNO
based on the home MNO data, transmitting the authentication credential to a roaming
MNO, receiving, from the home MNO, a link to the roaming MNO, and establishing a
connection to the roaming MNO based on the link to the roaming MNO to initiate a

network service at the roaming location.

Advantageous Effects of Invention

A user of the electronic device is able to access data service using the ODA for the
roaming MNO with the home MNO. It will be convenient for the user because the user
can activate an international roaming service over an existing subscription with the
home MNO during his or her stay abroad where the usage of the international roaming
service over existing subscription is very expensive with respect to the subscription
provided by a roaming MNO.
Brief Description of Drawings

The above and other aspects, features and advantages of certain embodiments of the
disclosure will be more apparent from the following detailed description taken in con-
junction with the accompanying drawings, in which:

FIG. 1 is a diagram of a system for providing a roaming subscription through a home
based MNO, according to an embodiment;

FIG. 2 is a flowchart of a method for providing the roaming subscription through a
home based MNO, according to an embodiment;

FIG. 3 is a diagram of an example scenario of activating the roaming subscription
with an eSIM by a roaming MNO, according to an embodiment;

FIG. 4 is a diagram of activating a roaming subscription with an eSIM, according to
an embodiment;

FIG. 5 is a diagram of activating another roaming subscription for a secondary
electronic device by the roaming MNO, according to an embodiment; and

FIG. 6 is a diagram of activating a roaming subscription for the secondary electronic
device by the roaming MNO, according to an embodiment.
Best Mode for Carrying out the Invention

The disclosure has been made to address at least the disadvantages described above

and to provide at least the advantages described below.
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In accordance with an aspect of the disclosure, a method of a roaming subscription at
a device is provided. The method includes receiving a roaming subscription request
comprising a roaming location of a user, transmitting, to a first server, home MNO in-
formation comprising at least one of a mobile country code (MCC) or a mobile
network code (MNC), retrieving home MNO data from the first server based on the
home MNO information, requesting an authentication credential to a home MNO
based on the home MNO data, transmitting the authentication credential to a roaming
MNO, receiving, from the home MNO, a link to the roaming MNO, and establishing a
connection to the roaming MNO based on the link to the roaming MNO to initiate a

network service at the roaming location.
In accordance with an aspect of the disclosure, an apparatus for a roaming sub-

scription with an eSIM is provided. The apparatus includes a global positioning system
(GPS) sensor, a processor configured to receive a roaming subscription request
comprising a roaming location of a user determined by the GPS sensor, transmit, to a
first server, home MNO information comprising at least one of an MCC or an MNC,
retrieve home MNO data from the first server based on the home MNO information,
request an authentication credential to a home MNO based on the home MNO data,
transmit the authentication credential to a roaming MNO, receiving, from the home
MNO, a link to the roaming MNO, and establish a connection to the roaming MNO
based on the link to the roaming MNO to initiate a network service at the roaming
location, and a memory configured to store the home MNO information, the home
MNO data, and the authentication credential.

In accordance with an aspect of the disclosure, a non-transitory computer readable
medium embodying a computer program for operating an electronic device including a
memory and a processor is provided. The computer program includes computer
readable instructions that, when executed by the processor, causes the electronic device
to receive a roaming subscription request comprising a roaming location of a user de-
termined by a GPS sensor, transmit, to a first server, home MNO information
comprising at least one of an MCC or an MNC, retrieve home MNO data from the first
server based on the home MNO information, request an authentication credential to a
home MNO based on the home MNO data, transmit the authentication credential to a
roaming MNO, receive, from the home MNO, a link to the roaming MNO, and
establish a connection to the roaming MNO based on the link to the roaming MNO to

initiate a network service at the roaming location.
Mode for the Invention

Embodiments of the disclosure will be described herein below with reference to the

accompanying drawings. However, the embodiments of the disclosure are not limited
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to the specific embodiments and should be construed as including all modifications,
changes, equivalent devices and methods, and/or alternative embodiments of the
present disclosure. In the description of the drawings, similar reference numerals are

used for similar elements.

"o "o

The terms "have,"” "may have," "include," and "may include" as used herein indicate
the presence of corresponding features (for example, elements such as numerical
values, functions, operations, or parts), and do not preclude the presence of additional
features.

The terms "A or B," "at least one of A or/and B," or "one or more of A or/and B" as
used herein include all possible combinations of items enumerated with them. For
example, "A or B," "at least one of A and B," or "at least one of A or B" means (1)
including at least one A, (2) including at least one B, or (3) including both at least one
A and at least one B.

The terms such as "first" and "second" as used herein may use corresponding
components regardless of importance or an order and are used to distinguish a
component from another without limiting the components. These terms may be used
for the purpose of distinguishing one element from another element. For example, a
first user device and a second user device indicates different user devices regardless of
the order or importance. For example, a first element may be referred to as a second
element without departing from the scope the disclosure, and similarly, a second
element may be referred to as a first element.

It will be understood that, when an element (for example, a first element) is
"(operatively or communicatively) coupled with/to" or "connected to" another element
(for example, a second element), the element may be directly coupled with/to another
element, and there may be an intervening element (for example, a third element)
between the element and another element. To the contrary, it will be understood that,
when an element (for example, a first element) is "directly coupled with/to" or
"directly connected to" another element (for example, a second element), there is no in-
tervening element (for example, a third element) between the element and another
element.

The expression "configured to (or set to)" as used herein may be used inter-

"o

changeably with "suitable for," "having the capacity to," "designed to," " adapted to,"
"made to," or "capable of" according to a context. The term "configured to (set to)"
does not necessarily mean "specifically designed to" in a hardware level. Instead, the

"

expression "apparatus configured to® " may mean that the apparatus is "capable of 2 "
along with other devices or parts in a certain context. For example, "a processor
configured to (set to) perform A, B, and C" may mean a dedicated processor (e.g., an

embedded processor) for performing a corresponding operation, or a generic-purpose
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processor (e.g., a central processing unit (CPU) or an application processor (AP))
capable of performing a corresponding operation by executing one or more software
programs stored in a memory device.

The terms used in describing the various embodiments of the disclosure are for the
purpose of describing particular embodiments and are not intended to limit the
disclosure. As used herein, the singular forms are intended to include the plural forms
as well, unless the context clearly indicates otherwise. All of the terms used herein
including technical or scientific terms have the same meanings as those generally un-
derstood by an ordinary skilled person in the related art unless they are defined
otherwise. Terms defined in a generally used dictionary should be interpreted as
having the same or similar meanings as the contextual meanings of the relevant
technology and should not be interpreted as having ideal or exaggerated meanings
unless they are clearly defined herein. According to circumstances, even the terms
defined in this disclosure should not be interpreted as excluding the embodiments of
the disclosure.

The term "module"” as used herein may, for example, mean a unit including one of
hardware, software, and firmware or a combination of two or more of them. The
"module” may be interchangeably used with, for example, the term "unit", "logic",
"logical block", "component", or "circuit”. The "module” may be a minimum unit of an
integrated component element or a part thereof. The "module” may be a minimum unit
for performing one or more functions or a part thereof. The "module" may be me-
chanically or electronically implemented. For example, the "module” according to the
disclosure may include at least one of an application-specific integrated circuit (ASIC)
chip, a field-programmable gate array (FPGA), and a programmable-logic device for
performing operations which has been known or are to be developed hereinafter.

An electronic device according to the disclosure may include at least one of, for
example, a smart phone, a tablet personal computer (PC), a mobile phone, a video
phone, an electronic book reader (e-book reader), a desktop PC, a laptop PC, a netbook
computer, a workstation, a server, a personal digital assistant (PDA), a portable
multimedia player (PMP), a MPEG-1 audio layer-3 (MP3) player, a mobile medical
device, a camera, and a wearable device. The wearable device may include at least one
of an accessory type (e.g., a watch, a ring, a bracelet, an anklet, a necklace, a glasses, a
contact lens, or a head-mounted device (HMD)), a fabric or clothing integrated type
(e.g., an electronic clothing), a body-mounted type (e.g., a skin pad, or tattoo), and a
bio-implantable type (e.g., an implantable circuit).

The electronic device may be a home appliance. The home appliance may include at
least one of, for example, a television, a digital video disk (DVD) player, an audio, a

refrigerator, an air conditioner, a vacuum cleaner, an oven, a microwave oven, a
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washing machine, an air cleaner, a set-top box, a home automation control panel, a
security control panel, a TV box (e.g., Samsung HomeSync ™, Apple TV ™, or
Google TV ™), a game console (e.g., Xbox ™ and PlayStation ™), an electronic
dictionary, an electronic key, a camcorder, and an electronic photo frame.

The electronic device may include at least one of various medical devices (e.g.,
various portable medical measuring devices (a blood glucose monitoring device, a
heart rate monitoring device, a blood pressure measuring device, a body temperature
measuring device, etc.), a magnetic resonance angiography (MRA), a magnetic
resonance imaging (MRI), a computed tomography (CT) machine, and an ultrasonic
machine), a navigation device, a global positioning system (GPS) receiver, an event
data recorder (EDR), a flight data recorder (FDR), a vehicle infotainment device, an
electronic device for a ship (e.g., a navigation device for a ship, and a gyro-compass),
avionics, security devices, an automotive head unit, a robot for home or industry, an
automatic teller machine (ATM), point of sales (POS) devices, or an Internet of things
(IoT) device (e.g., a light bulb, various sensors, electric or gas meter, a sprinkler
device, a fire alarm, a thermostat, a streetlamp, a toaster, a sporting goods, a hot water
tank, a heater, a boiler, etc.).

The electronic device may include at least one of a part of furniture or a building/
structure, an electronic board, an electronic signature receiving device, a projector, and
various kinds of measuring instruments (e.g., a water meter, an electric meter, a gas
meter, and a radio wave meter). The electronic device may be a combination of one or
more of the aforementioned various devices. The electronic device may also be a
flexible device. Further, the electronic device is not limited to the aforementioned
devices, and may include an electronic device according to the development of new
technology.

Hereinafter, an electronic device will be described with reference to the ac-
companying drawings. In the disclosure, the term "user"” indicates a person using an
electronic device or a device (e.g., an artificial intelligence electronic device) using an
electronic device.

Accordingly, the embodiments herein provide a method for providing a roaming sub-
scription through a home based MNO subscription. The method includes receiving, by
a primary electronic device, a roaming subscription request including a roaming
location of a user and a user preference. The method includes fetching, by the primary
electronic device, information of a home MNO of a SIM of the primary electronic
device. The method includes connecting, by the primary electronic device, with a
roaming MNO based on the information of the home MNO. The method includes con-
figuring, by the primary electronic device, the roaming subscription with the roaming
MNO.
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The home MNO may share authentication credentials of the primary electronic
device with the roaming MNO. Therefore, the roaming MNO provides roaming sub-
scription plans to the primary electronic device in response to receiving the roaming
subscription request. The primary electronic device may download SIM profiles from
the roaming MNO and store at the eUICC. The primary electronic device may initiate
a roaming subscription plan with an existing SIM profile in the primary electronic
device based on the roaming subscription plan selected by the user. Therefore, the
primary electronic device can use a data service such as voice calls at the roaming
location through the roaming MNO without authenticating the primary electronic
device with the roaming MNO and checking an eligibility of the primary electronic
device for accessing services provided by the roaming MNO. Hence, the method
improves a user experience in accessing data services provided by the roaming MNO
with low effort and low cost. In particular, since the roaming service can be initiated
without replacing the SIM installed at the primary electronic device with a local SIM at
the roaming location, it is convenient for the user to access data services with low cost.

FIG. 1 is a diagram of a system for providing a roaming subscription through a home
based MNO, according to an embodiment.

Referring to FIG. 1, the system 1000 includes a primary electronic device 100, a
cloud server 200, a home MNO 300, and a roaming MNO 400.

The system 1000 includes the primary electronic device 100, the cloud server 200,
the home MNO 300, the roaming MNO 400, a secondary electronic device 500 and a
push server 600. The primary electronic device 100 may be connected to the cloud
server 200, the home MNO 300, the secondary electronic device 500 and/or the push
server 600. The home MNO 300 is connected to the roaming MNO 400 and establishes
a mutual collaboration agreement with the roaming MNO 400 to share resources each
other. The cloud server 200 stores information of the MNOs, such as an entitlement
server (ES) address included in the MNOs, capabilities of MNOs for each roaming
locations based on a mobile country code and mobile network code values. The home
MNO 300 may include the ES 310. The roaming MNO 400 may include an ES 410, a
web sheet server 420 and a subscription manager data preparation plus (SMDP+)
server 430. The ES 410, the web sheet server 420 and the SMDP+ server 430 may be
combined to one server.

The primary electronic device 100 may include a processor 110, a memory 120, a
SIM 130, a display 140 and a communicator 150. The processor 110 may include a
roaming subscription engine 111, an MNO information engine 112, an MNO
connection engine 113 and a SIM profile engine 114. The processor 110 may be
configured to execute instructions stored in the memory 120. The memory 120 may

include non-volatile storage and/or volatile storage. Examples of such non-volatile
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storage may include magnetic hard discs, optical discs, floppy discs, flash memories,
an electrically programmable memory (EPROM) or an electrically erasable and pro-
grammable memory (EEPROM).

The SIM 130 is one of an installed SIM and an eSIM. A SIM profile of the home
MNO 300 is stored at the SIM 130. The display 140 displays user interfaces for
receiving user inputs and user selections. The display 140 may be a touch display.
Examples for the display 140 include one of, but not limited to, a liquid crystal display,
a light emitting diode display, etc.

The communicator 150 is configured to communicate internally between hardware
components in the primary electronic device 100. Further, the communicator 150 is
configured to facilitate the communication between the primary electronic device 100
and other devices outside the primary electronic device 100 (i.e., the cloud server 200,
the home MNO 300, the roaming MNO 400, the secondary electronic device 500 and
the push server 600).

The secondary electronic device 500 may include a processor 510, a memory 520, a
SIM 530 and a communicator 540. The processor 510 may include a SIM profile
engine 511. The processor 510 is configured to execute instructions stored in the
memory 520. The memory 520 may include non-volatile storage elements.

The SIM 530 is one of the installed SIM and the eSIM. The communicator 540 is
configured to communicate internally between hardware components in the secondary
electronic device 500. Further, the communicator 540 is configured to facilitate the
communication between the secondary electronic device 500 and the other devices
outside the second electronic device 500 (i.e. the primary electronic device 100 and the
roaming MNO 400).

The primary electronic device 100 is configured to receive a roaming subscription
request from a user. The roaming subscription engine 111 receives the roaming sub-
scription request from the user. The roaming subscription request includes at least one
of aroaming location of the user and a user preference. The roaming subscription
engine 111 receives information on the roaming location based on at least one of a user
input and GPS of the primary electronic device 100. The user preference indicates a
user selection of a shared number service or a different number service available in the
primary electronic device 100. The user preference indicates a preferred electronic
device to enable roaming subscription. The primary electronic device 100 allows the
user to select either the primary electronic device 100 or the secondary electronic
device 500 as the preferred electronic device to initiate the roaming subscription.

The primary electronic device 100 may fetch or retrieve the home MNO information
of the SIM 130 installed at the primary electronic device 100. The MNO information
engine 112 fetches the home MNO information of the SIM 130 installed at the primary
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electronic device 100. The SIM 130 is one of an installed SIM and an eSIM. The SIM
130 includes a SIM profile of the home MNO 300 corresponding to an existing sub-
scription of the primary electronic device 100 to the home MNO 300. The home MNO
information may include an MCC and/or an MNC. The home MNO information may
include an authentication method payload request data. The MCC may consist of three
decimal digits (e.g., "001") and the MNC may consist of two or three decimal digits
(e.g., "01"). The MCC and MNC combination may be used to uniquely identify a
mobile network carrier using the global system for mobile communications (GSM), the
universal mobile telecommunication system (UMTS), the long term evolution (LTE)
and 5 * Generation (5G) public land mobile network.

The primary electronic device 100 may connect to the roaming MNO 400 based on
the home MNO information of the home MNO 300. The MNO connection engine 113
may connect to the ES 410 of the roaming MNO 400 based on the home MNO in-
formation.

The primary electronic device 100 may transmit the home MNO information to the
cloud server 200. The MNO information engine 112 may forward the home MNO in-
formation to the cloud server 200. Further, the primary electronic device 100 may
retrieve home MNO detailed data from the cloud server 200. The term "home MNO
detailed data" may be used interchangeably with "home MNO data" in the disclosure.
The MNO information engine 112 may retrieve the home MNO detailed data from the
cloud server 200. The home MNO detailed data includes an address of the ES 310 of
the home MNO 300 and capability information of the home MNO 300. The capability
information of the home MNO 300 may further include entitlement information of the
home MNO 300. Examples of the capability information are capability information on
ODA remote SIM provisioning, offline remote SIM provisioning, QR remote SIM pro-
visioning, ODA-roaming support etc. Examples for the entitlement information are at
least one of the ES address, the operator's remote SIM provisioning platform address,
etc. Based on the home MNO detailed data, the primary electronic device 100 may
connect to the roaming MNO 400.

The roaming subscription engine 111 determines whether the home MNO 300 has
the capability to perform the ODA in the roaming location based on the capability in-
formation of the home MNO 300. The roaming subscription engine 111 discontinues
the ODA for the roaming subscription, when the home MNO 300 does not has the ca-
pability to perform the ODA in the roaming location. The roaming subscription engine
111 requests to the push server 600 for generating a push token for the primary
electronic device 100, when the home MNO 300 has the capability to perform the
ODA in the roaming location. A push event data includes at least one of a push action

notification, a push token notification and a push event notification.
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The push action notification indicates registering or deregistering at firebase cloud
messaging/google cloud messaging (FCM/GCM). The push token notification
indicates the push token generated using a certain push type. In an example, the push
event notification indicates AGREEMENT COMPLETED = 0,
PLAN_SELECTION_COMPLETED =1, SERVICE_ACTIVATED =2,
SERVICE_DEACTIVAED = 3, CONFIG_CHANGED =4, SUB-
SCRIPTION_UNSUBSCRIBED =5, SUBSCRIPTION_EXPIRED =6, ELI-
GIBILITY_CHANGED =7, GUIDE_TO_SUBSCRIPTION = 8. The push server 600
generates the push token and sends to the MNO connection engine 113. Further, the
MNO connection engine 113 receives the push token from the push server 600 and
requests to the home MNO 300 to authenticate the primary electronic devicel00 based
on the push token.

The home MNO 300 authenticates the primary electronic device 100. The ES 310 au-
thenticates the primary electronic device 100 based on primary electronic device in-
formation. Examples of the authentication methods used by the ES 310 are, but not
limited to, an extensible authentication protocol-authentication and key agreement
(EAP-AKA) authentication method, an open ID connect (OIC) authentication method,
a short messaging service-one time password (SMS-OTP) authentication method, a
cellular network based (CNB) authentication method, an internet protocol (IP) authen-
tication method, etc.

The primary electronic device information includes at least one of an identification
(ID) of the primary electronic device 100 (e.g., an international mobile equipment
identity number), a manufacturer of the primary electronic device 100, a model name
of the primary electronic device 100, a version of a software installed at the primary
electronic device 100, an eUICC ID of the secondary electronic device 500, and an
ICCID of the secondary electronic device 500.

The MNO connection engine 113 sends a request to the ES 310 for validating an eli-
gibility of at least one of the primary electronic device 100, secondary electronic
device 500 and the user for the roaming subscription. The request may include in-
formation on roaming location of the user. The ES 310 validates the eligibility of at
least one of the primary electronic device 100, secondary electronic device 500, and
the user for the roaming subscription. The eligibility may be validated based on a know
your customer (KYC) status, validity of supporting documents for providing the sub-
scription, cellular specifications supporting by the primary electronic device 100 and
the secondary electronic device 500, etc.

The home MNO 300 shares an authentication credential with the roaming MNO 400.
The ES 310 of the home MNO 300 shares the authentication credential with the ES

410 of the roaming MNO 400, in response to a successful validation of at least one of



WO 2020/153801 PCT/KR2020/001200

[50]

[51]

[52]

11

the primary electronic device 100, secondary electronic device 500, and the user for
the roaming subscription. The authentication credential includes the primary electronic
device information, user details, an authentication token to be used by the primary
electronic device 100 to interact with the roaming MNO 400. The home MNO 300
may share a uniform resource locator (URL) and the authentication credential with the
primary electronic device 100.

The ES 310 shares the URL and the authentication credential with the MNO
connection engine 113. The URL redirects the primary electronic device 100 to the
roaming MNO 400. The URL includes an address of the ES 410 of the roaming MNO
400. The roaming MNO 400 may be located at the roaming location or may be
available for providing a data network service at the roaming location. The primary
electronic device 100 may establish a connection to the roaming MNO 400 using the
URL based on the authentication credential. The MNO connection engine 113 es-
tablishes the connection with the ES 410 based on the URL and the authentication
credential. The MNO connection engine 113 establishes the connection with the ES
410 by sending a manage subscription request to the ES 410. The primary electronic
device 100 may be able to use or initiate a network service at the roaming location
based on the establishment of the connection to the roaming MNO 400.

The MNO connection engine 113 connects to the ES 410 using the URL and shares
the authentication credential with the ES 410. The ES 410 determines whether the au-
thentication credential received from the MNO connection engine 113 matches the au-
thentication credential obtained from the ES 310. Further, the ES 410 allows the MNO
connection engine 113 to continue the connection if the matching is successful. The
primary electronic device 100 may discontinue or stop the ODA for the roaming sub-
scription, when the matching is not successful at the ES 410. In response to a
successful matching of the authentication credentials at ES 410, the MNO connection
engine 113 fetches a URL of the web sheet server 420 from the ES 410, where the
URL includes an address of the web sheet server 420. Further, the MNO connection
engine 113 connects to the web sheet server 420 based on the URL of the web sheet
server 420 obtained from the ES 410.

The primary electronic device 100 configures and initiates the roaming subscription
with the roaming MNO 400. The MNO connection engine 113 configures the roaming
subscription with the roaming MNO 400. The roaming MNO 400 provides a list of
roaming subscription plans over the web sheet server 420 to the primary electronic
device 100 for the roaming subscription. The web sheet server 420 provides the list of
roaming subscription plans to the MNO connection engine 113 for configuring the
roaming subscription. The list of roaming subscription plans are provided based on the
tie-up relation between the home MNO 300 and the roaming MNO 400.
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Data provided by web sheet server 420 includes subscription service URL, sub-
scription service user data, subscription service contents type, companion config-
urations. The subscription service URL data includes web page address for sub-
scription managing procedure. The subscription service user data includes parameters
for access subscription service URL and user data associated with a hypertext transfer
protocol (HTTP) web request towards a subscription web view. The subscription
service contents type includes acceptable web sheet request method and body type for
the subscription. The companion configurations include array of secondary electronic
device IDs that grouped into one number service mapped with the primary electronic
device 100.

The display 140 may display the list of roaming subscription plans to the user. The
MNO connection engine 113 detects the roaming subscription plan selected by the
user, in response to receiving the user selection of at least one of the roaming sub-
scription plans from the list of roaming subscription plans. Further, the MNO
connection engine 113 may transmit the roaming subscription plan selected by the user
to the web sheet server 420.

The roaming MNO 400 detects the roaming subscription plan selected by the user
from the list of roaming subscription plans. The web sheet server 420 detects the
roaming subscription plan selected by the user from the list of roaming subscription
plans.

The roaming MNO 400 sends a download information of a SIM profile of the
roaming MINO 400 to the primary electronic device 100 based on the roaming sub-
scription plan selected by the user. In an embodiment, the web sheet server 420 sends
the download information of the SIM profile of the roaming MNO 400 to the MNO
connection engine 113 based on the roaming subscription plan selected by the user.
The web sheet server 420 sends a java script (JS) callback with the download in-
formation of the SIM profile of the roaming MNO 400 to the MNO connection engine
113. The download information includes an SMDP+ address of the SMDP+ server
430, a SIM profile ICCID and an activation code.

The primary electronic device 100 downloads the SIM profile from the roaming
MNO 400 based on the download information and the user preference. The SIM
profile engine 114 downloads the SIM profile from the roaming MNO 400 based on
the download information and the user preference. The SIM profile engine 114
provides the roaming subscription to a new international subscriber directory number
(i.e., a mobile station international subscriber directory number (MSISDN)) of the
roaming MNO 400, when the different number service is selected by the user. The SIM
profile engine 114 downloads the SIM profile from the SMDP+ server 430 to the SIM

130 based on the download information, when the different number service is selected
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by the user and the preferred electronic device is the primary electronic device 100.
Further, the SIM profile engine 114 deactivates the existing SIM profile of the home
MNO 300 at the SIM 130 and activates the SIM profile downloaded from the roaming
MNO 400. The primary electronic device 100 includes more than one SIM 130, such as
a first SIM and a second SIM (not shown). The SIM profile engine 114 downloads the
SIM profile from the SMDP+ server 430 to the second SIM 130, when the existing
SIM profile of the home MNO 300 is enabled at the first SIM.

The primary electronic device 100 is configured to activate the roaming subscription
over the home based MNO subscription based on the download information and the
user preference. The SIM profile engine 114 activates the roaming subscription over
the home based MNO subscription based on the download information and the user
preference. The SIM profile engine 114 activates the roaming subscription corre-
sponding to the SIM profile in the SMDP+ server 430 over the home based MNO sub-
scription based on the download information, when the shared number service is
selected by the user and the preferred electronic device is the primary electronic device
100. The roaming subscription is provided over an existing MSISDN of the SIM 130
of the home MNO 300, when the shared number service is selected by the user.

The primary electronic device 100 is configured to send the download information
and the user preference to the secondary electronic device 500. Further, the secondary
electronic device 500 may download the SIM profile from the roaming MNO 400
based on the download information and the user preference. The SIM profile engine
114 sends the download information and the user preference to the SIM profile engine
511 of the second electronic device 500, when the preferred electronic device is the
secondary electronic device 500. the SIM profile engine 511 may download the SIM
profile from the SMDP+ server 430 and store the SIM profile at the SIM 530 based on
the download information, when the different number service is selected. Further, the
SIM profile engine 511 may activate the SIM profile downloaded from the roaming
MNO 400.

The SIM profile engine 511 may deactivate the existing SIM profile of the home
MNO 300 stored at the SIM 530 to activate the SIM profile downloaded from the
roaming MINO 400. The secondary electronic device 500 includes more than one SIM
530, such as the first SIM and the second SIM. The SIM profile engine 511 downloads
the SIM profile from the SMDP+ server 430 to the second SIM, when the existing SIM
profile of the home MNO 300 is activated at the first SIM. The SIM profile engine 511
may provide a response to the primary electronic device 100, in response to
downloading the SIM profile to the SIM 530 or activating the roaming subscription at
the SIM 530.

The MNO connection engine 113 send a request to the ES 410 to activate the
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roaming subscription, in response to downloading the SIM profile or activating the
roaming subscription. A manage service request may be an example of the request.
The ES 410 may activate the roaming subscription corresponding to the SIM profile
downloaded from the SMDP+ server 430. Further, the ES 410 may send an activated
response to the primary electronic device 100 for indicating the activation of the
roaming subscription. The ES 410 sends an activation message to the primary
electronic device 100 through a FCM push message for indicating the activation of the
roaming subscription.

Although the FIG. 1 shows the hardware components of the system 1000 but it is to
be understood that other embodiments are not limited thereto. The system 1000 may
include less or more number of components. Further, the labels or names of the
components are used only for illustrative purpose and does not limit the scope of the
invention. One or more components can be combined together to perform same or sub-
stantially similar function for providing the roaming subscription through the home
based MNO subscription.

FIG. 2 is a flowchart 2000 of a method for providing the roaming subscription
through a home based MNO, according to an embodiment.

At step 2001, the primary electronic device 100 may receive the roaming sub-
scription request including the roaming location of the user and the user preference.
The processor 110 receives the roaming subscription request including the roaming
location of the user and/or the user preference. At step 2002, the processor 110 fetches
home MNO information of the SIM of the primary electronic device 100. At step 2003,
the processor 110 transmits the home MNO information to a cloud server 200.

At step 2004, the processor retrieves the home MNO data which includes the address
of the ES 310 of the home MNO 300 and the supported capability from the cloud
server 200. At step 2005, the processor 110 transmits a request of authentication cre-
dentials to the home MNO 300 based on the home MNO data. At step 2006, the
processor 110 authenticates the primary electronic device 100. The ES 310 may au-
thenticate the primary electronic device 100.

At step 2007, the processor 110 may share or transmit the authentication credential to
the roaming MNO 400. The authentication credential may include the primary
electronic device information and the authentication token to be used by the primary
electronic device 100 to interact with the roaming MNO 400. At step 2008, the
processor 110 may receive the URL and the authentication credential, where the URL
redirects the primary electronic device 100 to the roaming MNO 400.

The ES 310 may share the URL and the authentication credential with the primary
electronic device 100, where the URL redirects the primary electronic device 100 to
the roaming MNO 400. At step 2009, the method includes establishing the connection
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to the roaming MNO 300 using the URL based on the authentication credential. At
step 2010, the processor 110 may configure or initiate the roaming subscription with
the roaming MNO 400.

The various actions, acts, blocks, steps, or the like in the flow diagram 2000 may be
performed in the order presented, in a different order or simultaneously. Further, in
some embodiments, some of the actions, acts, blocks, steps, or the like may be omitted,
added, modified, skipped, or the like without departing from the scope of the
invention.

FIG. 3 is a diagram of an example scenario of activating the roaming subscription
with an eSIM by a roaming MNO, according to an embodiment.

Referring to FIG. 3, a smartphone may operate as the primary electronic device 100
and a smart watch as the secondary electronic device 500. The primary electronic
device includes a GPS sensor (not shown), the installed SIM 130A and the ¢SIM 130B,
where the SIM profile of the home MNO 300 is installed in the installed SIM 130A.
The secondary electronic device 500 includes the eSIM as the SIM 530 of the
secondary electronic device 500. The smartphone as the primary electronic device 100
is connected to the smart watch as the secondary electronic device 500, the cloud
server 200 and the home MNO 300.

The user is located in the roaming location. The user initiates a roaming subscription
request at the smartphone (i.e., the primary electronic device 100) by proving the user
preference. The user may select the different number service as one of the user
preference. Further, the user selects the primary electronic device 100 as the preferred
electronic device as another user preference. The primary electronic device 100 detects
at step 3001 the roaming subscription request and the user preference. Further, the
primary electronic device 100 detects the information about the roaming location based
on the GPS coordinates obtained from the GPS sensor of the primary electronic device
100.

The primary electronic device 100 fetches the home MNO information of the
installed SIM 130A. At step 3002, the primary electronic device 100 retrieves home
MNO data from the cloud server 200 using the home MNO information of the home
MNO 300. The primary electronic device 100 sends a request to the home MNO 300 to
authenticate the primary electronic device 100 based on the home MNO data, where
the request may include the information about the roaming location. The ES 310 de-
termines whether the roaming MNO 400 is available in the roaming location with
which the home MNO 300 has the tie-up relationship, in response to receiving the
request. Further, the ES 310 determines the URL of the ES 410 of the roaming MNO
400. At step 3003, the ES 310 authenticates the primary electronic device 100 using
the SIM profile stored in the installed SIM 130A and generates the authentication
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credential. At step 3004, the ES 310 shares the authentication credential with the
roaming MNO 400. The ES 410 receives the authentication credential. At step 3005,
the ES 310 sends the URL of the ES 410 to the primary electronic device 100.

The primary electronic device 100 establishes a connection to the ES 410 using the
URL and provides the authentication credential to the ES 410. The ES 410 validates
the connection by matching the authentication credentials received at the ES 410. In
response to a successful matching of the authentication credentials, the ES 410
proceeds to establish a connection to the primary electronic device 100. At step 3006,
the primary electronic device 100 fetches the URL of the web sheet server 420 from
the ES 410. The primary electronic device 100 requests to the web sheet server 420 for
the list of roaming subscription plans using the URL of the web sheet server 420. At
step 3007, the web sheet server 420 sends the list of roaming subscription plans
available in the roaming MNO 400 as per the tie-up relationship to the primary
electronic device 100. The primary electronic device 100 displays the list of roaming
subscription plans to the user.

It may be assumed that the user selects a third roaming subscription plan in the list of
roaming subscription plans. At step 3008, the primary electronic device 100 detects the
user selection of the third roaming subscription plan. At step 3009, the primary
electronic device 100 transmits to the web sheet server 420 the user selection of the
third roaming subscription plan. The web sheet server 420 determines the SIM profile
in the roaming MNO 400 corresponding to the third roaming subscription plan. At step
3010, the web sheet server 420 sends the download information of the SIM profile in
the roaming MNO 400 to the primary electronic device 100. The primary electronic
device 100 connects to the SMDP+ server 430 of the roaming MNO 400 using the
SMDP address included in the download information. At step 3011, the smartphone
100 downloads the SIM profile from the SMDP+ server 430 to the eSIM 130B of the
primary electronic device 100 using the download information. The primary electronic
device 100 requests to the ES 410 to activate the roaming subscription with the
roaming MNO 400. Further, the ES 410 activates the roaming subscription for the
primary electronic device 100 and sends an acknowledgement to the smartphone 100.

FIG. 4 is a diagram of activating a roaming subscription with an eSIM, according to
an embodiment.

It is assumed that a user is present in the roaming location. The user initiates the
roaming subscription request at the smartphone 700 as the primary electronic device
100 by proving the user preference. At step 4001, the smartphone 700 detects the
roaming subscription request initiated by the user. At step 4002, the smartphone 700
retrieves home MNO data from the cloud server 200 using the information of the home
MNO 300 (i.e., the home MNO information). At step 4003, the smartphone 700 de-
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termines whether the home MNO 300 has the capability of performing the ODA in the
roaming location based on the supported capability.

The smartphone 700 deactivates the ODA for the roaming subscription, when the
home MNO 300 does not have the capability of performing the ODA in the roaming
location. At step 4004, the smartphone 700 receives the push token from the push
server 600 by requesting to the push server 600, when the home MNO 300 has the ca-
pability of performing the ODA in the roaming location. At step 4005, the smartphone
700 requests to the ES 310 to authenticate the smartphone 700 based on the home
MNO data, where the request includes the information about the roaming location. The
ES 310 determines the URL of the ES 410 of the roaming MNO 400, in response to
receiving the request which includes the information about the roaming location. At
step 4006, the ES 310 authenticates the smartphone 700 using the SIM profile stored in
the installed SIM 130A of the smartphone 700 and generates the authentication
credential. The authentication credential may include, but not limited to, a user ID and
a user password. At step 4007, the ES 310 sends an acknowledgement to the
smartphone 700 indicating a success of authentication, in response to successful au-
thentication of the smartphone 700.

At step 4008, the smartphone 700 sends, to the ES 310, a request for validating the
eligibility of the smartphone 700 and the user for the roaming subscription, where the
request may include information about the roaming location. At step 4009, the ES 310
shares the authentication credential with the ES 410, in response to a validation of the
eligibility of the smartphone 700 and the user. At step 4010, the ES 410 sends an ac-
knowledgement to the ES 310, in response to receiving the authentication credential.
At step 4011, the ES 310 shares the authentication credential and the URL of the ES
410 to the smartphone 700. The smartphone 700 connects to the ES 410 using the
URL. At step 4012, the ES 410 checks an eligibility of the smartphone 700 by
matching the authentication credential from the smartphone 100 with the authen-
tication credential available at the ES 410. At step 4013, the ES 410 causes the
smartphone 700 to deactivate the ODA for the roaming subscription, when the authen-
tication credentials are not matching at the ES 410. At step 4014, the smartphone 700
sends a manage subscription request with operation_type = SUBSCRIBE to ES 410 to
obtain a list of roaming subscription plans from the web sheet server 420.

It may be assumed that the user selects the third roaming subscription plan in the list
of roaming subscription plans. At step 4015, the smartphone 700 detects the user
selection on the third roaming subscription plan. At step 4016, the smartphone 700
transmits to the web sheet server 420 the user selection of the third roaming sub-
scription plan. The web sheet server 420 determines the SIM profile in the roaming

MNO 400 corresponding to the third roaming subscription plan. At step 4017, the web
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sheet server 420 sends a JS callback with the download information of the SIM profile
in the roaming MNO 400 to the smartphone 700. The smartphone 700 connects to the
SMDP+ server 430 using the SMDP address included in the download information.

At step 4018, the smartphone 700 downloads the SIM profile from the SMDP+
server 430 using the download information and installs the SIM profile to the eSIM
130B of the smartphone 700. Further, the smartphone 100 requests the ES 410 to
activate the roaming subscription by sending the manage service request with
operation_type=ACTIVATE_SERVICE at step 4019. The ES 410 activates the
roaming subscription for the smartphone 700. If the roaming subscription is activated
with a time delay, the ES 410 sends an acknowledgement of the activation to the
smartphone 700 by sending the ACTIVATED message through the push server 600 at
step 4020.

FIG. 5 is a diagram of activating another roaming subscription for a secondary
electronic device by the roaming MNO, according to an embodiment.

It may be assumed that the user is present in the roaming location. The user initiates
the roaming subscription request at the primary electronic device 100 by proving the
user preference. The user selects the different number service as one of the user
preference. Further, the user selects the smart watch 800 as the preferred electronic
device. At step 5001, the primary electronic device 100 detects a roaming subscription
request with the user preference. The primary electronic device 100 detects the in-
formation about the roaming location based on the GPS coordinates obtained from the
GPS sensor of the primary electronic device 100. The primary electronic device 100
fetches the information of the home MNO 300 stored in the installed SIM 130A of the
primary electronic device 100.

At step 5002, the primary electronic device 100 retrieves home MNO data from the
cloud server 200 using the information of the home MNO 300. The primary electronic
device 100 requests the home MNO 300 to authenticate the primary electronic device
100 based on the home MNO data, where the request may include the information
about the roaming location. The ES 310 of the home MNO 300 determines whether the
roaming MNO 400 is available in the roaming location with which the home MNO 300
have the tie-up relationship in response to receiving the request. Further, the ES 310
detects the URL of the ES 410 of the roaming MNO 400. At step 5003, the ES 310 au-
thenticates the primary electronic device 100 using the SIM profile stored in the
installed SIM 130A and generates the authentication credential. At step 5004, the ES
310 shares the authentication credential to the roaming MNO 400. The ES 410 receives
the authentication credential.

At step 5005, the ES 310 transmits the authentication credential and the URL of the

ES 410 to the primary electronic device 100. The primary electronic device 100 es-
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tablishes a connection to the ES 410 using the URL and provides the authentication
credential to the ES 410. The ES 410 validates the connection by matching the authen-
tication credentials received at the ES 410. In response to a successful matching of the
authentication credentials, the ES 410 may proceed to establish the connection to the
primary electronic device 100. At step 5006, the primary electronic device 100 fetches
the URL of the web sheet server 420 from the ES 410. The primary electronic device
100 requests to the web sheet server 420 for a list of roaming subscription plans using
the URL of the web sheet server 420. At step 5007, the web sheet server 420 sends the
list of roaming subscription plans available in the roaming MNO 400 as per the tie-up
relationship to the primary electronic device 100. The primary electronic device 100
displays the list of roaming subscription plans to the user.

The user may be assumed to select a third roaming subscription plan in the list of
roaming subscription plans. At step 5008, the primary electronic device 100 detects the
user selection on the third roaming subscription plan. At step 5009, the primary
electronic device 100 transmits to the web sheet server 420 the user selection on the
third roaming subscription plan. The web sheet server 420 determines the SIM profile
in the roaming MNO 400 corresponding to the third roaming subscription plan. At step
5010, the web sheet server 420 sends the download information of the SIM profile in
the roaming MNO 400 to the primary electronic device 100. At step 5011, the primary
electronic device 100 sends the download information to a wearable device such as the
smart watch 800 in FIG. 5. The smart watch 800 may connect to the SMDP+ server
430 using the SMDP address in the download information. At step 5012, the smart
watch 800 downloads the SIM profile from the SMDP+ server 430 to the eSIM 531 of
the smart watch 800 using the download information. The smart watch 800 may send
an acknowledgment to the primary electronic device 100 indicating a successful
download of the SIM profile. The primary electronic device 100 requests the ES 410 to
activate the roaming subscription with the roaming MNO 400. Further, the ES 410
activates the roaming subscription for the smart watch 800 and sends an acknowl-
edgement to the primary electronic device 100.

FIG. 6 is a diagram of activating a roaming subscription for the secondary electronic
device by the roaming MNO, according to an embodiment.

The user initiates a roaming subscription request at the smartphone 700 by providing
the user preference. At step 6001, the smartphone 700 detects the roaming subscription
request initiated by the user. At step 6002, the smartphone 700 retrieves home MNO
details from the cloud server 200 using the information of the home MNO 300 (i.e.,
home MNO information). At step 6003, the smartphone 700 determines whether the
home MNO 300 has the capability of performing an ODA in the roaming location
based on the supported capability. The smartphone 700 deactivates the ODA for the
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roaming subscription when the home MNO 300 does not have the capability of
performing the ODA in the roaming location.

At step 6004, the smartphone 700 receives a push token from the push server 600 in
response to requesting to the push server 600 when the home MNO 300 has the ca-
pability of performing the ODA in the roaming location. At step 6005, the smartphone
700 requests the ES 310 to authenticate the smartphone 700 based on the home MNO
details (i.e., home MNO data), where the request may include the information of the
roaming location. The ES 310 determines the URL of the ES 410 of the roaming MNO
400 in response to receiving the request including the information of the roaming
location. At step 6006, the ES 310 authenticates the smartphone 700 using the SIM
profile stored in the installed SIM 130A of the smart phone 700 and generates the au-
thentication credential. At step 6007, the ES 310 sends to the smartphone 700 an ac-
knowledgement indicating the successful authentication in response to the successful
authentication of the smartphone 700.

At step 6008, the smartphone 700 sends a request to the ES 310 for validating the eli-
gibility of the smartphone 700, the smart watch 800 and/or the user for the roaming
subscription, where the request may include information of roaming location. At step
6009, the ES 310 shares the authentication credential with the ES 410 in response to
validating the eligibility of the smartphone 700, the smart watch 800 and/or the user.
At step 6010, the ES 410 sends an acknowledgement to the ES 310 in response to
receiving the authentication credential. At step 6011, the ES 310 sends the authen-
tication credential and the URL of the ES 410 to the smartphone 700. The smartphone
700 may establish a connection to the ES 410 using the URL. At step 6012, the ES 410
checks the eligibility of the smartphone 700 by matching the authentication credential
from the smartphone 700 and the authentication credential available at the ES 410. At
step 6013, the ES 410 causes the smartphone 700 to deactivate the ODA for the
roaming subscription when the authentication credentials does not match at the ES
410. At step 6014, the smartphone 700 sends a manage subscription request with
operation_type = SUBSCRIBE to the ES 410 to obtain a list of roaming subscription
plans from the web sheet server 420.

The user may be assumed to select the third roaming subscription plan in the list of
roaming subscription plans. At step 6015, the smartphone 700 detects a user selection
on the third roaming subscription plan. At step 6016, the smartphone 700 transmits to
the web sheet server 420 the user selection on the third roaming subscription plan. The
web sheet server 420 determines the SIM profile in the roaming MNO 400 corre-
sponding to the third roaming subscription plan. At step 6017, the web sheet server 420
sends the JS callback with download information of the SIM profile in the roaming
MNO 400 to the smartphone 700. At step 6018, the smartphone 700 requests the smart
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watch 800 to download the SIM profile by sending the download information. The
smart watch 800 connects to the SMDP+ server 430 using the SMDP address included
in the download information. At step 6019, the smart watch 800 downloads the SIM
profile from the SMDP+ server 430 using the download information and installs the
SIM profile to the eSIM 531 of the smart watch 800.

At step 6020, the smart watch 800 sends to the smartphone 700an acknowledgment
indicating a successful download of the SIM profile. At step 6021, the smartphone 700
requests the ES 410 to activate the roaming subscription by sending the manage
service request with operation_type=ACTIVATE_SERVICE. Further, the ES 410
activates the roaming subscription for the smartphone 700. It may be assumed that the
roaming subscription is activated with a time delay. At step 6022, the ES 410 sends the
acknowledgement of the activation to the smartphone 700 by sending the
ACTIVATED message through the push server 600.

The term "module” used herein may represent, for example, a unit including one or
more combinations of hardware, software and firmware. The term "module"” may be
interchangeably used with the terms "logic", "logical block", "part" and "circuit". The
"module” may be a minimum unit of an integrated part or may be a part thereof. The
"module” may be a minimum unit for performing one or more functions or a part
thereof. For example, the "module” may include an ASIC.

Various embodiments of the present disclosure may be implemented by software
including an instruction stored in a machine-readable storage media readable by a
machine (e.g., a computer). The machine may be a device that calls the instruction
from the machine-readable storage media and operates depending on the called in-
struction and may include the electronic device. When the instruction is executed by
the processor, the processor may perform a function corresponding to the instruction
directly or using other components under the control of the processor. The instruction
may include a code generated or executed by a compiler or an interpreter. The
machine-readable storage media may be provided in the form of non-transitory storage
media. Here, the term "non-transitory", as used herein, is a limitation of the medium
itself (i.e., tangible, not a signal) as opposed to a limitation on data storage persistency.

The method according to various embodiments disclosed in the present disclosure
may be provided as a part of a computer program product. The computer program
product may be traded between a seller and a buyer as a product. The computer
program product may be distributed in the form of machine-readable storage medium
(e.g., a compact disc read only memory (CD-ROM)) or may be distributed only
through an application store (e.g., a Play Store#). In the case of online distribution, at
least a portion of the computer program product may be temporarily stored or

generated in a storage medium such as a memory of a manufacturer's server, an ap-
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plication store's server, or a relay server.

Each component (e.g., the module or the program) according to various embodiments
may include at least one of the above components, and a portion of the above sub-
components may be omitted, or additional other sub-components may be further
included. Alternatively or additionally, some components may be integrated in one
component and may perform the same or similar functions performed by each corre-
sponding components prior to the integration. Operations performed by a module, a
programming, or other components according to various embodiments of the present
disclosure may be executed sequentially, in parallel, repeatedly, or in a heuristic
method. Also, at least some operations may be executed in different sequences,
omitted, or other operations may be added.

While the disclosure has been shown and described with reference to certain em-
bodiments thereof, it will be understood by those skilled in the art that various changes
in form and details may be made therein without departing from the scope of the
disclosure. Therefore, the scope of the disclosure should not be defined as being
limited to the embodiments, but should be defined by the appended claims and

equivalents thereof.
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Claims

A method of a roaming subscription at a device, comprising:

recelving a roaming subscription request comprising a roaming location
of a user;

transmitting, to a first server, home mobile network operator (MNO)
information comprising at least one of a mobile country code (MCC) or
a mobile network code (MNC);

retrieving home MNO data from the first server based on the home
MNO information;

requesting an authentication credential to a home MNO based on the
home MNO data;

transmitting the authentication credential to a roaming MNO;
receiving, from the home MNO, a link to the roaming MNO; and
establishing a connection to the roaming MNO based on the link to the
roaming MNO to initiate a network service at the roaming location.
The method of claim 1, wherein the roaming subscription request
further comprises a user preference between a shared number service
and a different number service.

The method of claim 2, further comprising receiving a selection of one
of the shared number service and the different number service for the
roaming service.

The method of claim 3, wherein the shared number service is provided
to the device with a pre-existing mobile station international subscriber
directory number (MSISDN) of an existing subscriber identity module
(SIM) of the home MNO and the different number service for the
roaming service is provided with a new MSISDN of the roaming MNO.
The method of claim 4, further comprising:

downloading, in response to the selection of the different number
service, a SIM profile from the roaming MNO.

The method of claim 5, further comprising:

activating the downloaded SIM profile for initiating the network
service at the roaming location.

The method of claim 1, wherein interacting with the roaming MNO 1is
performed without changing an existing subscriber identity module
(SIM) installed at the device.

The method of claim 1, further comprising:

receiving a selection of a roaming subscription plan with an existing
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[Claim 11]

[Claim 12]

[Claim 13]
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[Claim 15]

PCT/KR2020/001200
24

SIM of the device; and

initiating the selected roaming subscription plan.

The method of claim 1, wherein the home MNO data comprises at least
one of an address of the home MNO or capability information of the
home MNO.

The method of claim 9, wherein the capability information of the home
MNO comprises capability information on on-device-activation (ODA)
remote subscriber identity module (SIM) provisioning, capability in-
formation on offline remote SIM provisioning, capability information
on QR-based remote SIM provisioning, and capability information on
ODA roaming support.

The method of claim 10, further comprising:

determining whether the home MNO is capable of performing the ODA
in the roaming location of the user based on the capability information
of the home MNO.

The method of claim 11, further comprising:

transmitting, to a push server, a request for generating a push token
based on determining that the home MNO is capable of performing the
ODA in the roaming location of the user.

The method of claim 9, wherein the capability information of the home
MNO further comprises entitlement information of the home MNO
which includes an address of an entitlement server of the home MNO
or an operator's remote SIM provisioning platform (SM-DP+) address.
The method of claim 1, wherein the authentication credential comprises
at least one of device information of the device and an authentication
token used for interacting with the roaming MNO.

An apparatus for a roaming subscription with an embedded subscriber
identity module (eSIM), the apparatus comprising:

a global positioning system (GPS) sensor;

a processor configured to:

receive a roaming subscription request comprising a roaming location
of a user determined by the GPS sensor,

transmit, to a first server, home mobile network operator (MNO) in-
formation comprising at least one of a mobile country code (MCC) or a
mobile network code (MNC),

retrieve home MNO data from the first server based on the home MNO
information,

request an authentication credential to a home MNO based on the home
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MNO data,

transmit the authentication credential to a roaming MNO,

receiving, from the home MNO, a link to the roaming MNO, and
establish a connection to the roaming MNO based on the link to the
roaming MNO to initiate a network service at the roaming location; and
a memory configured to store the home MNO information, the home
MNO data, and the authentication credential.



WO 2020/153801

[Fig. 1]

1/6

PCT/KR2020/001200

1000

Cloud
server 200

Home MNO 300

ES 31

Primary electronic device 100
Processor 110
Roaming MNO
subscription information
engine 111 engine 112
Conl\r/|1]<\al((:)‘[ion SIM profile
engine 113 engine 114 .
|
|
Memory 120 SIM 130 :
|
Communicator :
Display 140 150 I
|
L
Secondary electronic
Push )
server 600 device 500

Processor 510

SIM profile
engine 511

Memory 520

SIM 530

Communicator
240

Roaming MNO 400

ES 410

Web sheet
server 420

SMDP+ server
430




WO 2020/153801 PCT/KR2020/001200
2/6
[Fig. 2]
2000

RECEIVE A ROAMING SUBSCRIPTION REQUEST INCLUDING L 2001
A ROAMING LOCATION OF A USER AND A USER PREFERENCE

FETCH INFORMATION OF A HOME MNO OF A SIM OF L 2002
THE PRIMARY ELECTRONIC DEVICE

FORWARD THE INFORMATION ABOUT THE HOME MNO TO A CLOUD SERVER |— 2003

RETRIEVE HOME MNO DATA INCLUDING AN ADDRESS OF AN ES | 5004
OF THE HOME MNO AND SUPPORTED CAPABILITY FROM THE CLOUD SERVER

SEND AN AUTHENTICATION REQUEST TO THE HOME MNO | 5005
BASED ON THE HOME MNO DATA

AUTHENTICATE THE PRIMARY ELECTRONIC DEVICE — 2006

SHARE AN AUTHENTICATION CREDENTIAL TO THE ROAMING MNO, WHERE
THE AUTHENTICATION CREDENTIAL INCLUDES PRIMARY ELECTRONIC DEVICE
INFORMATION AND AUTHENTICATION TOKEN TO BE USED BY THE PRIMARY
ELECTRONIC DEVICE TO INTERACT WITH THE ROAMING MNO

— 2007

SHARE A URL AND THE AUTHENTICATION CREDENTIAL WITH THE PRIMARY
ELECTRONIC DEVICE, WHERE THE URL REDIRECTS THE PRIMARY — 2008
ELECTRONIC DEVICE TO THE ROAMING MNO

ESTABLISH A CONNECTION TO THE ROAMING MNO USING L 5009
THE URL BASED ON THE AUTHENTICATION CREDENTIAL

INITIATE A ROAMING SUBSCRIPTION WITH THE ROAMING MNO — 2010




PCT/KR2020/001200

WO 2020/153801

3/6

[Fig. 3]

OST
g0el | [VOEL WIS
WIS®

(800€) ueld
uonduosgns Buiweos e
U0 UO108|9s Jasn e 108]a(

(110€)
8ouaJeja.d Jasn

uo paseq a|joid
WIS peojumoq

=

(100¢€) uoiiedo| pulweol pue

)

auoydrews
‘80IA9D IU0}03J
paLojalg

JBquinu JUslBLIQ

8ouaJejaid Jasn ‘jsenbal uonduosgns
BUIWEOJ UO UOIID9|3Ss Jash B 198]9(

VOEIL WIS

-

pejleisuyl

Y g ueid],
AU ¢ Ueld - AU aoel
poI[EISU L el - NS
00F
o=/ ;
(£00€g) sue|
(600¢) ueld uonduosqns
uoyjdLosgns Sl
BUILIBOJ PBJoa|es 10 181 DUS
au) e1eoIpU| _
(010€) ONI Buileo) (900€) onas
au} 40 ajoid WS 4O 1884S gom
0JUI PEOIUMOP PUSS 076N Y184

uonduosgns
fuleoy

[ ]
)
N
||

001

00S

o/

(G00g) S3 Buiweol jo
JHN PaIoBIIpa) puas

(200€) slelsp ONW
9LIOH 9A3llaY

00¢ lonles
pnoD

(€008) WIS pajieisul
10 8[yoId | Buisn

auoydyews syeaiuayiny

06y lanes
+d(INS

00% ONW Buiureoy

gy

(¥008) [erjuspald =
uoneoanuayIne
oleys 00€ ONW
aUIOH




PCT/KR2020/001200

WO 2020/153801

4/6

[Fig. 4]

‘Rejop awin aWo

(020Y) 90essau ysnd gILYAILOY puas

UM PBIBAILOR S| LONdNIosans BuILuBol )|

(6107)
= 804" UoNBIg

OI1eAdR 0J JDIAHIS ILVAILOY
do )M |Sanbel 80inies aBBUBW pUaS

(8]ov) Ireisul pue o

Ul peojumop Buisn apjoid WIS peojume(

(€10¥) 8lqiBya

(910%) Jesn Aq
pajoses Ue|d Buiweol a1ealpu|

(S107)
m/v 188N AQ Pa109|8s
. uejd uonduosgns

(v10p) elc1Bye 4 "syrer

DP JoAI3S 198YS gom 8A1I908! “38IHDSANS

BUIWR0J PAIY) 10318(

hmnﬁuﬂ_u QM_%W = pdA)"uoljelado Ujim 1senbal uondiiosgns afeuBw puag
BUIWEOY (¢ 1Y) [Euapalo UoneafuaYINe
. uo paseq T4 8y Bujsn AJjiqiBlja %8y
T T ooy ™ (110%) ONW Bulweo
JUaWABPa|MOUYIR pUaS 053 401N 8} pues
(600%) [EfuspaID
uofjeonuaYINg eJeyg (800%) AliBI® 1epifeA 0} 1sanbay
Gooi I Amdoﬂv.mﬁmmu_amﬂ“mw N:_ﬂ.wm@mwmw ] hUQLOQQ:m 10U 1l
suoydyews ‘g|1e} UONAUOSNS
ajBaNUBYINY (G0OY) UC1eaO] BuILIEOJ JO UOIRWIO}UI BUILBOK
sepnjoul LoJeolusYINe J0) 1senbay Amoos_cmtg%m
(00%) pauoddns }l ‘uaxo) ysnd a8y Mu/v s uondiosgns
L/ Bujweo
Jayieym %o8y)
(2007) Sterep B A%ﬁ_ﬁ_%%e
Loy eABIIe hul
ONW 8oy eralied " BUILIBOI © }9913(]
ey 009 Ocy Jonas — — 00¢ Janas 007 suoyd
1an8s +dang | Jenas ysng 189US goMm 0k S3 0i€ 53 pnojo Uews




PCT/KR2020/001200

WO 2020/153801

5/6

[Fig. 5]

5[0
Bl B

(8005) ued

uonduosgns Buiweos e
U0 UO108|9s Jasn e 108]a(

(100) UOI}EOO| BUILIEOI PUE
gouasajaid Jasn ‘jsanbas uonduosgns
BUILWEOJ UO UOID9|9S Jasn B 19819

=
)
[«b]

(¢109)
9ouaJejaid Jasn
uo paseq a|joid

WIS peojumoq

(L10G) ojul
PEOJUMOP puUsS

=

VOEIL WIS
paj[elsu|

| ¢ uelg].
¢ Ueld - AU qoeT
| ueld - IS
001

(6005) ueid uondiosans
uondiosgns BuIUIBO
Bujweol pajosjes 10 35I| BAI90BY

8y} e1B0IpU| —

NPT

(L00G) sued

(9005) Jenes Jo8ys

(010S) ONW Bulleol

ay} Jo 8|iyoId WIS JO
04Ul PBROJUMOP PUSS

gom JO TdN Yole4
pUE UoIIdLIOSgNs
BulLBOI jRIIU|

-

)

JoJem JeLg
‘80IA9D JIU0}03J3
paLojalg

JBquinu JUslBLIQ

uonduosgns
fuleoy

001

[ ]
)
N
||

008

o/

(2005) WIS pelieisul jo
SIieleP ONIW eWOH sAsliiey

(500) 3 Buiweos jo
THN Pelaelipal pues

06y lanes
+d(INS

02y James
199ys qem

00% ONW Buiureoy

gy

(00G) [enuspalo
uoleoRUBYINE

8Ieyg

00€ ONW

s3

alOoH

00¢ lonles
pnoD

(€009) WIS pajieisul
10 3|IyoId IS Buisn
auoydueWS 8yRoIUSYINY



PCT/KR2020/001200

WO 2020/153801

6/6

[Fig. 6]

‘Aejp oI WO

Ammowv oBessaL ysnd 3Ly

YlIM PaJBAIO. §I U0

A LOY puss
1d19SgNS BUIWLO) J|

(1209) uon

PAIJOB 10§ DIAYES 3L

YALLOv=8dA)"uoly

RIad0 Yl 158nbal 8
(0209) Juay

DIABS 86BUBW pUSS
||||||| e

liaBpamouyoe pusg

(6109) I[e1Sul pue oju|

(8109

peojumop Buisn 4
OJUl PEOJUMOP §

ljoid WIS PeojumoQ

epnjou! ajljoid WIS p

(£109) 0Jul peOjUM

ROJUMOD 0} Js9nbay

(9109)
pajosjes ue(d B

lasn Aq
LILBOJ 3e2IpY|

(E109) @by

adA1"UolRIado U]

D) SlqIBII8 JI “S|IB1BP JOAISS 198S oM

I Jsenbel Uofaiosg

N80l 3gIHOSANS
ns abeusl pusg

ou J 'sie} @
uonduosgns™—

Bulweoy

U3 WABAIMOLNOR PUSg

(2109) [enuapal
U0 paseq THn oy} B

0 UONBONUBYINE
uisn AJjIqiBlfe Yoay)

(6009) [efiuspeI

(1109) ON
083101

I Buileos
N 9 pusg

(G109)
Jasn g patoayes
ue(d uonduosans

BuIWEOI PAIY) 10318(]

uorealjuayine eseus {8009) AuqiBie 8jepi[eA 01 Jsanbay
(9009) \Vl I Iﬁdo@vmﬁmu_ﬂoﬂzﬂﬁﬂ__ﬂmwwolo_ﬂ ] ‘papiodans jou J1
suoydyrews \_ ‘sle} Uondiosqns
aleanuayiny (G009) UOEd0| Butfueos jo UojeULO}l BuiLIEoy
$8pNJoUI LOIJBUBLINE 10} 1Senbey (009 pauoddns
(¥009) pewoddns Ji fusxol ysnd BAI08Y =~ 5| uonditasgns
BuIWeo!
JOUJaM Y00U)
(2009) [STErep U :cwmw_%%e
ONI sUiQK snoiied BUILE0) © J08l8q
087 009 02y jonss 7SI TS 00z Janss 008 Yorem 007 suoyd
13098 +4ang | semss ysng | | 108us dem pnop JRWS VBWS




INTERNATIONAL SEARCH REPORT International application No.
PCT/KR2020/001200

A. CLASSIFICATION OF SUBJECT MATTER
HO04W 8/02(2009.01)i, HO4W 8/20(2009.01)i, HO4W 8/18(2009.01)i, HO4W 12/06(2009.01)i

According to International Patent Classification (IPC) or to both national classification and [PC
B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)
HO04W 8/02; HO4L 5/00; HO4M 1/66; HO4W 48/08;, HO4W 60/04; HO4W 64/00; HO4W 8/06; HO4W 8/18; HO4W 8/20; HO4W 12/06

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched
Korean utility models and applications for utility models

Japanese utility models and applications for utility models

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)
cKOMPASS(KIPO internal) & Keywords: roaming, home, MNO(mobile network operator), MCC(mobile country code), MNC(mobile
network code), authentication, credential, location

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category™ Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

A WO 2014-062384 A1 (JASPER WIRELESS, INC. et al.) 24 April 2014 1-15
paragraphs [0120], [0255]; and figure 35

A US 2015-0257122 A1 (APPLE INC.) 10 September 2015 1-15
paragraphs [0052]-[0089]; and figures 1-5

A US 2018-0109676 A1 (SAMSUNG ELECTRONICS CO., LTD.) 19 April 2018 1-15
paragraphs [0040]-[0213]; and figures 1-11

A US 2016-0295544 A1 (GLOBETOUCH, INC.) 06 October 2016 1-15
paragraphs [0026]-[0173]; and figures 1-3

A US 2013-0102306 A1 (VINOD SACHANANDANI) 25 April 2013 1-15
paragraphs [0032]-[0069]

|:| Further documents are listed in the continuation of Box C. See patent family annex.

* Special categories of cited documents: "T" later document published after the international filing date or priority

"A" document defining the general state of the art which is not considered date and not in conflict with the application but cited to understand
to be of particular relevance the principle or theory underlying the invention

"D" document cited by the applicant in the international application "X" document of particular relevance; the claimed invention cannot be

"E" eartlier application or patent but published on or after the international considered novel or cannot be considered to involve an inventive
filing date step when the document is taken alone

"L"  document which may throw doubts on priority claim(s) or which is "Y" document of particular relevance; the claimed invention cannot be
cited to establish the publication date of another citation or other considered to involve an inventive step when the document is
special reason (as specified) combined with one or more other such documents,such combination

"O" document referring to an oral disclosure, use, exhibition or other means

being obvious to a person skilled in the art

"P"  document published prior to the international filing date but later "&" document member of the same patent family
than the priority date claimed
Date of the actual completion of the international search Date of mailing of the international search report
07 May 2020 (07.05.2020) 08 May 2020 (08.05.2020)
Name and mailing address of the [SA/KR Authorized officer

International Application Division

Korean Intellectual Property Office YANG, Jeong Rok
189 Cheongsa-ro, Seo-gu, Daejeon, 35208, Republic of Korea

Facsnnile No. +82-42-481-8578 Telephone No. +82-42-481-5709
Form PCT/ISA/210 (second sheet) (July 2019)




INTERNATIONAL SEARCH REPORT
Information on patent family members

International application No.

PCT/KR2020/001200

Patent document Publication Patent family Publication

cited in search report date member(s) date

WO 2014-062384 Al 24/04/2014 CA 2840314 Al 27/12/2012
CN 104106256 A 15/10/2014
CN 107105385 A 29/08/2017
EP 1875618 A2 09/01/2008
EP 2522121 Al 14/11/2012
EP 2724522 Al 30/04/2014
EP 2724522 B1 02/11/2016
EP 2759120 Al 30/07/2014
EP 2936867 Al 28/10/2015
EP 2939458 Al 04/11/2015
EP 3029967 Al 08/06/2016
EP 3253092 Al 06/12/2017
ES 2574421 T3 17/06/2016
JP 2013-516907 A 13/05/2013
JP 2014-529383 A 06/11/2014
JP 2015-213347 A 26/11/2015
JP 2015-505190 A 16/02/2015
US 2006-0246949 Al 02/11/2006
US 2010-0204667 Al 12/08/2010
US 2011-0164511 Al 07/07/2011
US 2012-0142314 Al 07/06/2012
US 2012-0231785 Al 13/09/2012
US 2012-0238265 Al 20/09/2012
US 2012-0282891 Al 08/11/2012
US 2012-0327787 Al 27/12/2012
US 2012-0327813 Al 27/12/2012
US 2012-0331421 Al 27/12/2012
US 2013-0017830 Al 17/01/2013
US 2013-0065575 Al 14/03/2013
US 2013-0148532 Al 13/06/2013
US 2013-0176940 Al 11/07/2013
US 2013-0182554 Al 18/07/2013
US 2013-0217361 Al 22/08/2013
US 2013-0273911 Al 17/10/2013
US 2013-0331080 Al 12/12/2013
US 2014-0011478 Al 09/01/2014
US 2014-0024361 Al 23/01/2014
US 2014-0120912 Al 01/05/2014
US 2014-0242986 Al 28/08/2014
US 2014-0273945 Al 18/09/2014
US 2014-0315514 Al 23/10/2014
US 2014-0357221 Al 04/12/2014
US 2014-0357222 Al 04/12/2014
US 2014-0378120 Al 25/12/2014
US 2015-0024708 Al 22/01/2015
US 2015-0071054 Al 12/03/2015
US 2015-0072682 Al 12/03/2015
US 2015-0087291 Al 26/03/2015
US 2015-0092568 Al 02/04/2015

Form PCT/ISA/210 (patent family annex) (July 2019)




INTERNATIONAL SEARCH REPORT
Information on patent family members

International application No.

PCT/KR2020/001200
Patent document Publication Patent family Publication
cited in search report date member(s) date
US 2015-0133077 Al 14/05/2015
US 2015-0163366 Al 11/06/2015
US 2015-0163661 Al 11/06/2015
US 2015-0244676 Al 27/08/2015
US 2015-0256684 Al 10/09/2015
US 2015-0312745 Al 29/10/2015
US 2015-0358843 Al 10/12/2015
US 2015-0373206 Al 24/12/2015
US 2016-0036779 Al 04/02/2016
US 2016-0037378 Al 04/02/2016
US 2016-0050555 Al 18/02/2016
US 2016-0100047 Al 07/04/2016
US 2016-0261970 Al 08/09/2016
US 2016-0323731 Al 03/11/2016
US 2016-0323766 Al 03/11/2016
US 2017-026823 Al 26/01/2017
US 2019-082340 Al 14/03/2019
WO 2006-118742 A2 09/11/2006
WO 2011-084945 Al 14/07/2011
WO 2012-177665 Al 27/12/2012
WO 2013-085852 Al 13/06/2013
WO 2013-142615 Al 26/09/2013
WO 2014-062384 A9 24/04/2014
WO 2014-105995 Al 03/07/2014
WO 2014-151711 Al 25/09/2014
US 2015-0257122 Al 10/09/2015 TW 201419925 A 16/05/2014
TW 1499345 B 01/09/2015
US 2014-0031022 Al 30/01/2014
US 9031547 B2 12/05/2015
US 9282532 B2 08/03/2016
WO 2014-018203 Al 30/01/2014
US 2018-0109676 Al 19/04/2018 KR 10-2016-0065681 09/06/2016
US 10567576 B2 18/02/2020
US 2016-0157085 Al 02/06/2016
US 9866686 B2 09/01/2018
US 2016-0295544 Al 06/10/2016 CN 107710799 A 16/02/2018
WO 2016-161166 Al 06/10/2016
US 2013-0102306 Al 25/04/2013 BR 112012031960 A2 08/11/2016
EP 2586224 Al 01/05/2013
EP 2586224 Bl 27/05/2015
ES 2557027 T3 21/01/2016
US 9008654 B2 14/04/2015
WO 2011-161490 Al 29/12/2011

Form PCT/ISA/210 (patent family annex) (July 2019)




	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - claims
	Page 26 - claims
	Page 27 - claims
	Page 28 - drawings
	Page 29 - drawings
	Page 30 - drawings
	Page 31 - drawings
	Page 32 - drawings
	Page 33 - drawings
	Page 34 - wo-search-report
	Page 35 - wo-search-report
	Page 36 - wo-search-report

