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with a value token is disclosed. The token code serves as a shared
secret for authenticating the use of the value token. Multiple token
holders can possess the same value token, but each token holder may
have a different token code for use with the value token.
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SYSTEM AND METHOD FOR TOKEN DOMAIN CONTROL
CROSS REFERENCE TO RELATED APPLICATIONS

[0001] This application is a non-provisional application of and claims the
benefit of the filing date of U.S. Provisional Application No. 61/988,815, filed on May

5, 2014, which is herein incorporated by reference In its entirety for all purposes.
BACKGROUND

[0002] Current implementations of token systems could be improved. For
example, In some cases, there may be an insufficient amount of possible unique
token values. This may be an issue when multiple tokens are issued for one user
account. A unique token may be issued for each domain in which the payment
account is used, and tokens may be regularly refreshed (e.g., one-time use tokens).
Current token formats only allow a certain amount of variation, so eventually all

possible unigue values may be exhausted.

[0003] Another issue Is that users have historically been recognized by
various entities through their primary account numbers. User activity tracking, loyalty
programs, activity analysis, and other programs have been based on PAN usage.
When the PAN is replaced with multiple tokens, each token may appear to be a
different account to certain entities (e.g., acquirers), and thus these entities may not
be able to determine the total activity for a given account. Accordingly, using tokens

instead of primary account numbers can be disruptive.

[0004] Embodiments of the invention address these and other problems,

individually and collectively.
SUMMARY

[0005] One embodiment of the invention is directed to a method. The method
comprises receiving, by a data processor in a token service computer, a first token

request from a first token requestor computer, the first token request including a
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value credential and a first domain identifier. The method also comprises identifying
a value token associated with the value credential, generating a first token code
associated with the value token, assigning the value token and the first token code to
the first domain identifier, and transmitting the value token and the first token code to
the first token requestor computer. The first token requestor subsequently uses the
value token for an interaction, and the first token requestor’'s subsequent use of the

value token is valid if the value token is accompanied by the first token code.

[0006] In another embodiment, the method further comprises receiving a
second token request from a second token requestor computer, the second token
request including the value credential and a second domain identifier. The method
also comprises identifying the value token associated with the value credential
generating a second token code associated with the value token assigning the value
token and the second token code to the second domain identifier, and transmitting
the value token and the second token code to the second token requestor compulter.
The second token requestor subsequently uses the value token for an interaction,
and the second token requestor's subsequent use of the value token is valid if the

value token Iis accompanied by the second token code.

[0007] Another embodiment of the invention is directed to a token service

computer configured to perform the above-described method.

[0008] Another embodiment of the invention Is directed to a method
comprising receiving, by a token service system, a first authorization request
message including a value token, a first token code, and a first domain identifier.
The method also comprises determining that the first token code is associated with
the value token, determining that the value token and the first token code are
assigned to the first domain identifier, identifying a value credential associated with
the value token, adding the value credential to the first authorization request
message, sending the first authorization request message to an authorizing entity
computer, receiving a first authorization response message including the value

credential from the authorizing entity computer, replacing the value credential with
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the value token and the first token code In the first authorization response message,

and forwarding the first authorization response message.

[0009] In another embodiment, the method further comprises receiving, by the
token service system, a second authorization request message including a value
token, a second token code, and a second domain identifier. The method also
comprises determining that the second token code is associated with the value
token, determining that the value token and the second token code are assigned to
the second domain identifier, identifying a value credential associated with the value
token, adding the value credential to the second authorization request message,
sending the second authorization request message to the authorizing entity
computer, receiving a second authorization response message including the value
credential from the authorizing entity computer, replacing the value credential with
the value token and the second token code in the authorization response message,

and forwarding the authorization response message.

[0010] Another embodiment of the invention is directed to a token service

system configured to perform the above-described method.

[0011] Further detalls regarding embodiments of the invention can be found in

the Detailed Description and the Figures.
BRIEF DESCRIPTION OF THE DRAWINGS

[0012] FIG. 1 shows a block diagram of a system according to an embodiment

of the invention.

[0013] FIG. 2 shows a block diagram of a token vault computer according to

an embodiment of the invention.

[0014] FIG. 3 shows a block diagram of an exemplary mobile device

according to an embodiment of the invention.

[0015] FIG. 4 shows a block diagram of a merchant computer according to an

embodiment of the invention.



CA 0294519%3 2016-10-06

WO 2015/171625 PCT/US2015/029267

[0016] FIG. 5 shows a block diagram illustrating the use of token codes for

various domains, in accordance with some embodiments of the invention.

[0017] FIG. 6 shows a flow diagram illustrating a method according to

embodiments of the invention.

[0018] FIG. 7 shows a flow diagram illustrating a method for sharing a token

according to embodiments of the invention.

[0019] FIG. 8 shows a block diagram of a computer apparatus according to an

embodiment of the invention.
DETAILED DESCRIPTION

[0020] Embodiments of the present invention are directed to providing, Iin
addition to a value token, a token code to a token requestor. The token code can
serve as a shared secret between a token holder and a token vault. Both the value
token and the token code can be provided together during a transaction, and the
token code can be used to authenticate that the token holder is authorized to use the

value token.

[0021] In some embodiments, one value token can be provided for use In
multiple domains. Each domain may receive a different token code along with the
value token. If the value token is received for a transaction through a certain
domain, it may only be considered valid if accompanied by the appropriate token

code for that domain.

[0022] As discussed above, using value tokens can lead to a token numeric
iIssue. For example, a typical PAN (payment account number) is composed of 16
digits. If each digit can range from 0-9, than there are 10'° possible unique PANSs.
However, certain digits within a PAN are sometimes occupied by various types of
identification information. For example, the first six digits may be used to indicate a
BIN (bank identification number). Other digits may be used for other purposes, such
as the final digit being used as a checksum. In some embodiments, the number of

digits used to actually identify a specific account may be as low as (or lower than) 9
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digits. In the example of 9 digits, there are now only 10°, or one billion, possible
unique values. Considering that there may be many millions of account holders, that
there may be multiple tokens associated with each account at any given time, and
that each token might be refreshed regularly (e.g., once a week, after each
transaction, etc.), it can be seen that one billion unique values may not be enough to

accommodate tokenization applications.

[0023] Embodiments of the invention solve this issue by providing one value
token for use in multiple token domains, along with a different token code for each
domain. Instead of increasing token proliferation (e.g., by issuing a different value
token to every domain, by constantly refreshing value tokens, etc.), a single value
token can be issued to each domain for a certain payment account. Current token
formats may provide enough possible token values to accommodate a single unique
value token per payment account. For example, one billion values may be sufficient
for each account holder to have a unique token value. The token code allows the
single value token to be widely distributed without sacrificing security, as a token
code may be required when using the value token, and token codes may only be

provided to (and valid for) domains that are authorized to use the value token.

[0024] This can also solve the issue of tracking users. As described above,
iIncorporating token codes allows a payment account to be uniquely represented by a
single value token across all domains. Accordingly, entities (e.g., acquirers and
merchants) that previously used a PAN to track user activity can now simply use the
value token instead (as it may be provided during transactions instead of the PAN).
Thus, entities can essentially continue tracking user activity as usual. In some
cases, the value token may be formatted similarly to a PAN, so entities may not be
able to distinguish between a value token and a PAN, and they may not even notice
that anything changed. For example, a value token be a 16 digit number, such as
4146 7238 9345 7895°. Acquirers and merchants may use the entire number, or a
portion of the number (such as field 2, the last four digits "7895", etc.) to identify an
account and/or user. When communicating about the user, entities may refer to the
user by the value token “4146 7238 9345 7895". Also, when identifying which user is
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participating in a transaction, acquirers and merchants identify a user record based
on the value token “4146 7238 9345 7895".

[0025] This token code system may be easily adopted by merchants,
acquirers, and other relevant entities. Minimal changes are needed for existing
systems (e.g., user activity tracking remains the same, as described above). Token
holders may simply store an extra value (the token code), and other entities may
simply pass the token code along Iin authorization request and response messages.
In some embodiments, the token code may be able to fit within existing authorization
message formats without requiring any changes. Thus, a token system that

Increases payment security can be introduced with minimal interruptions.

[0026] Prior to discussing specific embodiments of the invention, some terms

may be described in detail.

[0027] An “interaction” may include a communication, contact, or exchange
between parties, devices, and/or entities. In some embodiments, data can be
exchanged in an interaction between two devices (e.g., an interaction between a

mobile device and an access device).

[0028] A “value credential” may be information associated with worth.
Examples of a value credential include payment credentials, information needed to

obtain a promotional offer, etc.

[0029] "‘Payment credentials” may include any suitable information associated
with an account (e.g. a payment account and/or payment device associated with the
account). Such information may be directly related to the account or may be derived
from information related to the account. Examples of account information may
include a PAN (primary account number or “account number”), user name, expiration
date, CVV (card verification value), dCVV (dynamic card verification value), CVV2
(card verification value 2), CVC3 card verification values, etc. CVV2 is generally
understood to be a static verification value associated with a payment device. CVV2
values are generally visible to a user (e.g., a consumer), whereas CVV and dCVV

values are typically embedded in memory or authorization request messages and

6
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are not readily known to the user (although they are known to the issuer and
payment processors). Payment credentials may be any information that identifies or
IS associated with a payment account. Payment credentials may be provided in
order to make a payment from a payment account. Payment credentials can also
Include a user name, an expiration date, a gift card number or code, and any other

suitable information.

[0030] “Tokenization” is a process by which data is replaced with substitute
data. For example, a payment account identifier (e.g., a primary account number
(PAN)) may be tokenized by replacing the primary account identifier with a substitute
number (e.g. a token) that may be associated with the payment account identifier.
Further, tokenization may be applied to any other-information which may be replaced
with a substitute value (i.e., token). Tokenization may be used to enhance
transaction efficiency, improve transaction security, increase service transparency,

or to provide a method for third-party enablement.

[0031] A “value token” may be an identifier for worth. Examples of a value

token include payment tokens, a coupon identifier, efc.

[0032] A "payment token” may include an identifier for a payment account
that is a substitute for an account identifier, such as a primary account number
(PAN). For example, a token may include a series of alphanumeric characters that
may be used as a substitute for an original account identifier. For example, a token
“4900 0000 0000 0001” may be used in place of a PAN “4147 0900 0000 1234.” In
some embodiments, a token may be “format preserving” and may have a numeric
format that conforms to the account identifiers used Iin existing transaction
processing networks (e.g., ISO 8583 financial transaction message format). In some
embodiments, a token may be used In place of a PAN to initiate, authorize, settle or
resolve a payment transaction or represent the original credential in other systems
where the original credential would typically be provided. In some embodiments, a
token value may be generated such that the recovery of the original PAN or other
account identifier from the token value may not be computationally derived. Further,

In some embodiments, the token format may be configured to allow the entity

7
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receiving the token to identify it as a token and recognize the entity that issued the

token.

[0033] A “token code” may be any string of characters that serve as evidence
of permission for using a value token (e.g., a payment token). In some
embodiments, a token code may be a hexadecimal value. In other embodiments, a
token code could be any other alphabetical, numeric, or alphanumeric value. For
example, In some embodiments, a token code may be composed of five characters,
or any other suitable number of characters. A token code may also be a random or
otherwise un-guessable value. A token code may be issued to a holder of a value
token, and the token code may be able to validate the value token. The combination
of the token code and a value token may constitute a unique combination. A token
code may also be associated with a domain ID (e.g., that indicates a token domain),
such that a value token is validated by a token code and an associated domain ID.
In some embodiments, a token code may be unique for a value token to which it is
assigned. However, the token code may not necessarily be globally unique. For
example, the same token code could possibly be randomly generated and assigned
for a different value token. Thus, running out of unique token codes may not be a

concern.

[0034] A “token service system” or “token service computer” can include a
system that that services payment tokens. In some embodiments, a token service
system can facilitate requesting, determining (e.g., generating) and/or issuing
tokens, as well as maintaining an established mapping of tokens to primary account
numbers (PANs) in a repository (e.g. token vault). In some embodiments, the token
service system may establish a token assurance level for a given token to indicate
the confidence level of the token to PAN binding. The token service system may
Include or be iIn communication with a token vault where the generated tokens are
stored. The token service system may support token processing of payment
transactions submitted using tokens by de-tokenizing the token to obtain the actual
PAN. In some embodiments, a token service system may include a token service

computer alone, or in combination with other computers such as a transaction
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processing network computer. Various entities of a tokenization ecosystem may
assume the roles of the token service provider. For example, payment networks and
Issuers or their agents may become the token service provider by implementing the

token services according to embodiments of the present invention.

[0035] In addition to generating and processing payment tokens, a token
service computer can generate, issue, and process token codes. For example, a
token service computer can generate and provide a token code for each distributed
payment token. In some embodiments, a single payment token can be distributed to
multiple token requestors, but a different token code may be provided to each token
requestor for the single payment token. Similarly, when de-tokenizing a payment
token, the token service computer can verify that a payment token is accompanied

by an appropriate token code and/or domain ID.

[0036] A “token vault” may be an example of a token service computer and
can include a repository that maintains established token-to-PAN mappings.
According to various embodiments, the token vault may also maintain other
attributes of the token requestor that may be determined at the time of registration.
The attributes may be used by the token service provider to apply domain
restrictions or other controls during transaction processing. In some embodiments,
the token vault may be a part of the token service system or the token service
provider. Alternatively, the token vault may be a remote repository accessible to the
token service provider. Token vaults, due to the sensitive nature of the data
mappings that are stored and managed in them, may be protected by strong

underlying physical and logical security.

[0037] “Token exchange” or “de-tokenization” can include a process of
restoring the data that was substituted during tokenization. For example, a token
exchange may include replacing a payment token with a corresponding primary
account number (PAN) that was associated with the payment token during
tokenization of the PAN. Thus, the de-tokenization may refer to the process of
redeeming a token for the associated PAN value based on a token-to-PAN mapping

stored, for example, in a token vault. The abillity to retrieve a PAN In exchange for

9
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the associated token may be restricted to specifically authorized entities, individuals,
applications, or systems. Further, de-tokenization or token exchange may be
applied to any other information. In some embodiments, token exchange may be
achieved via a transactional message, such as an ISO message, an application

programming interface (API), or another type of web interface (e.g., web request).

[0038] A “token requestor” include an entity that requests a token. The token
requestor may initiate a request that a primary account number (PAN) be tokenized
by submitting a token request message to the token service provider. According to
various embodiments, a token requestor may no longer need to store a PAN
assoclated with a token once the requestor has received a requested token. The
requestor may be an application, a device, a process, or a system that is configured
to perform actions associated with tokens. A token requestor can request
registration with a network token system, request token generation, token activation,
token de-activation, token exchange, token lifecycle management related processes,
and/or any other token related processes. A requestor may interface with a network
token system through any suitable communication networks and/or protocols (e.g.,
using HT TPS, SOAP and/or an XML interface among others). Some non-limiting
examples of token requestors may include, for example, communication devices
(e.g., mobile phones and computers) operated by users, card-on-file merchants,
acquirers, acquirer processors, and payment gateways acting on behalf of
merchants, payment enablers (e.g., original equipment manufacturers, mobile
network operators, etc.), digital wallet providers, issuers, third party wallet providers,
and/or transaction processing networks. In some embodiments, a token requestor
can request tokens for multiple domains and/or channels. A token requestor may be
registered and identified uniquely by the token service provider within the
tokenization ecosystem. During token requestor registration, the token service
provider may formally process the token requestor’s application to participate in the
token service system. The token service provider may collect information pertaining
to the nature of the requestor and the relevant use of tokens to validate and formally
approve the token requestor and establish appropriate domain restriction controls.
Successfully registered token requestors may be assigned a domain ID that may

10
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also be entered and maintained within the token vault. Token requestors may be
revoked or assigned new domain ID. This information may be subject to reporting

and audit by the token service provider.

[0039] A “token domain” may indicate an area and/or circumstance in which a
token can be used. Examples of the token domain may include, but are not [imited
to, payment channels (e.g., e-commerce, physical point of sale, etc.), POS entry
modes (e.g., contactless, magnetic stripe, etc.), and merchant identifiers to uniquely
identify where the token can be used. A set of parameters (i.e. token domain
restriction controls) may be established as part of token issuance by the token
service provider that may allow for enforcing appropriate usage of the token In
payment transactions. For example, the token domain restriction controls may
restrict the use of the token with particular presentment modes, such as contactless
or e-commerce presentment modes. In some embodiments, the token domain
restriction controls may restrict the use of the token at a particular merchant that can
be uniquely identified. Some exemplary token domain restriction controls may
require the verification of the presence of a token cryptogram that is unigque to a
given transaction. In some embodiments, a token domain can be associated with a
token requestor. For example, a token requestor may request tokens for a certain
domain, and both the token requestor and domain may be identified by a certain

domain ID.

[0040] A “domain identifier (ID)” may include an identifier for a token domain
and/or a token requestor. It may include any characters, numerals, or other
iIdentifiers associated with an entity associated with a network token system. In
some embodiments, a uniqgue domain ID may be assigned for each domain
associated with the same token requestor. For example, a domain ID can identify a
pairing of a token requestor (e.g., a mobile device, a merchant, a mobile wallet
provider, etc.) with a token domain (e.g., e-commerce, contactless, etc.). A domain
ID may include any format or type of information. For example, in one embodiment,
the domain ID may include an alphanumerical value such as a ten digit or an eleven

digit letter and/or number (e.g., 4678012345). In some embodiments, a domain ID

11
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may Iinclude a code for a token service provider (e.g., first 3 digits) such as the
network token system and the remaining digits may be assigned by the token service
provider for each requesting entity (e.g., mobile wallet provider) and the token

domain (e.g., contactless, e-commerce, etc.).

[0041] “Token expiry date” may refer to the expiration date/time of the token.
The token expiry date may be passed among the entities of the tokenization
ecosystem during transaction processing to ensure interoperability. The token

expiration date may be a numeric value (e.g. a 4-digit numeric value).

[0042] A "mobile device” may comprise any suitable electronic device that
may be transported and operated by a user, which may also provide remote
communication capabilities to a network. Examples of remote communication
capabilities include using a mobile phone (wireless) network, wireless data network
(e.g. 3G, 4G or similar networks), Wi-Fi, Wi-Max, or any other communication
medium that may provide access to a network such as the Internet or a private
network. Examples of mobile devices include mobile phones (e.g. cellular phones),
PDAs, tablet computers, net books, laptop computers, personal music players, hand-
held specialized readers, etc. Further examples of mobile devices include wearable
devices, such as smart watches, fitness bands, ankle bracelets, rings, earrings, etc.,
as well as automobiles with remote communication capabillities. A mobile device
may comprise any suitable hardware and software for performing such functions,
and may also include multiple devices or components (e.g. when a device has
remote access to a network by tethering to another device - i.e. using the other
device as a modem — both devices taken together may be considered a single

mobile device).

[004 3] A mobile device may also include any suitable device that may be used
to conduct a financial transaction, such as to provide payment credentials to a
merchant. Such a mobile device may be in any suitable form. For example, suitable
mobile devices can be hand-held and compact so that they can fit into a user's wallet
and/or pocket (e.g., pocket-sized). They may include smart cards, magnetic stripe

cards, keychain devices (such as the Speedpass™ commercially available from

12
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Exxon-Mobil Corp.), etc. Other examples of mobile devices include pagers, payment
cards, security cards, access cards, smart media, transponders, and the like. If the
mobile device Is In the form of a debit, credit, or smartcard, the mobile device may
also optionally have features such as magnetic stripes. Such devices can operate In

either a contact or contactless mode.

[0044] “Short range communication” or “short range wireless communication”
may comprise any method of providing short-range contact or contactless

h'™ infra-red, or other data

communications capabillity, such as RFID, Bluetoot
transfer capability that can be used to exchange data between a mobile device and
an access device. In some embodiments, short range communications may be Iin
conformance with a standardized protocol or data transfer mechanism (e.g., ISO
14443/NFC). Short range communication typically comprises communications at a
range of less than 2 meters. In some embodiments, it may be preferable to [imit the
range of short range communications (e.g., to a range of less than 1 meter, less than
10 centimeters, or less than 2.54 centimeters) for security, technical, and/or practical

considerations.

[0045] An “application” may be computer code or other data stored on a
computer readable medium (e.g. memory element or secure element) that may be

executable by a processor to complete a task.

[0046] A “digital wallet” can include an electronic device that allows an
Individual to conduct electronic commerce transactions. A digital wallet may store
user profile information, payment credentials, bank account information, one or more
digital wallet identifiers and/or the like and can be used In a variety of transactions,
such as but not limited to eCommerce, social networks, money transfer/ personal
payments, mobile commerce, proximity payments, gaming, and/or the like for retalil
purchases, digital goods purchases, utility payments, purchasing games or gaming
credits from gaming websites, transferring funds between users, and/or the like. A
digital wallet may be designed to streamline the purchase and payment process. A

digital wallet may allow the user to load one or more payment cards onto the digital
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wallet so as to make a payment without having to enter an account number or

present a physical card.

[0047] A “digital wallet provider” may include an entity, such as an issuing
bank or third party service provider, that issues a digital wallet to a user that enables
the user to conduct financial transactions. A digital wallet provider may provide
standalone user-facing software applications that store account numbers, or
representations of the account numbers (e.g., payment tokens), on behalf of a
cardholder (or other user) to facilitate payments at more than one unrelated
merchant, perform person-to-person payments, or load financial value into the digital
wallet. A digital wallet provider may enable a user to access its account via a
personal computer, mobile device or access device. Additionally, a digital wallet
provider may also provide one or more of the following functions: storing multiple
payment cards and other payment products on behalf of a user, storing other
information including billing address, shipping addresses, and transaction history,
initiating a transaction by one or more methods, such as providing a user name and
password, NFC or a physical token, and may facilitate pass-through or two-step

transactions.

[00438] A “user’ may include an individual that may be associated with one or
more personal accounts and/or mobile devices. The user may also be referred to as

a cardholder, account holder, or consumer.

[0049] An “issuer” or “authorizing entity” may typically refer to a business

entity (e.g., a bank) that maintains an account for a user.

[0050] A "merchant” may typically be an entity that engages in transactions

and can sell goods or services, or provide access to goods or services.

[0051] An "acquirer’ may typically be a business entity (e.g., a commercial
bank) that has a business relationship with a particular merchant or other entity.
Some entities can perform both issuer and acquirer functions. Some embodiments

may encompass such single entity issuer-acquirers.
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[0052] An “access device” may be any suitable device that provides access to
a remote system. An access device may also be used for communicating with a
merchant computer, a transaction processing network, an authentication computer,
or any other suitable system. An access device may generally be located in any
suitable location, such as at the location of a merchant. An access device may be In
any suitable form. Some examples of access devices include POS or point of sale
devices (e.g., POS terminals), cellular phones, PDAs, personal computers (PCs),
tablet PCs, hand-held specialized readers, set-top boxes, electronic cash registers
(ECRs), automated teller machines (ATMs), virtual cash registers (VCRSs), kiosks,
security systems, access systems, and the like. An access device may use any
suitable contact or contactless mode of operation to send or receive data from, or
associated with, a user mobile device. In some embodiments, where an access
device may comprise a POS terminal, any suitable POS terminal may be used and
may Iinclude a reader, a processor, and a computer-readable medium. A reader may
include any suitable contact or contactless mode of operation. For example,
exemplary card readers can include radio frequency (RF) antennas, optical
scanners, bar code readers, or magnetic stripe readers to interact with a payment
device and/or mobile device. In the examples provided herein, an access device
and merchant computer may be referred to as separate system components. |t
should be appreciated, however, that the access device and merchant computer
may be a single component, for example, one merchant mobile device or POS

device.

[0053] An “authorization request message” may be an electronic message
that Is sent to a transaction processing network and/or an issuer of a payment card
to request authorization for a transaction. An authorization request message
according to some embodiments may comply with ISO 8583, which is a standard for
systems that exchange electronic transaction information associated with a payment
made by a user using a payment device or payment account. The authorization
request message may include an issuer account identifier that may be associated
with a payment device or payment account. An authorization request message may
also comprise additional data elements corresponding to “identification information”
15
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iIncluding, by way of example only: a service code, a CVV (card verification value), a
dCVV (dynamic card verification value), a PAN (primary account number or "account
number’), a payment token, a user name, an expiration date, etc. An authorization
request message may also comprise “transaction information,” such as any
iInformation associated with a current transaction, such as the transaction amount,
merchant identifier, merchant location, acquirer bank identification number (BIN),
card acceptor ID, etc., as well as any other information that may be utilized in

determining whether to identify and/or authorize a transaction.

[0054] An “authorization response message” may be an electronic message
reply to an authorization request message generated by an issuing financial
institution or a transaction processing network. The authorization response message
may include, by way of example only, one or more of the following status indicators:
Approval -- transaction was approved; Decline -- transaction was not approved; or
Call Center -- response pending more information, merchant must call the toll-free
authorization phone number. The authorization response message may also include
an authorization code, which may be a code that a credit card issuing bank returns Iin
response to an authorization request message in an electronic message (either
directly or through the transaction processing network) to the merchant's access
device (e.g. POS equipment) that indicates approval of the transaction. The code
may serve as proof of authorization. As noted above, in some embodiments, a
transaction processing network may generate or forward the authorization response

message to the merchant.

[0055] A “server computer” may include a powerful computer or cluster of
computers. For example, the server computer can be a large mainframe, a
minicomputer cluster, or a group of servers functioning as a unit. In one example,
the server computer may be a database server coupled to a Web server. The server
computer may be coupled to a database and may include any hardware, software,
other logic, or combination of the preceding for servicing the requests from one or
more client computers. The server computer may comprise one or more

computational apparatuses and may use any of a variety of computing structures,
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arrangements, and compilations for servicing the requests from one or more client

computers.

[0056] FIG. 1 shows a system 100 comprising a number of components. The
system 100 comprises a token vault 110, which may be an example of at least part
of a token service provider computer. The token vault 110 may be in communication
with one or more of a token requestor 115, a merchant computer 130, an acquirer
computer 1395, a transaction processing network 140, and an authorizing entity
computer 150. Each of the token requestor 115, the merchant computer 130, the
acquirer computer 1395, the transaction processing network 140, and the authorizing

entity computer 150 may be embodied by one or more computers.

[0057] The user 120 (i.e., a device operated by the user 120) may be In
communication with the token requestor 115, the authorizing entity computer 150,
and the merchant computer 130. Furthermore, the merchant computer 130, the
acquirer computer 135, the transaction processing network 140, the authorizing
entity computer 150, and a token network 145 may all be in operative communication
with each other through any suitable communication channel or communications
network. A suitable communications network may be any one and/or the
combination of the following: a direct interconnection; the Internet; a Local Area
Network (LAN); a Metropolitan Area Network (MAN); an Operating Missions as
Nodes on the Internet (OMNI); a secured custom connection; a Wide Area Network
(WAN); a wireless network (e.g., employing protocols such as, but not limited to a

Wireless Application Protocol (WAP), I-mode, and/or the like); and/or the like.

[0058] The token vault 110 may be associated with the transaction processing
network 140, the authorizing entity computer 150, the acquirer computer 135, or the
merchant computer 130. For example, In some embodiments, a token service
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